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Naea 1

TepMuHoONOrusa, coKpawieHma M obo-
3Ha4YeHunA

PeBusus VCS: c9b34116f

VYupaBnenueckas nmiaargopma «<ARTA SYNERGY», nanee Cucrema 1mnaTdopmMa I103BOJISIET B KparT-
Yalmune CPOKU BLEICTPOUTH IIOJIHBEIM ITWKJI yIPaBJIEeHUS U ONTUMHU3UPOBATH OCHOBHYIO OesATeIlb-
HOCTBb OpraHM3aIln.

ABTOpHM3anus IIpoliefypa OOIIyCKa B 3aKPHITYIO 4acTh CUCTEMEBI Ha OCHOBE BHIIIOJIHEHU II0JIb30Ba-
TeneM CucteMbl U CUCTEMOU perjiaMeHTHEBIX IIPOLenyp.

ApgmuaucTpaTop CHCcTEeMBbI JTHI0, OCYIECTBASIOIIee afMUHUCTPATUBHYIO TOAOEPKKY pabdoTel Cu-
CTEMEI.

IMonb30BaTeaH I1071b30BaTeNu CHUCTEMEH - PU3UUYECKUe U IOPUOUYECKHe JTUIla, 9KCIIEePTH TOCyaap-
CTBEHHBIX OPraHOB-IUII€H3UAPOB.

CepBep KOMIILIOTED, IOOKIIIOYEHHEH K ceTu MHTepHeT, TPeqoCTaBISIONINI KIMeHTaM JOCTYII K 00-
UM HHGOPMALIMOHHEIM pecypcaM CHCTeMbl ¥ YIPaBJIAIOUINN 3TUMH PeCcypCcaMu.

CVB]l, cucreMa ymnpaBneHus 6a3oi manubix (MySQL).

JVM BuprtyanbHas MalllvHa Java.

ODamn pesepBHasa konusg 6a3st MySQL.

0O3Y omnepaTuBHOE 3allOMHHAIOIIEE YCTPOMCTBO.

HDD (Hard Disk Drive) - 3K€CTKHUH OUCK.

OC omnepanuuoHHas CUCTeMa.

B]l 0a3a maHHBIX.

JDK (Java Development Kit) - komrekT pa3paboTyrKa MIPUI0KEHMH Ha A3kIKe Java.

LDAP LDAP (aurmn. Lightweight Directory Access Protocol) 06yer4y€éHHbIN TPOTOKOJI JOCTYIIa K Ka-
TajoraM.
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naBa 2

OGnacTb NpUMEHeHNA AOKYMeHTa

PeBu3susa VCS: c9b34116f [laHHBIN JOKYMEHT SIBJISIETCSA PYKOBOACTBOM [JIsI afMHUHMHCTPATOPOB IJiaT-
dopmer «ARTA SYNERGY» (mamee Cucrema), mpemgHa3HaUYeHHOU OJIS COBMECTHOM pabOoTHI Ha IIpel-
IIPUATUAX U YIIPDABJICHU A I10 LIEJIAM. 3,’!1er OIIKMCHIBAIOTCS IIPOLIECCHI, CBAA3aHHBIE C BEIIIOJIHEHKMEM 3aa4
agMUHUCTPUPOBaHUSA CUCTEMEIL.

2.1 Ha3HayeHMe O OKYMEeHTa

[IOKyMeHT COmepzKUT MOoOpoOHOe ONHucaHue MeHCTBUUM OOCITyKHUBAIOIEero mepcoHana CHCTeMEI, Ha-
TIPaBJIEHHBIX Ha ToaaepxKaHue CucTeMbl B pab0TOCTIOCOGHOM COCTOSTHUH.

Bce cBemeHMs 0 BO3HUKIIMX BHEIITATHBEIX CUTyallUsaX, paboTax, MPOBeNEHHLIX OIS WX YCTPAaHEeHUs, U
(akT ycTpaHeHU BHEIITATHOM CUTYyallUM JOXKHB QUKCUPOBATHCS B KypHAale COOBITHH.

2.2 CucrteMHble TpeboBaHunA

CucteMHBle TPeOOBaHUS K 000PYIOBAHHIO 3aBUCST OT MHOTHX IIapaMeTpPOB, PA3HSAIIUXCS OIS PAa3HBIX
OpraHu3alluil ¥ CIOCOO0B IPUMEHEHHUSI CUCTEMEI, II03TOMY MBI He IIyOIUKyeM 30eCh TOYHLIX TPpebGoBa-
HUM; UX MOXKHO PacCUMTaTh IIPU IIOMOIIM TOKyMeHTa KanbKynsTopa KOHpUTYpaluu.
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NnaBa 3

YCTaHOBKAa M NepBOHa4YaJibHafA HAaCTPOW-
Ka

PeBusus VCS: c9b34116f

3.1 YcTaHOBKa CUCTEeMbl

Cuctema «ARTA SYNERGY» pacnpocTpaHseTcs B BUIe, IPUTOOHOM [JI1 YCTAHOBKY Ha OPUTUHAIbHBIN
Debian, u Ha npousBogHbie 0T Debian cucTeMbl ¢ TOM OrOoBOPKO#, YTO HEOOXOOUMEIE OJII YCTAaHOBKYU
IPOTPAaMMHEIE ITAKETHl IPUCYTCTBOBAJIM B TOM OIEPAIMOHHOM cUCcTeMe, KyHna TpebyeTcs YCTaHOBUTH
SYNERGY.

ITpu ycranoBke ARTA SYNERGY 3ameiicTByIOTCSI MHOTHE BO3MOXKHOCTHM IaKeTHOU cucteMbl Debian.
Ecnu BBl HE3HAKOMEI C OCHOBHBEIMY IIPUHUIMIIAMY PabOTH TaKeTHOM CUCTEMHI, ITIOHATUAMU «I1akeT Debian»,
«PEMO3UTOPUN», KMATKUE» U «KECTKHE» 3aBUCUMOCTH U OIPYTUMM, HaCTOSATENILHO PeKOMeHyeM O3Ha-
KOMUTBCS ¢ foKymMeHTOM Debian Reference.

3.1.1 YctaHoBkKa cucteMbl ARTA SYNERGY npu Hasimumm noaKJlO4YeHusa K ce-
™ UHTepHeT

3.1.1.1 nlMpeaBapuTesibHble 3aMe4YaHuna

HpI/I BBIITIOJIHEHHWHX YCTAaHOBKHU IIPEAIIOJIarae€TCsa HaJIn4YKue IIPaB CYIIE€PIIOJIb30BaTEeJIsA. Bce omucanHBEIE
KOMaHEI BEIIIOJTHATCA B TEPMHHAJIE.

[ ycTaHOBKM ITAKETOB UCIOJIL3yeTCs yTunuTa apt-get unu yrunura aptitude c xmrouom install.
T.e. BHITIOJTHEHNE KOMAaHBI

apt-get install Ha3BaHue nakeTa

1 KOMaHIOBI

aptitude install Ha3BaHue nakeTta

3KBHBAJIEHTHO.



https://www.debian.org/doc/manuals/debian-reference/index.en.html
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3.1.1.2 MNopkKnw4YyeHUe penosutTopues

151 KOpPPEKTHOY YCTAHOBKM HY2KHO NOOKIIOUYNUTE pento3utopuu ARTA Synergy peno3utopusam ¢ Bame-
ro IP-agpeca. [Ist aTOro He06X0aAuMO N00aBUTE B ¢atin /etc/apt/sources. list cieayoIIy0 CTPOKY:

deb http://deb.arta.kz/tengri hamming main contrib non-free

Kpome Toro, ybeguTech, 9YTO PENO3UTOPUU Ballled BepCcuU OUCTPUOyTHBa HMOOKITIOYeHHl. Hampumep,
ons Debian 8 jessie:

deb http://httpredir.debian.org/debian jessie main contrib non-free

deb http://security.debian.org jessie/updates main contrib non-free

deb http://httpredir.debian.org/debian jessie-updates main contrib non-free
deb http://httpredir.debian.org/debian jessie-backports main contrib non-free

3ameuaHus:

1. Ob6paTuTe BHMMaHUE, YTO IIOMHUMO OCHOBHBIX perno3uTopueB Debian mogknioueH Takxke
jessie-backports, uTo TpebyeTcs OJIg YCTAaHOBKU MPAaBUIBLHOM BEPCHU NGinx

1. Ilpu ycranoBke ARTA Synergy Ha Debian 9 «stretch» Heo6xoguMo JTOTOTHUTEIIHFHO ITO[-
KJIIOUUTE peno3utopuu oT Debian 8 «jessie».

ITpu ycranoBke Bepcuu ARTA Synergy 3.15 u Brillle HE0O6XOOUMO OOIIOJTHUTEIBHO NOOKITIOYUTh PEIIO-
sutopuu CYB]Il Percona (Ojst BEIIOTHEHUSI CJIEAYIOIINX IIIaroB TpebyioTcs makeTsl Lsb u dirmngr):

BapuaHnm 1: opuuuaavHble peno3umopuu Percona: B TepMUHAJIE BHIIIOITHUTL KOMaHIbI:

# wget https://repo.percona.com/apt/percona-release 0.1-4.$( «
1sb release -sc) all.deb
# dpkg -i percona-release 0.1-4.%$(lsb release -sc) all.deb

[IpegBapuTeIbHO HEOOXOOMMO IPOBEPUTH, YTO YCTAHOBIEH nakeT Lsb: # aptitude
install 1lsb

Bapuanm 2: 3epkasao peno3umopus Percona: B ¢aiin /etc/apt/sources mob6aBuTh CTPOKY:
deb http://deb.arta.kz/percona $debian release main
BmecTo $debian release Heo6xommMo mOOGaBUTH HCIIONIBE3yeMYyI0 Bepcuio Debian.
Y3HaTh Ha3BaHME UCIIONB3yEeMOM BEPCUU MOXKHO C IIOMOIIIBI0O KOMaHOH # Lsb rele

ase -ScC.

[anee HeoO6xoouMO OOHOBUTDH KJTIOY, KOTOPBIM HMCIIONB3yeT Percona s HOOMIHUCH
PETO3UTOPUEB:

# apt-key adv --keyserver keys.gnupg.net --recv-keys 8507EFA5

Hanee HeoO0XOOMMO OOHOBUTD CIIMCOK IAaKETOB:

aptitude update
unu

apt-get update

3ameuaHue:
PekxoMennyercs oTkmouuTh cchiku Ha CD-ROM B sources.list.
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3.1.1.3 YcTaHoOBKa Java

PexkoMeHOyeTCs ITpeaBapUTENIbHO YCTAaHOBUTH Java. HeobGxomumMa 7 Bepcus Java. Ha 7-it paboTaioT
JBoss u ARTA Synergy, a Takxke Cassandra.

3.1.1.3.1 YcCTaHOBMUTb U3 NOAOKJIIOYEHHbIX peno3uTopues

1. TNepexomum Ha obULIMANIbHBIN CaliT, IPUHUMAaEM JIUIIEH3MOHHOE COTJlallleHre U CKadyuBaeM HyXK-
HBIU ¢aiin Java (Hanpumep, jdk-7u80-1inux-x64.tar.gz). [Insa atoro TpebyeTcss HaIu4ue yIET-
HOU 3amnucu Ha caute Oracle.

2. Co3maéM OUPEKTOPUIO
mkdir /var/cache/oracle-jdk7-installer
U IepeMellaeM B He€ CKavyaHHBIN ¢all.

1. Tak kKak mepen yCTAaHOBKOM TpeOyeTCs MPUHSATDL TUIEH3UOHHOEe cornammenue Oracle, mpu HeoO-
XOOUMOCTH MOIKHO CHEJIaTh eT0 MPUHSITHE aBTOMATUYeCKUM (He00s3aTeIbHO):

echo oracle-java7-installer shared/accepted-oracle-license-v1l-1 select true | sudo /usr/bin «
/debconf-set-selections

1. [anee BHIIIOJIHSIEM YCTAHOBKY Java 7:
aptitude install oracle-java7-installer

II71s1 TOTO, YTOOHI TPOBEPUTH, UTO Java II0 YMOJTYaHHUIO 7-51, BEIIIOJIHIEM KOMaH/Y:

java -version

BrIBoq MoIXKeH OLITh TAKUM:

java version "1.7.0 80"
Java(TM) SE Runtime Environment (build 1.7.0 80-bl5)
Java HotSpot(TM) 64-Bit Server VM (build 24.80-bll, mixed mode)

Ecnu Java o yMon4aHUIO IIOJIy4njia OPYTYI0 BEPCUIO, BEIBOOUM CIIHCOK YCTAHOBJIIEHHBIX BEPCUM, BEHI-
IIOJIHUB KOMaHy:

update-java-alternatives --list

CHMCcoK yCTaHOBJIEHHBIX BepCUii OyOeT BHIBEOEH B CIEOYIOIEM BUTIE:

java-6-oracle 65 /usr/lib/jvm/java-6-oracle
java-7-oracle 64 /usr/lib/jvm/java-7-oracle

HepeKHIO‘-II/IM BEPCHUIO Ha HYXKHYIO, BEIIIOJTHUB KOMaHY:

update-java-alternatives --set java-7-oracle



http://www.oracle.com/technetwork/java/javase/downloads/java-archive-downloads-javase7-521261.html
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3.1.1.3.2 YcCTaHOBMUTb U3 CKAa4YaHHOro paHee apxusa

B cnydae, ecnu uMeroTcss Heob6XomuMble apxuBHL ¢ catiTa Oracle, MOXXHO TPEBPATUTL UX B MaKETH
Debian ¢ momompio yTUIUTH java-package.

[lepexomuM B TepMHUHAJIe B KaTajor, B KOTOPOM JIEKUT apXUB M BHEIIIOJIHSIEM KOMaHOy

make-jpkg ‘nonHoe Ha3BaHue apxusa‘

BCTaBUB UM4 (alisa apxuBa.
Ilamee ycTaHaBNIMBaeM CO3[aHHHIM OMHAPHHIN MTAKET:

dpkg -1 Ha3BaHue naketa.deb

HpI/I 9TOM TaKXKe HeOGXO)II/IMO YOOCTOBEPUTHECA B TOM, 9TO Bepcneﬁ ]ava II10 YMOJITYaHHUIO ABJISA€TCA 7-51.

B xopme ycTaHOBKY Java HEOOXOOMMO IPUHSATHL HECBOOOIHYIO JINIIEH3UIO.

3.1.1.4 YcTtaHoBKa nginx B Debian 8 jessie

Synergy mst mpaBuiIbHOM paboTel HeoOxoaum nginx Bepcum 1.3.10 mubo HoBee. Eciu BHI uCIonb3yeTte
Debian 8 jessie, BaM He00X0OUMO ITOOKITIOYUTE perno3uTtopuit backports (cM. Beitie). [17151 yCTaHOBKHU
nginx u3 pemno3urtopus backports Heo6XOOUMO BEIIOTHUTL KOMAHIY:

aptitude -t jessie-backports install nginx

3.1.1.5 YctaHoBKa Synergy c nogaep>xkoi xpanunuwia Jackrabbit

3ameyaHue:

B cnyyae yctaHoBku Synergy Bepcuu 3.15 u BhIllle peKOMEHAYEM 03HAaKOMUTHCS C 0COOEeH-
HocTamu yctaHoBku CYB]I, npuBeneHHBIMU B pa3nesie O6 0CoOeHHOCTSX IPOIeqyPhl 00HOB-
neHus 0o Bepcuu 3.15.

s YCTAaHOBKHU CHUCTEMBL Synergy HeO6XOJII/IMO BEITIOJIHUTE KOMaHIOY

aptitude install arta-synergy-synergy
BMECTO OIIMCAHHOU BHIIIE.

3ameuaHue:

ITepen HaYaioM YCTAaHOBKH, CUCTEMA yIIPaABIEHUs ITaKeTaMMU MOXKET IToTpeboBaTh YCTAHOB-
KM JIOTIOJTHUTEJIFHBEIX MAaKEeTOB, HAaXOASIINXCSA B PEIIO3UTOPUAX IMOOKIIOYEHHEIX K CUCTEME.
Ecnu kakoii-nubo u3 HUxX He OymeT HalimeH, mubo 6ymeT HedOCTYIeH 110 UHBIM TPUYNHAM —
yCTaHOBKa OOHOBJIEHMH He OygeT npopozkeHa. KpoMe TOro, MOTYT BO3HUKHYTh KOH(MIIMKTE
BepCU TaKeToB, T.K. KaXXOEIU CepBep OTIMYaeTCd UHOUBHUOYalbHON ITaKeTHOM KOHpUrypa-
nmel, UX BEPCUAMHU ¥ 3aBUCHMOCTSIMM MEXIy HUMH. B 3TOM ciydae, eClIM Ballell KBalu-
ukamum o peienuss KOHGIUKTaA(0B) He JOCTATOYHO, ClieAyeT 00paTUThCS B CIIyK0y mof-
IEeP3KKHU, TOAPOOHO omycaB NpobeMy U IpuBeAs JIUCTUHTY KOHCOJIU, CBI3aHHBIE C BOITPOCOM
UIU OIIUOKOM.

ITo xony BBHINIOJIHEHUS YCTAHOBKU HYKHO 3afJaTh IIapaMeTpH, KOTOPHIE 3allPOCUT CUCcTeMa. B ux uucuo
BXOIOUT:




PykoBonctBo agpMmunucTpaTtopa ARTA SYNERGY 7/214

* TTapons MySQL Server

[To ymomuaHuIio IIpedloaraeTcs, 4To Bel BEIOepeTe NapoJsib O MojIb30BaTensa root paBHEIM root
ons goctyna K CYBI MySQL. Ecniu Bel BeIbepeTe Apyroi apoib, To Heo0xoaumo 6yoeT Mpou3BeCTU
pemakTUpOBaHUEe HEKOTOPHIX KOHPUTYPaUIMOHHEIX (Daliios.

e 3ampoc Ha KOH(pUTYpUpPOBaHUeE ITapaMeTpPOB NginX

Hcnons3oBaHue Nginx KpaiiHe pekoMeHAyeTca misa production-uncrannanuii. Ecnu y Bac He uMe-
eTcsa dns-uMMeHU OJi CepBepa, Ha KOTOPHIM ycTaHaBnuBaeTcsa ARTA Synergy, To MOXKHO yKa3aTh B
COOTBETCTBYIOIIIEU ONIIUM ip-agpec cepBepa.

3.1.1.6 YcTaHOBKa Synergy c nogaep>xXkoi xpaHunuwa Cassandra

3.1.1.6.1 YcTaHOBKa YUCTOU CUCTEMbI

[I7151 yCTaHOBKM YHCTOM CHCTEMEI C ITOAIEePKKOM xpaHunuina B Cassandra Heo0X0AuMO YCTaHOBUTD Of-
HOBPEMEHHO akKeTH arta-synergy-synergy u arta-synergy-jcr4c. [I1s 5TOro BEIIOJITHUM KOMaHAY:

aptitude install arta-synergy-synergy arta-synergy-jcré4c

3ameuaHue:

Ilepen HAYAIOM yCTAHOBKH, CUCTEMaA yIIPaBJIEHUS IaKeTaMHU MOXKeT IIoTpeboBaTh YCTaHOB-
KM JIOTIOJIHUTEJIPHBIX AKEeTOB, HAaXOASIINXCS B PEIIO3UTOPHUSAX IMOOKIIOYEHHBIX K CUCTEME.
Ecnu kakoii-nu6o u3 HuxX He OymeT HavmeH, mubo 6ymeT HedOCTYIeH 10 UHBIM TPUYUHAM —
yCcTaHOBKa 0OHOBJIEeHM He OygeT npopokeHa. KpoMe TOro, MOTYT BOSHUKHYTh KOH(MIIMKTH
BepCUil TaKeToB, T.K. KaXXOHIU CepBep OTJIMYaeTCd UHOUBUAYaIbHON ITaKeTHOM KOHGpUTypa-
nmel, UX BePCUAMHU U 3aBUCHMOCTSIMM MeXIy HUMH. B 3TOM ciydae, eClIM Ballell KBalu-
ukammm o peierus KOHGIUKTA(0B) He JOCTATOYHO, ClIeAyeT 00paTUThCS B CIIyK0y mof-
IEeP3KKHU, TOAPOOHO omrcaB Ipo61eMy ¥ IpUBeAs JIUCTUHTY KOHCOJIN, CBI3aHHBIE C BOITPOCOM
UTU OIIUOKOM.

ITo XOOy BHIIIOJIHEHUS YCTAHOBKH HY2KHO 3aaTh IIapaMeEeTpPhI, KOTOPEI€ 3aIlIPOCUT CUCTEMaA. B ux uuncio
BXOOUT:

» TTapone MySQL Server

[To ymomuaHWIO IpefmoiaraeTcs, 4To Bel BeIOepeTe maposb Ojis I0Ib30BaTelNsl root paBHEIM root
ot goctyna K CYBI] MySQL. Ecniu Brr BeIGepeTe Opyroy 3amucaHlbl 1apoiib, TO Heo0Xoaumo Oyaer
IIPOU3BECTH PeJaKTHUPOBaHUE HEKOTOPHIX KOH(GUTYPAUMOHHEIX (PaiiioB.

e 3ampoc Ha KOHGUTYPUPOBaHUEe MapaMeTpPoB nginx

Hcnonb3oBaHue Nginx KpaliHe pekoMeHnyeTcs O production-uncrannsamnuii. Ecnu y Bac He uMe-
eTcs dns-UMeHU [JIs1 cepBepa, Ha KOTOPHIHM ycTaHaBnuBaeTcsi ARTA Synergy, To MOXKHO yKa3aTh B
COOTBETCTBYIOIIIEN OIIUHU ip-afpec cepBepa.

3.1.1.6.2 YcTtaHoBKa xpaHunuw,a Cassandra Bmecto xpaHunauuwia JCR

3.1.2 YctaHoBKa cucteMmbl ARTA SYNERGY 6e3 Hanuumsa poctyna K ceTeBbiM
peno3sMTopusam

3.1.2.1 MpeaBapuTesibHble 3aMevYaHus

HpI/I BEITIOJIHEHHMH YCTAHOBKHU IIPDEOIIOIara€TCd HaJIM4YHe IIPpaB CYIIEePIIOJIb30BATEIIA. Bce omucanHBIE
KOMaH[OHBI BBITIOJIHAIOTCSA B TEPMHHAJIE.

TpebosaHusi:
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1. Hanmuuwne ycTaHOBOYHHIX AUCKOB Debian c caiita debian.org: oHM mOMKHBI OBITH mMOOABIIEHHI B
cnucok yctanoBku [10 npu moMoiu apt-cdrom

2. Hanuume apxuBa Java 7-#1 Bepcuu c cavita Oracle (¢aiin jdk-7u80-linux-x64.tar.gz, KOTOPBIN MOXK-
HO 3arpy3uTh 110 CJIEAYIOIIEN CCHITKE

3. Hannuue 3epkana peno3utopusa deb.arta.kz ¢ coxpaHeHHOU CTPYKTypo#l peno3uTtopus. Ilomy-
YUTh €70 MOXKHO IIPU IIOMOIIIM IIPOrpaMM - MeHeKEePOB 3aKadeK, HanpuMmep wget, HTTrack unu
Apyrux

ITpumep nosayyeHun 3epkasa peno3umopus ¢ nomouivio wget
wget -c -t O -m -np -k http://deb.arta.kz/tengri/

ITocme BRITIONTHEHMS 3TOM KOMaHOLl B KaTanore deb.arta.kz 6ymeT HaxoguTCs 3epKajio pPero-
3UTOPUS

CkaunBaeM apxuB Java 1 3epKalio Pero3uTOPHs B yIOOHEIE KATaIOTH Ha MallluHy 6e3 JOCTyIla K CEeTH.

3.1.2.2 HacTpomnKka peno3mtTopues
Heob6xomumo go6aBUTh IIYTHU [0 CKAaYaHHOI'O 3epKajla perno3uTopus, no6aBus B ¢aiin /etc/apt/sour
ces.list cnepyomime CTpOKM:

deb file:///nytb/po/katanora/deb.arta.kz/tengri hamming main contrib non-free

roe /nyTb/po/KaTanora/ Heo6Xo0gUMO 3aMEeHUTD Ha paKTUUYEeCKUH IIyTh, 110 KOTOPOMY HaXOOUTCS CKa-
JYaHHOE 3epKaJjio PEeIO3UTOPUS.

Hamnee gns OOHOBJIEHMS CIIMCKA MAaKEeTOB BHIIOJIHSIEM KOMaHOy:

aptitude update

3.1.2.3 YcTaHoOBKa Java

II71s1 yCTaHOBKHM Java BOCIIOJIb3yeMCSI YTUIIUTOM java-package, mpeaBapuTeIbHO YCTaHOBUB €€ KOMaH-
IOM:

apt-get install java-package

Ianee BBHITTONHSEM B MUPEKTOPUU C apXHUBOM Java KOMaHIY:

make-jpkg jdk-7u80-linux-x64.tar.gz

KoTopas co3aacT deb-mmakeT. YcTraHaBiuBaeM co3faHHLIM deb-makeT ¢ momorikio dpkg:

dpkg -i Ha3BaHue nakeTta.deb

3.1.2.4 YcTaHoBKa Synergy

st ycTaHOBKY Synergy HeoOXOOUMO BEIIIOJIHUTH KOMaH[IY:

aptitude install arta-synergy-synergy

Ilo XOOy BHIIIOJIHEHUS YCTAaHOBKHM HY2KHO 3aaTh IIapaMeTpPhI, KOTOPEIE 3aIlIDOCUT CUCTEMaA. B ux uucrno
BXOOUT:



https://www.debian.org/CD/
https://www.opennet.ru/man.shtml?topic=apt-cdrom&category=8&russian=0
http://www.oracle.com/technetwork/java/javase/downloads/java-archive-downloads-javase7-521261.html
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e TTapons MySQL Server.

[To ymon4yaHuIO IIpeamnoaraeTcs, 4To Bel BeIOepeTe mapoiib O ITOoIb30BaTenss root paBHBEIM root
ons goctyna K CYBII MySQL. Ecnu Bur BeIGepeTe OPyroi mapojib, TO He00XOOUMO IIPOU3BECTH Pe-
OaKTHUPOBaHUE HEKOTOPHIX KOHGUTYPAIIMOHHEIX (ariioB.

* 3ampoc Ha KOHQUTYpPHUPOBaHUE ITapaMeTPOB Nginx.
CrenyeT OTKa3aThCs OT HAaCTPOUKH.

3.1.3 Tllocne ycCTaHOBKM

ITocrne ycTaHOBKH (hailibl CUCTEMBI OYOYyT HaXOOUTHCS MO aapecy /opt/synergy. BHyTpeHHSS CTPYK-
Typa KaTaJoroB TaKOBa:

* jboss/ — ceprep npunoxeHui c ycranobineHHol ARTA SYNERGY

db/ — daiinel, cogepxalme «4UCTHE» CHUMKH HeoOxoguMbelx B, a Takke pe3epBHBIe Komuu B,
co3maBaeMble TPHU KaXa0M OOHOBIIEHUU CUCTEMEI

* index/ — ¢ainnl IOUCKOBOTO MHOEKCA
e tmp/ — BpemeHHEIe GaliIbl, CO3TaBaeMbIe B IIpoIiecce paboOTh CUCTEMEI

e utils/ — pasnuunbie yTUNUTH 01 obcnyxkuBanus ARTA SYNERGY
s nepeumenoBaHus cxeM BII synergy u/unu jbpm Heob6xomumo:

e BKOHGUrypaumoHHOM (paiine . ../jboss/standalone/configuration/standalone-onesynergy.xml
B cexuuu datasource BuyTpu URL OB npomnucaTh HOBEE UM€eHA (CM. IPUMeEPEI HUXKE);

* IOTIOJIHUTEJILHO TOJIBKO IJI cXeMHI jbpm B KoHuUrypamuontHoMm datine .. ./jboss/standalone/con
figuration/arta/management/db.properties mo6aBuTs HOBYIO CTPOKY:

jbpmdb=NEPEMMEHOBAHHOE HA3BAHWE

ITpumep 1. IlepeumeHosaHue cxemol synergy e artal.
Hcxonuoe cocTosiuue cekuu datasource B standalone-onesynergy.xml

<datasource jta="false” jndi-name="java:/AMDS” pool-name="AMDS” enabled="true” use-java- <«
context="true">
<connection-url>jdbc:mysql://127.0.0.1:3306/synergy?useUnicode=true&amp; <«
characterEncoding=utf8</connection-url>

</datasource>

<xa-datasource jndi-name="java:/SynergyDS” pool-name="synergy ds” enabled="true” use-ccm=" <«
false”>
<xa-datasource-property name="URL">
jdbc:mysql://127.0.0.1:3306/synergy?useUnicode=true&amp;characterEncoding=utf8
</xa-datasource-property>

HeoO0X0OUMO U3MEHUTDh Ha:
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<datasource jta="false” jndi-name="java:/AMDS” pool-name="AMDS” enabled="true” use-java- <«
context="true"”>
<connection-url>jdbc:mysql://127.0.0.1:3306/artal?useUnicode=true&amp;characterEncoding <«
=utf8</connection-url>

</datasource>

<xa-datasource jndi-name="java:/SynergyDS” pool-name="synergy ds” enabled="true” use-ccm=" +
false”>
<xa-datasource-property name="URL">
jdbc:mysql://127.0.0.1:3306/artal?useUnicode=true&amp;characterEncoding=utf8
</xa-datasource-property>

ITpumep 2. [lepeumeHosaHue cxemvul jbpm 8 artaZ.
HcxomHoe cocTosHue cekuu datasource B standalone-onesynergy.xml

<xa-datasource jndi-name="java:/jbpm” pool-name="jbpm ds” enabled="true” use-ccm="false"”>
<xa-datasource-property name="URL">
jdbc:mysql://127.0.0.1:3306/jbpmdb?useUnicode=true&amp;characterEncoding=utf8
</xa-datasource-property>

Heo0X0OUMO U3MEHUTDH Ha:

<xa-datasource jndi-name="java:/jbpm” pool-name="jbpm ds” enabled="true” use-ccm="false”>
<xa-datasource-property name="URL">
jdbc:mysql://127.0.0.1:3306/arta2?useUnicode=true&amp;characterEncoding=utf8
</xa-datasource-property>

A takxke B db.properties no6aBuTh HOBYIO CTPOKY U TIOJIYYUTh:

host=1localhost
port=3306
user=root
pass=root
http_port=8080
#image cache=true
#script _cache=true
jbpmdb=arta2

3.2 Hactpo#uka Jboss n MySQL

Ins Toro, 4ToOH cucTeMa paboTana HauIydmuM o6pa3oM, Hy?KHO HCIIONIb30BaTh JOCTATOYHO OBICT-
prle mucku u ¢aiiyloByI0 CUCTEMY, HaCTpauWBaTh IIOM HCHOIb3yeMoe obopymoBaHue MySQL u Jboss,
MUHUMU3UPOBATh TPOOTIEMEL C CETBIO.

3mech pacCMOTPUM TOJIBKO HacTpouku Jboss u MySQL.

B unmeanbHOM ciiydae IION CEPBEP IPUIOKEHMM U 0a3 JaHHBIX [OJIXKHBI OBITH BHIIEIEHEI OTHOEJILHBIE
MalllVHE], ¥ Ha KaX[OO0W MallliHe CepPBEP UCIOJIb3yeT BCe pecypchl. Ho, MOCKONBKY Yalle BCero 3TO He
Tak, OymeM CUuTaTh, YTO OJIOBUHY CBOOOIHOMN OIEPATHMBHON IMaMSTHU KUCIOJB3yeT JBoss-y, a BTOpyIo
monoBuHY - MySQL. TouyHee, OT BCeH OomepaTUBHON MaMSATH OTHUMEM TO, 4TO Heobxogumo mom OC u
IpoYMe NPUJIOKEHNUS, a8 OCTAJIbHOE IIOfEIUM II0IO0IaM.

BymeMm cuuTaTh, 4TO MBI MOXKeM oTHaTh 4I'B cepBepy MpUiokKeHM U CTOIBKO Xke - MySQL.




PykoBonctBo agpMmunucTpaTtopa ARTA SYNERGY 11/214

3.2.1 HacTtpouka Jboss

YBenuuuBaeM NnaMsTh OJis jboss. OTu uaMeHeHus: BHocsATCs B ¢atin /opt/synergy/jboss/bin/stand
alone.conf.d/30-synergy-bigload.conf:

TpebyeTcst 0003HAUYMTL MUHUMAJIBHBIN ¥ MaKCHUMAaJIbHBEIM pPa3Mep MaMsATH, KOTOPHIA MOXKET OBITh HC-
IO/Ib30BaH Java:

# Minimum and maximum memory for Java Heap
#JAVA OPTS="$JAVA OPTS -Xms2G -Xmx4G”

30ech -Xms - MUHMMANIbHLIN pa3Mep, - XMX - MaKCUMaJIbHBIN.

OTH XKe ITapaMeTpHI KeJlaTeIbHO 3aKOMMEHTHUPOBATh B atine /opt/synergy/jboss/bin/standalone.
conf.d/05-standard-memory-settings.conf.

YToOBI HAaCTPOUKH BCTYIIUIIN B CUIIY, HYKHO Iepe3anyCTUTh Jboss:

/etc/init.d/arta-synergy-jboss restart

3.2.2 Hactpouka MySQL

1. HactpauBaem MySQL. Ero HacTpoiiku HaxomaTcsa B atine /etc/mysql/conf.d/arta synergy
performance.cnf. O6s13aTeIbHO HAO BHIIIOIHUTD CIIEOVIONINE HACTPOUKH (B cekiuio mysqgld):

¢ YBeJIN4YHNBa€eM KOJIM4eCTBO COG,‘E[I/IHeHI/IfI max_connect ions: HeOGXOJZ[I/IMO BBEICTABHUTL €0 PaBHBEIM
cymMe MaxPoolSize Bcex maTtacopcoB (cMoTpeTh B /opt/synergy/jboss/standalone/config
uration/standalone-onesynergy.xml)

<xa-datasource jndi-name="java:/SynergyDS” pool-name="synergy ds” enabled=" <+
true” use-ccm="false”>
<xa-datasource-property name="URL">
jdbc:mysql://127.0.0.1:3306/synergy?useUnicode=true&amp; <+
characterEncoding=utf8
</xa-datasource-property>
<driver>com.mysql</driver>

<xa-pool>
<min-pool-size>20</min-pool-size>
--> <max-pool-size>400</max-pool-size>

<is-same-rm-override>false</is-same-rm-override>

<interleaving>false</interleaving>

<pad-xid>false</pad-xid>

<wrap-xa-resource>false</wrap-xa-resource>
</xa-pool>

</xa-datasource>

* yBenmuuBaeM IIynwl Ang InnoDB: innodb_buffer pool size = 3G - pekoMeHOyIOT menaTh OKO-
10 75% RAM, HO ITOCKOJIBKY MakCUMyM MozxkeM oTaaTh MySQL Tonbko 50% o6iiei maMsaTu,
otmaeM 75% ot 50%

YToOBl HACTPOUKY BCTYIIHUIIN B CUJTY, Hafo mepe3anyctutb Mysql. ITpu aToM Hafio TOMHUTE, 4TO mysql
MOJKHO Ilepe3alycKaTh TOJIbKO IIPK OCTaHOBJIeHHOM Jboss.

1. B HEKOTOpHIX CUCTeMaX, HECMOTPS Ha HACTPOMKy max_connections, KOMM4YeCcTBO COeqUHEHUU
nocine 3anycka MySQL ocrtaetcs 214. B ocHOBHOM Takas npo6ieMa Bo3HuKaeT B Debian Jessie,
TIe UCIOIb3yeTCs CUCTeMa UHUInanu3auuu systemd.
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Pemenue npooiaemMsl aisi cucreMmbl Debian Wheezy (SysV)
B daiine /etc/pam.d/common-session mo6aBisieM CTPOKY:

session required pam limits.so

GMU nano 2.2.6 tpain: [fetc/pam.d/common-session M3meHEH

# local modules either before or after the default block, and use
# pam-auth-update to manage selection of other modules. See
# pam-auth-update(8) for details.

here are the per-package modules (the "Primary" block)

ession [default=1] pam_permit.so

here's the fallback if no module succeeds

ession requisite pam_deny.so

prime the stack with a positive return value if there isn't one already;
this avoids us returning an error just because nothing sets a success code
since the modules above will each just jump around
ession required pam_permit.so
and here are more per-package modules (the "Additional" block)

sion required pam_unix.so
ssion optional pam_ck connector.so noxii
end of pam-auth-update confi
ession required pam_limits.soi

=
=

Puc. 3.1: ®aiin common-session

Pepmaktupyewm ¢atin /etc/security/limits.conf u goGaBnsieM Takue HaCTPOUKH:

* soft nofile 65535
* hard nofile 65535
root soft nofile 65535

root hard nofile 65535
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GNU nano 2.2.6 bawn: fetc/security/limits.conf W3meHEH

- chroot - change root to directory (Debian-specific)

<domain> =type> <item= =value=

soft core 8
hard core 1600000
hard rss 10000
hard nproc 20
soft nproc 20
hard nproc 50
hard nproc ]

- chroot [ftp
- maxlogins 4
soft nofile 65535
hard nofile 65535
soft nofile 65535
hard nofile 65535

Puc. 3.2: ®aun limits.conf
st mysql co3maeM oToenbHEIM (atin HacTpoek /etc/security/limits.d/mysql-maxopenfiles.conf

mysgl  soft nofile 102400
mysql hard nofile 102400

GNU nano 2.2.6 ©ain: fetc/security/limits.d/mysgl-maxopenfiles.conf

soft nofile 182486

hard nofile 102400

Puc. 3.3: ®atin mysql-maxopenfiles.conf

ITpoBepsieM MOMEHSJICS JIH TUMHUT (3HadeHHe open files momxkHO 6BITE 102400):
-s '/bin/bash’

su - mysql -c "ulimit -a”
root@master:~# su - mysql -c "ulimit -a" -s '/bin/bash'

KaTtanor oTcyTCTBYeT WAM HepoCTyneH, BXOA B CHMCTeMy BwnonHAetcA ¢ HOME=/
core file size (blocks, -c) @

data seg size (kbytes, -d)} unlimited

scheduling priority (-e) @

file size (blocks, -f) unlimited
pending signals (-1) 128414
max locked memory (kbytes, -1) 64

max memory size (kbytes, -m) unlimited
open files (-n) 1624060

Puc. 3.4: 3uauenue open files
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ITepesanyckaeM mysql u mpoBepsieM 3HaYEHUE Max_connections:

show variables like 'Smax_connections%’;

mysql> show variables like '%max_connections%’;

extra max_connections
max_connections

Puc. 3.5: 3uauenue max_connections

Pemrenue npo6aemMsl ajisi cucteMmbl Debian Jessie (systemd)

BrinmonuasseM KoOMaHOy:

mkdir /etc/systemd/system/mysql.service.d

CozpaeM danin /etc/systemd/system/mysqgl.service.d/limits.conf ¢ TakuM cogepkaHUEM:

[Service]
LimitNOFILE=10000
LimitMEMLOCK=10000

GNU nano 2.2.6 Qain: ...c/systemd/system/mysqgl.service.d/1limits.conf

[lservice]

LimitNOFILE=10000
LimitMEMLOCK=10080

Puc. 3.6: ®aiin limits.conf

ITepesanyckaeM DeMOH:

systemctl daemon-reload
systemctl restart mysql

ITocre 3amycka IpoBepsieM 3HaUYeHHe max connections:

show variables like '%max_connections%’;

3.3 OOHoBsneHue cuctembl ARTA SYNERGY

s OOHOBJIEHUSI CUCTEMEI HeOGXO)II/IMO BEITIIOJIHUTE KOMAHOY:

aptitude update
aptitude install arta-synergy-synergy
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Takxke He0OXOOUMO IIPOCMOTPETh U3MEeHEHUS B KOHGUIYpAIMOHHLIX (aliiaXx, 3aMeHUTh Ha HOBEIE,
OCTaBUTh CTapele. JTOT IAr OOBIYHO BEI3BIBAET OOIBIIVIO YacTh OMMOOK, T.K. KOHQUIypauuu 3ada-
CTYIO CHUJILHO OTJIMYaroTcs. [Ipu 0OHOBIEHMH TaKeTa afMUHUCTPATOPY OyOyT ITOOYepemHO MOKa3aHkbl
KOHOUTypaluoHHble ¢aiiiabl, KOTOPhIEe OTIMYAIOTCSA OT TEX, YTO B nakeTe. [ Kaxmoro daiina 6ymeT
NIpenJioXkKeH HOBBIM BapuaHT KOHPUTypaIrmoHHOro ¢aiina, C BO3MOXKHOCTHIO 3aMEHUTh, 0TKA3aThCs OT
3aMeHBI ¥ IPOCMOTPETh Pa3HUIy MeXOy (danaaMu.

g MmaHunynauuu ¢aiaaMu KoHGUTypaluuu makeTwl arta-synergy-* ucrnonb3yioT MexaHu3M Debian
conffiles. Bonee moapoOHO 0 HEM MOXKHO IIPOYHMTATh 3mech: https://raphaelhertzog.com/2010/09/-
21/debian-conffile-configuration-file-managed-by-dpkg/

3ameyaHue:

Ilepen 06HOBIEHNEM KOHOUTYPAIIMOHHOTO (haiiyla peKOMEHAYETCS CO30aTh €r0 Pe3ePBHYIO
KOIIHIO.

B mportiecce 06HOBIEHMST BaM OyeT 3afaHa YacTh BOMIPOCOB U3 CEKI[UU YCTAHOBKHU (TaKue, Kak mapoib
K B]I), a Takke OyOeT IpeniioKeHO OYUCTUTh BpEMEHHEBIE (aliyibl cepBepa MPUIOKEHUH (3TO HACTOS-
TEeJIbHO PEKOMEHYEeTCS CHesaTh).

HNuorpma mociie 06HOBIEHUS HY2KHO BBIIOJIHUTh aKTyaIu3aliuio Bepcuu 60a3wl faHHbX (B]I), mpomeccos
U UHIEKCOB CUCTEMEIL.

3.3.1 O6 ocobeHHOCTAX Npouenypbl oOHOBNeHusa po sepcum 3.15

B Bepcuu Synergy 3.15 ucnonssyemas CYB]I 6rita 3aMeHeHa ¢ MySQL Server 5.5 na Percona Serv
er 5.7, a TakXke OBUTM IIPOU3BEJEHEl 3HAUYNUTEIbHBIE U3MEHEHUS B CTPYKType 0a3 maHHbIX. B cBA3u C
9THUM BaM HeOGXOJII/IMO 3allJIaHUPOBATh BpeMd OJId O6HOBJ‘IeHI/IH, TaK KaK OHO MOZKET 3aHATh HECKOJIBKO
4acoB (BpeMsI 3aBHUCHUT OT pa3Mepa Ballei 0a3hbl JaHHBIX).

3.3.1.1 TMepepn obHOBNEeHueM
O6HOBIEHNE [OJIZKHO IPOM3BOAUTLCS B IBa dTalla:

1. 3ameHa u obHoBNeHue Bepcuu CYB]]
2. OOHOBIEeHHE MAaKeTOB Synergy 1 3allyCK IITAaTHOTO 00HOBJIeHus BT

BaumMmanue!

ITepen 3ameno#t CYBIl u e€ 00HOBIEHHEM HEOOXOOUMO 0053aTEIbHO CHOejlaTh PE3EPBHYIO
KOIIUIO JAaHHBIX.

ITepen 3ameno#t CYB]] MBI peKoMeHAyeM BhiHeCTH u3 /etc/mysql/my.cnf HacTpolKY, KOTOPhiE OBIIU
moOaBlieHbl BaMU BPY4YHYIO, B OTHeJbHBIN (aiin /etc/mysql/conf.d/custom.cnf, ocTaBuB B opuru-
HaJlbHOM (haiiyie TOJILKO HACTPOMKM II0 yMoa4daHuio. [Ipu 3TOM BaM HYXKHO CBEPUThLCS C ¢ainomMm /
etc/mysql/conf.d/arta synergy performance.cnf, Tak kKak ¢aiinel B KaTanore /etc/mysql/conf.
d cuuTHEIBaloTCs B IeKcuKorpaduieckom (andaBUTHOM) IOPSAOKE, U Bbl MOXKETE IIepeornpenenuTh Ha-
CTPOMKH MPOM3BOAUTEIFHOCTH 0a3bl JMaHHBIX [AJid Synergy. B ciydae COMHEHUH MBI PEKOMEHOyeM
yOpaTh COOCTBEHHOE IIepeonpefielieHre U UCIOJIL30BaTh mapaMeTprl u3 /etc/mysql/conf.d/arta
synergy performance.cnf.

Kpome Tor0, 06paTHTE BHUMAaHNWE HAa HACTPOMKU, KOTOPHIE OBIIM M3MEHEHH], IepeuMeHOBaHbl U060
ymanesbl u3 MySQL 5.6 u MySQL 5.7. Heo6XoouM0 OTKOPPEKTUPOBAThH, 3aMEHUTh UIHU HUCKITIOYUTD
TaKue HaCTPOWKU, eCJI OHU ¥ BaC UMEIOTCH.

ITepen ycTaHOBKOM HE0OX0OMMO YOEOUTHCS, YTO YCTAHOBJIEHA ITOCJIeHSIsA Bepcusa Synergy (3.14 per
lis unu 3.12 tengri). Ecnu 9TO He Tak, TO HEOOXOOUMO YCTAHOBUTD ITOCIEOHIO TOCTYIIHYIO B PEIo-
3UTOPUU BEPCHUIO BCEX YCTAHOBIIEHHBIX ITIaKETOB Synergy:



https://raphaelhertzog.com/2010/09/21/debian-conffile-configuration-file-managed-by-dpkg/
https://raphaelhertzog.com/2010/09/21/debian-conffile-configuration-file-managed-by-dpkg/
https://dev.mysql.com/doc/refman/5.6/en/mysql-nutshell.html#mysql-nutshell-removals
https://dev.mysql.com/doc/refman/5.7/en/mysql-nutshell.html#mysql-nutshell-removals
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# aptitude update
# aptitude install ~iarta-synergy

IMepen 3amenoit u obHOoBIeHueM CYB]I cepBep npunoxeHui Synergy Heo6X0auMO OCTaHOBUTE:

# /etc/init.d/arta-synergy-jboss stop

3.3.1.2 3ameHa u obHoBneHue CYB]

O6uoBnenue CYB]l 1 maHHBIX B HEM MOXKHO ITPOM3BECTH ABYMS CIIOCOOaMM:

1. Jloruyeckoe 0OHOBJIEHME: CHa4ajla BHITPY3UTh AaHHBIE Ipu nomoinu mysqldump, ymanuts BlI,
00HOBUTH IPOrpaMMHOe obecliedeHre U 3arpy3uUTh JaHHbIe 00paTHO.

2. In-place-o6HoBNeHue: 00HOBNSATE CYB]I mocnenoBaTebHO C BEPCUM Ha BEPCUIO U TT0JIb30BATHCS
IIPU 3TOM MHCTPyMeHTOM mysql upgrade miist oOOHOBIIEHUS HAHHBIX.

Meur PEeKOMeHaOyeM IIPOBOOUTEL JIOTUYECKOe 0OHOBIIEHHUE IO ClIeoyrIinuM IIpUuYYruHaM:

* B Percona Server 5.7 (u MySQL 5.7) 1mo ymon4aHHI0 BKJIIOUeHa HacTpoiika innodb file per table.
B mpoitecce o6HOBIeHUs Tpu moMoIu mysql upgrade MHOTHe TabIUIbl Oy T Iepeco3maHbl 3aHOBO
U yXkKe B Bupme .1ibd-daiinos, omHako Mecto B obmeMm tablespace (daim innodbl) ocBoGoxKmeHO HE
Oymet. Takum 06pa3oM, MOKHO ITOTYYUTH ABYKPATHOE (11 6eCIionie3H0e) yBeJImueHne 3aHsITOro 6a30i
OUCKOBOTO ITPOCTPAHCTBA

* ITanHBIe B Tabmuilax OyOyT UMETh MUHUMATbHYIO QparMeHTaIluio

* Bul II0JIy49aeTe Pe3€PBHYIO KOIINIO JaHHBIX, KOTOPYIK MO2KHO GYJIGT HMCIIONIb30BaTh, €CJIM YTO-TO IIOU-
OeT He TaK

Ecnu o KaKuM-TO IPUYHHAM JIOTUYeCcKoe 00HOBIEHNE HEBO3MOXKHO (HampuMep, O0IbIoN 06bEM Ga3bl
OaHHBIX U OAJIUTeIbHOEe BpeMsl paboTsl mysqldump), MOKHO IIPOBOOUTE in-place-o0HOBNEHUE.

3.3.1.2.1 MNopkniouyeHue penosutopus Percona

I7151 o6HOBNIEHMS Synergy B IIEPBYIO 0OYepenb HYKHO IMTOAKJIIOYNTD Pero3uTopuii Percona. CoenaTk 3TO
MOKHO [ABYMSI Cltoco6aMu:

1. YcTtaHoBUTh OGUITHAILHBEINA PEIIO3UTOPUM Percona:
IIpumeyanue:
[Tepen ycTaHOBKOM HEOOXOAMMO ITPOBEPUTH, YTO YCTAHOBJIEH TaKeT Lsb:
# aptitude install lsb

B TepMHKHAJI€ BEIIIOJIHUTE:

# wget https://repo.percona.com/apt/percona-release 0.1-4.$(lsb_release -sc) all.deb
# dpkg -i percona-release 0.1-4.$(1lsb _release -sc) all.deb

ITpoBeEPHUTD, YTO PETIO3UTOPHUH OB ITOAK/II0OYEH, MOXKHO B (patine /etc/apt/sources.list.d/per
cona-release.list.

2. AnbTepHaTUBHEIM BapHaHT: HOOKIIOUYUTE 3epKano peno3utopus Percona. [ns sTtoro B daun /
etc/apt/sources.list HyxkHO 0O0GaBUTH CTPOKY:



https://dev.mysql.com/doc/refman/5.7/en/innodb-multiple-tablespaces.html
https://www.percona.com/doc/percona-server/LATEST/installation/apt_repo.html
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deb http://deb.arta.kz/percona $debian_release main

Bmecto $debian release Heob6xogumo 0o6aBUTE UCIIOIL3yeMyI0 Bepcuio Debian. Y3naTh Ha3Ba-
HIUE UCIIOIb3YEMOM BEPCUU MOKHO C IIOMOIIbI0 KOMaH/IHI:

# 1sb _release -sc

Ianee Heo6xomMMO qOOABUTE K/II0Y, KOTOPHIM MCIOJIBE3YyeT Percona [jisi HOOMIHUCH PETTO3UTOPHUEB:
# apt-key adv --keyserver keys.gnupg.net --recv-keys 8507EFA5

ITocrne mogKIIOYEeHUs PEIIO3UTOPUEB HE0OX0OUMO OOHOBUTE CIIMCOK ITAKETOB, BHIITOJIHUB KOMaH-
ay:
# aptitude update

3.3.1.2.2 Jloruyeckoe obHoBJeHue

Bravane Heo6XOOQUMO CHATH PE3EePBHYI0 Konuio 6a3 maHHEIX synergy, jbpmdb u storage:

# cd /var/backups/synergy

# mkdir upgrade 3.15

# cd upgrade 3.15

# for db in synergy jbpmdb storage; do mysqldump --routines -u root -p $db | gzip > $db.sql <«
.gz; done

Ianee yomanum 6a3sl:

# for db in synergy jbpmdb storage; do mysql -u root -p -e "drop schema $db”; done

YcTarosuM cepsep Percona 5.7, yganuMm gaHHBIE U3 KaTajnora gasHelx MySQL, nHULIIManu3npyeM HO-
BbI€ aHHEBEIE 1 YCTAHOBUM IIaPOJIb root.

BBuny cymecTByiolilel ipobieMsl pu o0HOBNIeHuU Percona Server o 5.7 ¢ npenbsaymux Bepcuii, HaM
Heob6xonuMo OyOeT mpegBapUTesIbHO yOAIUTh MakeTw mysql-server-core-5.5 u mysql-server-5.5
0e3 yuéTa 3aBUCUMOCTEN:

# dpkg -r --force-all mysql-server-core-5.5 mysql-server-5.5
# aptitude install percona-server-server-5.7
Cnepnytowme HOBbIE nakeTbl B6yoyT yCTaHOBMEHbI:
libmecab2{a} libnumal{a} percona-server-client-5.7{ab} percona-server-common-5.7{a} <«
percona-server-server-5.7

[ ... ]

Cnepyiouwme nakeTbl UMET HeyLOBNETBOPEHHbIE 3aBUCUMOCTMU:
mysql-server : 3aBucut: mysql-server-5.5 HO ero ycTtaHoBKa He 3anjaHupoBaHa.
percona-server-client-5.7 : Jlomaet: mysql-client-5.5 HO ycTaHoBneH 5.5.55-0+deb7ul
JloMaeT: virtual-mysql-client kKoTopbii SBNAETCA BUPTyaslbHbM <
nakeToM.
Cnepyiowme [elcTBUS paspewaT 3aBUCKUMOCTHU:

YoanuTtb crieqyloume naketbl:

1) mysqgl-client-5.5
2) mysql-server

MpuHATL paHHoe peweHue? [Y/n/q/?]1 Y

[ ... ]
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# /etc/init.d/mysql stop

# rm /var/lib/mysql/* -rf

# mysqld safe --user=mysql --datadir=/var/lib/mysql --initialize-insecure

# mysqld safe --user=mysql --datadir=/var/lib/mysql --skip-grant-tables &

# mysql -u root

mysql> UPDATE mysql.user SET authentication string = PASSWORD(’root’) WHERE User = 'root’;
mysql> FLUSH PRIVILEGES;

mysql> quit

# killall mysqld

# /etc/init.d/mysql start

3arpy3uM JaHHBIE 00PaTHO:

# for db in synergy jbpmdb storage; do mysql -u root -proot -e "CREATE SCHEMA $db”; zcat <+
$db.sql.gz | mysql -u root -proot $db; done

BrimonmauMm mysql upgrade

# mysql upgrade -u root -proot

OGHOBJIEHUE 3aBEPIIEHO.

3.3.1.2.3 In-place obHoBneHue

Brauane Heo6X0OuMO yCTaHOBUTH Percona Server 5.6:

# aptitude install percona-server-server-5.6
Cnenytowme HOBbIE nakeTbl BynyT yCTaHOBMEHbI:
libnumal{a} libperconaserverclientl18.1{a} percona-server-client-5.6{ab} percona-server- <«
common-5.6{a} percona-server-server-5.6{b}

[ ... ]

Cnepyiowme nakeTbl UMET HeynoOBNETBOPEHHbIE 3aBUCUMOCTMU:
percona-server-server-5.6 : JlomaeT: mysql-server-5.5 Ho ycTaHaBnuBaetcs 5.5.55-0+deb7ul.
JlomaeT: mysqgl-server-core-5.5 HO ycTaHaBnuBaetcs 5.5.55-0+ «+
deb7ul.
JlomaeT: virtual-mysql-server KoTopbil IBNAETCH BUPTyaNnbHbIM <
nakeToM.
percona-server-client-5.6 : JlomaeT: mysql-client-5.5 Ho ycTaHaBnuBaetcsi 5.5.55-0+deb7ul.
JloMaeT: virtual-mysql-client KoTopbii SBNAeTCS BUPTyasbHbM <
nakeToM.
Cnepyiowme pencTBUS paspewaT 3aBUCUMOCTH:

YpanuTb cnepyluwme nakeTbi:
) mysql-client-5.5
) mysql-server
) mysql-server-5.5
) mysql-server-core-5.5

MpuHATL paHHoe peweHue? [Y/n/q/?]1 Y

[ ... 1]

BrmonuauMm mysql upgrade:

# mysql upgrade -u root -proot --force
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YcranosumMm cepBep Percona 5.7.

BBupmy cymiecTByoIie mpobieMbl Ipu 00HOBIeHuU Percona Server oo 5.7 ¢ IpeObIoyIIuX BePCUll, HaM
HeobOxomuMo OymeT ITpegBapuTeslb YIaIuTh IaKeT percona-server-server-5.6 6e3 yuéta 3aBUCUMO-
CTeu:

# dpkg -r --force-all percona-server-server-5.6
# aptitude install percona-server-server-5.7
Cnenytowme HOBbIE nmakeTbl OymyT yCTaHOBMEHbI:
percona-server-client-5.7{ab} percona-server-common-5.7{a} percona-server-server-5.7
Cnenywuwmne naketbl 6ynyT YOAJIEHbI:
libdbd-mysql-perl{u} libmysqglclient18{u}

[ ... ]

Cnepywwme nakeTtbl UMENT HeynoBE€TBOPEHHbIE 3aBUCUMOCTH:
percona-server-client-5.6 : JlomaeT: virtual-mysql-client KoTopbii fiBNSieTCS BUPTyalbHbM <
nakeToM.
JloMaeT: virtual-mysql-client-core kKoTopbiM saBngeTca <
BUPTYasibHbIM MaKeTOM.
percona-server-client-5.7 : JlomaeT: percona-server-client-5.6 HO ycTaHoBneH 5.6.36-82.0-1. <«
wheezy
JloMaeT: virtual-mysql-client KoTopbii SBNS€TCS BUPTYalbHbM <
nakeToM.
JloMaeT: virtual-mysql-client-core KoTopbll siBNsSeTcs <
BUPTYasibHbIM MaKeTOM.
Cnepyiowme [eWcTBUS paspewaT 3aBUCHMOCTHU:

YpanuTte crnepywume nakeTbl:
1) percona-server-client-5.6

MpuHATL pgaHHoe peweHue? [Y/n/q/?]1 Y

[ oo |

BaoBb BeImoTHUM mMysql upgrade:

mysql upgrade -u root -proot --force
/etc/init.d/mysql restart

O6HOBNIEHUE 3aBEPIIEHO.
IIpumeuyanue

B HEKOTOpHIX cUCTeMaX, HECMOTPS Ha HaCTPOMKY mMax connections, KOJIMYECTBO COEOQUHEHUM II0CTe
3anycka MySQL ocraeTcs 214. Pemenue 3Toi nmpo6iieMbl mOAPoOHO OMKMCcaHo B pa3paene «HacTpoiika
MySQL»

3.3.1.3 Heobxopumbie neACTBUSA nocsie oobHoBNEeHUA

ITocne o6HOBIEHUS HEOOXOOUMO IIPOBEPUTL, UTO (aiin /etc/mysql/my.cnf umMeeTr moavko crenyio-
Iee CogepKuMoe:

#

# The Percona Server 5.7 configuration file.

#

#

# * IMPORTANT: Additional settings that can override those from this file!



http://tdd.lan.arta.kz/docs/synergy/trunk/admin-manual/html/install-and-setup.administration.html#mysql.property
http://tdd.lan.arta.kz/docs/synergy/trunk/admin-manual/html/install-and-setup.administration.html#mysql.property
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# The files must end with ’'.cnf’, otherwise they’ll be ignored.

# Please make any edits and changes to the appropriate sectional files
# included below.

#

lincludedir /etc/mysql/conf.d/

lincludedir /etc/mysql/percona-server.conf.d/

Ecnu 3710 He Tak (HallpuMep, TaM cofmepKuMoe Bauiero craporo my.cnf or MySQL 5.5 ¢ BHeCeHHEIMU
BaMM U3MEHEHUSIMH), TO He0OXOIMMO ITPOesiaTh CJIEAyIoIlee:

# mv /etc/mysql/my.cnf /etc/mysql/my.cnf.orig

# update-alternatives --install /etc/mysql/my.cnf my.cnf "/etc/mysql/percona-server.cnf” <«
200

# /etc/init.d/mysql restart

KpOMe 9TOro, H806XOJII/IMO YCTAaHOBUTH BCIIOMOTI'aTE€JIbHEIE (I)YHKHI/II/I Percona:

# mysql -e "CREATE FUNCTION fnvla 64 RETURNS INTEGER SONAME 'libfnvla udf.so’” -u root - <«
proot

# mysql -e "CREATE FUNCTION fnv_64 RETURNS INTEGER SONAME ’'libfnv_udf.so’” -u root -proot

# mysql -e "CREATE FUNCTION murmur hash RETURNS INTEGER SONAME 'libmurmur udf.so’” -u root <
-proot

3.3.1.4 OOHoBneHue Synergy

ITocne o6uoBnenusi CYB]I mo 5.7 MOXKHO 3amycKaTh OOHOBJIEHHE Synergy.
st aToro B /etc/apt/sources.list momkeH mpucyTCTBOBATh perno3uTopuii wilkes:

# grep wilkes /etc/apt/sources.list
deb http://deb.arta.kz/tengri unstable main contrib non-free

YcTaHaBiuBaeM OOHOBJIEHUE Synergy:

# aptitude install ~iarta-synergy

B ciryuae, ecriu Bo BpeMsi OOHOBJIEHUSI BO3HUKIIN OITUOKY, BHITOTHUTE KOMaHay aptitude install -
f, KoTopas NPeIoKUT Pa3pPelIUTh TPOBJIEMEI C 3aBUCUMOCTSIMHU ITAaKETOB.

[anee Heob6xonumo mpou3BecTty o6HOBIeHUe BII Synergy mraTHLM CIIocoO0M.

3.3.2 06 ocobeHHOCTAX npouenypbl oOHOBNeHus 3.5 u Bbille

B Bepcuu 3.5 6ni1a BeIyIieHa 3agada 0300 MymbTUS3BIYHOCTh CUCTEMEI, B paMKax peajan3aluu KOTo-
poti OBIIO CeIaHO OYeHb MHOT'O U3MEHEHUH B SIIPEe CUCTEMEI, B YaCTHOCTHU, B CTPYKTYpe 0a3bl JaHHBIX.
B cBsI3u ¢ 9TUM OOHOBHUTHCSI IO BEPCHUHU 3.5 MOXKHO TOJIBKO C ITPeOLIAYyIlei BEPCUU CUCTEMEI, 3. 4.

3ameuaHue:

st aTOr0 00HOBIEHUS HY2KHO 00s13aTE/ILHO HCIIONIH30BaTh IIOCNIeHIEe PEeBU3NY 1aKEeTOB CH-
cTeMHl Bepcuu 3.4 - oHU gocTynHe Ha deb.arta.kz B peno3urtopuu «3.4»

st cnyuast, korga TpebOyeTcss 0OHOBIIEHME CHUCTEMEI C Bepcui crtapmie 3.4 (Hampumep, 3.2), MH
TMOATOTOBUJIU CHeLMaJIbHBIN PEeNO3UTOPHUI, KOTOPOH Bceraa OyAeT comepkaTh Bepcuio cucteMel ARTA
Synergy 3.4, akTyaJIbHyIO Ha MOMEHT €€ BBIITYCKa U IIepHUoaa MOaIePKKH.

OOHOBHIEHUS oo Oojiee BLICOKOH BEPCHUH ITPOBOAATCA aHAJIOTUYHO.



../../../../additional/statements/3/html/t0300.html

PykoBonctBo agpMmunucTpaTtopa ARTA SYNERGY 21 /214

3.3.2.1 O6HoBneHMe c Bepcun < 3.4 » 3.4 - 3.5

I[TpuMep me#cTBUM, He0OXOOUMEIX Oi1st 00HOBIeHust ARTA Synergy ¢ Bepcuu 3.3 WIu CTapIle I0 BEPCUHU
3.5 ¢ mpoMeXKyTOYHLIM OOHOBJIEHHUEM [0 3.4:

* B ¢aiinne /etc/apt/sources.list BpeMeHHO 3aKOMMEHTHUPOBATh UJIU YOAIUTL CTPOKH C YKa3aHUEM
cTtabunbHbIX peno3utopueB ARTA Synergy, u §o6aBuTh TyHda PENO3UTOPUM, COMEPKAIIUN BEPCUIO
CUCTEMEHI 3.4:

#deb http://deb.arta.kz/tengri stable main contrib non-free
#deb http://deb.arta.kz/tengri stable-updates main contrib non-free

deb http://deb.arta.kz/tengri 3.4 main contrib non-free

¢ OOHOBUTL CIIMCOK MAaKETOB U OOHOBUTH CuCTeMy CTaHOAapPTHEIM criocoboM:

aptitude update
aptitude install arta-synergy-synergy

¢ O6GHOBUTH 6a3y HaHHBIX, IIPOIIECCCH U UHIEKCH

Buaumanue!
O6HoBJIeHne 6a3kl MaHHBIX MOXKET 3aHSITh OJINTEIFHOE BPEMS.

* Y6path peno3utopuit 3.4 us ¢datina /etc/apt/sources.list u BepHYTh TyHda CTaOUILHEIE PEIIO3U-
topuu ARTA Synergy:

deb http://deb.arta.kz/tengri stable main contrib non-free
deb http://deb.arta.kz/tengri stable-updates main contrib non-free

#deb http://deb.arta.kz/tengri 3.4 main contrib non-free

¢ OOHOBUTH CIIMCOK ITAKETOB U OOHOBUTH CUCTEeMY CTaHOAPTHBIM crmocoboM:

aptitude update
aptitude install arta-synergy-synergy

¢ OOGHOBUTH 0a3y MAaHHBIX, IIPOIIECCCH U UHIOEKCHI

3.3.2.2 O6HoBneHue c Bepcum < 3.4 no 3.5, MmuHys 3.4

Ecnu BB MO KaKUM-TO TTpUYMHAM 0OHOBUIM CUCTEMY C Bepcuil < 3.4 cpady Ha 3.5, munys 3.4, To npu
IIOIBITKE OOHOBNIEHUS 0a3bl HAHHLIX BBl YBUOUTE CIIEOyIOIIee COOOIIeHe:

YnpaeneHuwe 5[0 pOBEPUTE HHAEKCHI

Texkywana eepcua bI: 427
JNoctynHan eepcua bJl: 450

OfHoENT: B

JnA koppekTHoi paboTel NPUNOMEHKA CHavana ycTaHoeuTe o6HoeneHne 3.4 u obHoeute B[] B 3Toll BEPCUM, CHUMUTE faMn, a 33TEM YCTaHOBWTE akTyankHoe ofHoBnenue (3.5 u Gonee) u cHoBa o6HosuTe B,

Puc. 3.7: Omnbka 0oOHOBJIeHUS 0a3bl JaHHBIX
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YToOBI UCITPABUTD HAHHYIO CUTYAIHI0, HEOOXOOUMO IIPOU3BECTH IIOHUKeHWe Bepcuu (downgrade) ma-
KeTa arta-synergy-synergy. Heo6xoguMmo mmpogesnaTth Cleqyolnee:

* B daiinne /etc/apt/sources.list BpeMeHHO 3aKOMMEHTHUPOBATh UIU YOAIUTL CTPOKH C YKa3aHUEM
cTabunbHBIX pero3utopueB ARTA Synergy, u mo0aBUTh Tyla PEIO3UTOPHUM, COmepzKalluil BEePCHUI0
CHUCTEMBHI 3. 4:

#deb http://deb.arta.kz/tengri stable main contrib non-free
#deb http://deb.arta.kz/tengri stable-updates main contrib non-free

deb http://deb.arta.kz/tengri 3.4 main contrib non-free

¢ OOHOBUTH CIIMCOK ITAKETOB:

aptitude update

e [IpoBepuTh UMEIOIIMECT BEPCUU TTaKeTa arta-synergy-synergy:
apt-cache policy arta-synergy-synergy

M=l IIOJIY4YMM BEIBOI IIPUMEPHO CJIeOyIoIllero Buaa:

arta-synergy-synergy:
YcTaHoBneH: 3.5-r1~160401.131002
Kanpupart: 3.5-r1~160401.131002
Tabnuua Bepcui:
**% 3.5-r1~160401.131002 0
100 /var/lib/dpkg/status
3.4-r10 0
500 http://deb.arta.kz/tengri/ 3.4/non-free amd64 Packages

MEe1 BUOUM, YTO B CUCTeMe Ha JaHHBIM MOMEHT yCTaHOBJIeHa Bepcusd 3.5-r1~160401.131002 nakeTta
arta-synergy-synergy, a yCTAaHOBUTh U3 PEIIO3UTOPUSI MOXKHO Bepcuio 3.4-r10

* YcTraHaBNHMBaeM IakeT arta-synergy-synergy c SBHHIM YKa3aHUEM BEPCHUH:

aptitude install arta-synergy-synergy=3.4-rl0

B pPe3yibTaTe BO3MO2KHO IIOJIYYHUTE BEIBO[ CIIEOYIOIIIETr O BHUOA:

Cnepywwmne naketbl 6ynyT 0OHOBMEHDI:
arta-synergy-synergy{b}
1 nakeToB 06HOBMEHO, O yCTaHOBMEHO HOBbIX, O NakeToB OTMEYEHO ANA yAaneHus, U 7 NakeToB He <
06HOBNEHO.
Heobxogumo nmonyuutb 590 MB apxusoB. [ocne pacnakoBku 0@ B 6ypeT 3aHATO.
Cnepywwme nakeTtbl UMENT HeynoOBME€TBOPEHHbIE 3aBUCUMOCTH:
arta-synergy-synergy : 3aBucut: arta-synergy-deps (< 3.5) HO ycTaHoBneH 3.5-rl1 «
~160210.110622
3aBucut: arta-synergy-esb (< 3.5) HO ycTaHoBneH 3.5-b674
3asBucut: arta-synergy-indexator (< 3.5) HO ycTaHoBneH 3.5-b658
Cnepywwme OencTBua paspewat 3aBUCUMOCTU:

YoanuTb crepylwme nakeThbl:
1) arta-synergy-synergy

MpuHATb paHHoe peweHue? [Y/n/q/7?]
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Heo6xomouMo OTKa3bIBATLCS OT pellleHui (HaXXMMaTh N) [0 TeX IIop, moka aptitude He mpemmoxuT
CHU3WUTH BEPCUIO Y 3aBUCUMOCTEMN:

Cnenyloume pencrTeus pa3pewaTt 3aBUCUMMOCTHU:

YcTaHoBUTL Gonee cTapyw Bepcuio os Crefyluux NakeToBs:

1) arta-synergy-deps [3.5-r1~160210.110622 (now) -> 3.4-r5~160210.110622 (3.4)]
2) arta-synergy-esb [3.5-b674 (now) -> 3.4-b619 (3.4)]
3) arta-synergy-indexator [3.5-b658 (now) -> 3.4-b603 (3.4)]

MpuHATb paHHoe peweHne? [Y/n/q/?]
9TOo pellleHUe HYKHO IPUHATH (HaxkKaTsh Y).
e OOHOBUTH 0a3y MaHHBIX, IIPOIIECCCHl U UHIOEKCH

BauMmanue!
O6HoBJIeHne 0a3kbl MaHHBIX MOXKET 3aHSITh OJIUTEIbHOe BpeMs.

e Y6patp peno3uTtopuii 3.4 u3 ¢aiina /etc/apt/sources.list u BepHYTh Tya cTaOUIbLHBIE PETIO3H-
topuu ARTA Synergy:

deb http://deb.arta.kz/tengri stable main contrib non-free
deb http://deb.arta.kz/tengri stable-updates main contrib non-free

#deb http://deb.arta.kz/tengri 3.4 main contrib non-free

¢ OOHOBUTL CIIMCOK ITAKETOB U OOHOBUTH CHUCTEMY CTaHOAPTHBIM crmocoboM:

aptitude update
aptitude install arta-synergy-synergy

¢ O6GHOBUTH 6a3y HaHHBIX, IIPOIIECCCH U UHIEKCH

3.4 3anyckK u nepBOHa4YaJsZibHaA HACTPOMUKA

3.4.1 3anyck

719 MaHUTIIYIMPOBaHU A CEPBEPOM IIPUIIOKEHNU ¢ ycTaHOBIeHHOU cucTteMoit ARTA SYNERGY ucnons-
3yeTcs CTaHOAPTHHIY IOOX0N — MHUIMAIU3allMOHHEIN CKPUNT arta-synergy-jboss ¢ mapamerpamu:

¢ start — 3amyck

* stop — ocTaHOBKa

* restart — mepe3anyck; KOMOMHAIINSA OABYX IIPeObIAyIUX
* status — TeKymmiu cTtaTtyc cepsepa

CoOTBEeTCTBEHHO, YTOOHI 3allyCTUTh CHUCTEMY, HY?KHO BBECTU:

# /etc/init.d/arta-synergy-jboss start

Brr MokeTe HaOI0maTh X0 3allyCKa CUCTEMBI, MCIIOTb30BaB CIIEAYIONIYyI0 KOMaHIY:
# tail -f /var/log/synergy/jboss-console.log
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3.4.2 TllepBOoHa4YasibHaA HaCTPOMUKa

IMeperimute mo ampecy: http[s]://server url:[port]/SynergyAdmin c moruaoMm «1» m maposnem
«1». B meH10 «O0CIyKHUBaHUE CUCTEMEI» BrIOepuTe «Yrparnenue BI» u, ecinu OOCTymHast Bepcusi B]I,
OTJIMYAEeTCs OT TEKYIIel, TO HeoOX0OuMoO OOHOBUTH TEKYIyI0 Bepcuio B, HaxkaB KHONKY «OOHOBUTH
BII» ¥ DOXOaThCsI OKOHYAHUSI OOHOBJICHUS.

3aMedaHnue

B cnyuae, ecnu Tekyiaa u goctynHas Bepcusd Bl He oTnudaeTcs, BCe XKe PeKOMeHOyeTCs
KCIO0JIb30BaTh KHOMKY «OO0HOBUTH BIl», TaKk KaK KpoMe OOHOBIEHUS IIPOHUCXOOUT MEePerH-
nexcanus B]I.

ITocne ycmemrHoro 3aBepineHusi o6HoBIeHUs BIl, He06X0QUMO IIPOBECTH MHOEKCAIWIO JOKYMEHTOB B
pasmene «O0CIyXKUBaHNE CUCTEMBI» -> «YTpaBnenue Bl mokKyMeHTOB». [lamee He0OXOOUMO aKTyallu-
3UPOBATh MPOIECCH B pa3mene «O0CHyKuBaHUEe CUCTEMEI» -> «[Ipoitecckr». [JIT 9TOT0 HEOOXOTUMO
HaXarThb CCHIIKY «OOHOBUTL» HAIIPOTUB IIpoliecca co craTtycoM «HeT» B cTomnbIile «B akTyalbHOM CO-
cToTHUU». J10 TeX MOP, TOKAa BCE MPOLIECCH He OYOYT aKTyaJIbHBIMHU.

3aMedaHnue

Ecnu BEI CTOJIKHYJIUCH C HEKOPPEKTHEIM 0TOOpakeHNeM Ka3aXCKoTro sI3klKa, PEKOMEHAYeTCS
ycTaHoBUTH nakeT ttf-mscorefonts-installer.

3.5 Co3paHue pe3epBHOMU KONuUMU

IMTapameTpsl O€KamIHUPOBAHUS U BOCCTAHOBJIEHUSI MOTYT OLITh U3MEHEHH B KOHGUTYPAIlMOHHOM (aiine
/opt/synergy/utils/configs/backup/backup.conf (cMm. YripaBieHue pe3epBHBEIM KOITUPOBAHUEM).

Cnepyioime nmapaMeTphl KOHQUTYPAIIMOHHOT 0 ¢aiina MOTyT OBITh U3MEHEHHI:

e IlyTp, THE OYOyT COXPaHEHBI PE3EPBHLIE KOIUHU:
$dirs{backup} = /var/backups/synergy

* YcnoBue OJisi 3aIlyCKa GeKaHI/IpOBaHI/IH - MUHUMAaJIbHBIA IIPOLIEHT CB060J1HOF0 MeCTa B YKaSaHHOfI
BEIITIE JII/IpeKTOpI/Iﬁ I1I0CJIe CO3a0aHud Oekamna:
$percent _after =5

e Jlorm:
$logfile = /var/log/synergy/backup.log

3aMedaHnue

Crenyromue napamMeTphl, B 00II[eM ciIydae, OCTaloTCs 6e3 u3aMeHeHus1. U3MeHsa#iTe UuX, TOJb-
KO eCJI{ BBl TOYHO 3HAETe, UTO [ejlaeTe.

* Brl XoTUTe cOesiaTh Pe3epBHYIO KOIUIO IIepen BocctaHoBneHueM? 0 - HeT/1 - ga:
$pre_restore =20

e Path to mysqgldump:

$mysqldump = mysqldump --routines
e Path to mysqlL:

$mysgl = mysql
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* Path to Jboss initscript (myTs K datiny 3amycka jboss):
$jbossinit =/etc/init.d/arta-synergy-jboss"

* Base Synergy dir (myTs K 1anike synergy):
$dirs{base} =/opt/synergy’

* Server instance dir (k manke standalone) (IyTh yKa3bslBaeTCs OTHOCUTENILHO IIYTH K ITAallKe Synergy):
$dirs{instance} = \$dirs{base}/jboss/standalone

» Server deploy dir (myTs K nankaMm deploy, configuration):
$dirs{deploy} = \$dirs{instance}/deployments
$dirs{config} = \$dirs{instance}/configuration

* Database datasources names:
$maincfg = \$dirs{config}/standalone-onesynergy.xml
$db{synergyds} = java:/SynergyDS
$db{jbpmds} = java:/jbpm

¢ Path to JCR datasource:
$jcrdsfile = \$dirs{config}/standalone-onesynergy.xml

3.6 ABTOMaTU4YeCKoOe co3aaHue pe3epBHOM KOMNMuu

ABTOMaTH4YECKOE CO3TaHue peaepBHofI KOITMHU COXpaHdaeT BaXKHbI€ aHHBIEe CUCTEMEI [JIs1 BO3SMOXKHOCTH
ImociienymoIimnero BOCCTaHOBJIEHUA.

* CospmaeM ¢atin /etc/cron.d/synergy-backup;
hd HpOHI/ICBIBaeM B HEM CTPOKY

0 23 * * * root /usr/bin/synergy-backup.pl create system;

e CoxpaHseM U3MEHEHUS;

PezepBHBIe Konuu OyOyT CO3TaBaThCA €XKeIHEeBHO B 23 4acoB HOYU. Pe3epBHOMY KOIUPOBAHUIO IO[-
Bepraiorcsa BII mysql, a Tak ke XpaHUJIHIIEe JOKyMeHTOB /srv/storage.

3.7 MpocMOTp TeKyLlien BEepCUu CUCTEeMbI

It Toro, 4YTOOHI ITOCMOTPETH TEKYIITyI0 BEPCHUIO CUCTEMEI Synergy, Heo0XomuMo B Gpay3epe meperTu
II0 agpecy:

Baw Appec Synergy/Synergy/about

B oTkprIBIIEHCST cTpaHuIe OyeT BEIBEOEH CIIMCOK OCHOBHBIX KOMIIOHEHTOB CHUCTEMHI U UX BEPCHUHU B
¢dopmare

%Ha3BaHWe MakKeTa% %Bepcus _MnakeTa%s (%peno3nTopuins)

Cnucok oTo6pazkaeMbIX ITaKeTOB (popMuUpyeTcs U3 Ha3BaHUM (aiijoB B HalkKe:
/opt/synergy/versions

IOTIOTHUTEJIFHO, B TIOCJIEIHIO CTPOKY BLIBOOUTCSI BEPCUS U PEIIO3UTOPUM OCHOBHOTO makeTa arta-
synergy-synergy.

HTOroBuIii mpuMep CTPAHUIIL «About»:

About
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arta-synergy-synergy
arta-synergy-deps-mysqldriver
arta-synergy-indexator
arta-synergy-esb
arta-synergy-deps
arta-synergy-deps-dwg
arta-synergy-deps-jackrabbit

.7-r1~160629.145355 (unstable)
.1.12-r4 (unstable)

.7-b980 (unstable)

.7-b997 (unstable)
.7-r1~160629.144020 (unstable)
.1-r4 (unstable)

.0-r6 (unstable)

Wowwwulw

stable.3.7-r1~160629.145355 (unstable)

3.8 JimueH3npoBaHue

Qannel (KI0YX) TUIIEeH3UN HaX0OsITCS:

* /opt/synergy/jboss/standalone/configuration/ai/information.key
e /opt/synergy/jboss/standalone/configuration/arta/management/management.key
OOBIYHO JTUIIEH3US IIPEOCTaBIIETCS OTHENIbHO OT QUCTPUOYTHUBA B BUEe OOHOTO (aiija U COmEepPKUT

OT/IMYHOE Ha3BaHMe OT Kodei information.key u management.key. Heo6xogumo cmenath KOIHUIO U
IIeperuMeHOBaTh UX B COOTBETCTBHE C Ha3BaHUSIMU KITIOYEH.

Bo3MozKHBIE TapaMeTPhI JTUIEH3UHU:

¢ usersCount — orpaHMYMBaEeT KOJIMUYECTBO MOJIb30BaTesel B Oa3e;
 maxDate — MaKcHMaJIbHAs OaTa UCIIOJIb30BAHMUS;
e unlimited — nuueH3usa 6e3 orpaHUYEHUN.

Ecnu He O6ymeT ykasaH HU oguH mnapametrp, Cucrtema paborath He OymeT. IIpocMOTpeTh mapaMeTphl
JINIIEH3UW MOXKHO B pa3zgene MHbopMalus o TUIeH3UH.

3.9 2neKTpoHHas uudpoBas NnoanNUCH

ARTA Synergy nmogmepzKuBaerT:

* KOHTEWHEeDH! KIIUel java-KpunronpoBaungepa I0LA;
* KOHTEeWHEPH KII0uel C TUTIOM XpaHUIUIA KiTiouyel «daiinoBas cucteMa» (PKCS12) java-kpurnromnpoBane]
Kalkan Crypt Bepcus 1.0.

K JLIT mokyMeHTa Synergy BBEIEHHI CleOyroiine TpeOoBaHMUs:

e Tlogmuch XpaHUTCS OTHENILHO OT MOAIIMChIBaeMBIX MaHHLIX (detached signature).

» TTopnuchk HOKyMeHTa SBISeTCS KpaTKOCPOo4HOU (short term signature) — Bepudukanus nopnucu
MMeeT CMEICTI TOJIbKO B IIEPUOT NelCTBUSA cepTUdHKaTa MOOINCHIBAIOIIETO.

e TTopnucse ABNIETCSA HE3aBUCHUMOU (IIapasljIeJIbHON), T. €. HECKOJIBKO IOANUCEN OT Pa3HBIX JIIOAEU Ha
OOHOM JOKyMeHTe HUKaK He BJIUFIOT OPYT Ha Opyra HU Ipu GopMUPOBAHUYU, HU IIPU IIPOBEPKE.
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e IlaTa u BpeMs co3maHus rmoamnucu (6epeTcs ¢ cepBepa Synergy) DOIXKHBI BXOOUTH B ITOAIINCEIBa€MbBIE
OaHHbIe.

IIpu peanuzanuu mpolecca MOAINCH JOKYMeHTa ¢ rmoMoinbio DLIIT ons ygo6cTBa IT0Ib30BaTe s, a TakK-
XKe IJIS TOTO, YTOOBl UMETh BO3MOXKHOCTD MTPEIOTBPATUTh OITUOKY (HallpuMep, HOOMHUChHIBAHUE YyKUM
KJTIOYOM), O HETIOCPENCTBEHHOI'0 CO3IaHusI MOMITHUCH IT0JIb30BaTEMNI0 OyayT 0TOOPazKaThCs CIIeAYIOIITe
OaHHBIE O cepTUudUKare:

e ITauHBIE O mony4daTenie cepTudrkara: uMms (Common Name) u opranuzlanus (Organisation).

o Ilanuble 00 yupeKIOeHuH, BhIAaBIIeM cepTudukat: Hadpanue (Common Name), opraru3anwus (Organi
zation), mecTtornaxoxmenue (Location) u ctpana (Country).

e [TaHnHBIE 0 cepTuduKkaTe: popMmart cepTtudukara (Format), mara ero cozmanus (Creation Date), maTa
OKOHYaHUS cpokKa gevicTBus (Expiration Date), a Takxke cTaTyc mo OeMCTBUTEILHOCTH (OENCTBUT
efleH WU MpoCpoYeH);

e [TanHbIe 00 anropuTMe, KOTOPBIM co3maHnkbl Kimroun (Algorithm).

IMTonnoe onucanue noneu cM. B [RFC 5280]. Takxke npu nognucaHuU Ha CTOPOHE cepBepa Synergy
cepTudUKaT, KOTOPHIM OymeT IOANNCaH JOKYMEHT, IIOABepraeTcs ClIedyIoluM IpOBepKaM:

» [IpoBepKa OeNCTBUTEIBHOCTH CEPTUPUKAMOHHOTO IIYTU - IOATBEPXKOAET AeNUCTBUTEIIBHOCTh BCEX
cepTu(dUKaTOB, 3aI€ICTBOBAHHBIX IPU ITOANIMCAHUU cepTUdUKaTa.

» [IpoBepka cpoka melcTBusA cepTUdUKaTA.

» TIpoBepka cTaTyca cepTuduKaTta (DEeUCTBUTEIEH UIU OTO3BaH) — II0 METOOY IIPOBEPKU C IIOMOIIIBIO
CRL, a Takxe c nomomsio OSCP.

Ecnu ceprudukKkaTr He NPOXOTUT XOTsI ObI OJHY U3 YKa3aHHLIX IIPOBEPOK, TO MOANUCH TOKY-
MeHTa TaKHUM cepTudUKaTOM HEBO3MOKHA.

IloBepeHHbIE KOPHEBEIE CepPTUGUKATH, KOTOPHIE HCIIONIb3YI0TCA IIpu npoBepke OLITI, 3amatoTcs B KOH-
durypammmonnoM ¢aiine configuration/arta/security/digital-signature.xml. ITocie KOpPpeKT-
HOU HacTpoiiku (aiina Oy moirb3oBaTens OyOeT DOCTYIIHA BO3MOXKHOCTL ITOAIIUCHBATL JOKYMEHTEH
ykasaHHou JLIIT.

3.9.1 Hactpouka dUnN

3.9.1.1 HacTtpounka KoHcpurypaumoHHoro ganna

1. CoxpaHUTH CIeOyllrne KOpHEeBse cepTUHUKATH (HampuMep, B Hamke /etc):

* nca rsa;

* nca gost;

* root rsa;

* root _gost.

* pki.gov.kz.crl;

* pki.gov.kz delta.crl.

IIpuMmeuyanue

Bo m3bexaHne BO3HMKHOBEHHS IIPOOJIEM C IpaBaM{ Ha IalKy, B KOTOPOM HaXOMOSTCS
KOpHEBBIE cepTU(UKATHI, He PEKOMEHAYETCSI XPaHUTDb €€ B IUPEKTOPHUH /TOOt.



http://www.pki.gov.kz/cert/nca_rsa.crt
http://www.pki.gov.kz/cert/nca_gost.crt
http://www.pki.gov.kz/cert/root_rsa.crt
http://www.pki.gov.kz/cert/root_gost.crt
http://crl.pki.gov.kz/nca_rsa.crl
http://crl.pki.gov.kz/nca_d_rsa.crl
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2. Hactpoutb KoHburypamuonusii ¢pain ILII (/opt/synergy/jboss/standalone/configuration/
arta/security/digital-signature.xml):

<?xml version="1.0" encoding="UTF-8"” standalone="yes”?>
<configuration xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<enable>true</enable>

<!-- BNoOK, OMNUCbLIBAWWMIA NOBEPEHHbIN CEPTUPUKALMOHHBIN LEHTP -->
<!-- Takmx 610KOB MOXeT ObiTb HECKOJIbKO -->
<Ca>
<!-- OnucaHue CA -->
<description>KopHeBow cepTudukat HYL PK</description>
<!-- NMoppepxneaemble cxembl URI: file u http -->
<!-- MyTb po panna C KOPHEBbLM CepTUPUKATOM -->
<certificate-uri>file:///etc/ssl/certs/synergy/pki.gov.kz.crt</certificate- «
uri>
<!-- OcHoBHOM cnucok CRL -->
<algorithm>SHA1WithRSA</algorithm>
<!-- TNoppepxusaemsie ARTA Synergy anropuTMbl:
SHA1withRSA
MD5WithRSA
SHA256withRSA
SHA512withRSA
ECGOST3410
ECGOST34310
-->
<base-crl>
<!-- BKAw4nTb mMcnonb3oBaHue ocHoBHoro CRL -->
<enable>true</enable>
<!-- NyTb po ocHoBHoro CRL -->
<uri>file:///etc/ssl/certs/synergy/pki.gov.kz.crl</uri>
<!-- Mepuon obHoBNeHus ocHoBHoro CRL, B MuHYyTax
3HayeHne no yMon4yaHuw - 1 Hepens -->
<period>10080</period>
</base-crl>
<!-- Cnucok Delta CRL -->
<delta-crl>
<!-- BknwyuTtb ucnonb3oBaHue Delta CRL -->
<enable>true</enable>
<!-- MyTb po Delta CRL -->
<uri>file:///etc/ssl/certs/synergy/pki.gov.kz-delta.crl</uri>
<!-- Mepunop obHOBNeHus ocHoBHoro CRL, B MuHyTax -->
<period>60</period>
</delta-crl>
</ca>
</configuration>

B ciygae ucmnons30BaHMS HECKOJIBKUX CEPTU(DUKATOB pabodnii KOHGUTYPAIIUOHHBIN (alil MOXKET
BHITJIAZETH TaK:

<?xml version="1.0" encoding="UTF-8" standalone="yes"”?>
<configuration xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<enable>true</enable>

<Ca>

<description>RSA</description>
<certificate-uri>file:///etc/ssl/certs/synergy/pki.gov.kz.crt</certificate-uri>
<algorithm>SHA1WithRSA</algorithm>

<base-crl>

<enable>true</enable>
<uri>file:///etc/ssl/certs/synergy/nca rsa.crl</uri>
<period>10080</period>

</base-crl>
<delta-cril>
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<enable>true</enable>
<uri>file:///etc/ssl/certs/synergy/nca_d rsa.crl</uri>
<period>60</period>
</delta-crl>
</ca>
<Ca>
<description>G0ST</description>
<certificate-uri>file:///etc/ssl/certs/synergy/nca gost.crt</certificate-uri>
<algorithm>ECG0ST3410</algorithm>
<base-crl>
<enable>true</enable>
<uri>file:///etc/ssl/certs/synergy/nca_gost.crt</uri>
<period>10080</period>
</base-crl>
<delta-crl>
<enable>true</enable>
<uri>file:///etc/ssl/certs/synergy/pki.gov.kz-delta.crl</uri>
<period>60</period>
</delta-crl>
</ca>
<Ca>
<description>G0ST</description>
<certificate-uri>file:///etc/ssl/certs/synergy/nca gost.crt</certificate-uri>
<algorithm>ECG0ST34310</algorithm>
<base-crl>
<enable>true</enable>
<uri>file:///etc/ssl/certs/synergy/nca_gost.crt</uri>
<period>10080</period>
</base-crl>
<delta-crl>
<enable>true</enable>
<uri>file:///etc/ssl/certs/synergy/pki.gov.kz-delta.crl</uri>
<period>60</period>
</delta-crl>
</ca>
</configuration>

ITo ymomuanwuto mpu nognucanuu ILIIT B cTonbie «MMs, opranu3anus Ha cepTudukare» OymeT
oToOpaXkaThCs TOIBKO UMS ¥ OpraHU3allus II0JIb30BaTes, IIOAIINCaBIIero nokymMmeHT. Habop maH-
HBIX TI0JIEM MOXKHO HACTPOUTh, [OOABUB B KOH(PUTYpallMOHHEIM (dain napameTrp configuration
- ca - description-cert. [JanHbIM TapaMeTp MOXKET COIep3KaTh CleAylolye 3Ha4YeHn:

* ALGORITHM - anropuT™, C KOTOPBHIM CO3A4aHbl KIIIOUH;
¢ FORMAT - ¢popmaTt cepTuduKaTa;

e SERIAL NUMBER - cepuiinblit HoMep cepTudUKaTa;

* KEY_CN - ocCHOBHOE uUMS$;

e KEY O - opranusanus;

* KEY OU - mogpa3menenue;

e KEY L - MECTOIIOJIOXKEHUE;

e KEY ST - mrarT;

* KEY C - cTpaHa;

* KEY EMAILADDRESS - 3nmeKTpOoHHas I104YTa;

e KEY GIVENNAME - oTuecTBO;

* KEY SURNAME - dbamunus;

e KEY SERIALNUMBER - nHOmuBUAOyanbHBIYN ugeHTUGUKAIMOHHLIN HoMep (MHWH);
e CERT - cepTtudukar, 3akoarupoBaHHbl B Base64.

dopmMarT 3amucu mapaMeTpa PerucTpPOHEe3aBUCUM. B ciiydae, ecimu yKa3aH HEBEPHBIN (Hecyle-
CTBYIOIIINI) TapaMeTp, OH He OymeT oToOpaxkaThbCs B Tabmulle MpoBepKu monmuceit. CUMBOJIHI,
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BBEIEHHEIE B [TapaMeTpe description-cert BHE TETOB 6YJIYT OT06pa}KaTbC5{ B Ka4YeCTBe ITIOACTaHOB-
KH.

3. IlepesanycTtuTh jboss.

TakuM 06pa3oM, Ojisi 0TOOpaxKeHus UMeHH, OPTraHu3allui U 9JIEKTPOHHOH IIOYTHl II0JIb30BATENIs, IOMI-
MMHCABIIETO JOKYMEHT, He00XOAMMO HaCTPOUTh KOHMUTYPAITMOHHEIN (aijl CIeayIIIuM 00pa3oM:

<?xml version="1.0" encoding="UTF-8" standalone="yes"”?>
<configuration xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<enable>true</enable>
<!-- BNOK, OMUCbIBaKWMNA [OBEPEHHbLIN CEPTUPUKALMOHHLIN LEHTP -->
<!-- Takux 610KOB MOXeT OblTb HECKONbKO -->
<Ca>
<!-- OnucaxHune CA -->
<description>KopHeBon ceptupukat HYL, PK</description>
<!-- ToppepxuBaemble cxembl URI: file u http -->
<!-- MyTb OO ¢anna C KOPHEBbLIM CEPTUPUKATOM -->
<certificate-uri>file:///etc/ssl/certs/synergy/pki.gov.kz.crt</certificate-uri>
<!-- OTobpaxaemble Nons nNpu NOQMUCAHUMU - ->
<description-cert>${KEY CN}, ${KEY 0}, ${KEY_EMAILADDRESS}</description-cert>
<!-- OcHoBHoOW cnucok CRL -->
<algorithm>SHA256withRSA</algorithm>
<!-- MoppoepxuBaemMvle ARTA Synergy anropuTMbl:
SHA1withRSA
MD5WithRSA
SHA256withRSA
SHA512withRSA
ECGOST3410
ECGOST34310
-->
<base-crl>
<!-- BKMOYMTb MCMNonb30BaHWE OCHOBHOro CRL -->
<enable>true</enable>
<!-- Mlytb po ocHoBHOro CRL -->
<uri>file:///etc/ssl/certs/synergy/pki.gov.kz.crl</uri>
<!-- MNepnop obHoBnNeHus ocHoBHoro CRL, B MMHyTax
3HayeHne no yMon4yaHuw - 1 Hepens -->
<period>10080</period>
</base-crl>
<!-- Cnucok Delta CRL -->
<delta-crl>
<!-- BkounMTb ucnonb3oBaHue Delta CRL -->
<enable>true</enable>
<!-- MyTtb po Delta CRL -->
<uri>file:///etc/ssl/certs/synergy/pki.gov.kz-delta.crl</uri>
<!-- Tepuop obHoBNEHMS ocHOBHOro CRL, B MMHyTax -->
<period>60</period>
</delta-crl>
</ca>
</configuration>

3.9.1.2 HacTtpo#uka npu paborte no https

Ecnu monb30BaTenn, KOTOPEIM HeoOxoguMo nomnuckiBaThk J1IIT, paboTatoTt ¢ cuctemoit GNU/Linux, To
ons Hux B datine /etc/hosts HeoOxoguMo moOaBUTL UM cepBepa u ero IP-agpec:

127.0.0.1 synergy.arta.pro

B cnyuyae pa6oTe ¢ MS Windows aToro menaTh He TpeOyeTcs, HaCTpPoMKa IIPOIHUCHIBAETCSA aBTOMaTHYe-
CKH.
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3.9.1.3 Monb3oBaTeNnbCKUW areHT Synergy

st pabotet ¢ LTI B OCHOBHOM NIPUJIOKEHUM HEOOXOAMMO CKavaTh U YCTAHOBUTH ITOJIb30BATENIbCKUH
areHT Synergy. OH pacnosnaraetrcs B CripaBke (pa3men «O mporpaMmme»).

3amyck Synergy Agent:

e s GNU/Linux - BEI3BaTh CIEOYIONUIYI0O KOMaHOy B TepMUHAJIE:

‘java -jar ./SynergyAgent.jar’
e mnss MS Windows - OTKPEITh IPUIOKEHUE C IPJIbIKa, CO3TaHHoro Ha PaboueMm cTore.

IIpu Bo3HMKHOBEHUM ITpobieM ¢ Synergy Agent, B HOBol BKIajkKe Opay3epa He0OOXOOUMO BBECTH:
https://localhost:8389/?TYPE=INFO

Bo3MoOKHEIE TPUYMHEI TPOOJIEM:

* HeB0O3MOXKHO 3aliTH B KIIMEHT - HE0OOXOOUMO U3YUUTDh KO OIINOKH.
¢ He HaligeH xocT - mpobiema c hosts.
¢ OtobpazxkaeTcs coOOIIleHHue O TOM, YTO IOPT He OOCTYIIEH - TPo0IeMbl ¢ OpaHaMaypoM.

* OtobpaxaeTcs COOOIIeHue O TOM, UTO CTpPaHHIla He HailfeHa - IpobiemMa C HaCTPOHUKOU MPOKCHU-
cepsepa.

e ITpo6GieMHl C IPOKCH - HEOOXOOUMO N00aBUTHL B UCKIIoYeHus 127.0.0.1 u local.arta.pro.

* Synergy Agent He ycTaHOBJIEH, BepCcUs Synergy MoxeT ObITh HE COBMECTHMA C TEKYIIel Bepcuen
Synergy Agent - He00X0OMMO YCTAHOBUTDL KJIMEHT IT0 CChIIKe U3 Web-TIpumoxkeHus.

3.9.1.4 [JononHuTesNbHaa nuTepaTtypa

PykoBopmcTBa o JLIIT HanmoHanbHOTO yOOCTOBEPSIoiero nenTpa Pecnyonuku Kasaxcran nis uadop-
MaIlMOHHBIX CUCTEM

3.10 IMMpaBuna HaCTPOMKM CEpPBUCOB AONAa obecneyeHun 6esonac-
HOCTH

SSH

1. CepBuc OoskeH OLITH HACTPOEH Ha MCIIONb30BaHUE TOIBKO omgHoro noprta TCP/IP;

2. Homep nopta TCP/IP monkeH OTIWYaThCA OT CTaHAapTHOTO (22). [ITpu aTOM HOMED AOJIXKEeH OLITh
TPEX, YETHIPEX UM NATU3HAYHLIN U HEUCIIONIb3yeMEIM IPYTUMU CEpPBUCAMY;

3. Tlaposp mocTyna K cinyk0e JOoIKeH comepzKaTh KakK OYKBHI JIATUHCKOTO andaBuTa Tak U MUQPEHL,
¥ OBITH HE KOPOYe IITeCTH 3HAKOB;

4. Tlaponb mOCTyIIa K CIyk0e [MOIKeH MEeHSIThCS He pezke OOHOTO pa3a B IIeCTb MEeCSIIEeB.
MySQL

1. CepBep MySQL gonkeH MpoCAyIINBaTh TOJIBKO OOuH IP agpec, a uMeHHO IP «BHyTpeHHEe!U NeTIN»
(aurm. loopback);



http://tdd.lan.arta.kz/docs/synergy/trunk/user-manual/html/help.html
http://www.pki.gov.kz/index.php/ru/razrabotchikam
http://www.pki.gov.kz/index.php/ru/razrabotchikam
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2. TTapomnb mocTyma K ciyzk0e moIKeH comepzkKaTh KaK OYKBHI JITaTUHCKOTO andaBuTa TakK U HUQPEHL,
¥ OBITh HE KOpPOYe IITeCTH 3HAKOB.

Oo0mIue mpaBUIa

1. INaponu mocTtyma K cnyxk6e SSH u cepBepy MySQL monKHBI ObITH U3BECTHHI TOIBKO IIEPCOHATY
3aHMMalIIeMycs oocinyxkuBanueM CHCTEMEI Ha YPOBHE, IIPY KOTOPOM TaKOM HOCTYII HEOOXOOUM
U COTJIaCHO YCJIOBHSIM [OT0BODA.

3.11 HekoTopble HACTPOUKU NPOU3BOAUTESILHOCTHU

3.11.1 OTKAnO4YeHMe NnepecyéTa 3HAaYeHUNn nokKasarenen

Ecnu B MHCTAJIISIIMKA He HCIIOJNL3YIOTCS IIOKA3aTeslH, MOXKHO BHIKITIOYHTDL UX IMOACYET U TEM CaMBIM
C3KOHOMUTD YaCTh PECypcoB. [/ OTKIIIOUEHUs HOOCYETa O TaOMuIEl 0ptions ciegyeT BHIITOIHUTD
3ampoc:

INSERT INTO options(id, value) VALUES (’'calc pointers disable’, 'true’);

3.11.2 HacTpoMKa MHTepBaJia KOMMUTA B UHAEKC Lucene

HNuTepBan KoMMUTa B UHIEKC HacTpauBaeTcs B (daiye arta/luceneConfiguration.xml. Onsa aToro
HYXXHO 3aflaTh 3HaYeHHe mmapamMeTrpy commit-interval. MunuManbHOEe 3HaYeHUE MAaHHOTO IapaMeT-
pPa, KoTopoe ycTaHaBnuBaeTcs 1Mo ymomndaHuio - 120000 mc. Ecniu Hy>KHO U3MEHUTH 3TO 3HAYEHUE,
rmapaMeTp cienyeT mo0aBiIsiTh B KOHOUTYPaIMOHHLIN (aiin BPpydYHYIO OIS KaxKOou U3 ceKumi docs,
forms u files mo HEOOXOOUMOCTH.

IIpuMmeuanue:

I1st Toro, 4TOOHI JaHHBIE KAaXXOHIM Pa3 IIEPEeHOCUINCH Ha XKECTKUH OUCK, Hy2KHO 3aJiaTh I1a-
paMeTpy max-buffered-document sHauenue 2. OgHAKO 5TO HE PEKOMEHAyEeTCs, TaK KakK IIpu
0OJIBIIION HAarpy3Ke BHI30BET TOPMOXKEHUE CUCTEMHI.

I[Tpumep HaCTPOUKU:

<l-- ... -->
<configuration
<docs>
<l-- ... -->

<max-buffered-document>0</max-buffered-document>
<commit-interval>180000</commit-interval>
</docs>
<forms>
<l-- ... -->
<max-buffered-document>100</max-buffered-document>
<commit-interval>120000</commit-interval>
</forms>
<files>
<l-- ... -->
<max-buffered-document>0</max-buffered-document>
<commit-interval>120000</commit-interval>
</files>
</configuration>
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3.11.3 OrpaHuyeHue wildcard-noucka no MHaeKcy

Tak Kak mouck tuna CONTENTS o ¢popmam u T.1. MOZKET MCIIOJIb30BaTh OT OOHOT'0 CUMBOJIA, 3TO IIPUBO-
OUT K pa3pacTaHUIO HHOEKCOB, YTO 0COOEHHO 3aMeTHO OJIst OOIbIINX 00BEMOB maHHEIX. [I71 6amaHca
MeX[y TpeOyeMEIM KOIM4YeCTBOM CHMBOJIOB [IJIs IIOMCKa ¥ pa3MepoM MHeKCca peajln30BaHa HacTpPOi-
Ka napameTrpa minWildcardLength. 3nauenue napaMmeTpa 3a4aéTCs B KOPHE KOHGUTYPALTUOHHBIX (haii-
soB luceneConfiguration.xml u elasticConfiguration.xml:

<l-- ... -->

<configuration>
<minWildcardLength>2</minWildcardLength>
<docs>

<l-- ... -->

IIpumeuyanue
CM. aHanoruyHyio HacTpouky ft min word len 8 MySQL.:
* ft min word len

* Fine-Tuning MySQL Full-Text Search

3.11.4 HacTpoMKa MaKCMMaJZIbHOW AJIMHbI TEKCTa AJI1 TOYHOro coBnagaeHus

[Tpu BEITOTHEHWH B Synergy mOKMCKa TOYHOI'O COBHAAeHHS C OJIMHHBEIM TEKCTOM MaKCHMaJlbHAas OInHa
IMOMCKOBOTO 3aIIpoca OrpaHuYeHa. DTO OrpaHuYeHne PeTryIupyeTCcs C IOMOIIbIo mapaMeTpa exactSt
ringLength. 3HaueHue napamMeTpa TakxkKe 3ajaeTcs B KOpHe KOHPUTrypallmoHHLIX darinoB LuceneCon
figuration.xml u elasticConfiguration.xml:

<l-- ... -->

<configuration>
<exactStringlLength>100</exactStringLength>
<docs>

<l-- ... -->

ITo ymonmyauuio napameTp uMeet 3HadeHue 100.



https://dev.mysql.com/doc/refman/5.7/en/server-system-variables.html#sysvar_ft_min_word_len
https://dev.mysql.com/doc/refman/5.7/en/fulltext-fine-tuning.html
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NnaBa 4

ApMUHUCTPaTUBHOE nNnpuno>xeHue ARTA
SYNERGY

PeBusus VCS: c9b34116f

4.1 HacTtpouku bpaysepa

[I7151 KOpPEKTHOM PaboTh MOXKET OBITH HE0O6X0OUMO OyAeT BHIIIOIHUTL HEKOTOPhIE HaCTPOUKYU Opay3e-
pa. B nepByio ouepenn, HaO IPOBEPUTL HACTPOUKM CETU. B HEKOTOPHIX OPraHU3aIUIX BBIXOJ B CETh
Internet ocymiecTBnsgeTca yepe3 NPOKCU-CEPBEP. B TakoM ciydae chemnaiite uckiodenue s IP ap-
peca cepBepa «ARTA SYNERGY», HanpuMep BOT TakK:
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ﬂapaM eTpol CoejJMHHEHMA

HacTpoiika NpoKkol AnA gocTyna B MHTepHeT
() Bes npokcu
() ABTOMaTHYECKM ONPEAENATL HACTPOIAKI NPOKCH ANA 3TON CETH
{(*) PyuHan HacTDOIKa CEPBMCA NPOKCH:
HITP npokca: | 192.168.5.5 MopT: 0%
Mnone308aTe STOT NPOKCM-CEPEED ANA BCEX NPOTOKONOS
He wcnonb3oBaTtb npokon gna: | localhost, 127.0.0.1,|192. 168.1.5
Mpwmep: .mozilla-russia.org, .net.nz, 192.168.1.0/24
() URL asToMaTH4ECKON HACTPOIRKM CEPBINCA NPOKOA:
I oK i [ OTtmeHa ] [ Cnpaska ]

Puc. 4.1: HacTpoiika uckimm4ueHus proxy B 6pay3epe Mozilla Firefox

3mech KPaCHBIM BBIOEJIEHO NCKJIIIOYEHHNE. IP agpec cepBepa B Bamem ClIydae MO2KET OTIIMYaThCA.

Takzke mpoBepwTe, YTO «Java Script» He 3a6I0OKMpPOBaH HAaCTpoOMKaMu Opaysepa, Tu00 KaKUMH-THO0
IJIaTUHAMU WM WHBIMH cpefcTBaMu. [I71sT yomoOCTBa MONIL30BaTeIel COBETYeM CO37aTh SPIIBIKHM IS
Bxoza B CucTeMy B JIeTKO OOCTYITHOM MecTe - Ha pabodeM CToJjie, B 3aKJIaikaxX uiu Tynbape Gpay3epa.

Ecnu BO3HUMKHYT IIP06IeMBI C KOOUPOBKOH, TO €€ HYKHO nepekmounTts Ha UTF-8 B HacTpoiikax 6pay-
3epa.

4.2 Bxopn B Cucrtemy

[ BXO0ma B MOAYJIb agMUHUCTPUPOBAHUS OTKPOMTE 1000 MOCTYIHEIM web-Opay3ep U B agpecHOH
CTpoke BBeguTe ampec cepBepa cucteMbl «ARTA SYNERGY» (Beogutcs IP agpec KoMIibioTepa, Ha
KoTopoM yctaHoBneH «ARTA SYNERGY», nanpumep, https://192.168.1.5/SynergyAdmin). ITpu Heo6-
XOOMMOCTY YKA3bIBAIOTCS ITOPTHI.

ITpu mepexome Mo agpecy OOJIZKHa 0TOOPA3UTLCS CTPaHUIla, M300pakeHHasT Ha PUCYHKe HHUXKe. ITO
CTpaHHuIla ayTeHTU(pUKauM 1mob3oBaTens CucTteMbl. BBeguTe Ms Ballledl y4eTHOM 3alllCU B IIOJIE,
«JIoruH» U BaIll IepPCOHAIBLHEIN apoib O JocTyla K CucTeMe B COOTBETCTBYIOIIEE TIOJIE.

JloruH agMuHUCTPaTOpa CUCTEME U €T0 TTapoJih ONWHAKOBH ¥ M3HAYAJIbHO YCTAHOBIEHH «1», TTocne
BBOZIa aBTOPU3AIMOHHBIX MaHHLIX HAXKMUTE Ha KiaBuiny «Enter» Ha KjlaBUaType UITU KHOMKY «BouTH»
Ha cTpaHute. Ecnu npu BBOJE OaHHBIX BhI AOMYCTHUIIH OInOKY, CUCTEMa YBEOOMHUT Bac 00 3TOM.
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aBaATECH B CUCTEME BOHTH

Puc. 4.2: CtpaHuna ayTeHTUPUKAIIUY aIMUHUCTPaTOpa

Takxke B IIPaBOM BE€PXHEM YyIJIy Ha IaHHOM! CTPpaHHuIl€ HaXOOATCA CCBIJIKH OJIA KSMEHEHUS A3bIKa Cu-
cTeMbl. BrimerieHHas CChIJIKa YKa3bIBA€T Ha A3BIK, Ha KOTOPOM IIOJIb30BATEJIIO GYJIGT 0T06pa}KaTbCH
I/IH(l)OpMaLII/IH. 7151 TOTO, 4YTOOBI U3MEHUTH SI3LIK, HEOOXOOUMO HepeﬁTH I10 COOTBGTCTBYIOU.IGIZ CCEIJIKE.

ITpu Bxome B CucteMy Opay3ep npoBepsieT 6e30IIaCHOCTL COEIUHEHUSI, 1 B HEKOTOPHIX CIIydasiX MOKeT
MMOTBUTHCS MOKA3aHHOEe Ha PUCYHKe HUXKe MpenynpexneHne 0e30IaCHOCTH, U/IM aHAJIOTHYHOEe IS
Barero 6paysepa.
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370 coeAMHEHHWe ABNSeTca HeaoeepeHHbIM

Bl nonpocini Firefox yoTaHoBMTE SawmwénHoe coeamHere ¢ mbo.artadocakB443, Ho Mol He
MOMEM MBPaHTMPOBaTD, YTO 3T0 COEAWHEHKME ABMNAETCA 3ALUMLLEHHLIM,

OBbiMHO, KOrLa Bbl NBITAETECh YCTAH0BMTE 3aLUMILEHHOE COEAWHEHWME, CARTHI NPEABABNADT
MPOEEPEHHENIN MAEHTHDMKETOR, CNYHALLMIA JOKa3ETENLCTEOM TOMD, YTO Bbl HENPAENAETEL B
HY#HOE MeCcTo, OOHAKOo MIEHTHDMKETOD STOMD CAMTA HE MOMET ObITE NPOBEpEH,

Uro MHe genatk?

Ecnu Bbl 0bk1MHD Bes I'IDDEJ'IEM COEAMHAETECL C A&HHBIM EEI:&TDM, 3Ta owkbKa MomeT 03Ha4aTb, 4TO
KTO-TO NBITAETCA NOAMEHKTE 3TOT CanT APYTHM, B sTom Cny4ae BaM He CNEYET NPoACMTHaTh
COE0MHEHKE,

TexHHUecKue aeTanu

Al NOHMMaK PUCK

ECni Bbl MOHMMAETE YTO NPOWCKOAMT, Bbl MOKETE NoNpociTe Firefox HauaTe NOBEPATE
WAEHTURMKATOPY AGHHOMD CAATa. JlaMe ecnM Bbl AOBEPAETE 3TOMY CAlTY, 3Ta ownbKa
MOMET 03HAYATh, UTO KTO-TO BKNHHHBAETCA B BAlUE COSOHHEHHE C CAHTOM.

He nobaEnaiiTe MoKnioYEeHE, ECNK Bl HE SHAETE 0 BECKOM MNPWYMHE, M0 KOTOPOM STOT CANT HE
MCMONEZYET DOBEPEHHEIN MOEHTHOMKETOR.

[0BEEMTE MCKMKIHEHKE ... I

Puc. 4.3: OnoBellieHue 0 HEJOBEPEHHOM cepTudUKaTe

BaMm Heob6xomuMo goGaBUTH IMOCTOSTHHOE HMCKIIOYeHue 0e30MaCHOCTH OJIS calTa, BOCHOJIL30BABIINUCH
cpenCTBaMy, IIPpegoCTaB/IA€MBIMHU BalllUM 6pay3ep0M.
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Adobamune mocmoqeHise DeIonacHocTi

1 Ebl cofUpaeTech NPUHYIMTE NbHS WIS HWTE WABHTHSMEA UMK CaiiTa 8

i"' 1 :'-. leeweasnel
L

CephEarbie DaHKK, MarasnHel i Apyrise nyGmMdaHee CaiTe He By AYT NPOCHTE
BAC EnaTh 310,

Cepsep

Aapec: | hitpsdldemo.antake/SynergeAdmindmin.hen Moayunte cepradurar |

Craryc cepriagescara

IATOT CaMT NBITAETCA MABHTHP YW poBaTe cebs, ncnoneayA

[ lpogmoTp et |
HEKD PR ETHYID MH (0 pran .
Yerapepwan vHgopmaLn

CepTndiMkaT B JaHMOoE BREMA HegZeAcTEHTEAEH. HEBOIOMHE NPpOBEPUTE, HE
Geno NM conBLWEeEHNA 0 ero yTERE WA Kpacse,

HenzEecTHEIA LBHTR CepTHdK AL

K cepTudukary HaT goeepua, Tak Kak oH He Bein eepudiuup 0B aH Q0B EpEHHEBI
UEHTRORM CEpTHG HEELMN.

| MoagzpeppTe weknoyenne GelonackocTy | ﬁﬂrucrm |

Puc. 4.4: TlonTBepKOeHNe NCKIIOUEeHNA 6e30IIaCHOCTH

IIpu BBOOEe HEeBEPHOTO IIapoJjis HONycK B CucteMy OymeT 3amnpellleH. s IpegoTBpalieHuss BO3MOX-
HOCTH nogbopa naposs Ojis Bxoga B Cuctemy, B HacTporKax 6€30I1aCHOCTY IPENYCMOTPEHO YKa3aHue
KONMueCcTBa HeyOadyHEBIX IIOIILITOK Bxoza (c omHoro IP agpeca), otBeT CucTeMEl 3alepKUBaETCS Ha yKa-
3aHHOe BpeMs B TaliMayTe IIPU OOCTUXKEHUHU KOJINYeCTBa HeyOadHBIX IOIBLITOK, Aajiee BpeMs OTBETa
yBEJINYHUBAETCS IPONOPHHYOHAIBHO IIPOrPECCUBHOMY TanMayTy(Hanpumep, t*2+1).

B 6a3y MOZKHO JIO6&B.TI5ITI: mo6oe KOJIUYEeCTBO MOJIb30BaTeNel, HO IIPU 3TOM KOJIM4YECTBO IIOJIb30Ba-
Teneu ¢ OOCTYIIOM B CUCTEMY HE€ MOZKET IIPUBHIIIATE KOJIMYECTBO nuneH3uu. B Cily4ae, eCJIh 3TO KO-
JINYEeCTBO y2Ke MCYEepPIIaHOo, IIPKU CO3AaHUU TI0JIb30BAaTENbCKOM y‘-IGTHOfI 3allMCH HUJIN IIPpHU JIO68.BJ'IGHI/II/I
IIpaB OOCTYyIIa B CUCTEMY IIOJIb30BATEJIIO KOTOprﬁ €T0 He UMeJI paHee, BEIBOOUTCA IIpeanyIrnpexneHue o
TOM, 4YTO JIMLIEH3WU UCYEPIIAHHI 1 HOBLIN I10JIb30BATEIb HE CMOXKET BOUTHU B CI/ICTeMy, COOTBETCTBEHHO
IIOJIOZKEeHHnEe OIIIUUN <<,HOCTy1'I B CHUCTEMY>» aBTOMATU4Y€CKHN MEHAETCA Ha <<BJ'[OKI/IpOBaH>>.

4.3 WHTepdenc n moaynm Cucremsl

BHeImrse Momynb aiMUHUCTPUPOBAHUS BHITJISIAUT CIIEAYIOMINM 00pa3oM:
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Ha rnaeHy

1 HacTpoiku O6cnyUBaHWe
'i Kaproteka =) CHCTEMI:I =] MoHuTopuHr =] CHCTeyh:I:-l

¥npaeneHwe Nonk30BarenAammn O6LWMe HAacTpoiikn CoBLITHA ¥npaeneHwe B

CTpykTypa Joctyn K o6Lekram YNpaeneHwe MHOEKCOM A0KYMEHTOR

Y aneHHsIe KOMTaHWUKN 2AMUHNCTRUPOBAHNA YnpaeneHwe nHAekcomM diopm
HacTpoiiku yeegoMneHui YnpaeneHue WHAEKCOM hain oe
HacTpoiikn cnyx6el nogaepsxm Mpoyeccel
BezonacHocTs CocToAHMe NPUNoXMEHNA
MHTerpauma ¢ SharePoint YNpaeneHue pes. KoNWpoBaHuemM
HacTpoiikn nouTsl WHChopMaUna o NuLeHanm
KpaHunauye

KMPP HacTpoiikn

L’EJ XpaHunuiye

Tpynnel
MOHUTOPIUH
Dopmel

Puc. 4.5: O6uuit Bug MOAyIsi aiMUHUCTPUPOBAHUS

Monyns pasfeneH Ha gBe 001acTu:

* BepxHss nmaHess (pacnosyioXkeHa CBepXy, Ha Hel HaXOoOsATCsI KHOIIKY BO3BpaTa Ha IrIaBHYIO CTPAHUIY
¥ BeIXOoma u3 CHUCTEMEI).

* OcHoBHas paboyass 061acTh (pacmonoXkXeHa HUXKe BepxHel MaHesu, Ha Hel HaXOmsATCS IeCTh HO-
TTOTHUTETbHBIX Pa3eioB HACTPOUKHU, COmepKaHue U BUJI 3aBUCST OT BRIOPAHHOTO pa3mera).

BepxHss maHesbh IpeqHa3HadveHa Mg TePeKIIIoYeHus: ¢ Mo00ro pasfesia Ha TIaBHYIO CTPaHUITy Ha-
cTpoiiku CucTeMbl ¥ Bhixoma u3 Cuctemul. [1pu Beixome u3 CHUCTEMEI UJIM IIepe3allycke Opaysepa co-
OepKuUMOe He COXPaHsSeTCs U UMeeT BU[ II0 YMOJTYaHHIO.

Ha ocHoBHO#M paGo4el 4acTH MOOYJIST aIMUHUCTPHUPOBAHUS HAXOOSTCS HSITh Pa3mesioB:

* KapToTeka
e HacTpouKu CUCTEMBI
* MOHUTOPHUHT

O6cnyXUBaHUE CUCTEMEI
* XpaHuUIUIIE

4.4 KapTtoTeka

4.4.1 YnpaBneHue noJsib3oBaTeNIaMMm

Iyt Toro, 9TOORI BBECTU MaHHEBIE IOJIb30BaTeied B CUCTeMy, HY?KHO HaXXaTb Ha IIYHKT «YTpaBJieHUE
IMOJIb30BaTEeJIIMU» B pa3mene «KaproTreka». BHelIHe yopaBieHHe I0JIb30BaTEIIMU MOXKET OBITh IOfIe-
JIeHO Ha TPH YacCTHu:
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° HapaMeprI IIOMCKa COTPYOHUKOB
° PeBYJ'IbTaTI)I IIOKMCKa

° FeHepauHH ABTOPHU3AlIMOHHEIX IIaPaMeTpPOB

¢ Paccrinka YBeJIOMJ'IeHI/If/'I OJisd CKa4YuBaHUA MOOHIIBHOTO IIPUJIO2ZKEHU A

Ha rnasyio
anannenue nonbL3oBaTeNAMA
DOHN NOAAEDHKA MONOAEKM =
| DrobpakaTs YAANeHHbIX
Mowuck

ik i -
| @amunus .0, [omkHOCTbL Craryc
~1 Admin Admin aKTNBEH
—| Unknown Unknown aKTUeeH K
~| AbBppewex NeoHua PyxosoguTents otaena paboTsl © HACENEHKEM aKTMeeH
—| Anpgpees Hukonai HauansHuk otaena goxonos, M.0. pykosoguTe... akTveeH K
"~ Bantves Pycnau HauaneHWk oTAena ynpasneHwA cduHadcoM, Ha... akTmeeH
—| BoBpos Crenan [eHepanbHbIA AMPeKTop aKTMBEeH K
~| BacHeuos Wrope CneukanucT no paGoTte ¢ HAaceneHWem aKTMeeH [
—| Baccepman AHatonui HauansHuk otaena cHabxenus aKTvBeH A
| Taboynnud JaHusp ByxranTep oToena pacxoios aKTMBeH [
~| Tennapgw Mpuropwii HauansHuk oTaena pacxopos aKTvBeH A
_| Kypymbaes Meger CHabmerel aKTMBeH [
~| Camaros EpGon Byxrantep oToena goxopos aKTHBEeH
—| CemeHos Ceprei ByxranTep oToena AOKYMEHTAUMA aKTMBeH [
~| Cnenakos MeaH Hupektop Gyxrantepuu, PykoBoguTent aaM1HK... aKkTUeeH

FeHepup noruHos/naponei © Beew BoifenenHsiM ) Boem 13 Buifopku CreHepupoBaTe

Pacceinka YEeQoMNeHWi  ANA CKa4MBaHuA

MOBMNLHOTO NPHIOKEHHA O Beem BoigenenHsiM () Boemt 13 BuiBopku OTnpasuTe

Puc. 4.6: YupaBneHue N0Ib30BaTENSIMU

ITouck MOXKeT OCYyIIeCTBIATLCA 0 haMWINU, UMEeHU UM OTYEeCTBY COTPYIHUKA. ECJIU IIOUCK BEIIIOJI-
HUTH 6€3 ImapaMeTpoB, TO OyOeT BEIIaH CIIMCOK BCEX COTPYOHUKOB KOMIIaHUU. CIIMCOK, COCTOSIIIINY 13
6oree, yem 30 cOTPyAHMKOB, pa3buBaeTcs Ha cTpaHulE! Mo 30 denoBek. Takke B mapamMeTpax ITOUC-
Ka MOZKHO 3aaTh B KaKOM IIOOpPa3AaeJyIeHNU IIPOBOOUTE ITIOMCK, YTO IIO3BOJIUT OT06pa3I/ITb, HaIIpuMep,
BCeX COTPYOHUKOB OTHeNa, JellapTaMeHTa unu ¢unuana. [Insa repeMeleHns 10 CTpaHUIlaM CIHCKa
COTPYOHUKOB HYKHO BOCIIOJIb30BaThCs KHOIIKAMU HaBUTAIIUW, PACIIOJIOKEHHBIMY CIIpaBa HUXKe IIaHe-
JIV TIOKCKa.

[ns mo6GaBieHUs MOIL30BaTeNIsI He0OXOOMMO HaXKaTh Ha KHOIKY «J]00aBUTH IOJIL30BATENISI», PACIIO-
JIOKEHHYIO CJIeBa B OCHOBHOM pabodelt 061acTH, IIOC/Ie Yero B OCHOBHOM pabouelt 06J1acTy OTKPOETCS
IycTasi KapTo4dKa I10JIb30BaTes.

O06s13aTeTLHEIMHI IJISI 3aTIOJTHEHUS SABJISAIOTCSA Iona «PaMunusa» u «MMsa».
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IToIOTHUTEIPHO MOXKHO yKa3aTh aipecC 3JIEKTPOHHOM IToYTHI, jabber ID monb3oBaTens U My Th K JINYHOU
IIarkKe II0JIb30BaTess.

ITocrne coxpaneHus: HHGOPMAIIUH O IT0Ib30BaTEJIe Ha eT0 JIUYHOM KapTOYKe ITOSBISIETCS BO3MOXKHOCTD
MPUKPEeNUTh GoTorpaduio COTPYOHUKA U OOIMOJIHUTEIbHEIE IO/ IJIg 3aJaHus OMITUM [OTOJTHUTENh-
HOTO JOCTyIa K OpraHM3allMOHHOU CTPYKTYype, OOCTyIa K CIIPaBOYHUKY IlOKa3aTejled U CTpaTeruy,
yKas3aTb COTpYOHUKa KaHIeJIpHUH, OTOeJla KagpoB, MEeTOIoJIoTa U agMUHUCTPaTOopa.

Ha rnaenyio

Co3gaHue nonk3oBarensa

Appec an. noyTkl:

JID:

[locTyn B cHCTEMY: | 6nokmposan ¥

TNuuras nanka | [ 3

[OocTyn K cnpaBodHAKY NokasaTenen
HocTyn k cTpaterin

CoTpygHMK OTAENa KagpoB wes

Puc. 4.7: KapTo4uKa HOBOT'O IOJIb30BaTENS
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Ha rnaenyo

KapTouka nonb3oearensa

=Y e o

DamMunuA [Bopos

|
Wmna |C'renaH |
OTuecTBO [Eroposi |

|

Kon ans nokasaTenei |bobrov_stepan

[omKHOCT leHepanHbLIA AMPEKTOP
[ONONHMTENbHBIA 40CTYN
#! (dora noaaepwii Monoaesku

CoTpyOHWK KaHUensapum
MeTogonor
AOMUHUCTPATOP
Anpec an. NouTkl: bobrovi@company.com
JID:
[ocTyn B cucTemy: |paspewen ¥
NuuHana nanka Xpannnuwe/JnuHse nankk nonssosartenen/bobpos C.E. e |
#| NocTyn K cnpaBouHKy Nokasatened
| NocTyn K cTpatern

COTpyOHUK OTAENA KafpoB

4 | Fpynnk! nonszoBarens A
"

sce £
©OH NOAASPHKN MOMOAENKMN

Puc. 4.8: KapTo4ka CymeCTBYIOIIEr0 IOJIb30BaTENA

I 3arpy3ku ¢oTtorpaduu Hy>KHO HaBECTH yKa3aTeJieM ML Ha ¢oTorpaduio 1moab30BaTesss U Ha-
XKaTb Ha TYHKT «M3MeHUTs n300pakeHue» U B IUAJIOTOBOM OKHE BHIOpATh (haiji ¢ KoMIbioTepa. s
ymaneHus ¢pororpadum moIb30BaTesNsd, Hy2KHO BLHIOPaTh OYHKT «YOanuTh u300paxkeHne» U B JHajiore
MMOATBEPXKAEHUS OTBETUTh «OK».

ITpu HeOOGXOAMMOCTH, TIOMB30BATETI0 MOKHO OPEAETUTE OOMOTHUTEIbHBIE TPaBa JOCTYyIa K pa3aud-
HBEIM 3JIEMEHTaM OPTaHM3alMOHHON CTPYKTYPH. Hanmpumep, pyKoBOOUTEIb OTAEIA TPOAAK MOXKET I0-
JIYYUTH OOIOJTHUTEIBHBIN JOCTYII AJISI IPOCMOTPA 3a7ay U I1ejieli COTPYLHUKOB OTHesIa IOOOePKKY I
oIlpefeieHusI BO3MOKHEIX BAPUAHTOB JAThHl BEIIIOJIHEHUS PaboT B OrOBOpe C KIIMeHTOM. [[OIIOTHUTEIh-
HBIM OOCTYI MOXKHO 3a7aTh K HECKOILKUM TTOAPAa3TeIeHUSIM.

Ecnu mosb30BaTeNh HE 3aHUMAET JOJIXKHOCTEH B KOMITAHUH, [JIST HETO MOXKHO HAaCTPOUTH ITPaBa JOCTyIa
K IepeBy Ilenel KoMnauuu. [IJist 9TOro B KapTOYKe MOIb30BaTENSI HAXOOUTCS o€ «J[OTMOTHUTETBHbIN
OOCTYI», B KOTOPOM YKa3kIBAeTCs Ha3BaHWE IOAPa3TelIeHus, HAaunuHas C KOTOPOI'0 BHU3 [0 3JIEMEHTaM
OpPr. CTPYKTYPHI HAaHHEIY II0JIb30BaTEIIh MOXKET BULETH He IIPOCTO HAa3BaHUA Iejiell, HO ¥ UX II0Ka3aTe-
JI¥, OTYETHI, KaJIeHIapu COTPYIHUKOB. [I719 M3MEeHEeHUsI 3HaUeHUs 3TOTO OIS PSIAOM C HUM HaXOOUTCS
KHOTIKA C TPeMsI TOYKaMH, ITOCJIe HaXKaTHUsi Ha KOTOPYIO TOSIBASETCS AHUaJIOTOBOE OKHO C OPT. CTPYKTY-
poit KoMTIaHWH (B KOTOPOM OTOOpaXkKeHBl TOMBKO MOAPa3aeTeHus).

Ecnu B KapPTO4Ke II0OJIb30BaTeJIsA YKa3aThb POJIb:

¢ «COTPYOHUK KAHIEISIPUH» - Y II0JIb30BaTeIs MOSBISETCS JOCTYH K XKypHalaM KaHIIeIIpUU B pas-
mesie «JJOKyMEHTBI» MOAYJIsd XpaHUIHIIE.

¢ «MeTomosor» - y IIoIb30BaTe s MosBisieTcs focTyn K «Korndurypatopy» (https://IP-agpec/Configurator).
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° <<AJIMI/IHI/ICTpaTOp>> - Y IOIB30BATEJIA IIOABIIAETCA OOCTYII K «ITogcucreme AOIMUHHUCTPUPOBAHUA».

* «COTpyOHUK OTHEeJIa KaipoB» - y TI0JIb30BATENIS IOSBISIETCS OOCTYI K pa3aeny «ADMUHUCTPUPOBA-
HUue» n «Pe3eps» monynsa CorpynHukH. [IpaBa gocTyna COTpyOHUKA OTAEIa KagpPOB MOXKHO pasrpa-
HUYUTE 110 IIOApa3aeIeHusIM.

(Lu)_

ITocne BBoOga Bcex HEOOXOOMMBIX MaHHBIX HEOOXOOUMO HaXKaTh Ha KHOIKY «COXpPaHUTH»

ITocne nmoucka u oOHaPyKEHUSI COTPYOHUKA Ha CTPAaHHUIE ITIOMCKA MOXKHO OTPeIaKTHPOBaTh nHMPOpMa-
. . &

M0 0 HEM. [IJIs 9TOTO HY2KHO BOCIIOIb30BAaThCS KHOIKOMH ( ) B CTPOKEe CIIpaBa OT UMEHHU, MOIKHOCTHU

¥ CcTaTyca I0JIb30BaTENIS.

It Toro, 4TOOH BPYYHYIO U3MEHHUTH ITapaMeTpPhl aBTOPU3AILIMK I10JIb30BATENSI, aAMUHHUCTPATOP [OJI-

*
KEH [MePerTH B TUYHYIO KAPTOYKY ITI0JIb30BaTeJIs M HazKaTh KHOMKY «IlapaMeTpsl aBTOPU3anum>» ( ).

CucteMa mpeqmocTaBnsieT GOpMy C TOJISIMU BBOMA [/ HOBOTO 3HAYEHUS JIOTWHA, TTApPOJI U TOATBEP-
XKIOEeHUs mapons. [[JiMHa JToTUHA U Mapois OOJIXKHa OBITh HE MeHee 6 CUMBOJIOB.

KEPT oJdyka NonNe30BaTEnNA

[l

foruu alibaev
MNapons sEEE e
MNon TeepH AeHWe Napons sennes

Puc. 4.9: IameHeHMe TapaMeTPOB aBTOPU3aIl[UU IOJIb30BaTeNIA

Ecnu Bce moJst 3all0OMHEHB KOPPEKTHO, JaHHbIe OTIPABJIAIOTCSA Ha cepBep. Ilocie ymauHoro coxpaHe-
Hust CucrteMa HHPOPMUPYET IOJIF30BaTENSA 00 YCIIEIIHO BHECEHHBIX U3MEHEHU SIX.

st Toro, 4TOOBl yOAMIUTh YYETHYIO 3alUCh COTPYOHWKA, HEOOXOOUMO MEePEetTH B KapTOYKY I10JTb30-
p— o

BaTeJIs ¥ HaXKaTh KHONKY «YIanmuTh»( ). [locne mogTBepKAEHUSI CMEHHI CTaTyCa YYeTHOU 3alucCu

Ha «yHajeH», B OCHOBHOM CIIMCKE COTPYOHUKOB ITOJIb30BaTEIb HE 0TOOpasuTcs. [yst Toro, 4ToOwI Ipo-

CMOTPEeTH yOaJIeHHbIX COTPYLHUKOB HYKHO IIOCTAaBUTh IraJIOUKy B IYHKTe «OToOpaXxaTh yOaleHHBIX»,

KOTOPHIN PACIIONOXKEH HUXKe I0JId moucKa. [IJ1s1 Toro, YTOO BOCCTAHOBUTH YOAJIEHHOTO COTPYIHUKA,

{3
HeoOX0OUMO IepPetTH B KapTOUYKY IT0JIb30BaTE/Is M HaXKaTh KHOIKY «BoCCcTaHOBUTH» ( d ). ITocme
4ero CTaTyC COTPYOHUKA U3MEHUTCS Ha «aKTUBEH».

IIpumeyuaHue.
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ITpu cMeHe cTaTyca YYeTHOM 3alliCH IIOJIb30BaTelNs Ha «yHaleH» KapTodYKa II0JIb30BaTene
OaHHOTO IIOJIb30BaTeJIsI IepecTaeT 0TOOpazKaThCs, ITPU ITUM BEPCHUS MaHHBIX ()OPMEI OCTaeT-
Csl TeKyIeH, To eCTh C TeMU JAaHHBIMU, KOTOPHIE MTPHUCYTCTBOBAIN Ha MOMEHT CMEHHl CTaTy-
ca. IIlpu cMeHe cTaTyca Ha «aKTUBEH» B KapPTOYKe OTOOpaXKaeTCs TeKyIlas BepPCUs MJaHHBIX
dbopmer. O6sizaTenbHAA KapTOUKa, JOCTYITHASI BCEM TI0JTh30BATENSAM, TIOCIIE U3MEHEHUS CTa-
Tyca Y4YeTHOH 3allMCH Ha «yHajieH» IPOJoIKaeT 0ToOpaxkaThCsA B KAPTOUYKe ITOIb30BaTelIs
CO BCEMHU TaHHBIMH.

4.4.2 CTpyKTYypa

Ha rnasmyio

OpraHU3aUMOHHaR CTPYKTYpa

) ®ona noanepxKu MONoREKM
by, =
Otaen pafoThl ¢ HACENEHWEM + = 2 " U d

AQMHHACTDATHBHLIA OTZEN Mogpaspenenne: GoH NOAOSPHKEA MONOGEXA
FexepanbHbiA gupekTop Admin Admin

Puc. 4.10: [Tanenb opraHM3aliOHHON CTPYKTYPHL

BHeltHe gaHHBIN Ppa3nell BEITTIAOUT TaK, KaK IIPEeOCTaBJIEHO Ha PUCYHKE BBIIIIE U MO2XKET OBITh YCIIOBHO
pa3pgelieH Ha Clienyrolinue 3JIEMEHTEL:

¢ PacKpLIBAIOIIKUICS CIIHCOK THUIIa 0OTOOpazKaeMEIX 97IeMEeHTOB (lepeBa OpraHu3allMOHHON CTPYKTYPEHL).
OH pacHoIoXeH CJIeBa CBepPXy X UMeeT 3HAaUYeHHe MO-yMOTUYaHWI0 «OPraHu3allMoHHas CTPYKTypa»
100 «root».

» IlepeBo 3JIEMEHTOB OpPraHU3allMOHHON CTPYKTYpPHL. [lepeB0o COCTOUT U3 KOPHEBOT'0 3j7IeMeHTa (Ha3Ba-
HHUS OpraHu3allny) ¥ BIOXKEHHEIX 3JIEMEeHTOB (Ha3BaHMUsI BHYTPEHHUX CTPYKTYPHBIX IIOAPa3deIeHNH,
marmee KOHKPETHBIX JOMXKHOCTEHN, TPeAyCMOTPEHHBIX B IIITATe).
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* OcHoBHas pabodast 061acTh 0OTOOpaxKaeT CBOMCTBA UJTM COOEPKUMOE BLIOPAHHOTO B fEPEBE 3JIEMEH-
TOB y3J1a.

* OTueT IO OPraHU3aIllMOHHOU CTPYKTyPE KOMIIaHUU.

OpraHu3anus SBIsI€TCS KOPHEBHLIM 3JIEMEHTOM HepeBa ciieBa. [10 yMOIT4aHUIO, IOC/ie yCTaHOBKU CH-
CcTeMHI 9TOT 3yieMeHT Ha3biBaeTcss ROOT u ero Hy>KHO IIeperMEeHOBAaTh B COOTBETCTBUM C Ha3BaHUEM
opraHu3auuu. [[Jis MepenMeHOBaHHUs dJIeMEeHTa U 3aflaHUsl ero rnapaMeTpPOB HEOOXOOUMO IENIKHYTh
10 9TOMY 3JIEMEHTY B [IepeBe 9JIEMEHTOB cjieBa. CripaBa B paboueii 06/1acTi OTPA3sATCS TapaMeTPHI 110
YMOJI9aHUIO, KOTOPEIE€ MOZKHO OTPEOaKTHUPOBATh U COXPAHUThH. B atux ITapaMeTpaX YKa3bIBaeTCd Ha3Ba-
HUe OpraHu3allii, Ha3BaHue [OJIXKHOCTH PYKOBOOUTEJIs, OMIMS THIIa Ha3HAUYEeHU Ieiel orpeneneHa
KaK «CaMOCTOSITeIbHO» ¥ He MOXKeT ObITh U3MEHEeHa T.K. 9TO KOPHEBOH 3JIEMEeHT HepPapXHuH.

Ha rnaenyo

OpraHU3aUMOHHARA CTPYKTYpa

) doHa noanepxKn MonogeRn

Otgen paboTel ¢ HacENEHKEM - H
AgmuHncTpariessit oTgen WHpopMaumna o nogpasfensHun
HaszeaHue DOH NOAAEPHKH MONOAEKM lﬁ]
Ne lo
Kop anA nokasatenen |mut ‘
YOaneHHsIn hunuan ‘ |
WHp o py Tene noap
Ha3zeaHWe OOMKHOCTH MeHepansHLIA AWDEKTOR lﬁ]
THN HasHaueHus Lenen | CamocTosTensHo ¥
PykoBoguTens |Adrr'ir1 Admin
.0. pykoBOAMTENA | [l
3aMecTHTeNnH
& s
Hassanue 3amecTuTeNb reHepanbHOro AUpekTopa B
Ne l2 |

MUHWCTPaTUBHLIA OTAEN
|Bacm><,£l Am P H

¥ Otgen pafoTkl ¢ HaceneHuem

HazsaHue

Ne | |
AAMHHUCTPATUBHEIA OTAEN

Qtpen paboTh © HaceneHnem

Puc. 4.11: Pe):[aKTI/IpOBaHI/Ie KOPH{A, HAa3BaHUA OPraHU3allii U OOJIZKHOCTHU COTPYOIHHUKA

ITocrie mpaBKY KOPHEBOTO 3JIEMEHTa MOKHO IIPOOJIKATh IIPOLIECC CO3aHus OPraHU3aliOHHON CTPYK-
TYPHI, BKITIOYAIOIIeH B cebst GumMasiel, femapTaMeHTHl, TTIOOpa3aeieHusi, OTOEIH, CITyKO0bI, CIieIuasim-
CTOB, MPAKTUKAHTOB M MHOT0O€ APYTOe.

IIpumeuanue

(ITpu Haauvuu ¢puauanos): mak KAk Nnpu 3anoAHEeHUU KapmomeKu no/ib3osameiell cucmembl
yKa3wleaemcs ux NPuHAo/1eiCHOCMb K MOoMYy Uau UHOMY (uauany, mo 8 ueasix onmumu3a-
uuu ycuaul pekomeHOyemcsa eHavase yka3sambs op2aHu3ayulo u uMerouw,uecs 8 Hell ¢uiua-
/bl, NOC/1e 3M020 MOJCHO NpuCmMynams K 3aHeceHuto noibv3osameeli 8 Cucmemy, ykasvleas
UX NPUHAOG/1eHCHOCMb K MOMY UAU UHOMY ¢puauany.
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IIpuMmeuanue

B c8s3u ¢ pasepaHudeHuem npas Ha pedakmuposaHue OP2aHU3A,UOHHOU cCmpPyKmypul 8 de-
pese cmpykmypbl, 0458 compyodHuko8 ¢puiuanoe 00cmynHsvl MOAbKO cam ¢uauan u e20 noo-
pasodeneHus, a 0151 cCompyoOHUKO8 20/108H020 ohuca - KOMNaHusi, 8ce eé€ ¢puauansl u hoopas-
OeseHus.

st co3maHus nmoppa3neieHuss HeoOXOOMMO BEHIOPATh B IepeBe 3JIEMEHTOB ClieBa y3es, K KOTOPOMY
rnogpasmeneHue OyoeT OTHOCUTBHCS. B ocHOBHOM pabodeil 061acTu MOSTBUTCS IMOAPOOHasa nHGOpMaIus
O BBHIEJICHHOM 3JIEMEHTE 1 KHOIIKA OJIsd CO30aHusd IIOOYMHEHHOI'O dJIeMEeHTa. HOI[‘-II/IHGHHBIM 3JIEMEH-
TOM MOXKeT OBITh OO Nofgpa3fenerne, Tu00 CIelNaniuCcT B BEIOpDAaHHOM 3JIeMEHTe, UTO 3a[aeTCs BhI-
60pOM 3HAUYEHHUS TUIIA CO3AABAEMOTO0 3JIEMEHTA.

®opma co3maHUS HOBOTO IIOIpa3felfieHUus COOePZKUT: TUII CO34aBaeMOoro 3JieMeHTa (IIogpas3fnelieHue
WJIN CIIeIUaNuCT), Ha3BaHUe ogpa3feeHus, IOPSOKOBLIM HOMED, KOI OIS MoKa3aTeslel, POOUTENb-
CKUM 97IEMEHT, Ha3BaHWe MOJIKHOCTH PYKOBOOUTENS MOAPA3[AeIeHUsS U IPU He0OXOIMMOCTH BO3MOK-
HOCTH Ha3HA4YEeHUS 3aMECTUTENSA PYKOBOAUTENS OIS KOHKPETHOT0O JO4YepHEero nogpa3aeneHus. 3aMe-
CTUTEJIb UMeeT OOCTYI KO BCeEM COTPYOHUKAM ITOApa3deIeHUs U K JOYEePHUM IoApa3neleHusaM, K KOTO-
PBIM eMy IIpefoCTaBJIeH OOCTYII (OOCTYII IPefoCTaBIgeTCs IPU Ha3HaYeHUN II0JIb30BaTeNsA 3aMeCTH-
TesieM). Bo3MoKHOCTE 06aBUTE 3aMeCTUTEIIEN IOSBIAETCS IPYU HAJIUYUH JOYEePHUX [T0Apa3aeIleHun.
B nmone HoMep (Ne) MOKHO yKa3aTh TIOPAOKOBEIM HOMED 3aMeCTUTEJIA B OPTaHN3alMOHHOU CTPYKTYPE.

Ha rnaexywo

OpraHU3auMoHHan CTPYKTYpa

) ®onn noanepmKn Mononekn
Otoen pabots ¢ Hacenetnem - LJ—J
AQMHHACTDATHEHLIA OTAEN Tun ‘ MogpaageneHve ¥

WHcpo or

HassaHue

@

Ne lo

Kon Anm nokasatenen [ |

PoauTensckoe nogpasgeneHue POHA NOOAEPKKA MOMOAEKN

YOaneHHeIA UaMan \ |

WHchopmauma o pykoBoauTene nogpaiaenesns

HassaHue gomsHoCTH G

Twn HazHa4YeHus Lenen \ PykxoBoguTtenem ¥

3amecTuTenu
[na HaaHaueHuA saMecmumened HeobxoduMe! dovepHue nodpazdensHus.

Puc. 4.12: 3anonHenHas Gopma goOaBIeHUS IOAPa3aeIeHus

HazBauusa mogpasneiieHnns, JOJIZKHOCTHU PYKOBOOUTEJIA 1 3aMeCTUTeNen YKa3bIBAIOTCA I10 YMOJIYAHHUIO,

LS.
[N

=, OTKpBIBAETCS [UAToroBoe OKHO «IlepeBoabl», KOTOPOE CONEPKUT

10 HaXKaTHIO Ha KHOIKY CIIpaBa -
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B cebe Taﬁnnuy C JIOKAJIAMHU U S3HAYEHUSIMHU IIEPEBOOOB B COOTBeTCTBYIOH.[efI JIOKaJIHu.

MepeBopg X

Jokans Tekct

[10 yMONYaHWH
RU
KK
EN

Puc. 4.13: TlepeBoas!

s co3maHus Imogpa3pgesieHud OIIIUA «Tun» momKkHa UMETh 3HaYeHUe <<1'Io;[pa3neneHHe» (3TO 3Ha-
YeHue CTOUT II0 YMOanHHIO).

TToce yKa3aHus IIepeunCclIeHHEIX TapaMeTPOB N00aBIsieMoTo 3JIeMeHTa HyKHO HaXKaTh KHOMKY «Co-
XpaHUTh». B yKe co3maHHOM moApa3aesieHun ¢ GopMBI ero peqakKTUPOBaHUS MPOoMafaeT moje « Tums,
moGaBsieTcs moJjie BhiOopa « PyKOBOOUTENb MOOPa3deIeHUuSI», 1.0, PYKOBOOUTEJISI» B CO3MaHHOM II0[-
pa3menenun. ITocne BeIGopa pykoBoOuTeei (Ha ¢opMe OHU pacCIIONOKeHbl B HUKHEH YacTu paboueit
006J1aCTH) UX MOXKHO ITPM HEOOXOOMMOCTH yHAIUTh C MOJI2KHOCTH HJIM Ha3HAUYUTh HOBOT'O PYKOBOOHUTE-
nsi. KHOTIKO# ymaneHus SBISETCS KPACHBIM 37eMeHT CIpaBa OT GaMUIINK YejIoBeKa, 3aHUMAIOIero
OOJKHOCTh PYKOBOOUTEJISI WY 3aMECTUTES.

IIpuMmeuanue

B opranusanuuu g1060% COTPYIHUK MOXKET 3aHUMAaTh (COBMeEIaTh) HECKOIBKO MOIXKHOCTEHN
DPYKOBOAOUTENSI UK CIleluajnucTa OOHOBPEMEHHO, TakKXXKe MOXKeT COBMeIllaTb CBOIO [OJIXK-
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HOCTH C OOJIKHOCTBHIO 3aMecTuTens. HasHadeHue COTPYOHHKaA 3aMeCTUTEeJIEM HUJIX KCIIOJI-
HAOIITUM 006s13aHHOCTHU PYKOBOOUTEJISA HE CHUMAET €eTro C OCHOBHOM OOJI?KHOCTH.

s BeIGOpa PYKOBOOUTENS IIOOpPa3fesIeHUs U ero UCIOJIHSAomero 0613aHHoCTy 1160 3aMeCTUTeNns
HY2KHO BOCIIOIb30BaThCs KHOIIKaMu BEIOOpa. B HOBOM ¢opMe MOXKHO IIPOU3BECTH IIOMCK COTPYITHHKA
o ¢aMunum 1u60 BEIOPATh U3 CIIMCKa COTPYIHUKOB, OH OTOOPA3UTCS IIOC/Ie HaXKaTH Ha KHOIKY «I1o-
uck». CIIMCOK, cocTosmiuii u3 6omee, ueM 30-TH 4eJIOBEK, pa30MBaeTCs Ha HECKOJIBKO CTPAHUII, YTOOLI
TePEenTH K CIIeNYIONlel cTpaHulle Heo6X0AMMO BOCIIOIb30BaThCA KHOTIKAMU HaBUTaIlUM, PACIIOI0XKEH-
HBIMHY HUXKe [TaHeIu ITOMCKa:

Buibop nonbzoeatens

| |i|_|DHCH| ] |¢'|:|H,n, Mo 008 KW mu:um:u,:*

10 -
lmA [NogpazgeneHue Hon#HocTe
Admin AA.
Unknown L.
Abgpewen J1.C. Ctoen paboTel © Hace... HavaneHWk oTgena

Bobpoe C.E.
BacHeyoe M.1.
MaboynnuH O A
MeaHoe .4

Kypymbaee M.C.

Camatoe E.A.

Crnenakoe .14

MoHL NOLLEPEHKKA MO,

Ctoen paboTel © Hace. ..

ALMWHWCTPATHEHEIA OT ..

ALMUHUCTRATMEHBIR OT..

Ctoen paboTel © Hace. ..

ALMWHWCTPATHEHEIA OT ..

ALMUHUCTPATMEHBIR OT..

[eHEpanbHBIA SUPEKTO. ..
Cneumnanwct no paboTe. ..
Byxrantep, Zam_1
Byxrantep

Cneuuwanwct no paboTe. ..
CHabMeHey

HavaneHWwk otnena, 3.

BuibpaTek iGTMEHa|

Puc. 4.14: Beibop monbp30BaTeNA

ITocne BEIgeneHUS UCKOMOTO COTPYOHHUKA HY2KHO HaXKaTh KHOIIKY <<BI:I6paTI:>> BHH3Y OKHa BbI60pa CO-
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TPYOHHUKA. ITocne OIIpeneJqIeHus IIapaMeTpoOB H606XO,'E[I/IMO HaXKaTb KHOIIKY <<COXpaHI/ITI>>> OJidg coxpa-
HEHUS BHECEHHBIX U3MEHEHUN.

Ins pemakTUpoBaHUs 3eMeHTa Tuna «Ilogpasnenenrue» He0O6XOOMMO BEHIOPATh €T0 B IepeBe 3JIeMeH-
TOB ciieBa. CripaBa, B OCHOBHOM paboueii o6y1acTu oTo0pa3uTcs nHpopMalus 0 BBIOpaHHOM 3JIeMEHTE U
IlaHeJIb KHOIIOK PefaKTUPOBaHUsA 3JleMeHTa: nobaBieHue NONYNHEHHOI0 3/71eMeHTa (Iofpa3nesieHus
WM CIeIMaKCTa), PeNaKTUPOBaHUEe MHGPOPMALMU O BHIODAHHOM 3JI€MEHTE W yHaJieHue 3JIeMeHTa.
15 pemakTUPOBaHUS HY2KHO BOCIIOJIb30BaTHCSI KHOIIKOH «PeOaKTUPOBATh JaHHEBIE O TOOPAa3aeIeHun»,
IIOCJIe BHECEHU IIPABOK HY2XKHO HAXaATh KHOIIKY <<COXpaHI/ITb>>.

s Toro, 4YTOORBI BI:IGpaTB HOBOTI'O PYKOBOOUTEJIA IIOOPA3OEJIEHUd, H806XOJII/IMO HaXaTh Ha KHOIIKY
BBIﬁOpa CIIpaBa OT IIO0JId C UMEHEM. [TosiBUTCS mHUamoroBoe OKHO IIOUCKA MOIb30BaTeNle CUCTEMEI. [
B5160pa IIOJIB30BaATEIIA HeO6XOJII/IMO BEIOEJINTE €TI0 B CIIMCKE 1M HAaXKATh HA KHOIIKY <<BbI6paTI>>>.

II71s1 TOTO, YTOOBI CHSITH C MOJIZKHOCTH TEKYIIEr0 PYKOBOOUTENS IIOAPa3AeIe s, He0OX0OUMO HaXKaThb
Ha KHOTIKY yhajieHus (CripaBa OT KHOIIKHU AJIs BEIOOpa IT0JIb30BaTENS).

H3MeHeHNe PYKOBOOUTEN (Ha3HAUYeHNWe UK CHATHE) OyaeT 3aduKCHUPOBAHO IIPH COXPaHeHUH HHPOP-
MalliH O IMofApa3aeIeHuH.

IIpumeuyanue

IIpu cMeHe PYKOBOOUTENS IMOApa3OeIeHus U IPYU HaIu4YuK yV IOCIeIHer0 He3aBepIIeHHbIX
paboT, melcTBUE BHIIIOJHSATHCS HE JOIXKHO, COOOIIeHNe OMTHOKH:

PykoBoouTenb 04 [AaHHOro MoApas3feNieHns yxe Ha3HaudeH

KoppeKkTHoe CHATHE C HOI2KHOCTH PYKOBOIUTEIISI KOPHEBOT'0 MOAPa3aeIeHHSI BO3MOXKHO TOJIb-
KO IIPH YCJIOBHH, UTO IIPH HATHYUHU Y PYKOBOOUTEJIA He3aBePIIeHHBIX paboT B OIIHUH Iepe-
Hal3Ha4veHUs paboT B COOTBETCTBYIOIIEH KaTerOPHUH He BEIOpaHo 3HaueHue «[lepeHa3HaYUuTh
paboThHl Ha HEITOCPEACTBEHHOTO PYKOBOIUTENSI», T.K. Y PYKOBOOUTEIISI KOPHEBOTO ITOApa3e-
JIEHUSI OTCYTCTBYET IOHSATHE «HEeIIOCPeNCTBEHHEIH PYKOBOOUTEIEY.

Ynanenue BEIOPAHHOTO B iepeBe ClIeBa 3JIeMeHTa IPOHUCXOOUT B paboueii 06JI1aCcTH CIIpaBa II0 HaXKaTHIO
KHOTIKKA «yHOAIUTh TOIOpasfeNieHue», «ymaluTh MOJKHOCTL». IIpoleaypa ymaneHus morpedyeT mom-
TBEPXKIOEHUA BEIIIOJIHAEMOI'O JIeI;'ICTBI/IH.

151 moGaBIeHUS CIelHaIMCTOB COTJIaCHO OPraHU3aIllMOHHOM CTPYKTYpe HeoOXOOWMO BBIOpATh 3I1e-
MEHT JepeBa CJIeBa, e MOJIXKHEI OLITh M00ABIIEHE CIIEINAINUCTH. B ocHOBHOM paboyeii 06/1acTu crpa-
Ba He0OXOOHUMO BOCIIONIb30BATLCS KHOMKOM «T00aBUTH ITOfpa3feeHue». B oTnuyre oT moOaBIeHUS
roapaseelHns, CBOMCTBO napaMeTrpa «THUII» JOJIKHO UMETh 3HaYeHne «CIelnuaanucT»:
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Ha rnaenyo

OpraHU3aUMOHHaRA CTPYKTYpa

) ®ona nognepmKm Monoae
‘OTgen paboTel ¢ HaceneHUeM L H

IMHH A aTHEHLIA OTAEN P
AuHHCTD A Tun | Cneumanmect v

Hazsanue gomxHoOCTH

Kon nnA nokasaTensn ‘ ‘
Moapaspeneqve DOH[ NOALAEPHIN MONOAEHM
Wicpp \ |
Heo6x0nMMoe KONUUYECTBO WTATHLIX &AMHKLL b ‘

Tun HasHaueHus Lenen | PyxoBoguTenem v |
Ne | |

Puc. 4.15: [lo6aBneHue B CTPYKTYPY CIIeIIHaInuCcTa

Ha o0HOBUBIIIENCSI CTPAHUIIE HY?KHO 3aIIOJIHUTD CJIEOVIOIINEe ITapaMeTPHI:

* Ha3BaHWE [OJIKHOCTH;
* KO[ AJIsI MOKa3aTeJel;

* TIOgpasfesieHre, K KOTOPOMY OTHOCUTCS JaHHBIN CIIELUaTUCT

e mudp CreuranrucTa Mo IITaTHOMY PaCIUCAaHUIO

* HeoOXOOUMOe KOJIMYECTBO IITATHRIX €OUHUIL]

* TWUT Ha3HAYEHUS 1eel (DYKOBOOUTEIEM UM CAMOCTOSTEITHHO)

* IIOPSOKOBEHIM HOMEP OOIXKHOCTH (eCjix HoMep He yKa3aH, TO OHM COPTHPYIOTCS M0 al(paBUTy MEXKIY
co0o0ii1)

ATTh,
=t

HazBanue HOJI2KHOCTH YKa3BIBA€TCS II0 YMOJTYAHHIO, IT0 HaXKaTHUIO Ha KHOIKY CIIpaBa ==, OTKPBIBA-

eTCsI IUazoToBoe OKHO «IIepeBofkl», KOTOPOE COOMEePKUT B cebe TAOIHUIlYy C TOKAIIMHU ¥ 3HAYEHUSIMU

TIEPEBOMOB B COOTBETCTBYIOIIEH JIOKaN
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NepeBop, X

Nokans TekcT

(1o YMONYaHWHD
RU
KK
EN

Puc. 4.16: IlepeBoas:

ITocne 3anonHeHUs HY2>KHO COXPAaHUTH OJAaHHBIE, BOCIIOJIb30BABIIINCH KHOTIKOU <<COXpaHI/ITL>>. s pe-
OAKTHUPOBAaHUA I/IH(I)OpMaLII/II/I O CIienmuajiucTe HeO6XO)II/IMO BOCIIOJIb30BaThCS KHOMNKOM «penakKTHUuPOBATH
OaHHBI€ OOJIZKHOCTHU», OJId YOAJIEHUd — «yOaJIUTh OOJIZKHOCTB>.

IMTocne co3ganusa DOMKHOCTH MOXKHO 3aaTh COOTBETCTBHE MEXKIY OOIKHOCTHIO U COTPYOHUKOM. [11s
9TOTO B IepeBe 3JIEMEHTOB CJIeBa HY2KHO BHIOpATh MOMXKHOCTE, a B pabodeit o6acTu cripaBa BOCIIOJIb-
30BaThCSI KHOMKOM «HA3HAYUTH CIIEIMAINCTa Ha MOJIZKHOCTh». BymeT oTo6paxKeHo OUaloroBoe OKHO
BLIOOpA MTOTh30BaTENIsI. B HEM MOXKHO BOCIIOJIB30BATHCS CTPOKOM ITOMCKA MIOJIL30BATE IS IO (haMUIIHH,
Hampumep, 100 IPOCTO MIETKHYTh 110 KHOMKe «ITouCK» [y oToOpaKeHus BCeX IM0Ib30BaTesel, 3a-
peructpupoBaHHbIX B CucTeMe. ITocne BEIGOpa HYKHOTO IIOJIb30BaTENS ClleAyeT HaXKaTb KHONKY «BhI-
OpaTh». B 9TO BpeMs n0JIb30BaTeNh Ha3HAYaeTCsd Ha JOJIKHOCTD.

711 CHATHUS PaHee Ha3HA4YEeHHOr'o COTPyoHHWKa C OOJIZKHOCTHU HYZXKHO CIIpaBa OT (baMI/IJ'[I/II/I CHHUMaeMO-
'O COTPYOHUKA HAXKATh KHOIIKY CHATUA C OOJIZKHOCTH M Ha 3allPOC MOAOTBEP2XKIOEHHNS BBIIIOJIITHAEMOI'O
OEeMCTBUS OTBETUTH MOJIOXKHUTEJILHO.

OrpaHUYUTh OOCTYH K MomyJiiM CHUCTeMBbl MOXKHO Ha II000M YPOBHE OPraHU3allMOHHON CTPYKTYPHI:
OJIs1 BCeM opraHU3alluy, TOJILKO IS KaKoro-Tubo nompa3fesieHust, it KOHKPEeTHOM JOJIKHOCTU Tub0
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OISl OTIpeNeIéHHOr0 COTPYOHUKA. [[JIsT 3TOro HeoOXOMMMO HaxkaTh Ha KHOIIKY B BHIe ITa3jia B
KapTO4YKe MOoApa3fesieHus UM KapTOYyKe OOJIKHOCTH, a [JIsd OTPaHMYEeHHUs MOCTyIa K MOOY/ISIM KOH-
KPETHOMY I10JIb30BaTEeJII0 JaHHasl KHOMKA IPUCYTCTBYET B KAPTOYKe KaXK[I0ro II0JIb30BaATEIIs:

Mon paboTta KomnaHWA BHewHWe Moaynu
“ MoTtokK paboT * MpoekTw CanT KoMnaHuK
¥ ExeaHeBHUK “ Lenw » nokazateny ARTA
7 XpaHunuwe ¥ COTpYOHHMKW
¥ hannk ¥ OprcTpykTypa
¥ PeecTphl ¥ Npadomk
¥ NoKyMEHTH pfﬁm
MNpodune
Y ExenHeBHUK
¥ PaboTta
¥ OTueThl
¥ Peaepe

¥ ApgpecHas KHWra

¥| Mcnonk3oBaTe 0edonNTHLIE HACTPORKK

: Enxpal-lmhi : OTMeHa |

Puc. 4.17: YupasneHue MOOyJIsIMHU

B OTKPHIBIIEMCA OKHE y6paTb T'aJIO4YKy C yekbokca «HMcmonbp30BaTh )J;e(l)OJ'ITHI:Ie HaCTpOﬁKH>> 1 u3Me-
HUTDb OTPaHUYEHHNsA OJOCTYIIA I10 BCEM OCHOBHBIM Pa3ejlaM U UX IIoOpa3fgeilaM:

* Mosg pa6ota: [ToToku pabot, ExxenueBHuk, Xpauunuiie (®arinwl, Peectpsl, [JOKYyMEHTHI)
» Kommnanus: ITpoekrtsl, Llenu u nokazartenu, CorpynHuku (OprcTpykrypa, Pe3eps, AopecHas KHUTa)

* BHeminue MOOYIIX - B JAHHOM pa3faeiie OTOﬁpa}KaIOTCH BCeé HAaCTPOEHHEBIE BHEIIIHNE MOOYJIX CUCTEMEI,
OJId KazXKOoro HOBOI'O BHEITHET O MOOYJIA (1)J'Ia}KOK I10 YMOJIYaHHUIO BEIKJIIOYEH.

Ecnu B ITogcucTeMe agMUHUCTPHUPOBAHUS JOCTYII K BHEIITHEMY MOIYJIIO Y HAHHOTO TTOJIb30BaTENIST OTPa-
HUYEH, TO B [I0JIb30BATEILCKMX HACTPOUKAX 9TOT HYHKT Yy HEro OymeT OTCYTCTBOBATH).
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Takke B 3TOM pa3fgesie MO2KHO HaCTPOHUTH IIpaBa OEIIapTaMEeHTOB, OTOEJIOB, C.TIy}K6 Ha pa3aeJibl HO-

=

MEHKIJIAaTyYPHI JeJI U TUIIBI JOKYMEHTOB C IIOMOIIIBIO KHOITKHU . B 3aBUCHMOCTH OT 3TUX HaCTpOEK
COTPYOHUKHU Te€X HUJIM MHBIX no,upa3ueneH1/1171 II0CJI€ 3aBepIIeHud pa60T C OOKyMEe€HTaMu MOT'YT CIIMCBI-
BaTh UX B COOTBETCTBYIOIIIKME IIAllIKX OeJI, KOTOPhI€ JOCTYITHEI UM COI'JIACHO Ha3HAYEHHHBIM IIDAaBaM.

N =

s IIOJIy4€eHUusA OT4YEeTa II0 OpFaHI/I3aHI/IOHHOI71 CTPYKTYype, HeOGXOJII/IMO HaXaTh KHOIIKY u 3a-
IIOJIHUTH HeO6XO,'E[I/IMI:Ie IIapaMeTPHI OJIsd Q)OpMHpOBaHHH OoT4eTa.

OT4eT No Opr. CTPYKTYPe KOMNaHWW X

HauyaTk ¢ noopasgenseHWsA BOHA NOOASDHKA MONOOERK

KonuyecTBO YpOBHER | |

¥ MokazaTb BCE YPOBHW CTPYKTYPI
OTobpaxate punuans
OTobpaxaTts pykoBogWTENSH NoApa3feneHun
¥| OTobpakaTts OOMKHOCTH

OTobpakaTs MMeHa Nonk3oBaTensl

Tun oTyeTa | TOpPWM3oHTANLHLIR ¥

CoopMrpoBEaTe OTYET | | OTMEHS

Puc. 4.18: OTtyeT 0 OpraEU3allMOHHOU CTPYKTyPE KOMIIQHUU

* Tlogpa3smesnieHue, HAUMHAS C KOTOPOTO OYOeT CO3MaBaThCs OTUET (M0 YMOTYaHUIO, BEIIEIEHHBIH 371e-
MeHT mepesna). [I711 BEIOOpa 3HAYEHUS HaHHOTO IIOJIS IIOJIb30BAaTENIIO TPEedOCTaBIsIeTCS KHOMIKA BHI-
fopa 3jIeMeHTa OPTaHU3aIMOHHON CTPYKTYPHI.

¢ KonmnuecTBO ypOBHEM OPICTPYKTYPHI, KOTOPHIE MOIXKHEI OLITh B 0OTYETE, TN60 HEOOXOOUMO OTMETHTH,
YTO OOJIZKHBI OBITH ITOKA3aHbI BCE YPOBHU OPTCTPYKTYPHI - BOCIIOIb30BaThCs Mepekioyarenem «I1o-
Ka3aTh BCE YPOBHU OPTCTPYKTYPHI». ECiM HaHHBIN MepeKIodaTeb BKIIOYEH, TO IOJe OIS BBOMa
KOJIMYEeCTBA YPOBHEM - HeaKTUBHO. [10-yMOTYaHUI0, OTYET (POPMUPYETCS TTO0 BCEM YPOBHSIM.

e OTMeuaeTcs, JOJIKHEI I BOUTH B 0TUYET (UJIMAJIEI, PYKOBOOUTEIN IIOApa3eIe i, JOIXKHOCTH (3a
9TO OTBeYaloT mepekmodarenu «OTobpaxaThk Gunuaner», «OTodpaxkaTh PYKOBOOUTEEH ITogpasmne-
TeHuit», «OTobpaxkaTh OOIXKHOCTH» COOTBETCTBEHHO).

¢ OTMeuaeTCs OOJIKHEI JTH 0TOOPazxKaThCSA B 0TUeTe (DaMHUJINH II0JIb30BaTeel (mepekmodaTens «OTo0-
paxkaTh UMeHa MOoJIb30BaTesei»).

* VKa3bIBaeTCs THUII OTYETa: TOPU3OHTAJIbHBIN, BEPTUKAIbHBIN.

ITocne HaxkaTusga Ha KHONKY «ChOpMUPOBATH» OTYET OTKPHIBAETCS B OTHAENIFHOM OKHe Opay3epa. Ha
PUCYHKaxX HUXKe 0TOOpazkeHbl BO3MOXKHEIE BAPUAHTEL OTYETOB.
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LieHTp 3f0poBoro oGpaza MUIHKU |

AenapTamMeHT no
npodgMnaKTie ckum
nporpamMmam

AEI’IEFTEMEHT no cBA3AM C
OGIJ.‘EBTBEHHGGTEIG

OpraHu3ayMoHHo-
MeToguueckuit otgen

OTgen npodMNaKTUUECKUX

nporpamm
[

|Cneu,|na.an ‘ |I'naBHb||i cneywanuct ‘ |Cr|eu,|na.an| |I'naBHb|ﬁ cneywanict ‘

| 014N KOMMYHUKALMA 1
nponaraHgel 30X

| YuebHO-TPEHUHTOBLIA LEHTP ‘

OTgen pegaKTUpoBaHuA U
BhINYCKa NEYATHLIX N3genmii

|TpEHED| |M9Tc,q|ncT|

Epmonenko H. H
MyewrHoea H. M

Magues E. 4
Mykaroea K. M

Bacuneesa /1. @
Opmanroe XK. T.

Apeictanos U M

Llentp 3aopoeoro oGpaza MUIHW |—

|DcnaHr:|BE Cc HTypcuHﬁaeaaF’ P |

Anppeee A E

UleTkuHa 1. P

| OpraHM3aLMoHHO-
MeToMUECKWA oTAeN

gl

JlenaprameHt no
— | npothunaKkMueckum
nporpammam

nporpamm

O1aen NpoiMNAKTHYECKHX

gl

‘ﬂmaaﬁHep | |Pe,qa><Tup |

|XacaHnBF’ A ‘ |Hw<|ATv1Haﬂ n ‘

Puc. 4.19: BapuaHT oT4eTa 10 CTPYKType (BepTUKaJIbHEBIN)

CneumanmcT

[ NaBHLIA cneunanteT |

CneLu-Ia.m-u:T|

I NagHLIfA cneu|-1a_n|-1u:T|

| YueGHO-TPEeHUHT OB LI LIEHTP }—[

OT/1e.1 KOMMYHMKALMIA W

,ﬂenaprauem no CBA3IAM C
06UECTBEHHOCTLID

nponarai/ikl 30

011N pe AaKTHPOBAHNA W
BhINMYCKa NEYaTHbIX W34e Nl

gl

nmmuucrpamnun—

| penaprameHt

(DHHAHCOBO-X03ARCTEEHHBLIA

X03ARCTBEHHLIA oTaen

1

4.4.3 YpaneHHble KOMMNAaHUM

— O1Aen Gyxrantepun |

—|HOpuanueckwil otaen |

TpeHep
MeTogmueT

—| Cneunanuct

OnzafiHep
FPepaktop

CneunanicT No Kaapoeksim
pecypcam

JenonponseoguTens

Puc. 4.20: BapuaHT oT4eTa IO CTPYKType (TOPU30HTaILHEIN)

Pa3pmen nmpepHa3sHa4eH [JIsT HACTPOMKYM [OOCTyNA K XPaHUJIUINY yOAJeHHBIX KoMmnaHui. Heobxogumo
yKa3aTh Ha3BaHUe, afipec cepBepa OpraHu3aluil u moapa3aeneHne, K KOTOPoMy OyOeT mpeqoCcTaBIeH
mocTymn. [To yMOTYaHUIO B CIIUCKE TIPUCYTCTBYET JTOKaTbHAS OPTaHU3aIUsI C COOTBETCTBYIOIIEN OTMET-

KOM B HaCTPOMKax.
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Ha rnaenyio

OpraHuzauum
[~
| + | n -
HaumeHosaHWe opraHu3aaumn Ypn cepBepa opraHuaalam
TNokansHas opraHn3auna local.local g S

Puc. 4.21: HacTpolika yoajleHHBIX KOMIIaHUU
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Ha rnaenyio

PepnaktupoBanue uHdopmMaumm o6 opraHn3aLuu

* -

HaumeHnosanue oprasusalmm

MokanbHan opraHu3auna \:ﬁ:l
Ypn cepeepa opraHvaauun local.local

# oKankHan KoMMaHUA
Moapaspnenexne

| oA nopnepswmu monogexu ¥

Puc. 4.22: HacTpolika yoajleHHBIX KOMIIaHUU

AT,
o =i
Ha3zBanue YOoaJleHHOU KOMIIaHHWM YKa3bIBa€TCd II0 YMOJIYaHHUIO, ITO HaXKaTHUI0 Ha KHOIIKY CIIpaBa =&,

OTKPHIBAETCS IHAJIOTOBOE OKHO «IlepeBoabl», KOTOPOe COOepXKUT B cebe TabIuIly C JIOKaIsIMHU U 3Ha-
YeHUSIMHU IIEPEBONOB B COOTBETCTBYIOIIEH JIOKAIH.
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Nokans TekcT

[0 yMONYaHUIO
RU
KK
EN

Puc. 4.23: TlepeBoasl

4.5 HacTpoukmu

Pa3mesr HacTpoeK COmepKUT rinobanbHble YCTaHOBKU CucTeMbl. K HUM OTHOCSITCS:

4.5.1 OOWMe HACTPOMUKHM

Paspmen comepxkut HacTpoiky «URL npunoxeHus». [Ipu dopMupoBaHUHU IIOIH30BATEIO JIOTUHA U T1a-
pons cucteMa Ha 3JIEKTPOHHYIO IOYTY IIOJIh30BaTeJIsI OTHPABUT yBeOgoMyeHue 00 3TOM, U B IUCHME
OymeT ykas3aH agpec, ykasaHHBIN B nojie «URL npunoxenus» (BBogutcs IP agpec KoMmbioTepa, Ha
KOTOpPOM ycTaHOBieHa Cuctema, Hanpumep, https://192.168.1.5/Synergy/ u ipu He0OXOOUMOCTH yKa-
3BIBAQIOTCA MOPTH). TakkKe HaHHas HACTPOUKa HUCIOIb3yeTCs B TUIEPCCHIIKe Ha NOKYMEeHT paboTH B
YBEIOMJIEHUIX.
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3aMedanue

HeBanupguaeii URL unu ero oTCyTCcTBUE MOXKET IPUBECTH K TOMY, UTO CChUIKA B yBeOooMIIe-
HUusAX 6ymeT He paboueit.

Hactporiku

URL rpynoxeis | |

CoxparuTs

Puc. 4.24: Hactporiku URL npunoxeHnus

4.5.2 [JocTtyn K o6bekTamMm KOHUrypauumm

[aHHEBIM pa3gern COOepXKUT clienylonie 00beKTH KOH(PUTypalu:

e ['pymmsl
* Opr.cTpykTypa

HocTyn K 06eKkTaM KoHdurypauyuu

Cpynne
Opr.cipykTypa

Puc. 4.25: [TocTym K 06beKTaM KOHPUTypaIuu

ITo HaxkaTuio Ha 0OOBEKT OTKPBIBAETCS CIIEAYIOIINHM 9KpaH, KOTOPHIM COOEPXKUT AePEBO MMEIOIINXCS
00BEKTOB KOHGUTYPAIIUY U TAOIUITy IO HaCTPOUKE TIPUBUIIETUN.
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Ha rnaexyio

€ JocTtyn K o6beKTam KoHUrypaumu

2 Opr.cipykTypa
06aBUTL rpynn
1= doHA NOAREDPKKN MONOAERH A pynny
‘OTpen paboThl ¢ HACENEHWEM

=
ABMUHACTPATHBHLIA OTAEA Mpynna Ytenue MameneHne Haanaderne npas Haanadenwe / yponsHeH|

AOMUHUCTPATOP CUCTEMEI s Ty o« v
Moppepxka ¥ v
HauankHuim v

Puc. 4.26: [TocTymn K 06beKTaM KOHPUTYpaIuu

Iyt Toro, 4ToOBl MMPEOOCTAaBUTh KaKOW-TuOO JOCTYH Ha BHIOPAHHEIM CjieBa O00BEKT KOH(UTYpaIluH,
Heo0XoguMo m00aBUTH I'PYINY U BKIIIOUNTL HAIIPOTUB HEE COOTBETCTBYIOIINE TAJIOYKN:

o «YTeHue»;

* «I3MeHeHUE»;

* «Ha3HaueHue npas»;

¢ «HazHaueHue/ymaneHue» (TOIbKO OJIsi 00beKTa TUila «Opr. CTPYKTypa»).

ITonb3oBaTenu, KOTOPEIM 3aal0TCs OIpeneeHHbIe ITpaBa B MaHHOM pa3fesie, CTAaHOBSITCS JIOKAIbHEI-
MU agMUHHUCTPaTOopaMu. I TOKaJIbHBIX afMHUHHUCTPATOPOB OyHeT O0TOoOpaxkaThCs TeKyIlee AQMUHU-
CTpaTUBHOE MPUJIOXKEHNE, 3a UCKITIOYEHUEM TOT'0, YTO BUAUMEBIMIU B HUX OCTAIOTCSI TOIIBKO T€ Pa3delH,
K 00BbeKTaM KOTOPHIX UMEEeTCS JOCTYII.
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Ha rmaeHyo

i KapToTeka kgj XpaHunuwe
Ynpasnexue NonsL3oBaTenAmMi Mpynnst
CrpykTypa

Puc. 4.27: ADMuUHUCTPATUBHOE IPUJIOXKEHUE [JIsI aIMUHUCTPATOPa, UMEIOIIIEro MOCTYII TOJIBKO K 00h-
ektaMm tuna «['pynna» u «Opr.cTpyKrypa»

4.5.2.1 Tpynnbl

3aMedanue

ABTOI"pynHaM BO3MOZKHO Ha3Ha4Y€HHe IIPaB TOJIBKO Ha YTEHHNE U Ha3Ha4YeHHue IIPaB.

HacTpoiiky OpuBUIErHi MOXKHO 3aaTh OJI KaKOW-Tu00 IPYHITLL (Oanee 2pynna), B T.4. OJsI KOPHEBHIX
TPYIII.

YTeHune

* IIDOCMOTP 2pynnsvl U ee CONepKUMOIo B pa3fesie «XpaHunuiie» — «['pynnei» KoHUryparopa u ag-
MUHUCTPATUBHOTO MTPUJIOKEHUST;

¢ HCIIOJIb3OBaHHE 2pynnsl U BXOOAIIINUX B HEE oJIb30BaTeiell B Ka4ueCcTBe IIapaMeTpoB KOH(I)I/IpraI_II/II/I:

- «Jl1o6aBuTHL rPynny» IIPKU HACTPOUKE AOCTyIa K 00beKTaM KOHDUTYpaIuy;
- CITMCOK TPYII B IIpaBax Ha MaIlKW;

- «[Jo6aBUTL>» B IIpaBax Ha peecTp;

- «BrIOpaTh rpynmny» B GUILTPE CIKUCKA MOIL30BaTEIelH;

- «[106aBUTh IPYIIIY» B KAPTOYKE MOIb30BATEJIS.

* oroOpakeHue 2pynnbl B pe3ybTaTax IIOUCKA.
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Cnenylou.me OEeNCTBUS HOOCTYIIHEI B pa3fejie aIMUHUCTPATUBHOI'O ITPUJIO2ZKEHHN A <<KapTOTeKa>> - «anaB—
JIEHHEe II0JIb30BaTEeIIAMMU».

¢ IIPOCMOTP CIIKNCKa IOIb30BaTeNel, BXOOAIINUX B 2pynny, B T.4. YOaJI€eHHBIX.

IlpumeyvaHue:

BwmecTo ¢unbTpa mompasnesieHui HoIXKeH ObITh GUIBTP C BEIOOPOM I'PYIIH. [epeBo IpyIimn
IOJI)KHO OBITH OTPAHMYEHO COTJIaCHO NIpaB Ha Ipynnsl. 1o yMondaHWIO, B 9TOM QUIILTPE
IoJiKHa OBITh BEIOpaHa IepBas OOCTYIHAA IpymnIa.

Cnenymoimue 0eliCTBUSA HEeOOCTYIIHHL:

* nobGaBieHUe KOPHEBOU IPyNIIEL (OTCYTCTBYET KHOIIKA H0OaBIeHUS);
* yHJaJieHue KOPHEBOU I'PyINH (OTCYTCTBYET KHOIIKa yHAAJIeHUs);

IIpuMmeuanue
OTH OeUCTBUSA OOCTYIIHBI TOJILKO CYIEPMETOHOJIOTY M CYyIlepagMUHHACTPaTOpy.

* U3MeEeHEHUEe CBOUCTB 2pynnsl (OTCYyTCTBYyET KHOIIKA COXPaHEHUs);
* ymajieHue epynnsvl (OTCYTCTBYyEeT KHOIIKA yOaleHus);

* U3MEHEeHUe COCTaBa 2pynnsl (OTCYTCTBYIOT KHONIKK HoOaBJIeHUs I'PYIIE], H00aBlIeHUs I10Ib30BaTe-
Jie! B TPYINY U YOaJIEeHUS BJIOKEHHBIX IIOJIb30BaTEeIeU U IPYIIII).

B pasgerne agMUHHUCTPATUBHOTO IIPHUIIOKEeHUs «KapToTeka» — «YIpaBlieHue ITOIb30BaTEISIMU»:

° ,E[O6aBJ'IeHI/Ie HOBOTI'O IIOJIB30BaTeEJIA (OTCYTCTByeT KHOIIKa <<+>>),'
¢ OTKPHITHE KAaPTO4YKH IIOJIb30BATEJIA, U B HeMu:

- U3MEeHEeHNe CBOMCTB KapTOUYKU (OTCYTCTBYET KHOIIKA COXpPaHEHU);

- U3MeHeHNe MapaMeTPOB aBTOpU3alluM (OTCYTCTBYeT KHOIIKa «[lapaMeTphl aBTOPU3AIIUN»);

- U3MeHeHHUe J0CTyIla K opraHm3alnusaM (OTCYTCTByeT KHOIIKa «J[oCTyl K OpraHu3anusiM>»);

- U3MeHeHHUe IapaMeTPOB YIIpaBJIeHUI MOAY/IIMH (OTCYTCTBYET KHOIIKA «YIIpaBIeHUE MOOYIIIMU»);

- U3MeHeHHe lTapaMeTPOB CUCTEMHEIX ITOKa3aTeeil (0TCYyTCTByeT KHOoNKa «CUCTeMHBIe IT0Ka3aTe-
m»);

ymaneHue ydeTHOU 3alucy (OTCYTCTBYET KHOIIKA «YOAJIUTh YUYETHYIO 3aIllUCh»);

* MaCCOBOe IreHepUpOBaHUeE JIOTUHOB/IIaposiel (0TCYyTCTBYeT pa3fen «I'eHepupoBaHue JIOTUHOB/TIapo-
Jemn»).

N3MeHeHune

9TO0 MpaBoO aBTOMATUYECKHU BKIIOYAET ITPAaB0O YTEeHUE U MOIIOMHSIET er0 CIEOYIONIMMH BO3MOKHOCTSIMHU:

* KU3MeHEeHUe CBOMCTB 2pynnsl (Ha3BaHMe U MaKCUMaJILHEIN pa3Mep (daiina);

* U3MEHEeHHUEe COCTaBa 2pynnsl (HobaBieHne, U3MEHEHNE U yOaJIeHWe BI0XKEHHBIX T'PYIIN U I0JIh30Ba-
Tenei).

B pasgerne agMUHHUCTPATUBHOTO IIPUIIOXKEHUs «KapToTeka» — «YIIpaBlieHue ITOIb30BaTEISIMU»:

° ,E[O6aBJ'IeHI/Ie HOBOT' O IIOJIB30BaATEJIA - OH 6YI[GT HO6aBJ'IeH B Ty I'PYIIITy, KOTOPasa BbI6paHa B (bI/IJ'Ipre,'
¢ U3MEHEHHE KAPTOYKHU I10JIb30BaTeJIA;
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¢ MaCCOBO€ reHeprupoBaHUE J'IOI"I/IHOB/HapOTIeI;I.

Ha3Ha4yeHune npas

310 IIPpaBO aBTOMATHU4YECKH BKIIIOHYAET IIPaBO YTeHne u OOomoIHSAET ero CJIeoyIIIrUMHU BO3ZMOXHOCTSAMU:

* Ha3HaveHUe JM060ro Habopa mpaB (YTeHHue, U3MeHeHre, Ha3HaueHue IIpaB Ha 2pynny);

* OTKpPHIBAET AOCTYII K pa3geny «JlocTyn K o6beKTaM KoHpurypanuu» — «'pynmns» Kak B KOHGUTYPa-
TOpe, TaK U B aAMUHUCTPATUBHOM IIPUIOKEHUU.

IIpuMmeuyanue
[TapamMeTpnl YYeTHOM 3alUCU MOIb30BATENS

¢ «MeTopmosor»
* «AODMUHHCTPATOpP»

a TaKXKe:

* «JIOmOMHUTENBHBIN TOCTYII»

¢ «COTPYOHUK KaHIIEIIpUU»

* «JlOCTyI K CIIPAaBOYHUKY IIOKa3aTesen»
* «JIOCTYyII K CTpaTeruu»

¢ «COTpPYOHUK OTHAENa KagpoB»

OOJIZKHBI OBITh BUOUMEI (M, COOTBETCTBEHHO, U3MEHSIEMBI) TOIIBKO CyliepagMUuHUCTPATOPOM.

4.5.2.2 Opr.cTpykKrtypa

HacTpoiiku npuBuIeruil MOXKHO 3afaTh OJIs KaKoro-mubo 3jieMeHTa Opr.CTPYKTYpPH! (Hasee y3.a), B
T.4. [IJI5 KOPHEBOTO IIOApa3fe/IeHUsI.

YT1eHune

* IIPOCMOTP y3/41d ¥ €ro COmepKUMOTro B pa3felie afMUHUCTPATUBHOIO IpuioxeHus «Kaprtoreka» —
«CTpyKTypa»;

* HCIIO/Ib30BaHMeE y3/1d B Ka4eCTBe IlapaMeTpa KOHpUTrypauu (HaopuMep, IIpyu reHepaliuy oT4YeTa I1o0
OpT.CTPYKType U T.O.);

- «PoguTesibcKoe moapa3sfeneHue» B HHGOpPMaIuy O ITogpa3aeleHUuH;
- «ITompa3pgenenue» B HHpOpPMAIIUY O TOMKHOCTH;

- «BrIOOp mompa3geneHusi» B OHAJIOTe BLIOOPA IIOIL30BATEIsS IIPH Ha3HAYEHWM CIIeIMaJInCcTa Ha
IOJIXKHOCTE;

- «HauaTsp c mompa3sfeneHus» B OTYETE II0 OPI.CTPYKTYpe.

Cnenyomue 0eiCTBUS HEOOCTYIIHHL:

* M3MEHEeHUEe CBOUCTB y3.1a (OTCYTCTByeT KHOIIKA COXPaHEeHUs);
* M3MeHeHUe MTapaMeTPOB YIIPABIEHUS MOAYIAMU (OTCYTCTBYeT KHOMIKA «YIIpaBieHNe MOOYIIAMU»);

* U3MeEeHeHUe TapaMeTpPOB CUCTEMHEIX [TOKa3aTejled (OTCYyTCTByeT KHoONKa «CUCTeMHBIe ITOKa3aTe-
n»);

* U3MeHeHUe IIpaB Ha feJjia (0TCYyTCTByeT KHomKa «[IpaBa Ha mena»);
e ymaneHue y3/1d (OTCYyTCTBYeT KHOMKA VIOaJIeHNs);
* U3MeHeHHe COCTaBa y3.d:
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= OJId y3/1d - mogpa3geeHud: OTCYTCTBYIOT KHOIIKHA JIO6aBJ'IeHI/IH 3JIEMEHTa, PeJaKTUPOBaAHHUA U yIa-
JIEHUd IIoApa3aejieHusd;

= OJId y3/1d - OOJIZKHOCTH: OTCYTCTBYIOT KHOIIKM Ha3HA4YE€HHUA Ha OOJI2KHOCTB, CHATHUSA C OJOJIZKHOCTH,
PEeOaKTUPOBaHUA U yYOaJIEHUA OOJIZKHOCTH.

I3MeHeHune

31O IIPpaBO aBTOMATHU4YE€CKH BKJIIIOHYAET IIPaBO YTeHne u mOmOomHSET ero ClIeoyIIIUMHU BO3MOXHOCTSAMHU:

* M3MeHeHUe CBOUCTB y3.1d (Ha3BaHue, pyKoBoOuTenb, M.0., 3aMeCcTUTe i, KOTUYECTBO IITAaTHHIX equ-
HUII 4 T.[O.), a TakKXKe:

- U3MEHEHHUE IIapaMeTPOB YIIPAaBJIEHUA MOOYIIAMU;
- U3MEHEHHuEe IIapaMeTPOB CUCTEMHBIX IOKa3aTeJen;
- U3MEHEHUteEe IIpaB Ha Oejia;

* U3MEHEeHNEe COCTaBa y3/1d - mogpa3desieHus: moOaBjeHue, U3MEHEHNE U yOaJIeHWe B HEM ogpa3je-
JIEHUY U OOJIZKHOCTEH.

Ha3sHayeHne / yBOJIbHEHME

310 IIPaBO aBTOMATU4YE€CKH BKJIIOHAET IIPAaBO YTeHne u OOmOoIHSAET ero Cl1eayrIIyuM1 BOSMOXKHOCTAMMU:
¢* U3MEHEHHE COCTaBa y3./1d - JOJIZKHOCTH: Ha3HAa4YEeHUuEe U CHATHUE C OOJIZKHOCTH.

IIpuMmeuyanue

310 IIpaBO MOXKeET OBITH Ha3HAYEHO W Ha IIogpa3neiieHue. B sTom CJIy4ae OHO 6YJIGT OTHO-
CHUTBCA KO BCEM ero goJIZKHOCTAM.

Ha3HayeHune npas

310 IIPABO aBTOMATHU4YE€CKH BKIIIOYAET IIPABO YTeHne u mOomoIHSET ero ClieayIoImuMuUu BO3SMOXKHOCTAMU:

* Ha3HaueHUe TI000ro Habopa pasB (YTeHue, U3MEHeHNe, Ha3HaYeHue/yBOJIbHEHNE, HAa3HAUEHUE IIPaB)
Ha y3eu;

* OTKpHIBAET AOCTYII K pasueny Kouduryparop — Hactpoiiku cuctemsl — JlocTyn K 00beKTaM KOHpU-
rypamuu — Opr.cTpyKTypa.

4.5.3 HacTpouku yBeaoOMJIEHUN

ITo HaxkaTuiO TyHKTa «HacTpoiiku yBemoMIeHUM» pa3fmesia HaCTPOEK OTKPOETCs CleAyiollasi CTpaHu-
na:
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HacTpoiiki yBegomneHuiA

MapameTpbl pacchblIkn

CepBep 0TnpaBku CooBLLEHWH

MouToBkIit agpec oTnpaBuTens

Mopt 25

MpoTokon smtp v
Wcnone3oeate STARTILS

Heo6x0gHMa aBTOpH3aLKA
Norux

MNapons
IMyTb K XPAHUAKLLY CEPTUCPHKATOR
MCMONL30BATE PACCHIKY YESAOMASHNI B Axabbep
Xmpp cepeep
Norux
MNapons
OTNPaBUTENL COOGLLEHNI

CoxpaHnTe

Puc. 4.28: Bknagka «HacTpouiku yBeZOMJIEHUI»

[TapameTpsl pacChIIKU:

¢ CepBep OTIIPaBKU COOOIIEHUM. YKa3bkiBaeT agpec cepBepa OTIIPABKU MOYTOBBIX COOOIIEHUM C yBe-
OOMJIEHHUSIMH O HOBBIX COOBITHSIX B CucTeMe. [104TOBEIM agpec, Ha KOTOPHIHM OyAyT IPUXOOUTH CO00-
IMieHud, COTPYOHUKHU YKA3bIBAIOT B JIMYHBIX HaCTpOﬂKaX. Hanpnmep: HA4YaJIbLHUK IIOCTAaBUJI IIOOYM-
HEHHOMY 3amavy. Eciu y mogunHEHHOI0 B €ro MUYHBIX HAaCTPOMKAX yYKa3aHa OIIUS OIIOBEIIeHUS
0: «PyKoBOOuTE b IOCTABUJI BaM HOBYIO 3ajady», To CHUCcTeMa aBTOPU3YyeTCs Ha CepBepe OTIIPaBKU
COOOIIEeHUH 1 OTIIPABIISIET COODIIEeHNEe O IIOCTAHOBKE 3afayy Ha ITOYTOBHIH SIIIUK II0JTb30BATENIS.

e [TouTOBHIM afmipec OTHPABUTEISA. 3aaeT aKKayHT, Iox KOTopsiM CrucTtemMa OymeT aBTOPHU3UPOBATHCS
Ha cepBepe. [IJIs1 3TuX 11eJjIed MOXKHO CO30aTh HOBYIO YVUETHYIO 3alIUCh Ha KOPIIOPATUBHOM IOYTOBOM
cepBepe, MO0 UCIOIb30BaTh HEKUH IPYTOi CepBep.

» TlopT. B mosie BBOOUTCS IOPT Ilepefadu YBEOOMIIEHUH.

* TIpoTokon. YKa3bIBaeTCs MPOTOKOI Iepenaydu yBeqoMieHui. [1o0 yMOTYaHHUIO MMPOTOKOJ TTepemnaydu
coolmmenu# smtp.

e Wcnonb3oBaTh STARTTLS. 'asmoyka o3Ha4YaeT, YTO HYKHO OXUIOAaTh KOMaHIOy KiHeHTa (I10JIb30Ba-
Tes).

® HGO6XOI[HMa AaBTOPHU3allnd. BkmaiouyeHHasa raimodka AKTHUBUDPYET I10JIdA JIOTUH U I1apPOJib, TEM CaMHEIM,
pa3peliasa aBTOPU30BAThCA.
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e JloruH. Omius aKTHBHA IPU BKIIOYEHHOU ranodyku «HeobGxomuma aBTOpHU3allusa». YKa3bIBA€T UMS
YYeTHOU 3allMCH [OJIsI aBTOPHU3alluK Ha CepBepe OTIIPABKU COOOIIEHUH.

e TTaponb. TakKe akKTHBHA IIPK BKIIOUYEHHOU rajouyku «HeobOxommMma aBTOpH3allMs». YKA3LIBAeT IIa-
POJIb K UMEHH YYETHOM 3allMCH AJISI aBTOPU3AINK Ha CEPBEPE OTIIPABKU COOOIIEHUH.

e IlyTh K XpaHUJIHUIY CEPTUGUKATOB.

* Mcnonb30BaTh PACCHUIKY YBeIOMIIeHUH B nkab6ep. [Ipy BHIKIIOYEeHHOM IIepekIodaTesie HeqoCTyII-
HBI Ha pefgakTupoBaHue nojist XMPP cepBepa, 10THHA, TapoJisi, OTIPAaBUTENISI COOOIIIEHUS.

* XMPP cepsep-agpec XMPP cepsepa.
e JlormH-aKKayHT, 107l KOTOPRIM cucTeMa OymeT aBTopu3oBaThcsa Ha XMPP cepsepe.
» TTaponp-mapoiib K aKKayHTY.

e OTmpaBUTEIH COOOIEHNH-aKKAYHT, OT UMEHHU KOTOPOT0 OyAyT OTIIPABIATECS COOOIIEHUS.

4.5.4 HacTpoMKM cny>XObl noaaep>XKu

«s HacTtpoiikn cnyx6bi noaaepKkn

Anpec cnyxbel nognepHKn

COXpaHnTb

Puc. 4.29: HacTpoiiku cityKObI ITOAIePKKH

B paspmene «HacTpo#iku ciiyk0bI MOOAepKKN» HY2KHO yKa3aTh aapec CIyKObl nogmepkku u «Coxpa-
HUTH>». Ha yka3saHHEBIHE agpec OyOyT OTIPaBIATLCA cooOmeH s 00 omubKax UIIM 3allpoChl Ha U3MeHe-
Hre QyHKIMOHAala OT IT0Ibh30BaTesiel yepe3 «CupaBKy» -> «OTIpaBUTh 3aIIpoC>.
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4.5.5 bBbe3onacHoCTb

Ha rnaeHyo

Be3zonacHocTb

MWHWManeHasa ANWHa NOrnHa |5 |
MWHUManNebHas ANKHa Nnapons |5 |
MWHUMaNbHOE KONWYECTBO UM(POBLIX CUMMBONOB B Napone |D |
MWHUMansHOe KONUYeCcTBo ByKB BEpPXHEro perncTpa B napone |D |
MWHWUManNbHOE KONUYecTBO BYKE HWXKHErD perncTpa B napone |D |
MWHWUMaNbHOE KONWYECTBO CNeunanbHblX CMMBONOE B Napone |D |
MakcMManbHOE KONWYECTBO NOCNenoBaTeNbHbIX OAMHAKOBLIX |D |
CMMBONOB
MakcMManbHOEe KONMYeCcTBO NocnenoBaTeNbHbIX OAWHAKOBbIX |D |
CMMBONOB OHOIM0 Knacca

| 3anpeT coBNageHuA Napons ¢ orMHOM

| 3anpeT coBNageHUA Napons ¢ haMuIWeid NoNbL3oBaTens

- 3El]'lpET COBNaaeHKA Napona ¢ MMeHeM NoNb30BaTENA

- 3El]'lpET coenageHnA NaponA C oT4eCTEOM NONE3I0BEATENA
KonuyecTBo Heya4yHblX NonbITOK |D |
TaAmayT NpY AOCTMHEHNW KONWYECTBa HeYAa4HblX NoNbITOK (B |3n |
CeKkyHaax)
NporpeccMeHbIA TanmayT (Hanpumep: t+2 + 1) | |
Nepwop cbpoca KONWYECTBa HeyAa4YHbIX NOMNBITOK C BPEMEHK |D |

nocnegHen Heyaa4yHon asTopu3aunm (B Yacax)

MpogonsUTeNeHOCTE CECCHK (B MWHYTAX) | |

3anpeTuTe NONLI0EATENAM 380aBaTh NPOACMKHTENLHOCTE CECCHK

CoxpaHWTh

Puc. 4.30: HacTpoiiku 6e3011acCHOCTH

B sToM paspgerne DOCTYIHE ClenyoIlie HaCTPOUKU:

e MuHMManbHas OJNHAa JIOTUHA;
e MuHuUManbHad OJINHa I1apoJIid;
e MuHHUMaNbHOE KOJINYECTBO I.II/I(I)pOBI:IX CHMBOIJIOB B IIapoOIJie;

¢ MuHHMaIbHOE KOJIHYEeCTBO OYKB BEPXHET0 PEerucTpa B Iapoie;
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e MuHuManIbHOE KOJINYeCTBO OYKB HUKHETO PETUCTPA B IapoJie;

* MuHuManIbHOE KOJIMYECTBO CIIeIIMaIbHEIX CUMBOJIOB B I1apOJiE;

* MakcuManbHOEe KOJMTUYEeCTBO II0CJIef0BaTeIbHEIX ONUHAKOBEIX CUMBOJIOB;

* MakcuManbHOE KOJIUYEeCTBO II0CIeN0BaTEeIbHEIX OQUHAKOBEIX CUMBOJIOB OITHOTO KJIacca;
e 3ampeT COBIAaLeHUsS 1apoys C JIOTUHOM;

* 3ampert coBlaAeHUs apois ¢ baMuanen noiab30BaTens;

* 3amnpert COBIIafEeHUs N1apojisad C UMeHeM [0JIb30BaTeNsd;

* 3amnpert COBIIafEeHUs N1apojisa C OTYECTBOM I10Ib30BaTEs;

* KonmuecTBO HEyOAYHEIX IOMIBITOK;

e TaliMayT IpU OOCTUKEHUU KOJINYeCTBa HeyJauyHbIX IIONEITOK (B CEKyHIaX);
* [Iporpeccusnnlil TaiMayT (Hanpumep: t*2 + 1);

e Tlepuon cOpoca KoMUYeCcTBa HEyOAaYHBIX MONLITOK C BDEMEHHU IOCIegHel HeyogayHOM aBTOPU3alluu
(B uacax);

* TIpOmOMXKUTENTLHOCTh CECCUM (B MUHYTaXx);

® BaHpeTI/ITB II0JIE30BATEJIAM 3adaBaTh IIPOOOIZKUTEIIBHOCTE CECCHUU.

4.5.5.1 PexkoMeHAayeMble HaCTPOMKMu Ge3onacHOCTHU

ITo YMOJIYaHHIO U3 BCEX HACTPOEK 0e30I1acCHOCTH HCIIONIB3YETCsA TOJIBKO OrPaHUYEeHUEe MUHHUMAaJTbHOU
OJIVHBI JJOTHUHA: OHA AOJI?KHA COCTaBIATHL He MeHee 6 CUMBOMIOB. OCTasibHbIE HaCTpOﬁKH H€e HUCIIONBb3Y-
IOTCA.

M&uI peKoOMeHyeM IIpU IepBoHavYa IbHONM YCTaHOBKE CUCTEME 0043aTeIbHO HacTpPauBaTh NapoJIbHYIO
MIOJIUTUKY, COOTBETCTBYIOIYI0 TPeOOBaHUSAM B OpraHu3anuu. I[IpumMepoM XOpOIIUX HaCTPOEK MIapoJib-
HOU IOJINTUKU MOTYT OBITH TaKHe:

e MuHUManbHas OJIWHA IIaposs: 8

* MuHuManIbHOE KOJIM4YeCTBO IIU(MPOBEIX CUMBOJIOB B ITapoe: 1

* MuHuManIbHOE KOJIN4YeCTBO OYKB BEpPXHETO perucTpa B napore: 1

* MuHuManIbHOE KOJIM4YeCTBO OYKB HUIKHETO PETUCTpa B napore: 1

* MuHUMAaIbHOE KOJINYECTBO CIeNUa IbHEIX CUMBOJIOB B ITapoe: 1

* KonmuecTBO HEyOAYHEBIX IOMIBITOK: 3

e TaliMayT IpU OOCTUKEHUU KOJIUUYECTBa HEeyOauyHbIX IIONBITOK (B CEKyHIOaX): 5

e [IporpeccuBHbIU TavMayT: t\*2

* BKJIIOYEHHI 3allPeThl Ha COBIaZleHUe MapoJid MI0JIb30BaTesIsl C ero JIOTUHOM, (aMuineil, UMeHeM U

OT4YETCTBOM.

VKe TaKue IIPOCTHIe HACTPOMKHU IIO3BOJISIOT CBECTH K MUHUMYMY yI'PO3y IPSIMOT0 Iog0oopa mapoJis.
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4.5.6 WNHTerpaumsa c SharePoint

Ha rnaenyio

WHTerpaymsa ¢ SharePoint

¥ Ycnone3osats cOBMECTHOS pefakTipoBaHWe O0KYMEHTOB ?

Xocr 192.168.3.63 |
Homen syneroYo |
Mopt km—|
Norux W|
Maponk ---—|
WUoenTndmratop ‘m

CoxpannTe | MNpOBEPNTE COBANHEHWE C CEPBENOM

Puc. 4.31: HacTpoWKu MOYTHL

B sTOoM pa3spmernie mOCTYIIHBI HACTPOUKYU IMOOKI0OUeHNs SharePoint myisg BO3MOKHOCTH COBMECTHOTO pe-
OaKTUpOBaHUA (PaiioB:

e ®dnaxok «Mcnomp30BaTh COBMECTHOE PedaKTUupOBaHNE NJOKYMEHTOB>». ITo YMOJIYaHHNIO, OH BBIKIIIO-
YeH, BCe OCTaJIbHhBIE II0JIA U KHOIIKKY HEOOCTYIIHEI OJId PeOaKTUPOBaHUA 100 HaXKaTHA.

CopaBa oT ¢axka 0ToOpazkaeTcss UKOHKA «?», KOTOpasi COIEPKUT CIIeOyIoIee COOOIIeHHE:
CoBMecCTHOe pefakTUpoBaHUe OymeT mocTymHo Oist ¢aiinoB Microsoft Office (2013 u Ho-

Bee) u3 Synergy 4epes IIYHKT MeHI0 «HauaTbh COBMECTHOE peaKTHPOBaHUE» IIPU MOMOIIH
SharePoint.

711 BKITIOYEHHOT O (bJ'Ia}KKa CTAaHOBSATCA OOCTYIITHBIMHU OJIf PEeOaKTHPOBaHUA Cliedylollue I10Jid BBOOa:

e XocT
OomeH
MopT
JloruH

Maponb
* NpeHTudukartop



http://tdd.lan.arta.kz/docs/synergy/trunk/admin-manual/html/appendix.sharepoint.html
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Bce mmosns BBoma 00s13aTeIbHEI o1s BBoga. [1o HazKaTHIoO Ha KHOIIKY <<COXpaHI/ITI>>> IIPOBOOUTCHA IIPOBEPKaA
Ha HaJIM4YHe IIYCTOI'O 3HAYE€HM: II0JId BEIOEJIATCA KPAaCHEIM, BEIBOOUTCA 061.u;a51 ommobKa:

3anonHnte obAa3aTenbHble Nons

ITpumeyuaHue: 6osee NoOPobHYIO UHpOpPMaLur 0 Hacmpolikax coeduHeHus Synergy-Sharepoint, 8
m.4. onucaHue moezo, omkyoda 6pams 3HayeHus 015 noseli 88o0a, CM. 8 coomeemcmayrou,eti UHCMPYK-
uuu.

TobKO OISt BKIIIOYEHHOTO (riakka «MCIomb30BaTh COBMECTHOE PeOaKTUPOBAaHUE JOKYMEHTOB» U TOJIb-
KO IIPpU YCJIOBUH, YTO BCE TIOJIA 3AllOJITHEHHI U TEKYIlMe U3MEHEHUS COXPaHEeHHl, JOCTyIHa KHOMKa
«IIpoBepuUTh coemuHEHNE C cepBepoM». IIo ee HaXaTHUIO OCYIIECTBISETCS IIPOBEePKa COEOUHEHUS C
Sharepoint.

Ecnu Bce HaCTPOUKY KOPPEKTHH U COeUHEHME YCIEeITHO YCTaHOBIEHO, TO IIOJl KHOIIKOM oToOpaxKaeT-
CSI COOTBETCTBYIOIIEe COODIEHHe 3eIeHOTO IIBeTa:

e CoeguHeHue yCTaHOBNEHO

Ecnu xe coegnHeHne He OBLIIO YCTaHOBJIEHO, TO 0T06pa}KaeTC${ COO6H.IeHI/Ie KPACHOTO IIBE€Ta:
e CoeiuHeHWe He YCTaHOBJIEHO:

U manee umet nmepedyucieHue OImboK:

* yKa3aHHbI XOCT HepocTyneH
* M0 yKa3aHHoMy xocTy/nopTy Sharepoint HepocTyneH
e sharepoint He HacTpoeH, NMBO HAaCTPOEH HEBEPHO

* NMOMb30BaTe/lb C YKA3aHHbLMW JIOFMHOM M MapoJyieM He cyuecTByeT, Nubo He uMeeT npas ONs Bbl
NMoJSIHEHUS OencTBuA
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4.5.7 HacTpOMKM NOUTHbI

HacTpoilku nouts!

VHTepEan 3arpy3kin NouToBEIX COOBLLEHNHA 180000
KonuuecTBo NOUTOBEIX COOGLLEHWA, 3arpyKaeMElX 33 0WH pas -1
MaKCHMankHOe KONWYECTEO NOMBITOK 3arpy3uTe NUCEMO 5
MakcHMankHEIR paimep Tena nucbMa 0
MaKCHMANEHBIR pasMep 3arpy><aemoro nuckma 20971520

MoMmy4aTk NMMCbMa OT COBCTBEHHOMD afpeca

MakeHManbHoe BPEMS KUZHN COOGLLEHUS B OUEPESM jms 600000

CoxpaHiTs

Puc. 4.32: HacTpoUKHU IOYTHL

B aToM pasgerne mOCTYIIHH CIIeOYIOIIe HaCTPOUKH:

¢ «MHTepBa 3arpy3KHu ITIOYTOBLIX COOOIIIEHU » - ITOJIe BBOAA CO 3HAaYEeHUEeM IT0 yMordaHuio «180000»(mc).

¢ «KomnuecTBO IIOYTOBEIX COOOINEHHH, 3arpyzKaeMbIX 3a OOHH pas3»-Ilojie BBOOA CO 3HAYEHHUEM IIO
YMOTYaHUIO «-1»(HeT orpaHuYeHus).

* «MakcuMaJIbHOE KOJIMYECTBO MOMNBITOK 3arpy3UTh NUCHMO»-II0JIE BBOAa CO 3HaYEHMWEM M0 yMOI4da-
HHUIO «5».

¢ «MaKCHUMaJbHBIM pa3Mep Tejla IHChMa»-Iojle BBOOA CO 3HAYeHHEM II0 ymMoadaHuio «0»(HeT orpa-
HUYEHUs).

* «MaxkcrMaJIbHEIM pa3Mep 3arpy2kaeMoro nucbMa»-I10ojie BBofa CO 3Ha4eHueM I10 yMoiadaHuo «20971520»
(20 M6).

* <<HOJ'IyT-IaT]3 IHChMa OT COOCTBEHHOT O aI[peCH»-T-IGKGOKC CO 3HAQYEHHUEM I10 YMOJITYAaHUIO KHET».

¢ «MakcuMaJIbHOE BpeMs JKU3HU COOOIIEeHUS B oUepenu jms»-«600000».
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4.5.8 XpaHunuwe

AOKYMEHTOE

COHpaHWTE

XpaHunuLe

HazeaHWe KOpHEBOro 3NemMeHTa XpaHunnwa |:1{paHm.r|mu.|,e

XpaHWTEL BOCCTaHOB/EHHEIE Bepcun (OHeR) |?‘

WabnoH NyTW K goMalWHed nanke |faiservicefhnmef[userld]

MakcUManeHeIl pasmep daina (MB)

OrpaHMYeHne Ha xpaHunuie (Mb)

OrpaHuYeHne Ha goM. nanky (Mb) |
OrpaH1uHeHne Ha nodTy (MB) |

Kon-eo BEpCHﬁ B OO0M. Nankax

[IcnonkzoBaTe 3KCNEpUMEHTankHLIA NpoCcMoTp

OBHOBWTE

Puc. 4.33: HacTpoiiku XxpaHWIUIIA

HacTpoiiku oy XpaHUIKINA BKITIIOYAIOT B ce6s1 Clledyolee:

* HasBaHue KOPHEBOI'O 3JIEMEHTa XPaHUJInuIlla,

e KonmuyecTBO OHEM OJiS XpaHEeHUS BOCCTAaHOBJIIEHHBIX BepCUil (halioB

e [ITa6si0H OyTH K JOMAIITHEN ITaIKe

Ecnm nuyHas mamnka mojIb30BaTelIsl He yKa3aHa SBHO (CM. YIIpaBlieHUEe MTOIb30BaTeIsIMM), TO IIyTh K
Hell OymeT CreHepHUPOBaH aBTOMATHYeCKH COTJIACHO YKa3aHHOMY B 9TOU OMNIIUM MIa0JIOHY.

B ma6oHe yKa3bIBaeTCs IIyTh OO0 T€eHEPUPYEMOM ITallKy C YYaCTUEM pPealbHBIX Y310B XpaHUIUIA
(06BIYHO 3TO CIlelMalbHEIM Y Th /aiservice/home) u moCcTaHOBOYHBIX 3HaYEHUHM, TaKuX Kak [userld]
- YVHUKAJIbHBIN UAeHTU(GUKATOP IToIb30BaTe . [10THEIM CIIMCOK IIOACTAHOBOYHBIX 3HAaYEHUN MOXKHO
MMOTyYUTh, HAaBEsI yKa3aTeJeM MBIIIH Ha 10Jjie peJaKTUPOBaHu I1abiioHa.
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¢ MakcumasnbHBEIE pa3Mmep (aiina. [Io3BonsIeT yCTaHOBUTh OTPaHHYEeHHe Ha MaKCHUMAalbHLINA pasMep
3arpyzKaeMbIx B Xpauunuile ¢ainos. OrpaHudeHre Ha XpaHUJIUIIE, Ha JOMAIITHIOK [TalKy, Ha ITOYTY
yCTaHaBIHWBaeT KBOTH Ha 3aHMMaeMoe ITPOCTPAHCTBO Ha cepBepe. KomuyecTBO Bepcuil B MOMAITHUX
ranKax TakK»Xe YCTaHaBJIUBAET JIMMUT.

* HMcmonb30BaTh 3KCIEPUMEHTAJIBHBLIN IPOCMOTP OOKYMEHTOB. IIpemocTtaBnsieT BO3MOXKHOCTDL PeHIe-
puHra (monydenust udobpaxenus) nokymenToB PDF cpenctBamu HTML5/JavaScript. AHanoruaHsIi
4eKOOKC IIPUCYTCTBYET M B HACTPOMKaX Iomb3oBaTenbCcKol mogcucteMbl «ARTA SYNERGY». Ilpu
YCTaHOBJIEHMM TaJIOYKM B HAaHHOM IIOJie, 10 YMOJIYaHWIO HacTpauBaeTcs JaHHas (QyHKIUS V BCEX
nonb3oBaTeneu. IlepcorHanbHas HacTpoOWKa OJI KaxXKOOT'O II0JIb30BaTessl OOCTYIIHa B HaCTPOWKax
[10JIb30BATEJILCKOU TOICUCTEMEHIL.

4.5.9 XMPP HacTpoOUKmM

XMPP HacTpo¥KHU IIpefHa3HavYeHbl OJId CHHXPOHU3alluM YYETHHIX 3alicell moib3oBaTene CUCTEMEL U
cepBepa oOMeHa MITHOBEHHEIMHU COOOIITeHUSIMHU. [J71 aKTHBAIMM HAaCTPOWKM, HYZKHO ITOCTABUTh Tajloy-
Ky B nnone «MTHTerpupOBaHHEIN CEPBEP» M 3alOJHUTH oA «omen», «IlopT». 1718 HCIONB30BaHUA
mr¢ppOBaHHOTO COeQUHEHM S, Hy?KHO YKa3aTh raJIodKy B COOTBETCTBYIOIIIEM IIOJIE.

XMPP HacTpoikn

I¥IVHTerpupoBaHHEIt cepeep

Howmen localhost(lP cepeepa)
Mopr 9090
Il Mcnone3oBaTe WHHPOBAHHOE COEAUHEHNE

CoxpaHWTe | OBHoBNTL

Puc. 4.34: XMPP HacTpouku

4.6 OTuyéTsl

OTuert npefacTasisieT co6oit HTML cTpaHuIly, COgepIKallyio HepapXudecKy PacloloKeHHbIe TOapas-
OeJIeHusI KOMIIAHUM U OTHOCSIIAECS K HUM TOJIXKHOCTH. [[JIsT TOro, YTOOBI peIaKTUPOBATh, HOOABISTh
UIIHM YOassiTh JaHHBIE OTYETOB HYKHO BEIOPATh MYHKT «OTYETEI», IOCJIE 9TOI'0 OTKPOETCS CIIEeOYIOIast
CTpaHuIIa:

Mone3oBaTeNbCcKHUe 0TYETEI A

4 |OBHOBUTE CUETEMHBIE OTYETEI u
Omer

OTUET 06 NCNOAHMTENL KO AUELMNMHE 7l | |®
OT4eT No NopydeHramM
3kcnopT e Excel I | &

2

Puc. 4.35: OKHO OTUYETOB
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IOmns Toro, YTOOBI OTpenakKTHupoBaTh mabJI0HEI OTYEeTa HY2KHO HAaXKaTb KHOIIKY PeOJaKTHUPOBaAHNs, II0CJIe
Yero OTKpoeTCs Cliegyrliee OKHO:

- LTJ OTyeT 06 UCNONMHUTENBCKOW AUCLMNNNHE

Ha pycckom Aiasike OT4eT 06 NENOAHNTENLCKOA AUCUMNANHE
Ha kazaxckoM Azklke OT4eT 06 CNOAHNTENLECKO AUCLMNANHE
Ha aHrnuiickom Asklke OTUeT 06 MENONHNTENLEKOA AUCLMNANHE
Mogyns AOKYMEHT v
Tun zarpyan 3arpyauTe thaiin v

¥ DopMMPOBATE OTYET, KOTAA HET BEIAENEHNS

¥ [locTyneH BCeM Nob30BaATENAM
Macka otchet ob ispolnitelskoi distsipline. pef
@afin oTyeTa | Choase File | Mo file chosen
TN METOUHNKA AaHHBIX SQL coegiHenne v
YPA METOUHNKA AAHHEIX

Crauats

<4 Waii L oTyeta

Hazsanue napameTpa

Puc. 4.36: [loGaBneHue Uy peJakKTHPOBaHue I1abioHa OTYeTa

¢ Ha3zBanue mabnoHa oTYeTa Ha PyCCKOM/Ka3aXCKOM/aHT IUHMCKOM SI3bIKax. 3mech BBOOUTCS Ha3BaHUE
ma6I0Ha Ha COOTBETCTBYIOIIEM SI3BIKE.

* Mopnynb. YKa3blBaeTcsi MOAYJb, OTKya MOXKHO OyIOeT BBI3BaTh CO3[aHUe OTYeTa.

e Tun 3arpy3ku. ECTh ABa BO3MOKHBIX BapHaHTa. 3arpy3uTh Gala - OTYET CKaUMBAETCSI Ha KOMIIBIO-
Tep II0JIb30BaTeIsl, BEI3BaBIIero oTyeT. COXpPaHUTh B XPAHHUIIHINE - aBTOMATHYECKH COXPAHUT OTYET
B YKa3aHHOM 3apaHee MecTe.

e ITocTyIleH BCeM II0Ib30BaTeIsIM. ECJIM CTOMT rajioyka, TO 3TOT OTUYET MOT'YT IPOCMOTPEThH BCE II0JIh-
30BaTeJd, B IPOTUBHOM CJIy4Yae TOJIBKO TOT II0JIb30BaTeslb, KOTOPHIHA C(OPMHUPOBA 3TOT OTYET.

* Macka [y Ha3BaHUA CCI)OpMI/IpOBaHHI:IX oTyeToB. Ha3BaHue 1o YMOJI9YaHHUIO OJIsA CO3OAIOIINXCA OT-
9EeTOB.

e Qaiin otrueta. XML daiis, B KOTOPOM pacIrcal Kof misi cpopMUPOBaAHUS OTYETa aBTOMATHUYECKH.

4.7 MOHUTOPUHI

Pasmen «MOHUTOPUHT» HYZKEH [JIsT OTCJIEKMBAHMUS CTATUCTUKU COOBITHHM B CucTeMe. MOHUTOPUHTY
IoJiexkaT Bce MeMCcTBUS II0JIb30BaTesiell B Cucreme.

JlorupoBaHue, KOTOPOE UCIIONb3YETCS OJII MOHUTOPHUHTA, HacTpauBaeTcs omniuei application log
enabled B Ta6nurie options. Ecnu maHHas onius OTCyTCTBYeT, Tubo mMeeT 3HadeHue true, I0rupo-
BaHNe BKJII0YEHO; BO BCEX OCTAJILHBIX ClIydasx JIOTMPOBaHMe BHIK/IIOUeHO. DbdeKT nociie N3MeHeHU
OIIIMU CTaHeT 3aMeTeH B TedeHUue 3 MUHYT.

IMpumeuanue. OTKII0YATh JIOTUPOBAaHUE CTOUT B KpallHEM CJTydYae U TOJIbKO €CJIH BH 3HAETe,
3ayeM 9TO HeoOXOIUMO.
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BBIGOPKY [J1sT MOHUTOPHUHTA MOXKHO CHEJIaTh [0 BpeMeHHU (3aflaeTCs IIepHoy), 10 ONpeaeTIeHHOMY HC-
TOYHUKY U COOBITHIO.

B03MOXHEBEIE HCTOYHHUKHA COOBITHI:

* AHTHUBUPYC

* be3omacHOCTh

e JlenerupoBaHue

* KaneHpgaps

* KaHnensapusa

* Konduryparop

e Jlorrep BHEIIHUX IIPUIOKEHUS
e IToTokm paboT

* TIpOeKTEI

o Qainl

* XpaHunuiie

e llenu u moka3aTenu

Hampumep, [ MOHUTOPUHTA AeHCTBUM B MoayJe «IToTOKM paGoT», a UMEHHO AeNCTBUM 110 U3MeHe-
HUIO CTaTycoB paboT, HeoOXoouMO CHaydasa 3afaTh HyKHBIM 1epuop, nanee B none «MICTOYHUK» BEHI-
OpaTh U3 BEIUILIBAIOIIETO CIiMcKa NyHKT «[loToku paboT», a B monie «CobriTHe» - TyHKT «M3MeHeHUE
cTaTyca» U HaXKaTh KHOIIKY IIOKCKa.

Ha maes

CobbiTia
[ || romex:
lo1.01.15 0 v - 311215 z[18 0 |
McTounuk | MoTokn paGot ¥ | CoBuiTie | Mamenenue cTaTyca v
16 ¥ |[hfm»
Bpema McTouHKK WmA noneaoeatens CobbiTve OnucaHue Xoct ID 3anucu
2015-11-18 15:13 MoTokw paGot ABnpewsH 11.C. ViameHeHwe craTyca Abppeuwe IN.C. uameHun CTaTyc paboTsl 1epniikeHOSKyL KOPNABANPOABLIANPOAE 195 168 383 3614
Ha 3aseplieHo
2015-11-18 15:13 MoTokw paGot ABnpewsH 11.C. ViameHeHwe craTyca Abapetues IN.C. uaMenun cTaTyc paGoTul 1epniikeHoekyl KOPNABANPOABLIANPOAs g5 155 383 3612
Ha 3aseplieHo
2015-11-18 15:02 MoToku pabot AbBnopeweH I1.C. WMameHeHue cTaTyca AbgpewweH I1.C. uamenun cratyc paboTel 123 Ha 3aeepluieHo 192.168.3.83 3541
2015-11-18 15:01 MoToku padot AGnopeweH N.C. Wamenenue cTaTyca AbgpelweH N.C. uamenun cratyc paboTel 123 Ha 3aeeplueHo 192.168.3.83 3526
2015-11-18 15:00 MoTokw pabot AbBppewen N.C. WameneHne cTaTyca AbBapewes N.C. uamenun cratyc paboTsl 123 Ha 3aBepweHo 192.168.3.83 3517
2015-11-18 14:59 MoTokw pabot AbnpeweH I1.C. W3ameHeHwe cTatyca Abgpeluen I1.C. uamennn cratyc paboTsl 123 Ha 3aseplieHo 192.168.3.83 3508
2015-11-18 14:57 MoToku padot AGnopeweH N.C. Wamenenue cTaTyca AbgpelweH N.C. uamenun cratyc paboTel 123 Ha 3aeeplueHo 192.168.3.83 3498
2015-11-18 14:35 MoToku padot AGnopeweH N.C. Wamenenue cTaTyca AbgpelweH N.C. uamenun cratyc paboTel 123 Ha 3aeeplueHo 192.168.3.83 3488
2015-11-18 10:44 MoTokw patot Botipoa C.E. Vamenenue cTatyca f;g::eif WIMEHWT CTATYC paboTel [pOBECTH YTPEHHEE CoBELaHVE Ha 192.168.0.127 3373
2015-11-18 10:44 MoTokw pabot Bobpos C.E W3ameHeHwe cTatyca Bobpos C.E. namexwn craryc paboTsl Tema NpoToKona Ha 3aseplueHo 192.168.0.127 3371
2015-11-18 10:44 MoTokw pabot Bobpos C.E W3ameHeHwe cTatyca Bobpos C.E. namexwn craryc paboTsl Tema NpoToKona Ha 3aseplueHo 192.168.0.127 3369
2015-11-18 10:44 MoTokw paGot Bobpos C.E ViameHeHwe craTyca .E:S::eif WMaMEHUN CTaTyC paGoTul MpOBECTH yTPeHHee COBElLANe Ha 192.168.0.127 3367
2015-11-18 10:44 MoTokw paGot Bobpos C.E ViameHeHwe craTyca f;if::eif W3MEHWN CTaTyC paboTel [1poBECTH yTPeHHEE CoBelLiaHue Ha 192.168.0.127 3365
2015-11-13 17:50 MoTokw paGot Bobpos C.E ViameHeHwe craTyca f;if;:eif WIMEHW CTATYC paCoTLl [1POBECTH YTPEHHEE COBELLAHNE Ha 192.168.0.127 3069
2015-11-13 17:32 MoToky pasot Bobipos C.E Vavenenue cTaTyca f;g’;jeif WIMEHW CTATYC paboTel [TpOBECTH YTPEHHEE CoBELaHNE Ha 192.168.0.127 3066
2015-11-12 17:13 MoTokw pasot Bobipoa C.E Vavenenue cTatyca .f;:;:jeif WIMEHWT CTATYC paboTel [pOBECTH YTPEHHEE CoBELaHVE Ha 192.168.0.127 3034
2015-11-10 12:36 MoTokw pabot AbnpeweH I1.C. W3ameHeHwe cTatyca AbgpelueH M1.C. namenun cratyc paboTsl 3aperucTpupoBaHo Ha 3aBepligHo 2861
2015-11-06 14:41 MoToku padot BoGpoe C.E. Wamenenue cTaTyca Cemenoe C.C. MaMeHun ctaTtyc paGoTel DDDD-3 Ha 3aseplueHo 192.168.0.127 2807
2015-11-06 14:41 MoToku padot BoGpoe C.E. Wamenenue cTaTyca Bofpoe C.E. uamenwn ctatyc pabotul gfhfghg Ha 3aseplueHo 192.168.0.127 2806
2015-11-06 14:41 MoTokw pabot Bobpos C.E W3ameHeHwe cTatyca Cemenoe C.C. nameHun cratyc paboTel DDDD-2 Ha 3aseplueHo 192.168.0.127 2805
2015-11-06 14:41 MoTokw pabot Bobpos C.E W3ameHeHwe cTatyca BoGpos C.E. namexwn craryc paboTsl ggggg Ha 3aBeplueHo 192.168.0.127 2804
2015-11-06 14:41 MoToku padot BoGpoe C.E. Wamenenue cTaTyca Cemenoe C.C. MaMeHun ctaTtyc paGoTel DDDD Ha 3aBeplueHo 192.168.0.127 2803
2015-11-06 14:41 MoTokw paGoT Bobpos C.E. Wamenenue cTatyca Bobpoe C.E. ameHwn cTaTyc paboTel SSSS Ha 3aBeplueHo 192.168.0.127 2802
2015-11-05 11:32 MoTokw pabot AbnpeweH I1.C. W3ameHeHwe cTatyca Abgpelen M1.C. uamexnn crartyc paboTel 2.2 Ha 3aBeplUgHO 192.168.0.127 2754
2015-11-03 11:30 MoTokw padot AbnopeweH 1.C. MameHeHwe cTatyca Abgpewex I1.C. namexnn craryc pabotel 111111 Ha 3aBeplieHo 192.168.0.127 2749
2015-10-30 14:18 NoToku paGot Bacweuos U1 Viamesenve craTyca E::::jz:y'”' M3MEHNN CTATYC PaGOTL! [3aiik BLICTABOUHOND NABANLOKA Ha 192.168.3.157 2580
Rarcuanas 14 14 uiruauun Aratus nafaro Carnacaoauss nnasrra Ewarnnusa e

Puc. 4.37: Pazgen «MOHUTOPUHT COOBITHUM»
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BriBog crimcka COOBITHM TaKiKe BO3MOXKEH II0 CTPOKeE IIOMCKa. CTpOKa HUCIIOJIb3yeTCsA OJId (bI/IJ'IpraLII/II/I
I10 IIOJIKO OIIMCaHMUsd.

4.8 OOcnyxuBaHume Cucrtemsol

4.8.1 YnpasneHnue bJj

IIpotecc obHoBneHus Bl ornuuaeTrcs B Bepcusx 0o 3.11 u ot 3.11 u BHIIIIE.

¢ O6uoBnenue B mns Bepcuii oo 3.11
* O6uornenue B mnsa Bepcuit ot 3.11 u BhIIIE

4.8.1.1 OOGHoBneHue B, pna Bepcuit go 3.11

s Toro, 4uToOBl aKTyanu3upoBaThk Bepcuio BII, Heo6xoguMo BrIOpaTh «YmpaBneHue BII» B pa3mene
«O6CyKUBaHUEe CUCTEMEBI» (CM. TJIaBHOE MEHIO MOOYJIS afMUHUCTPUPOBAHUS) M HaXKaTh KHONKY «O06-
HOBUTL BJI».

YnpaeneHwe B[] MNpoEEpHTE MHAEKCHI

Texkywan eepcua BI: 132
Doctynnaa sBepcua BJ: 142

QOfHoBMTE BO

] jdk-8u31-linux-x64.bin v B Beesarpyzon..

Puc. 4.38: 'enepanusa 6a3bl TaHHBIX

TTocne HaxaTuss KHOIKU «OO6HOBUTL BIl» cTpaHMIla 3allPOCUT IOATBepXKaeHue. ECiu BEl OTBETUTE
yTBepOUTENbHO, HAYHETCS reHepalus. [1o X0y BHITIOTHEHUS U3MeHeHUs OyOyT 0ToOpaXkaThCs B OC-
HOBHOM 00J1aCT¥ 9TOH IIaHEJIU.
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Ynpasnexue B poBepNTL MHIeKCLI

Texywan sepcna Bl: 128
Hoctynuan sepcun B 128

OGmoanTs BO

2012-01-05 14:20; Executing: "INSERT INTO object_types (typelD, namery, namekz, nameen) VALUES (32, noneacearane’, nose3osatens’, none3aosatene) ON DUPLICATE KEY UPDATE
nNameru=nonk3cearens’, namekz=nonk3ceaTtens’. nameen="nons3oeaTens’ "

2012-01-05 14:20: Executing: "INSERT INTO object_types (typelD, nameru, namekz, nameen) VALUES (64, meponpuatne’, ‘eponpuatue’, ‘meponpuamve) ON DUPLICATE KEY UPDATE nameru='seponpnaTie’,
namekz="mepanpuATue’, nameen=mMeponpuaTie'

2012-01-05 14:20: Executing: "INSERT INTO object_types (typelD, nameru, namekz, nameen) VALUES (128, 'noprgomuo’, noptonue’, noprponme) ON DUPLICATE KEY UPDATE nameru=noprdanna’,
namekz="noprdonne’, nameen=noptdonme’ "

2012-07-05 14:20: Executing: "INSERT INTO object_types (typelD, namer, namekz, nameen) WALUES (256, 'nnav’, 'nnaw’, ‘inaw) ON DUPLICATE KEY UPDATE nameru=Tunan’, namekz="nnau’, nameen=nnax’"
2012-071-05 14:20: Executing: "INSERT INTO object_types (typelD, nameru, namekz. nameen) VALUES (1024, ‘aokyment’, ‘nokyment’, gokymest) ON DUPLICATE KEY UPDATE namen=gokysment’,
namekz=gokymeHt’, namesn=pokymeHt "

2012-071-05 14:20: Executing: "INSERT INTO object_types (typelD, nameru, namekz. nameen) WALUES (512, npouece’, 'npoyece’, npoyecc) ON DUPLICATE KEY UPDATE nameru='npoyecc’, namekz="npougcc’
nameen=npoygce' "

2012-D1-05 14:20: Executing: "DELETE FROM object_types WHERE typelD NOT IN (4, 2, 32, 16, 8, 64, 128, 256, 1024, 512)"

2012-07-05 14:20; Executing: "INSERT INTO sexes(sex_id, name_ru, name_kz, name_en) VALUES (0, e yxasak’, We yxasad' ‘e yreasad) ON DUPLICATE KEY UPDATE name_ru='ve ykasan', name_kz="He
yxazak', name_en="we yxazan"

2012-071-05 14 20; Executing: "INSERT INTO sexes(sex_id, name_ru, name_kz, name_en) VALUES (1, wencuei’, sencknit’, wenckni) ON DUPLICATE KEY UPDATE name_ru='wexcimil’, name_kz="seHckui’,
name_en='wexckui”

2012-01-05 14:20: Executing: "INSERT INTO sexes(sex_id, name_ru, name_kz, name_en) VALUES (2, wyscroi’, mysckoi’, myscroi] ON DUPLICATE KEY UPDATE name_ru=nysckoi'. name_kz="wysckoi’,
narme_an=mMysckoi’”

2012-01-05 1420 Executing: "INSERT INTO task_repeat_types(typelD, nameru, namekz, nameen) VALUES (1, Wawaeih gens’, Kaxnwih gens', Kanaeh gess) ON DUPLICATE KEY UPDATE nameru="ranasin
AeHe', namekz="Kaeqwi geds’, nameen="Kaxnui gaus’ "

2012-01-05 14:20: Executing: "INSERT INTO task_repeat_types(typelD, nameru, namekz, nameen) VALUES (2, Tlo pabouns gHam’, Tlo paBauui guam’, Ta paBouns geau] ON OUPLICATE KEY UPDATE
nameru=Tlo pabounm guam', mamekz=Tlo pabousm guam’, nameen=Tlo pabousm guam' "

2012-01-05 14:20: Executing: "INSERT INTO task_repeat_types(typelD, nameru, namekz, namean) VALUES (3, EwxexegensHo’, Exenegensyn’, Exerepenso’) ON DUFLICATE KEY UPDATE
nameru=EmxexeaansHo’, namakz=EmeHeg enso’, nameen="Exanagansmo’”

2012-01-05 14:20: Executing: "INSERT INTO task_repeat_types(typelD, namearu, namakz, namean) VALUES (4, Exemecavso’, Ewemecavno’ ‘Examecauso) ON DUPLICATE KEY UPDATE

nameru=ExemecAdno’, namekz= ExemecAuHe’, nameen=ExemecAuno’ Crpanuya 9/ 50 - 2.2 06H
2012-01-05 14:20: Executing: "INSERT INTC task_repeat_types(typelD, namaru, namakz, namean) VALUES (5, Tlo noHagensHHEam, cpegas i NATHRLAM', Tlo noHegensHikam, cpagam o nATHALaM', Tla
noHegenkHUkam, cpegam u nAtHAuaw| ON DUPLICATE KEY UPDATE nameru="Tlo noHegensHukam, CPaAIM W nATHUUAM', namakz="Tlo n HUKAM, CPaAam W uam', nameen=Tho foHs R Muwarkam,

Puc. 4.39: ITocse o6HOBIIEHUSI Oa3bl HJAHHBIX

4.8.1.2 OOGHoBneHue B pnsa Bepcui ot 3.11 u BbiLIE
Crpanuiia «Yupasinenue BIl» oTo6paxkaeT cBegeHus 06 akTyaJibHOCTHU TeKylei BII:
e Ecnu Bce o6HOBNeHus Bl Obumu MpuMeHEHE!, TO OyOeT 0ToOpakeHo COolIIeHre:

Bamia Bepcus B]I akryajnbHa
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Ha rnaeuyio

Ynpaeneune Bl MpoeepuTE MHAEKCEI

Bawa sepcua Bl akTyansHa
ObHoBUTL B[

Puc. 4.40: Bupg okHa Ipu OTCYTCTBUU HETPUMEHEHHBIX 00HOBIIEHUMN

e Ecnu ecTh HeMpUMeHeHHEIe 0OHOBIEHHUsI, TO OyIeT oToOpaxkeHo COoObIIeHue:

Bawa Bepcuda B[l HeakTyanbHa.
Cnepyowne 06HOBMEHUSA elle HE MPUMEHEHDI:
%1d% - Scomment$

ITomne %id comepkuT Ha3BaHue OOHOBJIEHUS, ITOJIe %Scomment% - KOMMeHTapui K HemMy (eciu OB yKa-
3aH B KOHGUTypauuoHHOM ¢atisnie). [Ipu 9ToM eciiu KOTUYIEeCTBO TPeOyeMBIX OOHOBIEHHUN ITPEBHIIIIAET
5 (IISITh), TO MOIIOJTHUTEIBHO OyIeT yKa3aHo: <M ellle 00OHOBJIEHHM: %Count%», rme Scount% - Konuye-
CTBO TpeOyeMbIX, HO He ITePEeYUCIeHHBIX SBHO OOHOBIEHUH.

1 mpuMeHeHusT OOHOBJIEHWIH HYXKHO HaXaTh Ha KHOIKYy «OoHoBuUTHL BII». B ciyuae HeBO3MOXK-
HOCTH IpuUMeHeHusT o0HoBIeHui Bl BHIBOOSITCS CBeNEeHMsI BO3HMKIIMX OIMMOKax (1. «Bupg okHa B
cnydae omuboK BO BpeMsi OOHOBIIEHUS»):

%ITTT-MM-II1 Y4:MM%: OO0HOB/IeHHE IIPEePBaHO CO C/IeAYyIOIIeHd OIMUOKOM: STEKCT ownMbKns
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Ha rnasHyw

¥npaenenue bJ] MpoBepUTL MHAEKCHI

Bawa sepcua Bl HeakTyansHa

Cnegywiue oOHOBNEHWUA ellle HE NPUMEHEHBIL:
update?2 - sTopoe oGHOBNEHWE

update3 - TpeTee 0OHOBNEHKE

ObHoenTe B

2016-11-01 10:58: OGHOENEHWE NPEPBAHO Co Cneyolei ownbroi: Some sql exception

Puc. 4.41: Bupg okHa B city4yae OmMOOK BO BpeMs OOHOBIEHUS

OOHOBIIEHUS, IIPOMU3BEOEHHEIE O BOSHUKHOBEHUA OI.TII/I6KI/I, CHUTAIOTCA MPUMEHEHHBIMU. Ilocne BO3-
HUKHOBEHUS OIITNOKH IIponecc 0OHOBJIEHUS OCTAaHAaBJIMBAETCHA, U OCTABIIINECA OOGHOBJIEHUS CYUUTAIOTCS
HelIpuMEeHEHHBIMU.

CBenmenusi 00 00HOBJIEHUSAX COOepzKaTcs B KOHurypamuonHoMm xml-daiine B Momyse synergy-ejb,
BHYTpM KaTasnora kz.arta.synergy.db.updates.

4.8.2 VYnpaBJsieHUe UHOEKCOM AOKYMEHTOB

HauwuHnas c Bepcuu 2.65, B ARTA Synergy ans mouckKa JOKYMEHTOB MCIONb3YETCS OTHAENbHBIN NHEKC,
KOTOPHIM HYKHO CTeHepupoBaTh. [Ij1s1 Toro, 4TOOHl 3TO CHejiaTh, He0OXOOMMO HaXaTb KHONKY «IIpo-
WHOEKCUPOBAaTh BCe NOKYMEHTHI» M HOXKOAThCS OKOHYAHHUS ITpollecca MHAeKcupoBaHusd. [1o xoOy BEI-
MMOTHEHUS U3MeHeHus OyoyT oToOpazKaThCsi B OCHOBHOM 00/IaCcTH.

HNupekcupoBanue ocymiecTBisgeTcs 6i1okamu 10 200 mOKyMEHTOB.

B ARTA Synergy 2.66 nis reHepaiiuu uHpekca 6wty o6aBieHbl HOBbIE BO3MOXKHOCTH:

1. Bo3MOXHOCTh IIPOOOJIZKUTE MHIOEKCHUPOBaHWEe C MOMEHTa IIocjiegHeN OCTaHOBKH. oo HaxKaTusa
KHOIIKN <<HpOI/IHJIeKCI/IpOBaTb BCe€ OTOKYMEHTHhI» OTMEThTE COOTBETCTBYIOIIYIO OIILIUIO TaJIOYKOMH.
OcTaHOBKa HHOEKCHUPOBaAHUA MOXKeET OBITh BEI3BAHA:

* OcTaHOBKOU cepBepa npunoxeHuu ¢ ARTA Synergy
e PyuHOU OCTaHOBKOU MHAeKcauuu (KHOIKa «OCTaHOBUTH NHAEKCUPOBAHUE).
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2. Ecnu mpoliecc MHOEKCUPOBAHUS CJIMIIKOM CHJIBHO 3aMefjisieT paboTy CUCTEMBI, MOXKHO YCTaHO-
BUTbD II0CJIe MHAEKCHUPOBAHUS OUePegHOTro 6JI0Ka MOKYMeHTOB. 71 3TOTO BBeOUTE 3HAYEHUE 3a-
IepKKHU B MUJININCEeKYHAaxX B ntoJie «[lay3a MeXOy MHOEKCUPOBAaHUEM YacCTel TOKYMEHTOB».

MpogomsuTe NpesgyIlgWi NpoUyece MHOSKCUPOBAHWMA (HAYMHanA ¢ 200 gokymeHTa) &
May3a mex gy WHOSKCUPOBaAHWEM YacTel OOKYMEHTOR (MC) 0
MpoWHOeKCHPOBATE BCE OOKYMEHTLI

OCTaHOBWTL MHAE CHpOBaHWE

Puc. 4.42: YupasneHue UHIEKCOM OJOKYMEHTOB

4.8.3 YnpaBsneHue uHpekcom copm

Hauwunas ¢ Bepcuu 3.11, B ARTA Synergy nys yCKOpeHUS paboTH (UIBTPOB II0 PeecTpaM HCIIOJb-
3yeTCs OTHENIbHBEIM MHOEKC, KOTOPBIM HYKHO I'€eHepupoBaTh. ITO HOejlaeTCsa B pa3delie «YIpaBleHUe
nHpekcoM popm». Pasmen comepKUT:

1. CTAaTUCTUKY COCTOAHUA OJaHHBIX:

e Pasmep uHOekca 8 balimax: Ipu UCIIOIb30BaHUM Lucene (yCcTaHaBIMBAETCS IO YMOJTYAHUIO) OTOO-
paxaeTcs NPoYepK; Ipu ucnonb3oBanuu Elasticsearch - Tekymuit pasmep nHOekca.
* Obuwee Kosiuyecmso 3anucell: ob1Iee KOJIUYECTBO HOKYMEHTOB 10 (popmMam.

* Kosauvyecmeo ydasieHHbIX 3anuceli: KOMU4eCTBO UHOEKCOB, YIaIeHHEX TPY U3MEeHEeHUN WHIEKCUDY-
eMBIX OaHHBIX. B clydae, eciu 3TO 4ucio 6omee YeM B [iBa pa3a IPEBHIIIAET 00Iee KOITUUYECTBO
3amucel, peKOMEHAYeTCST 3aHOBO MPOUHIOEKCUPOBATh BCE NOKYMEHTHI IO (hopMaM.

1. OOIIOJITHUTEJIbHBIE HEICTpOI:IKPI IIpounecCa MHOEKCUPOBaAHUA:

* [Ipodoascumbs npedblOywuli npoy,ecc UHOeKcuposaHu: (piar, IO3BOISIONININ IPONOJIKUTL paHee
3aHymeHHbIﬁ Y OCTAHOBJICHHBIHA IIponecCc HHOEKCUPOBaHUA.

IIpumeyanue:

» Ecnu panee MHOEKCHPOBAHHE HE OCYIIECTBIISIIOCH, UJIH HET paHee 3alyIleHHOT O
¥ OCTAHOBJIEHHOTO IIpoIiecca, ¢pJiar HeJOCTYIIEH.

» Ecnu mocemHu IpoIlecc HHOeKCUPOBaHUS OBIJI OCTAHOBIIEH, TO PSIOOM C (hJIaroM
yKa3aH HOMeP MO3UIINHU, C KOTOPOH IIPOHOIXKUTCS NHAEKCUPOBaHUE.

* Ecnu nocnemHuim IIponecC MHOEKCHUPOBAHUA ORI OCTAHOBJIEH, a (bnar OTKIJIIOY€EH,
TO ITPO1IeCC MHOEKCUPOBaHUA HAaYHETCsA 3aHOBO.
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° HGySG Meofcdy UH@QKCUDOBGHUQM yaceli 3anucetl (MC): YHCJIOBOE I10JI€e BBOa, B KOTOPOM yKa3bIBa-

eTCsI BpeMs HeoOXOAMMOH I1ay3Hl B IIPOllecce NHOeKCUpPoBaHus. MHIeKCupoBaHUe OCYIIEeCTBIISIETCS
6rmokamu 1o 500 TOKyMeHTOB.

1. kHOTIKM 3allyCKa U OCTaHOBKH IIPOILieCCa MHOEKCHUPOBaHUA.

Ha rnaeHyw

YnpaeneHue MHAEKCOM AaHHLIX hopm

Pa3mep vHaekca B GalTax: -

Obuiee KoMMuecTBO 3anucei: 15584

KonuuecTBO yAaneHHbX 3ankcei: 19849
MpofonHKTE NPebIAYLLWA NPOLECe MHASKCUPOBAHWA

May3a Mex gy WHLEKCUPOBAHWEM YACTER 3anucei (Mc) |0

MpouHgeKCHPOBATE BCE AaHHLIE (DOpM

OCTAHOBHTL MHOEKCHPOBAHWE

Puc. 4.43: YupaBieHue HHIEKCOM HaHHEIX GOopM

[71s1 3amycKa WHOEKCUPOBaHUS HEOOXOOMMO HaXKaTh Ha KHOMIKY «IIpOMHOEKCHUPOBATh BCE MaHHbIE (OPM».
ITo xony BEITOTHEHMS U3MEHEHUs OyOyT oToOpaxKaThCsA B OCHOBHOM 00/1acTH, a TakXke 6ynyT oToOpa-
2KaThCs BCIJIEIBAIOIINE OKHA CO CBEOeHUSIMH O XOfe IIpoliecca.

IIpomecc ocTaHaBIUBAETCSA B ABYX CIIy4dasx:

1. Pyynas oCTaHOBKa - II0 HaXKaTUIO Ha KHONIKY «OCTaHOBUTHL MHOEKCUPOBaHUe». [Ipy 3TOM B aHENH
nHOOPMAITUH BEIBOJUTCS COOOIIeHUE:

«IIpo1iecc MHAEKCUPOBAHUS OCTAHOBIIEH»

HOMep IIO3UIINH, Ha KOTOpOfI IIponecc OBLII OCTAHOBJIEH, 3alIOMHUHAETCS, U B OaJibHeuIleM HHIOEKCHUPO-
BaHHE MOZKHO IIPOOOJIZKUTE C STOM IIO3UILTUU 160 HavyaTh 3aHOBO.
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VIHAEKCMPOBAHWE AaHHLIX 3aBEpLIEHO.

YnpagneHue MHAEGKCOM AaHHLIX (hopm + O6uiee KonuuecTeo 3anuced 15 575, NPOMHASKCUMPOBaHO 3 500 3a 32 cekyHa.
+ O6uiee KonuuecTeo 3anuced 15 575, NPOMHASKCUMPOBAHO 4 000 3a 37 cekyHa.

Pasmep vHgekca B GadTax: -
OBLee KoNWYecTso 3ankcei: 15584
KonuuecTeo yaaneHHbIx 3ankceid: 24648
MpogenxuTe NPesAYLIMA NPOLECe HASKCMPOBAHWA (HaurHan c 4000 3anvck) |«
May3a Mexay WHIEKCUPOBAHWEM UACTER 3anncen (Mc) |5000
TpOMHAEKCHPOBATL BCE AaHHLIE (OPM |
OCTAHOBMTL MHOEKCHPOBAHIE
OTnpaeneH 3anpoc Ha WHAEKCMPOBaHKe JaHHbIX (DopM
WMHIeKkcupoBaHve 3anvcel Havato 2017-01-13 10:37. 3aiMeT NPUMEPHO 2 MUHYTLI Ha kagsle 2000 aokyMmeHToR. B Baweid Gase 15 575 sanucen
Ofiuee KoNM4ecTeo 3anMceid 15 575, npovHaekcuposaqo 500 3a 0 cekyHp.
OfLee KONMYECTBO 3anvceid 15 575, NpovHAeKcMpoBaHo 1 000 3a 6 cekyHa.
OfLee KONMUECTBO 2anMceil 15 575, NpoMHgeKcMpoeaHo 1 500 3a 11 cekyHa,
OfLee KONMUECTBO 2anMceil 15 575, NpoMHAEKCMPORaHD 2 000 3a 16 cekyHa,
OfLee KONMUECTBO 2anMceil 15 575, NpoMHAEKCMPORaHD 2 500 3a 21 cekyHa,
Ofuee konuMuecTeo 2anmceil 15 575, npoukgexkcupoeato 3 000 3a 27 cekyHa,
Ofiuee konnuecTeo 3anuceil 15 575, npouHaekcupoeaHo 3 500 3a 32 cekyH,
Ofiuiee konnuecTeo 3anuceil 15 575, npouHaekcupoeaHo 4 000 3a 37 cekyH.
MpouecCc MHAEKCUMPOBAHWA OCTAHOBNEH

Puc. 4.44: TIpouecc UHOAEKCUPOBaHUA OCTAaHOBIIEH

1. Bce maHHBIE TPOUHIEKCUPOBAHEI - ITPOIIECC 3aBEPINAETCS CaMOCTOSATEIbHO. IIpu 9TOM B maHeIn
HHGOPMAIIUH BEIBOJUTCS COOOIIeHNE:

«WumekcupoBaHue 3aBepliineHo. MHmekcupoBaHue %o0011iee KOIUYECTBO 3anucei% 3anucei
3aHa710 %M% MUHYT»
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Ha rnasHyio

YnpaeneHne UHAEKCOM AaHHLIX thopm

Pazmep uHgexca B GanTtax: -
Obuee konmuecTBo 3anucei: 15585

KonuuecTeo yaaneHHslx 3anucei: 11574

MpoAOMHMTE NPEALIYLLWA NPOLECT MHAEKCUPOBAHUA

May3a Mex gy UHAEKCUPOBaHWEM YacTell 3anucei (Mc) |0

[ MpoUHAEKCHPOBATE BCE AAHHBIE I:DDpMi

OCTaHOBMTL MHAEKCHPOBaHWE

OTnpagnex 3anpoc Ha WHASKCWPOBAHWE faHHbIX thopm
MHgekcupoBanue 3anKcei Hauato 2017-01-13 10:38. 3aimeT NpUMepHo 2 MUHYTBI Ha Kakasle 2000 gokymeHToe. B saweit 6aze 15 575 zannucei

O6wwee konuuecTeo 3anucei 15 575,
O6wee konuuecTeo 3anucei 15 575,
O6wee KonuuecTBo 3anucei 15 575,
O6wee konuuecTeo 3anucei 15 575,
O6wee KonuuecTeo 3anucei 15 575,
O6wwee konuyecTeo 3anucei 15 575,
O6wee konuuecTeo 3anuceit 15 575,
O6wwee konuuecTeo 3anucei 15 575,
O6wee konuuecTeo 3anucei 15 575,
O6wee KonuuecTBo 3anucei 15 575,
O6wee konuuecTeo 3anucei 15 575,

nponHaekcuposado 4 500 3a 0 cekywg.
npowHgexkcupoeaHo 5 000 za 0 cekywg,.
npovHaekcupoeado 5 500 3a 0 cekywg.
npowHgexkcupoeaHo 6 000 za 1 cekywg,.
nponHgekcupoeado 6 500 3a 1 cekywg,
npovHaekcuposado 7 000 3a 1 cexywg.
npovHgexkcupoeaHo 7 500 2a 1 cekywa,.
npovHaekcuposado 8 000 3a 2 cekywg.
npouvHgekcupoeaHo 8 500 za 2 cekywg,.
npovHaekcuposado 9 000 3a 2 cexkywg.
npouHgexkcupoeaHo 9 500 za 2 cekywg,.

Ofwee KoNMYecTBO 3anuceid 15 575, nponHgexkcupoeado 10 000 3a 3 cekyHg,
O6wee konMuecTeo 3anucei 15 575, npouHaexcupoeado 10 500 3a 3 cexyua,
OGwee KonuuecTeo 3anucei 15 575, npowHgexkcupoeado 11 000 3a 4 cekyHa,
O6lwee KonMUecTeO 3anuceid 15 575, npovHaexkcupoeado 11 500 3a 4 cekyH,
O6wwee konuuecTeo 3anuceit 15 575, npowHgexcupoeano 12 000 3a 4 cekyHg,
OfWwee KoNMYecTBO 3anuceid 15 575, nponHaexkcupoeado 12 500 3a 4 cekyHa,
O6uwee konuuecTeo 2anucei 15 575, npouHgexcupoearo 13 000 3a 5 cekyH,
Ofwee KoNMYecTBO 3anuceid 15 575, nponHgexkcupoeado 13 500 3a 5 cekyHg,
O6wee KonMuecTeo 3anucei 15 575, npouHaexkcupoeado 14 000 3a 6 cekyH,
OGwee KonuuecTeo 3anucei 15 575, npowHgexcupoeado 14 500 3a 6 cekyHa,
O6lWee KoNMUecTeO 3anuced 15 575, npowHaekcupoeado 15 000 3a 6 cekyH,
O6wee konuuecTeo 3anuceit 15 575, npowHgexcupoearo 15 500 3a 6 cekyHg,
OfWwee KoNMYecTBO 3anuceid 15 575, nponHgexkcupoBado 15 575 3a 6 cekyHg,
MHaekcupoBaHue 3asepleHo. MHgekcupoeadne 15 575 3anuceil 3aHANo 0 MUHYT

Puc. 4.45: TIponiecc “HOEKCUPOBaHUS 3aBEPIIEH

4.8.4 YnpasseHue uHpekcom cpannos

INonHas mogmepzKKa MHOEKCAIIUH HaHHBIX Moays «XpaHnunuiie» B Elasticsearch ocyiiecteneHa B Bep-
cuu 3.13. B pasgen «O6cnyKuBaHNE CUCTEMEI» MOOABIEH HOBBIM IIYHKT «YIIpaBlIeHue HHIEKCOM (haii-
JIOB», KOTOPHIM IIO3BOJISET IPOBECTH MHAEKCAIHUIO BCEX 3JIEMEHTOB pa3nesioB «Paumnel» U «[JoOKyMeH-
THBI»:
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Ha rnaeHywo

¥npasneHue UHAEKCOM halinos

Pazmep WHAekca B GaiTax: -
O6LUee konWuecTBo 3anucei; 8029
KonuuecTeo yaaneHHLlx 3anucei: 326

MpogonkuTe NpeqbAyLLWE NpoLece WHEEKCUPOBaHIA

May3a Mexgy WHOEKCMPOBaHNEM YacTeil sanuceil (Mc) |0

MponHABKEMPOEATE BCe thalinel

QCTaHOBNTE MHASKCHDOBRHNE

Puc. 4.46: Bupg okHa «YmpaBiieHHe UHIeKCOM (haiiioB»

OkHO «Yr[paBJ'[eHne HMHOEKCOM HAaHHBIX (bOpM» COOEP2XKUT TEKYIIYIO CTAaTUCTUKY COCTOSAHUSA HAaHHBIX,
ImapaMeTpPhl U KHOIIKH 3allyCKa U OCTaHOBKH MHIOEKCHUPOBAHNSA, a TaKXKe IIaHeJIb I/IH(l)OpMaHI/II/I.

CmamucmuKa cocmosiHuUs1 0adHHbIX

1. Pasmep uHOekca 8 6alimax: Ipy UCIIOJIb30BaHuM Lucene (yCTaHABIMBAETCS 10 YMOJTYAHUI0) OTOO-
paXxaeTcs MpoUYepK «-»; npu ucnonbsloBauuu Elasticsearch - Tekymuit pa3mep nHIOEKCA.

2. Obwee Koaudecmao 3anuceli: obiiee KOIUYeCTBO (GaiioB.

3. Koauuecmaeo y0aneHHbIX 3anuceti: KONU4eCTBO UHAEKCOB, VOAJI€HHBIX IPU U3MEeHEeHUU UHOEKCU-
PYEMBIX OaHHBIX.

3anycx u OCMmaHoOB8Ka uudexcupoeauug

1. IIpodoascumsb npeduidyu,ull npouecc uHoekcuposaHus: ¢piar, IT03BOJISIONINY TPOIOIXKUTh PpaHee
3amyIIeHHBIH U OCTAaHOBJIEHHBIN MPOIECC MHIEKCUPOBAHMUSI.

e Ecnu PaHee MHOEKCUPOBaHUE HEe OCYILIECTBIIAJIOCH, UJIM HET PaHee 3allyIII€HHOI'O XU OCTAaHOB-
JIEHHOTI'O IIpoIlieccCa, (I)J'Ial" HeOoCTYyIIEeH.

* Ecnu nocnegHu# mporecc HHOEKCUPOBaHUS OB OCTAHOBIIEH, TO PSIIOM C ¢jiaroM ykKas3aH HO-
Mep IMO3UIINHU, C KOTOPOU MPOAOIXKUTCSI UHIEKCUPOBAHUE.

* Eciu mociegHui Mpouecc HHOEKCUPOBAaHUSA ObI OCTAHOBJIEH, a ¢yiar OTKIIIOYEH, TO IPOLECC
WHIOEKCUPOBAHUS HAaYHETCS 3aHOBO.
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2. Ilay3a medcOy uHOekcuposaHueM yacsaell 3anucell (Mc): YUCIOBOE II0JIe BBOMA, B KOTOPOM yKa-
3BIBAETCS BpeMsi He0OXOIMMOI ITay3hl B IPOIlecce HHAeKCUPOoBaHus. OMHOM «9aCThi0» CUUTAETCS
nHpekcupoBaHue 200 TOKyMEHTOB.

[Tpoiiecc 3arycKaeTcs 110 HaxKaTuio Ha KHOIKY «[I[pouHmeKcupoBaTh Bee daiabi». CrucTeMa 3arpa-
IIUBAET MOOTBEePXKIeHNEe OeHCTBUS:

«BbBI eHiCTBUTEJIBHO XOTUTE IIPOUHIEKCUPOBATh BCE 3alIUCU?»

Ecnu monb30BaTe b HOOTBEPKOAET AeHCTBUE, IPOIeCcC HHAeKCUPOBAHUS HaunHaeTCsa. [Ipu 3ToM B ma-
Henu nHopMaIluu 0ToOpaxkaeTCs CBeIeHUS 0 ITPOoIlecce NHAEKCUPOBAaHUSI KaXKI0M YacTH B ¢popmMare:

«OTopaBJieH 3aIIpoc Ha UHOeKCHupoBaHue (amios»

«UupekcupoBanue 3anucer HadyaTto %I TTT-MM-IIIT Y49:MM%. 3aiiMeT IpUMEPHO 2 MUHYTEL
Ha kaxpgele 2000 fokyMeHTOB. B Bameit 6a3e %0011ee KOJIMYECTBO 3amuceii% 3anucei.»

«O0I1Iee KONMUYECTBO 3amnuced %o01ee KOIUYECTBO 3amnuceit%, MPOUHIEKCUPOBAHO %KO-
JIMYEeCTBO NPOVMHOEKCUPOBAHHEIX 3anuceii% 3a %ss% cekyHO»

«O0111ee KOMUYECTBO 3amuced %o061ee KOIUYECTBO 3amnuceit%, MPOUHOEKCUPOBAHO %KO-
JIMYEeCTBO NPOUMHOEKCUPOBAHHBIX 3anuceii% 3a %ss% cekyHO»

B cnyuae, ecnu B IpoIlecce WHAEKCUPOBAHUS OYePEIHOM YaCTH BO3HUKIIN OMIUOKH, TO UX TEKCT OyOeT
oTOOpaXkeH B OTHAEIFHOM CcOo00IeHnu 00 ommbke. IIpu 9TOM MHAEKCUPOBaHue OyIeT MIPOOJIZKEHO.

Hpouecc OCTaHABJIMBAETCA B OBYX CJIy4daddX:

1. PyuHas oCTaHOBKA - II0 HaXKaTHIO Ha KHONIKY «OCTaHOBUTH MHAEKCHUPOBAaHUE». [Ipu 9TOM B ITaHe N
WHGOPMAIIUH BHIBOJUTCS COOOIIEHNe:

« Hpouecc MHOEKCUPOBAaHUA OCTAaHOBJIEH»

Howmep mo3utiuu, Ha KOTOPOI MPoIiecc OBIJT OCTAHOBIEH, 3alIOMUHAETCS, U B [albHEHIIIeM UHOEKCUPO-
BaHUE MOKHO TPOAOIXKHUTEL C 9TOM MO3UITUK TUOO HavyaTh 3aHOBO.

1. Bce maHHBIE TPOMHAEKCHUPOBAHHI - ITPOLIECC 3aBEPIIaeTCs CAaMOCTOSATENIbHO. [Ipu 3TOM B IaHesu
uHGOPMAIMK BEIBOAUTCS COOOIIEHME:

«WumekcupoBaHue 3aBepliueHo. MHmekcupoBaHue %o0011ee KOIUYECTBO 3anmucei% 3anucen
3aHA10 %M% MUHyT»

I[TomuMo nmaHenw wHGOPMAINK, COOOIIEHNS O IPOTPECCE NHAEKCUPOBAHUS BEIBOOSITCS KaK YBeOOMIIEe-
HUS.
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Mpouecc WHEEKCUPOBAHWA 0CTAHOBNEH

YnpasneHue UHAeKCOM halinos

Pasmep wHpekca B Gaitax: -
OfLLee konuyecTBo 3anuceii: 13797
KonuuecTeo yaaneHHsx sanucei: 1422

MpogomknTe NpegElgyLLWA NPOLECT WHAEKCUPOBAHNS (HauwHas c 5600 zanucn) ¥

May3a Mexay WHAEKCUPOBaHMeM yacTeld 3anuceii (Mc) |0

MponHAEKCHPOBATE BCe thaink

OCTaHOBMTE MHOEKENPOBAHNE

OTnpaeneH 3anpoc Ha WHAeKcUpoBaHue aiinee

MHAekcupoBaHue 3anncei Havaro 2017-02-07 20:54. 3afiMeT NpPUMEPHO 2 MUHYTHl Ha Kakable 2000 AokymMeHTos. B Balled 6aze 8 937 zanucei
OBl ee KoNWYECTBD 3anncel B 937, nponHaexcupoeado 200 3a 1 cekyHa.
O6Lee konudecTBo 3anucei 8 937, nponHgercrpoBado 400 3a 2 cekyHy.
OBl ee konMuecTBo 3anucei 8 937, nponHgercrpoBano 600 3a 3 cekyHy.
O6LLee konMUecTBO 3anucei 8 937, nponHgercrpoBaHo 800 3a 4 cekyHy.
O6LLee koNMUECTED 3anucei 8 937, nponHgexkcnpoeano 1 000 3a 6 cekyHa,.
OBl ee KonuuecTBO 3anuceil 8 937, nponHgercupoBako 1 200 3a 7 cekyHa.
OBLyee konuuecTBO 3anuceil 8 937, nponHgexkcupoBako 1 400 3a 8 cekyHa.
OBl ee KoNWYeCTBO 3anuced B 937, nponHgexcupoeano 1 600 3a 9 cekyHa.
OBl ee KoNWYECTED 3anncei B 937, nponHaexcupoeado 1 800 3a 10 cekyHs.
OBl ee konmvecTBo 3anucei 8 937, nponHgercupoeado 2 000 3a 12 cekyHy,.
O6Lee konuuecTBo 3anucei 8 937, nponHgercrpoeano 2 200 3a 13 cekyHy.
O6Lyee konMUecTBO 3anucei 8 937, nponHgercrpoeado 2 400 3a 14 cekyHy.
O6Lee koNMUeCTBO 3anuceid 8 937, nponHgercnpoeado 2 600 2a 15 cekyHy.
OBl ee Konu4ecTBO 3anuceil & 937, nponHgercupoBako 2 800 3a 16 cekyHs.
OBLyee konu4ecTBO 3anuceid 8 937, nponHgexcupoBaHo 3 000 3a 18 cekyHs.
OBl ee KONWYECTBO 3anucei B 937, nponHgexcupoeano 3 200 3a 19 cekyHs.
OBl ee KoNWYECTED 3anncei B 937, nponHaexcupoeano 3 400 3a 20 cekyHs.
OBl ee koNMYecTED 3anuced B 937, nponHaexcupoeano 3 600 3a 21 cekyHs.
OBl ee konuvecTBo 3anucei 8 937, nponHgercrpoeado 3 800 3a 22 cekyHp,.
O6Lee konMUecTBo 3anucei 8 937, nponHgercrpoeado 4 000 3a 23 cekyHy.
O6Lee koNMUeCTBO 3anucei 8 937, nponHgercnpoeado 4 200 2a 24 cekyHy.
OBl ee KonM4ecTBO 3anuceil 8 937, nponHgexrcpoBaHo 4 400 3a 25 cekyHs.
OBLyee koNM4ecTBO 3anuceil 8 937, nponHgexcupoBaHo 4 600 3a 27 cekyHs.
OBl ee KONWYECTBO 3anucei B 937, nponHaexcupoeano 4 800 3a 28 cekyHs.
OBl ee KoNWYECTED 3anncei B 937, nponHaexcupoeano 5 000 3a 29 cekyHs.
OBl ee koNMYecTED 3anuced B 937, nponHaexcupoBano 5 200 3a 30 cekyHs.
O6Lee konuvecTBo 3anucei 8 937, nponHgercrpoeado 5 400 3a 32 cekyHy.
O6Lee konMUecTBo 3anucei 8 937, nponHgercpoeado 5 600 3a 33 cekyHy.
Mpougcc MHAEKCUPOBAHNA OCTAHOBNEH

Puc. 4.47: TIpouiecc HHOEKCUPOBaAaHUSA OCTAaHOBIIEH
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¥npaeneHne uHgeKcoM taiinos

Pasmep wHgekca B Gaitax: -
O6LLee koNWYeCTBO 3anuceii: 13797
KonwuecTeo yhaneHHslx sanuceii: 1490

MpogomknTE NpedbgyLL i NpoLece MHAeKCUPOBaHUS

May3a Mexay WHEEKCMPOBAHWENM YacTed sanuceii (mc) |n

MpPONHAEKCMPOBATE Bee thalink

OCTAHOBNTE MHABKCHPOBAHNE

OTNpaened 3anpoc Ha MHAEKCHPOBaHWE chaiinos

MHAekcnpoeaHie sanuced Hadaro 2017-02-07 20:41. 3aAMeT NPUMEPHO 2 MIHYTLI Ha kg kle 2000 fokymenToe. B Bawed Gase 8 937 sannced
O6Lee kKonWuecTBO 2anuceil 8 937, nponHaekcupoBado 200 3a 18 cekyHg,.
O6LWee konnuecTeo 3anuceil 8 937, nponHaekcupoeado 400 3a 21 cekyHg,.
O6LWee konnuecTeo 3anuceil 8 937, npowHaekcupoeado 600 3a 22 cekyHg,.
OBl ee KonMUecTBo 3anncei 8 937, nponHaekcupoeado 800 3a 29 cekyHs,.
OBl ee KonuyecTeo 3anuced 8 937, nponHaercupoeano 1 000 3a 31 cekyHg.
O6Lee kKonwuecTeo 3anucei 8 937, nponHgekcupoeado 1 200 za 33 cekyHp.
OB ee konwyecTeo 3anucei 8 937, nponHgekcupoearo 1 400 3a 34 cekyHp.
OBl ee KonMUecTBO 3anuced 8 937, nponHaekcupoBao 1 600 3a 36 cekyHa.
OBl ee KonuyecTeo 3anuced 8 937, nponHaercupoeano 1 800 3a 38 cekyHg.
O6LLee KONWUECTBO 2anuceil 8 937, nponHaekcupoeado 2 000 2a 39 cekyHp.
O6Lee kKonwuecTeEo 3anucei 8 937, nponHgekcupoeado 2 200 za 40 cekyHp.
OB ee konwyecTeo 3anucei 8 937, nponHaekcupoearo 2 400 3a 42 cekyHp.
OBl ee KonuyecTeo 3anuced 8 937, nponHaercupoeano 2 600 3a 43 cekyHg.
O6LLee KONWUECTEO 2anuceil 8 937, nponHaekcupoeado 2 800 2a 45 cekyHp.
O6Lee kKonwuecTeo 2anucei 8 937, nponHgekcupoeado 3 000 3a 47 cekyHp.
OB ee konwyecTeo 3anucei 8 937, nponHaekcupoearo 3 200 3a 48 cekyHy.
OBl ee KonMUecTBO 3anuced 8 937, nponHaekcupoBano 3 400 3a 49 cekyHa.
OBl ee KonuyecTeo 3anuced 8 937, nponHaercupoeano 3 600 3a 50 cekyHg.
O6LLee KONWUECTBO 2anuceil 8 937, nponHaekcupoeado 3 800 2a 52 cekyHp.
O6Lee konwuecTeo 3anucei 8 937, nponHgekcupoearo 4 000 3a 53 cekyHp.
OBl ee KonMUecTBO 3anuced 8 937, nponHaekcupoBano 4 200 3a 54 cekyHa.
OBl ee KonuyecTeo 3anuced 8 937, nponHaekcupoeano 4 400 3a 55 cekyHg.
O6LLee KONWUECTBO 2anuceil 8 937, nponHgekcupoeado 4 600 2a 56 cekyHp.
O6Lee konwuecTeo 2anucei 8 937, nponHgekcupoeado 4 800 3a 57 cekyHp.
OB ee konwyecTeo 3anucei 8 937, nponHgekcupoearo 5 000 3a 59 cekyHp.
OBl ee KonMUecTBO 3anuced 8 937, nponHaekcupoBao 5 200 3a 60 cekyHa.
OB ee KonMuecTeo 2anucei B 937, nponHagekcupoBado 5 400 2a 61 cekyHa.
O6Lee kKonwuecTeEo 2anucei 8 937, nponHgekcupoeado 5 600 3a 62 cekyHp.
OB ee konwyecTeo 3anucei 8 937, nponHaekcupoeado 5 800 3a 64 cekyHp.
OBl ee KonMUecTBO 3anuced 8 937, nponHaekcupoBano 6 000 3a 65 cekyHa.
OBl ee KonuyecTeo 3anuced 8 937, nponHaercupoeano 6 200 3a 66 cekyHg.
O6LLee KONWUECTEO 2annceil 8 937, nponHaekcupoeado 6 400 2a 67 cekyHp.
O6Lee konwuecTeEo 3anucei 8 937, nponHgekcupoeado 6 600 3a 68 cekyHp.
D6Wee kKonMuecTBo 3anucel B 937, nponHaekcupoBado 6 BOO 3a 69 cekyHa.
OBl ee KonuyecTeo 3anuced 8 937, nponHaercupoeano 7 000 3a 73 cekyHg.
O6LLee KONWUECTBO 2annceil 8 937, nponHaekcupoBado 7 200 2a 74 cekyHp.
O6Lee kKonwuecTeo 3anucei 8 937, nponHgekcupoeado 7 400 3a 75 cekyHp.
OB ee konwyecTeo 3anucei 8 937, nponHgekcupoeado 7 600 3a 76 cekyHp.
OBl ee KoNMUecTBO 3anuced 8 937, nponHaekcupoBano 7 800 3a 78 cekyHa.
OBl ee KonuyecTeo 3anuced 8 937, nponHaercupoeano 8 000 3a 79 cekyHa.
O6LLee KONWUECTBO 2anuceil 8 937, nponHaekcupoeado B 200 2a 80 cekyHp.
OB ee konwyecTeo 3anucei 8 937, nponHaekcupoearo B 400 3a B1 cekyHp.
OBl ee KonMUecTBO 3anuced 8 937, nponHaekcupoBaHo 8 600 3a 82 cekyHa.
OBl ee KonuyecTeo 3anuced 8 937, nponHaercupoeano 8 800 3a 83 cekyHa.
O6LLee KONWUECTBO 2anuceil 8 937, nponHaekcupoBeado B 937 2a 85 cekyHp.
MHAekcupoBaHue 3ageplleHo. MHgekcupoeaHie 8 937 sanucel 3aHano 1 MuHyT

Puc. 4.48: TIpoiiecc “HOEKCUPOBaHUS 3aBepIIeH




PykoBonctBo agpMmunucTpaTtopa ARTA SYNERGY 87 /214

Bo-BTOpPBIX, HE0OXOINMO peann30BaTh IePeKIIYeHe HHIEeKCAaTOPOB ITOCPEICTBOM KOH(MUTYPaIIOH-
HBIX (aloB:

e NHpmekc moKyMeHTOB: arta/esb/docIndex.xml

e Mupekc xpaHunuina: arta/esb/fileIndex.xml
IIpumeuanue:
[Tpu mepekTIOYeHNN peann3aluy NHIeKCca HeoOXoauMa ITonHas IIepenHaeKcallns TaHHbIX.

B-Tperbux, He06X0OUMO 0OOHOBUTHL KOHGUTYpauoHHbI daiin arta/elasticConfiguration.xml, go-
0aBUB B HETO CEKI[MH, COOTBETCTBYIOIINE HAaCTPOMKAM WHOEKCUPOBaHUA (HaiIoB U JOKYMEHTOB.
4.8.5 Tlpoueccsl

II7151 TOTO, YTOOBI IIPOCMOTPETH, AKTyaJIbHEI IX ITPOLiecChl B CHCTeMe, IOCTaTOYHO HaXKaTh IyHKT «IIpo-
1eccel» B pasmesie «O0CIyKUBaHUE CUCTEMEI».

| 3 | Mpouecchl

Mpouecc ID npouecca OnucaHue B axTyansHom cocToRAHuKM OGHOBWTE
acquaintance-single 2630001 InemeHT 03HaKoMMNeHUA Aa OGHOBUTE
action 2630012 CTaHOgapTHOoe NopydYeHue Aa OGHOBUTE
agreement-single 2630281 JnemeHT COrMacoBaHus Aa OGHOBUTE
approval-single 2630336 InemeHT YTEEDPHOSHUA Aa OGHOBUTE
assignment 200058 MopyyeHne (Kak aneMeHT MapLipyTa) Aa OGHOBUTE
assignment-single 760374 InemeHT nopyJyeHua Aa OGHOBUTE
blocking 450001 BNoKWpYWWA Npolecc Aa OGHOBUTE
calendar-appointment 330001 Hasnauenwe wecTaHpapTHoro pabovero rpacpuka [a OGHOBUTE
choose-user 370001 Brifop oTBeTcTBEHHOMO 32 padoTy Aa OGHOBUTE
common-process-by-form 330007 QbwWwmA Npouecc NpW 3anycke no gopmam Aa OGHOBUTE
condition 2630346 YCNOBHLIA Nepexol Oa OGHOBUTE
copy-to-card 510388 KonupoeaHwe B KapTouky Aa OGHOBUTE
copy-to-priclder 330013 Mpouecc KONWPOBAHKWA B ManKy nons3ceaTens na OB6HOBUTE
log-process 510394 Mpouecc NorMposaHuA Aa OGHOBUTE
plan-approvement 200077 YTeepxaeHve npoexTa Aa OGHOBUTE
plan-approvement-slave 200083 CnyxeOHLIA 3NeMeHT yTBEPHOSHUA NpoeKTa Aa OGHOBUTE
plan-work 200089 PaboTa npoekTa na OB6HOBUTE
pointers-input 360001 Beog aHayeHWA Nokasatena Oa OGHOBUTE
position-appointment 330019 HassaueHue NonL30BaTeNdA Ha OOMKHOCTL Aa OGHOBUTE
position-discharge 330025 YBONBHEHWE NOMNB30BATENA C OMTKHOCTH Oa OGHOBUTE
position-transfer 330031 Mepeson NoNL30BaTENSA C AOMKHOCTH HA OOMKHOCTL [a OBHOBUTL
protocol-approvement 200143 YTBep#xaeHHe NpoToKona Aa OGHOBUTE
query-result 330037 PeayneTart 3anpoca Aa OGHOBUTE
reassign-work 510400 MepeHazHayeHwe padoT Aa OGHOBUTE
register-event 320037 CobeiTHe peecTpa Oa OB6HOBUTE
regisiration 760498 3Tan perncTpauny JoKyMeHTa Aa OGHOBUTE
regisiration-single 730510 PervcTpauus JokymeHTa Aa OGHOBUTE
resolution-action-single 2190001 JnemeHT pesonouua-padoTa Aa OGHOBUTE
resolution-single 730521 Peaonwouma Oa OBHOBUTE
route 690001 Mapwpyt Aa OGHOBUTE
route-template 490070 LWabnox mapwpyTa Aa OGHOBUTE
route_step 7603035 3Tan maplwpyTa Aa OGHOBUTE
send-document 510544 OTnpaeka AokyMeHTa NonL3osaTeno Na O6HOBUTL
send-document-by-form 310350 OTnpaexa QoKyMeHTa NonbL3osaTenam 3 popMsl [a OGHOBUTE
survey-work 200184 PaBoTa AnA aHkeTMpoBaHnA Oa OGHOBUTE
timer 410007 Tanmep Oa OGHOBUTE

Puc. 4.49: O6HOBJIEHHNE IPOIIECCOB

Ecnu oguH M3 IPOLIECCOB HAXOOUTCS HE B aKTyaJIbHOM COCTOSTHUU, €T0 MOXKHO Cpa3y Ke aKTyaJlu3u-
poBaTh, HaXkaB KHOMKY «OOGHOBUTH».
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4.8.6 CocTosiHMe NpPUNo>XKeHUuna

B IIYHKTE «CocTossHIE IIPDUJIO2ZKEHUA>» pa3neila <<06C.TIy}KI/IBaHI/Ie CHUCTEMBI» MOZKHO OTKIIIOYHUTH HIIN
IMOOKJIIYUTE OOCTYII K CucremMe HaxXKaTueM OOHOU KHOIKU.

CocToAHME npunNoxeHNA

Tekywee cocToAHMe npunoxenus: JocTynHo

BeIKNKDYNTE NPHNOKEHWE

Puc. 4.50: OTtknioueHue (MOOK/IIOYEHNE) IPUIOKEHUS

4.8.7 YnpaBneHue pe3epBHbIM KONMUMPOBaHUEM

Pe3epBHOE KONMpOBaHUE OCYILIECTBISETCS B pasfesie «YIpaBjeHUue Pe3ePBHEIM KOIUPOBaHUEM» MO-
oyns «O6cmyXuBaHue CUCTEMBI». KHOKa «Pe3.KonupoBaHrue» Ha BEPXHEH ITaHe/Iu CIIpaBa I03BOJISIET
co3maTh Pe3epPBHEIE KOIUY HaHHBIX XpaHunuma CucteMsl. CoejlaHHBIEe KOITUM 0TOOPaXkaloTcs TaKXKe B
OaHHOM pasfmene. M3 coenaHHBIX KOITUY MOXKHO BOCCTAaHOBUTD JaHHEIE B ClTydae yrepu paboyei KOnuu
nHpOPMaIIMU 10 KaKOoH-1ub0 nNpudmHe, 100 yOaJIuTh UX 3a MUHOBAaHUEM HaJOOHOCTH.

PesepBHble Konun Pe3. konupoBaHue 2]

Mone30BaTENE OaTs MpPoOo/IKNTENEHOCTE PasMep

Admin Admin Admin 22.06.2012 11:35 3dm 844,8M6 BOCCTaHOBMTL Ynannte
Admin Admin Admin 15.05.2012 14:44 im 262,9M6 BoccTaHoBUTL Ynannts
Admin Admin Admin 15.05.2012 14:25 1m 262,9M6 BOCCTaHOBWTB Yaanute
first_backup 15.05.2012 13:12 3Im 262,9M6 BOCCTaHOBNTL Ynoannte

loToso

Puc. 4.51: TTarens ynpaBleHUS pe3€PBHEIM KOIIMPOBaHUEM

HpI/I OOHOBJIEHUN CHUCTEMEI U3 MaKeTOB OOIIOJIHUTEJIbHEIE ITaKEeThl U3 PE3E€PBHOI'0 KOIIMPOBaHUA IIPHU-
TAHYTCsA B COOTBETCTBHUU C 3aBUCUMOCTAMMU.

quHa;{ HaCTPOﬁKa IIapaMeTpPOB PE3E€PBHOI0 KOIIMPOBaHUA OJOCTYIIHaA B
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/opt/synergy/utils/configs/backup/backup.conf
ITocmoTpeTs mapaMeTphl KOHGUra MOXKHO B pa3[ene olicaHnHoM BrIlne (cM. Co3fmaHre pe3epBHOU KO-
oni).

3aMedaHnue

Ha epems co30aHusi/eoccmaHosaeHus pesepsHoll konuu, Cucmema 6ydem ocmaHoe1eHa,
noamomy He pekomMeHoyemcs 0esnamb 3mo 80 epemMs paboyea0 OHS.

4.8.8 WNHdopMaumsa o 1MLEH3UMU

B pasmerne «MHboOpMaIusg 0 CUCTeMe» MOXKHO MPOCMOTPETh Ha3BaHWe MPOAYKTa, KIUEHTa, ATy BHI-
mayu, HOMEP U YCJIOBUSI JIUIIEH3WH.

WUHdopmauma o nuueHanm
HawmeHosaHne 3HaqeHne
Hassanue npooykTa ARTA Synergy
Knnent Arta Software
Marta Bbigaum NULEH3NK 2013.08.20
Homep nuueHsum 50092c03-cde6-49a2-bcB7-97728ddBe6ed
YCnoBuA NULEH3NK TuueHana orpaHuyeHa
MaKcumansHoe KOMWYECTBO NOMb30BATENbCKUX MULEH3UA 20
KonuyecTBO JOCTYMHLIX NONb30BATENLCKUX NIMLEHINA 0
MakcumansHaa 0aTa MCnonk30BaHuA 2021.04.04

Puc. 4.52: [Tanens ynpaBleHUs Pe3ePBHBIM KOIUPOBaHUEM

Tak>ke TPOCMOTPETH MapaMeTPhl TUIIEH3UU MOXKHO IO afpecy:

http[s]://server url:[port]/Synergy/licence

4.9 XpaHunuwe

4.9.1 Tpynnbl

l"pynnbl HCIIOJIB3YIOTCHA OJId IIPOCMOTPA, CO30aHUsA, PedaKTUPOBaHUA U YOaJIEHUA KMEHOBAHHEIX CIIUC-
KOB II0JIb30BaTENeH, KOTOpPEIE Oajiee UCIIOJIb3YIOTCs IIPKY Ha3HAYEeHUH IIPDAB Ha IIallKu.

Ha rnaatyio

pynnel 2N

+ i -

pynna

AOMUHUCTPATOP CUCTEMBI mn
BCE 1414
HavaneHuim 0/2

X ¥ (X |x

Moanepxxa 112

F| B ) [Br) By

DOHA NOAASPHKA MOTNOASKA 1112

Puc. 4.53: Pa3zgen «['pynner»
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B aTOM OKHe B 3arojioBKe HPUCYTCTBYET IOJIE IOWCKA, HUXKE KOTOPOTO PACIOJIOKEH CTaHOAPTHHIN
IepekJrroyaTens cTpanul. OH aKTUBEH B ClIydae, KOTIa IIOJIHBIM CIIUCOK I'PYIIII He YMeIIaeTCs Ha OTHOMN
CTpaHuIe.

o L
I[nsg moGaBleHUsT HOBOUW TPYIIIEI UCIIONh3yeTCs KHOMKA , OJIsI peOaKTUPOBaHUST (OPMEI - KHOTIKA
«PemaKkTUpPOBaTh», KOTOPAs BBI3EIBAET CIEOYIONIYI0 GOpPMY:

4= | [ Moppepxka

Hassanue MNoaaepxxa i)

Kog podderzhka

MakcumansHeId pasmep haina (MG)

4 | 8, Nonkzoeateny rpynnii A

©.1.0.
Tex.noggepxka - /1 d L3
Lastnamel_1373 Namel_1373 3

Puc. 4.54: Pazpgen «I'pynmner» - ¢popMa pefakTUPOBaHUS I'PYIIIIEL

B aT0ii hopMe yKa3kIBaeTCs Ha3BaHWe, KO ¥ MaKCUMaJIbHEIN pa3Mep ¢aiia, mocie 4ero fo6aBisoTcs
II0JIb30BATEJIU B IPYIITY TNO0 BIIOKEHHEIE IPYIIH. 7151 mo6aBIeHust HOBOY BJIOXKEHHOM I'PYIIILI HY2KHO
HaXaTh Ha KHOMKY «J]00aBUTh TPYIINY>», a A/ qoOaBIeHUsT HOBOTO ITONH30BATEJISI B TEKYIIYIO TPYIIITY
- KHOTIKY «J]06aBUTh IIOJIb30BATEIA». ITO BEI30BET CIIMCOK II0JIb30BaTEIEN CUCTEMHEL:
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Beibop nonb3oBatens

1000000000

||HUWC'{| ] |¢'DH,:|, M0 e PHKM rvmm:ud

10
l1mA MNogpasgeneHue Non#HoOCTE
Admin A A
LInknown L.
Abgpewen J1.C. Utoen paboTel © Hace... HavaneHWk oTgena
Bobpoe C.E. DoHg nogpepxkn mon... [eHepaneHBIA LUPEKTO. ..

BacHeuoe .M.
[aboynnuH A
Meanoe ..

Kypymbaee M.C.

Camatoe E.A.

Chnenakoe K.

Ctnen paboTel © Hace. ..

AOMWHWCTRPATHEHEIN OT..

ALMWHWCTPATHEHEIA OT ..

Ctnen paboTel © Hace. ..

AOMWHWCTRPATHEHEINA OT..

ALMWHWCTPATHEHEIA OT ..

Cneuwanuct no pabote. ..
Byxrantep, 3am_1
Byxrantep

Crneuwanuct no pabote. ..
CHabmeHey

HavaneHWK oToena, 3...

BeibpaTe |'DTI'--'IEHE

Puc. 4.55: Bribop nonns3oBarenei ojsi fo6aBleHUs B I'PYIIILY

B aTOM OKHe, B I10JI€ IMOKMCKA B 3ar0JIOBKE, MOXKHO BEITIOJTHUTD IIOKCK IIOJIb30BaTeJIell 110 UMEHH, (I)aMI/I-
JIMU UJIX OTYECTBY, IIOCJIE YEeTr0o HaXKaThb <<HpI/IH${TB>> o1 JJ;OG&BJ'IGHI/IH IIOJIB30BATEJIA B CIITMCOK ITpenbpIay-

11ero okHa. IToce moGaBieHus BceX He0OXOOUMEIX II0Ib30BaTe e, U HaXKaTH s KHOIKH -
OymeT coxpaHeHa.

| rpynma

B CTPOKE TI'DYIINEBI YKAa3bIBA€TCsA KOJIMYECTBO IOIb30BaTeJIeH, IIpuHaAJIeXKalmnuX KOHKPETHO OaHHOU
T'pyIiiie, a 4epe3 CJIell - KOJIM4YeCTBO BCeX TI0JIb30BaTeNeM, BXOOSAIIINX B OaHHYIO I'DYIIITY.

Kpowme Toro, B CrCTEME CYIIECTBYIOT HEyIalsieMble CTy>KeOHbIe (aBTOMaTUYeCKMe) TPYIITIH Ha OCHOBA-
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HWH MOJpa3eIeHuil OPrCTPYKTYPHL. [IJIsi JaHHBIX TPYIIN €CTh BO3MOXKHOCTb PEIaKTUPOBAHUS TOIBKO
KOMla ¥ MaKCHMaJIbHOr0 pa3Mepa (daiina.

4.9.2 MOHMTOPUHT

II71s1 oToOpaxKeHuss CTaTUCTUKK, HalpUMep, KaKOM HOKYMEeHT B XpaHHUJIHIIEe CKOJIBKO Pa3 OTKPHIBAJICS,
ITPOCMAaTPUBAJICS U T.I., CIIy?KUT BKJIagKa «MOHUTOPUHT>» (CM. Puc. HuXKe):

MoHWUTOpWHr &

[ara Mmna obbekra CyeTtunk MMyt
MnaHsl K¥pannnuwe/Tpoekr

faisenvice/companion/entity/ed/7 df7 a/ed7 d7 aba-72z

33 BCe BpemMA
Otyet no nnay.html

Hefcrave Otuet no nnauy.html Jaisenice/companion/entity/2{/B9/cli289c3b-8c80-+4
Hobasnenne = OID: {00b3h459-3054-479f-heeB-38d228d5768a)
Teket Whtopmayua Jaisenice/companion/entity/41/c4/01/41c401bd-117
| MUEkMa 0T KaMnaHUM _Me3oHuH_ faisenvice/companion/entity f2/f3/69/f23699a-4261-4
OUMETHTS Mporpamma meponpuaTis Jaisenice/companion/entity/3f04/b7 /304b7 cd-32ec
Me3aHKH faisenvice/companion/entity/c0/9f70/c09f7077-Base
OBHOBUT

MnaH paboTel faisenvice/companion/entity/17/ec/75/17 ec75e8-392
faisenvice/companion/entity/biff1/09/kff1 098f-f446-45
faisenvice/companion/entity/79/7 c/ab/T97 cabs1-e7 &
faisenice/companion/entity/d7/81/59/d78159d6-0b7
faisenvice/companion/entity f0/16/1a40181a80-9a9a
laisenice/companion/entity/e2/82/e9/e282e916-234
faisenvice/companion/entity/71/7 ¢/7 d/i7 17 c7 de0-33C
faisenice/companion/entity/59/7 1/ba/597 1baed-71c
faisenvice/companion/entity/709/c2/709c2dd-8h0b
faisenice/companion/entity/fa/da/Bc/fadaBebB-5a15
faisenvice/companion/entity/7 df915/7 df915c5-11a2-
faisenice/companion/entity/07 /1 e/d7/07 1 ed7 ef- 608
faisenvice/companion/entity/Ob/da/81/0kdag15a-f721
faisenvice/companion/entity/95/ek/a5/95ebaSad-ceC
faisenvice/companion/entity/7b/d8/dd/Fbd8dd2c-c17
faisenvice/companion/entityfd/3c/66/d3c669b-E3df
Jaisenice/companion/entity/be/a3/51/bea35192-7 3

[MnaH paboTel
kﬂwcwo-umopmauwﬂ
WMHhopmalynoHHoi nMckMo
Brogawee nucemo oT komnaniy _MESCOHMH_
Muckmo oT komnanum _MesoHnH_
MUEBME 0T KoMRaHUM _Me3oHUH_
Muckmo oT komnanum _MesoHnH_
MUEkMa 0T KaMaHUM _Me3oHnH_
Muckmo oT komnanum _MesoHnH_
MUEkMa 0T KaMaHUM _Me3oHnH_
Muckmo oT koMnanum _VesoHnH_
MUEkMa 0T KaMaHUM _Me3oHnH_
MUEkME 0T KoMRaHHM _ME3oHUH_
MUEkMa 0T KaMaHUM _Me3oHnH_
MUEkME 0T KoMRaHHM _ME3oHUH_

Muckmo oT komnauum "MesoHur"

Puc. 4.56: Bknagka « MOHUTOPUHT»

4.9.3 ®DopmMbl

I Toro, 4ToOH co3maBaTh GOPMEI CTaporo obpa3lia B XpaHUIUIle HeoOXOOUMO B 3TOM pa3fesie mo-
CTaBUTB TaJIOUKy Mepen HacTpPolKou «Co3gaBaTh GOPMEI CTaporo obpa3iia B pasmene»Paiinbi«. Popma
co3maHHas I0JIb30BaTeNieM B pas3uene»®arinb” oToOpakaeTcs B 3TOM pa3pgesie. ADMUHUCTPATOP CH-
CTEeMBI MOKET YKa3aTh C ITIOMOIIIBIO TaJI0uKK GOPMY OITyOJIMKOBAaHHOM U yKa3aTh GOPMY YCTapeBIIEH.
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DopMbl @uneTp | | <

D Vims Ony6NHKOEEHD YeTapeno Onncaxme [on. MHCpopMaLR

(4] I»

¥ Cozgasars thopMsl cTAporo 06pasya 8 pasgene “®aink" CoxpaHnTe

Puc. 4.57: ®opmel

4.9.4 YBepomMmsieHus 06 nsmeHeHumax B haune

It paboTe GyHKIMOHAMBHOCTH « HamoMmuHasue 06 00HOBIeHNY (aiina» B paiine $jboss home/jboss/
standalone/configuration/standalone-onesynergy.xml mpomnucaTh CIEOVIOIIYIO OYepenb:

<jms-queue name="FileUpdate”>
<entry name="queue/FileUpdate”/>
<entry name="java:jboss/exported/jms/queue/FileUpdate”/>
<durable>true</durable>

</jms-queue>

1 00HOBUTB Bepcuto B]I. [lanpHeHIIe HaCTPOUKY BHIIIOIHSIIOTCS MeTomonoroM B Konduryparope (cm.
PyKOBOZCTBO MeTOnoOJIOTa).
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haea 5

YCTaHOBKA U HAaCTPOUKA MOHUTOPMUH-
ra ARTA Synergy

PeBusus VCS: c9b34116f

5.1 YcTaHOBKa M HAaCcTpoMKa

IInsa mouuTopuHra mnatdopmbl ARTA Synergy mcronb3yeTcs IakeT arta-synergy-health-monito
ring, paspaboTaHHBIM Ha ocHOBe pmm-client, B coueranuu ¢ PMM-Server. arta-synergy-health-
monitoring mpegHa3HaudeH [OjI MOHUTOPHUHIA OCHOBHEIX CEPBHCOB U MHCTPYMEHTOB, MCIIOJIb3yEeMbIX
Synergy: MySQL, JBoss, nginx, Cassandra, Elasticsearch, a Tak:ke onepaluoHHOU CHCTEMEL CEPBEpPA.

ITaHHBIN ITAKET COOEePKUT Habop 9KCIIOPTEPOB METPUK, XapaKTEePU3YIOIIUX COCTOSHUE BHIIIEIIEPeYnC-
JIEHHBLIX CePBHCOB, a TaKXKe KOHCONIbHEIN HHCTPYMEHT pmm-admin, MO3BOISIONINNE HaCTPOUTD OTIIPAB-
Ky METPHK Ha cepBep MoHuUTOpPuHIra. CoOpaHHbIe METPUKH COXPaHSAIOTCSA B Prometheus, 3aTeM mpu
nmomoru Grafana cTposTcs rpaduKy COCTOSTHUIM, KOTOPhIe MOKHO IIPOCMaTPUBaTh B Opay3epe.
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Synergy Server

A Linux

JBoss

N

MySalL

0

PERCONA
PMM Server
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»
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cassandra

e
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elasticsearch

NGiNX

urmpe-wuid ela Suriojruoly [jfesH AS1euls VIV

Puc. 5.1: ApxuTekTypa MOHUTOpPUHTa Arta Synergy

5.1.1 YctaHoBka PMM-Server
5.1.1.1 YctaHoBka Docker

PMM-Server peKOMeHIYETCS YCTaHaBIUBAaTh Ha OTHAEJIbHOM cepBepe. [l ero paboTsl TpebyeTcs Docker.
IIpemBapuUTENbHO ClIeAyeT YCTAaHOBUTh HEKOTOPHIE NOMIOTHUTEIbHEIE TTaKETHI:

aptitude install apt-transport-https ca-certificates curl software-properties-common
anee mo6aBUTHL KIIOY IO Xpauunuina Docker:

wget https://download.docker.com/linux/debian/gpg

apt-key add gpg

3aTeM MOOKIIOYUTE peno3uTtopuit Docker:

echo "deb [arch=amd64] https://download.docker.com/linux/debian $(1lsb release -cs) sta
ble” | sudo tee -a /etc/apt/sources.list.d/docker.list

OOGHOBUTH CIIMCOK MTaKeTOB U ycTaHOBUThH Docker:

aptitude update

aptitude install docker-ce

[Tocne ycTaHOBKYU 3allyCTUTh M BKITIOUYUTH Docker ojis 3amycka Ipu 3arpys3ke:
systemctl start docker

systemctl enable docker
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5.1.1.2 Co3paHue KOHTenHepoB PMM-Server

I yctaHoBKY co6cTBeHHO PMM-Server’a Hy>KHO ITOMy4YuTh ero o6pa3 ¢ Docker Hub:
docker pull percona/pmm-server:latest
3aTeM co3maTh KOHTEHWHED /s 0OHOBISIEMBIX MTaHHBIX MOHUTOPHUHTA:

docker create \

-v /opt/prometheus/data \

-v /opt/consul-data \

-v /var/lib/mysql \

-v /var/lib/grafana \

--name pmm-data \
percona/pmm-server:latest /bin/true

IlaHHas KOMaHOa gejaeT cienymouiee:

* docker create co3maéT KOHTeWHEDP Ha OCHOBE YKa3aHHOI0 o6pas3a;
¢ OIIOusd -V MHUIIUAJIU3UPYET TOMa OJId XPaHEeHUA NJaHHBIX B KOHTefIHepe;
* onums - -name 3ama€T UMS OJII KOHTEeMHepa, B JaHHOM ciydae pmm-data;

* percona/pmm-server:latest yka3riBaeT Ha3BaHKe K Bepcuio 06pa3a, Ha OCHOBe KOTOPOI'O CO3[a-
€TCsI KOHTeNHeD.

ITOT KOHTeﬁHep 3aIlyCKaTh HE€ HY2KHO, OH CYIIeCTBYET HOJIsd COXpPaHEeHUA OaHHBIX MOHHUTO-
puHTa B ciydae, HanpuMep, o0HOBNIeHUs o6paza PMM-Server. He ymansiiiTe u He mepeco-
3maBaliTe KOHTEHHEP, €C/iM BBl HE HaMepeBaeTeCch HayaTh MOHUTOPUHT CHadasa, OOHYUB
OaHHBIE.

Cnemyroliiass KOMaHaa CO3MAET U 3alyCKaeT KoHTelHep PMM-Server:

docker run -d \

-p 8080:80 \
--volumes-from pmm-data \
--name pmm-server \
--restart always \
percona/pmm-server:latest

e onuus -d 3amyckaeT KOHTeMHep B GOHOBOM PEXKUME;

e OIIIUS -p OIpemessieT MOPT AJIs gocTyma K PMM-Server yepes 6pay3ep, B mpumepe 310 mopT 8080;
e onuusa - -volumes-from IpUMOHTHUPYET TOMa U3 paHee CO3MaHHOTO KOHTelMHepa pmm-data;

* ONUMA - -hame 3afaéT UM OJII KOHTeMHepa, B JaHHOM cJIydae pmm-server;

e omius - -restart ompemenseTr MONMUTUKY IIepe3allycka KOHTelHepa; always o3HauaeT, uTo Docker
3allyCTUT KOHTEMHED IIPU 3allyCKe U B CIydae OTKITIOUEHUsI KOHTeHHepa.

e percona/pmm-server:latest yka3miBaeT Ha3BaHHe U Bepcuio o6pa3a, Ha OCHOBE KOTOPOIro CO3Ma-

€TCSI KOHTEUHED.

ITocne atoro B 6pay3epe mo ampecy http://host:8080 gomxkHa GBITHL MOCTYIIHA CTAPTOBAS CTPAHUIIA
Percona Monitoring and Management:
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88 Home Dashboard - [

Interval  auto~ Host  All~ 82 Query Analytics = =MySQL =MongoDB =PosigreSQL =HA =Cloud = lnsight = PMM

Percona Monitoring and Management

General information

Starred and Recently used Dashboards Systems under monitoring
Overview
orm for managing and mornitoring MySQL and MongeDB performance, and prov

Monitored DB Instances

cial PMM entation to leam more about PMM. Also of interest are the Release notes and FAQ for common questions about PMM no value

illfind help from Perconians and the Community at large. Further, we publish PMM announcements and

Updates

Current version: 1.17.1 Febru:
that comes with se-time guarantee? Let our Support team help you! Alrea tomer? Log in to your Per

July 16,11:57
Environment Overview

Host GPUBUSY Mem Avail Disk Reads Disk Writes Network 0 DB Conns DBQPS Virtual GPUs RAM Host uptime DB uptime

1748/s 28MB/s 81.18/s no value no value 4 23.46 6iB no values

28MB/s 81.18/s 23.46 GIB

Puc. 5.2: CrapToBas ctparnuiia PMM

Bonee nogpo6GHbIe MHCTPYKLMHU 110 paboTe c PMM-Server MoxKHO HalTH Ha ouiimarbHOM caliTe Percona.

B kKopob6ouHylo Bepcuio PMM-Server Hy2KHO UMIOPTUPOBATh HEOOXOOMMEIE HAIIOOPIBI [JIsT MOHUTO-
punra: JBoss, nginx, Cassandra, Elasticsearch.

[ mMIIopTa HY>KHO HaXKaTh Ha3BaHUE TEKYIero namobopaa B JIEBOM BEPXHEM YIJIy U BEIOpATh MYyHKT
Import dashboard:

© Recent
Y Filter by: % Clear

88 Home Dashboard Insight | Percona

g.g Import daahbcelr_?

mm Find dashboa

Puc. 5.3: UmnopT pambopaa

B oTkpriBHIEMcs oKHe HaxkaTh Upload .json File, BEIOpaTh HYKHBIN Hambopa ¥ yKa3aTh UCTOYHUKOM
maHHBEIX Prometheus, 3aTeM HaxaTh Import:



https://www.percona.com/doc/percona-monitoring-and-management/deploy/server/docker.html
resources/JBoss.json
resources/Nginx.json
resources/Cassandra.json
resources/ElasticSearch.json
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as
'f‘ Import 1file or Grafana.com

Importing Dashboard from Grafana.com

Published by

Updated on

Options

Name JB0ss

Prometheus ® Prometheus

Cancel

Puc. 5.4: Bribop json-¢patina

5.1.2 YcTaHOBKa KJIUeHTa Ha cepBep Synergy

It ycTaHOBKHM ITakeTa arta-synergy-health-monitoring HykH0 mo6aBuTh B /etc/apt/sources.list
CJIEOVIOIIYIO0 CTPOKY:

deb [allow-insecure=yes] http://deb.arta.kz/tengri shm main contrib non-free
3aTeM OOHOBUTL CIIMCOK IaKeTOB U YCTaHOBUTH Hy}KHBIfI IIaKeT:
aptitude update

aptitude install arta-synergy-health-monitoring

5.1.3 HacTpoWka MOHUTOpPMHra Ha cepBepe Synergy

PMM-Server monkeH ObITh JOCTYIIEH C CEPBepa Synergy, 3ToO MOXKHO IPOBEPUTH, HAITPUMED, KOMaHI 0!
ping.

B nepByro ouepens HyKHO yCTAHOBUTH COEOUHEHHE MexXny cepBepoM Synergy u PMM-Server. [Ina
9TOT'0 UCIIONIL3YEeTCsI KOHCONIbHASA KOMaHaa:

pmm-admin config --server=server|[:port]
Ecnnu CoeqruHeHHEe YCIIEIIIHO YCTaHOBHUJIIOCH, B KOHCOJIN OOJI2KEH ITOABUTHCA HOJI[OﬁHBIfI BBIBO[L:

root@client:~# pmm-admin config --server=192.168.2.234:8080
0K, PMM server is alive.

PMM Server | 192.168.2.234:8080
Client Name | client
Client Address | 192.168.2.84

ITocrne 3TOro MOXXHO ITOOK/II0YaTh MOHUTOPUHT TPeOyEMEIX CEPBUCOB.

CMOTpeTh CIIUCOK U COCTOsTHUE HabIiomaeMbIX CEPBUCOB MOXKHO KoMaHAoM pmm-admin list.
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5.1.3.1 MoHuTOopMHr Linux n MySQL

s MOHUTOPHHTI'A OHepaL[PIOHHOfI CHUCTEMEI U MYSQL B KOHCOJIX HY2KHO BBHIITIOJTHUTE KOMaHAOY, UCIIOJIb-
3y JIOTHUH U IIaPOJIb IIOJIB30BAaTEJIA OJIsA mysql:

pmm-admin add mysql --user root --password root

Ecnmu MOHUTOPUHT 3TUX CEPBUCOB YCIIEITHO HoOaBuiics, KomaHaa pmm-admin list momkHa mokasaThb
MopoOHEBIM CIIUCOK:

root@client:~# pmm-admin list
pmm-admin 1.17.1

PMM Server | 192.168.2.234:8080
Client Name | client
Client Address | 192.168.2.84

I

Service Manager | linux-systemd

___________________________________________________________________________________ <_)
SERVICE TYPE NAME LOCAL PORT RUNNING DATA SOURCE —
OPTIONS
___________________________________________________________________________________ <_>
mysql:queries client - YES root:***@unix(/var/run/mysqld/mysqld.sock) =

query source=slowlog, query examples=true, slow log rotation=true, retain_ slow logs=1
linux:metrics client 42000 YES -
mysql:metrics client 42002 YES root:***@unix(/var/run/mysqld/mysqld.sock)

5.1.3.2 MoHuTOpuUHr JBoss

[ns moHuTopuHTra JBoss HyKHO mo6aBUTH ClenyloIre CTPoKU B /opt/synergy/jboss/bin/standal
one.conf u nepe3anycTtuth JBoss:

JAVA OPTS="$JAVA OPTS -Xbootclasspath/p:/opt/synergy/jboss/modules/system/layers/base/org/ «
jboss/logmanager/main/jboss-logmanager-2.0.9.Final.jar”

JAVA OPTS="$JAVA OPTS -Djboss.modules.system.pkgs=org.jboss.byteman,org.jboss.logmanager”

JAVA OPTS="$JAVA OPTS -Djava.util.logging.manager=org.jboss.logmanager.LogManager”

JAVA OPTS="$JAVA OPTS -javaagent:/opt/synergy/jboss/standalone/lib/ext/ «
jmx_prometheus javaagent.jar=58080:/opt/synergy/jboss/standalone/configuration/jboss. <«
yaml”

ITo ymonyanuio KOHGUTYpPaUMOHHLIN ¢aiin jboss.yaml u sKkcropTep MeTPUK jmx prometheus javaa
gent.jar HaxogsdaTcs B BEIIIeyKa3aHHOM pacliojioKeHuu. Eciu BH IIepeMelllaeTe UX, YKaxKUTe HOBBIU
myThk B Standalone. conf. 3gech Takke MOXKHO YKa3aTh OPYTO# IMOPT [JIs Iepemadyu MeTPUK.

CobupaemMble METPUKH OOCTYIIHEI IOJIsI IpOoCMOTpa B Opay3epe 1o agpecy http://server:58080/metr
ics. Ecnu B standalone. conf ucmonb3yeTcst ApPyroi mOpPT, B aAPeCcHOM CTPOKe HYXKHO YKa3bIBaTh €ro.

Ianee cnegyeT mo6aBuTh MOHUTOPUHT JBoss B PMM-Server, B o61ieM ciydae KOMaH/a BETISAOUT TakK:

pmm-admin add external:service --service-port=58080 jboss testserver-jboss, rme

* jboss - umsa 3aganusa gns Prometheus;

* testserver-jboss - Ha3BaHMe MHCTaHCca. Tak KaK aHAJIOTUYHLIN 9KCIIOPTED UCIIOJIb3yeTcs u oyt Cassandra,
HY?KHO yKa3aTb Ha3BaHUe SIBHO, YTOOH MeTpuKH JBoss u Cassandra He CMeUINBaIUCh HA rpaduKax.
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5.1.3.3 MOHMTOPMHI nginx

II711 MOHUTOPHHTA NginxX HY>XHO H00aBUTh CHeOyIollIre CTPOKU B /etc/nginx/nginx.conf B cekiuio
Logging settings:

log format shm '$remote addr - $remote user [$time local] '’
""$request” $status $body bytes sent '’
""$http referer” "$http user agent” '’
"$request time $hostname’;

Ianee B datine /etc/nginx/sites-enabled/synergy-base B pasmene location /Synergy mo6aBuUTE
B OITMCaHUeE JIoTa SYnergy.access.log onpenenéHHbl IIaroM paHee ¢opMart, B JaHHOM ciydae shm:

location /Synergy {
proxy_pass http://127.0.0.1:8080/Synergy;

access _log /var/log/nginx/synergy.access.log shm;

YUTOoOBI U3MEHEHUSI BCTYIIUIN B CUJTY, HY?KHO IIepPe3anyCTUTh nNginx:
/etc/init.d/nginx restart

B xoupurypaumonsom ¢atine /etc/prometheus-nginxlog-exporter.hcl HykKHO yKa3aTh IapaMeT-
p®L app ¥ instance, Takke MOXKHO Ha3HAYUTh OPYyrou nopt (mo ymonuanuio 4040):

listen {

port = 4040

address = "0.0.0.0"
}

namespace "synergy” {
format = "$remote addr - $remote user [$time local] \"$request\” $status $body bytes sent <+
\"$http referer\” \"$http user agent\” $request time $hostname”
source files = [
"/var/log/nginx/synergy.access.log”
1

labels {
app = "nginx284”
instance = "testserver-nginx”
}
histogram buckets = [.005, .01, .025, .05, .1, .25, .5, 1, 2.5, 5, 10]
}

3anyCTUTh MOHUTOPUHT 3alIPOCOB NJGinx:
systemctl start prometheus-nginxlog-exporter.service

CobupaemMble METPUKHU [OCTYIIHHI [JIsI TPOCMOTpPa B 6pay3epe mo ampecy http://server:4040/metr
ics.

IManee cnemyeT 0o6aBUTh MOHUTOPUHT nginx B PMM-Server, B 00111eM ciiydae KOMaH/a BHITTISIOUT TaK:
pmm-admin add external:service --service-port=4040 nginx testserver-nginx --interval 10s

ITapameTp --interval ykasriBaeT mHTepBan cbopa meTpuk B PMM-Server, ansti skcmopTepa nginx
JIydile yKa3aTh MHTePBaJl MeHbIIle, YeM MHTEPBaJl I10 YMOJIYaHUI0, KOTOPHIK paBeH 1 MUHYTE.

5.1.3.4 MoHuTopuHr Cassandra

s monutopunra Cassandra Hy>kHO mo6aBuUTh B /etc/cassandra/cassandra-env.sh cTpoky:
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JVM_OPTS="$JVM OPTS -javaagent:/usr/share/cassandra/lib/jmx_prometheus javaagent.jar=7070:
/etc/cassandra.yaml”

3aTeM 3aKOMMeHTHUpOBaTh B /etc/init.d/cassandra cTpoku:

# Read Cassandra environment file.
#. /etc/cassandra/cassandra-env.sh

#if [ -z "$IVM OPTS” ]; then

# echo "Initialization failed; \$JVM OPTS not set!” >&2
# exit 3

#f1i

BrimonHuTh 00HOBIIEHME KOHGUTOB systemd:
systemctl daemon-reload

INepezanyctuth Cassandra:
/etc/init.d/cassandra restart

ITo ymomuaHuio KOHQUTypalMoHHEIN ¢daiin cassandra.yaml u 3kcrmopTep MeTpuK jmx_ prometheus
javaagent.jar HaxopdTcs B BHIIIEYKa3aHHOM paclionoxkeHuu. Ecimu BEI TepeMelaeTe UX, YKaKUTe
HOBBIM IIyTh B cassandra-env.sh. 3meck TakXKe MOXKHO yKa3aTh APYTOM IIOPT OJIS MOHUTOPUHTA.

CobupaemMble METPUKHU [OCTYIIHEI [JIsI TPOCMOTpPa B 6pay3epe mo ampecy http://server:7070/metr
ics. Ecnu B cassandra-env.sh uconons3yeTcss OPYyro¥ HOPT, B aAPEeCHOU CTPOKE HYXKHO yKa3hIBaTh
ero.

Ianee cnemyeT nob6aBuTh MOHUTOPUHT Cassandra B PMM-Server, B 00111eM ciiydae KOMaHa BHITJISIOUT
TakK:

pmm-admin add external:service --service-port=7070 cassandra testserver-cassandra

Tak Kak aHaJIOTUYHBIN 3KCIOPTEP UCIIOJIL3yeTCs U A1 JBoSS, HY>KHO YKa3aTh SBHO Ha3BaHUE MHCTAH-
ca (B maHHOM ciy4dae testserver-cassandra), uTo6s MeTpuku JBoss u Cassandra He cCMeIIMBaINCh Ha
rpaduKax.

5.1.3.5 MoHnutopuHr Elasticsearch

3amnyck co6opa meTpuk Elasticsearch ocyiiecTBisgercst ¢ mOMOIIbI0 KOMaH/IHI:
systemctl start prometheus-elasticsearch-exporter.service
IobGaBneHne MOHUTOPUHTa B PMM-Server:

pmm-admin add external:service --service-port=9114 elasticsearch

5.2 OCHOBHbI€ METPUKHU

B Ppa3neiie OnmruCaHbl OCHOBHEIE METPHUKHM, UCITIOJIB3yEMEBIE Ha I'paCbI/IKaX. I[MTonubIN IIepe4dYeHb BOSMOXKHEIX
METPHUK MOXKHO IIOCMOTPETHL B 6pay3epe II0 YKa3aHHBIM B IIPDEOEBIOYIIIEM Pa3gesie CChIJIIKaM U HOGaBI/ITB
IIpu HeO6XOJ:[I/IMOCTI/I B OOIIOJITHUTEJIbHEBIE Fpa(bI/IKI/I.

5.2.1 )Boss

5.2.1.1 WCTOYHMKM BaHHBbIX

datasource pool available count - Komu4ecTBO HOCTYIIHBEIX COEAMHEHUN B IIyJIe.
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datasource pool active count - KOIM4YeCcTBO aKTUBHBIX COEIMHEHUN; KaKa0e CoeqUHeHne Tu0o uc-
IMOIb30BAHO MIPUJIOXKEHUEM, 1100 JOCTYIIHO B IIyJIe.

datasource pool max used count - MakCUMaJIbHOE KOJTMYECTBO UCIOJIb30BAHHBIX COEIUHEHUMN.

datasource pool max creation time - MakcHMalbHOE BPeMs CO3LOaHUS COEOVHEHUS, B MUJIIUCE-
KyHOax.

datasource pool average creation time - cpegHee BpeMsl CO30aHUSI COEIMHEHUS, B MUJUIUCEKYH-
nax.

datasource pool average blocking time - cpegHee BpeMs GJIOKMPOBAHUS ITPU IIOJIYYEHUU ITOTHOMN
OJIOKWPOBKH ITyJIa.

OTU MEeTPUKU Ha rpadukax BeIBeOeHHl oTHenbHo O Bl synergy, storage u jbpmdb.
datasource pool total creation time - obinee BpeMsi CO30aHUs COEOUHEHUN B MUJIJIMCEKYHIAX.

datasource pool total blocking time - obOmee Bpems 610KUPOBaAHUS COEOUHEHUN B MUJUIUCEKYH-
max.

5.2.1.2 TpaH3akKuum

transaction aborted transactions - gucio npepBaHHBIX TPaH3aKIIUH.

transaction application rollbacks - yucno TpaH3akKIIuli, OTKaUEeHHBIX Ha3all 3alIpOCOM IIPUJIOKe-
Hus. BKimogaloT B ce0s1 ¥ Te TPaH3aKIUY, /IS KOTOPBIX UCTEKJIO BPeMs OKHUIaHUSI.

transaction timed out transactions - 4YMCTO TpPaH3aKLWW, OTKAT KOTOPHIX ITPOU3OMIEN U3-3a Tal-
MayTa.

transaction committed transactions - 4ymcso mooTBepPKOEHHBIX TPAH3aKIINH.

transaction_inflight transactions - uucno Tpansakuui, KOTOphle Hadaluch, HO eIllé He 3aBep-
IIUJIUC.

transaction resource rollbacks - 4ucso TpaH3akKIui, OTKa9YeHHHIX Ha3ajd u3-3a c6os pecypca.

5.2.1.3 VM

jvm _memory pool bytes used - ncrionb3oBaHue IIyjia IaMsATU B OaiiTax.

jvm memory pool bytes max - MakcuMyM myja mamsTH B 6aiTax.

jvm _memory pool bytes committed - BrmenmeHHOE KOIMYECTBO ITyJia ITaMsITH B GaiiTax.
jvm _memory pool bytes init - ucxogHoe KonmuuecTBO Iysa NaMsATHU B OaliTax.

jvm _memory bytes used - ucnonb3oBaHUe BHOEIEHHOU 00JIaCTH IaMsATU B GalTax.

Ha rpadukax nokasaHbI IPOIEHT ucnojib3oBaHHOro Old Generation, KoIM4YeCTBO UCTIOJIL30BAHHOM T1a-
Mty JVM, “CIoJIb30BaHUE MaMsTH B 3aBUCUMOCTH OT cerMmeHTa (heap u non-heap).

jvm _gc_collection _seconds count - KonudecTBo 3anyiieHHBX GC.
jvm gc_collection seconds sum - BpeMs, kKoTopoe GC BEHIIOJIHSITUCE.
jvm_threads current - Texymiee KOIM4eCTBO IOTOKOB B JVM.

5.2.2 nginx

synergy http response count total - o6miee KonmmgecTBO 3aBepiéHHbXx HTTP-3anmpocos/ oTBETOB.
Kpowme rpaduka cpemHero BpeMeHu OTKIINKA UCIIONb3yeTCs A CBOOKU KOmoB cocTosgsHus HTTP.

synergy http response size bytes - ofilee KOIUYECTBO TEPEIAHHOTO KOHTEHTA B GalTax.

synergy http response time seconds - cBomka BCcexX BpeMEH OTK/IMKa B CeKyHOax. Ha rpadwukax
Response Times (quantiles) nmuuusamu 0.5, 0.9, 0.99 oTMeueHO BpeMs, 3a KOTOPOE yCII€BaeT BHIIOI-
HUTBLCS cooTBeTCcTBeHHO 50, 90, 99 % 3ampocos.
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5.2.3 Cassandra

5.2.3.1 MeTpUKM KJIMEHTOB

clientrequest latency count - ofiiee BpeMs 3agepzKeK IIPHU BHIIOTHEHUN 3aIIPOCOB.
clientrequest latency mean - cpemHee BpeMs 3afep3KeK ITPU BHITIOJITHEHUU 3aIIpPOCOB.

clientrequest latency 95thpercentile - 95-npouenTHas OO 3aAepPKeK ITPU BHIIOJTHEHUHN 3aIIpO-
COB.

columnfamily rangelatency mean - 3apgepzKKa CKaHUPOBAHUS JIOKAJIbHOTO AUana30Ha OJjIs 9TOM Tab-
JINITEL.

clientrequest unavailables count - konuuyecTBO 06HapPYKEHHBIX UCKIIIOUEHUHN M3-3a HENOCTYITHO-
CTH.

clientrequest timeouts count - KonmuuecTBO 0OHAPYKEHHBLIX TAaiMayTOB.

clientrequest timeouts mean - ycpegHEHHOE KOJIMYECTBO OOHAPYKEHHBIX TAaMayTOB.

5.2.3.2 XpaHunuuwe

sto rage_except i0NS - KOJIMYECTBO BHISIBJIEHHEIX BHYTPEHHUX UCKJTIOUEHUMH. HpI/I CTaHOAPTHHIX UCKIIIO-
YEeHUSAX 3Ha4YEeHHe OOJIZKHO PaBHATHCA HYIIIO.

storage load - pa3aMmep maHHEBEIX, KOTOPEIMU YIIPaBIIsieT JaHHLIN y3eJl, Ha OUCKe B OaiiTax.

storage totalhints - konuyecTBO COOOIIIEHNM C HATOMUHAHUSAMMY, 3allUCAHHBIX Ha 9TOT Y3€JI C MO-
MeHTa (pe)cTapTa cepBepa.

storage totalhintsinprogress - komu4ecTBO HAlOMUHAHUM, KOTOPOE OTIIPABIISETCA B HAHHBLIA MO-
MEHT.

5.2.3.3 YnnotHeHue (compaction)

YunoTHeHUE - IPOIECC OCBOOOKAEHUS MECTa IyTEM CITusTHUSA Oonbinux (anioB mgaHHLIX. B Xome ome-
pamuu yruioTHeHus ¢aiinel SSTable cimBatoTcs: Mpou3BOgUTCA 00beIUHEHNE KITI0YEH U COOTBETCTRY-
IOIIUX UM CTOIOLIOB, CO3jaHue HOBOTO uHAeKca. [Tocre ynnoTHeHus oO0beIMHEHHBIE JaHHBIE COPTUPY-
I0TCS, HaJl HUMU CTPOUTCS HOBBIM MHOEKC, U TOJILKO YTO 00beIUHEHHBIE, OTCOPTUPOBaHHEIE U IIPOUH-
IeKCUPOBaHHLIE MaHHbIe 3alMCHIBAIOTCS B HOBRIM ¢aiin SSTable.

Emé onHa BaxkHas QyHKIMS YIIJIOTHEHUA - IOBBIIIIEHNE TPON3BOAUTEIbHOCTH IIYyTEM COKpPAIleHU A YU C-
7la ormeparui moucka. [ Hax0oXOeHUs CToJI0Ila JaHHBIX C YKa3aHHBIM KJTIOYOM HY2KHO IPOCMOTPETh
orpaHudYeHHoe KonuuecTBO ¢aiiyioB SSTable. Ecnu 3ToT cTonbel] 4acTo U3MEHSETCS, TO BIIOJIHE MO-
XKeT 0Ka3aThCs, YTO BCe BEPCUU HAXOMSATCS B COPOIIEHHBLIX Ha AUCK ¢aiinmax SSTable. YnnorHenue
mo3BoJisieT 6a3e MaHHBIX HE MPOCMAaTPUBaTh Kaxkawik (aiin SSTable B morcKax yKa3aHHOTO KIOYa U
He BEIOMPATh U3 HUX caMoe IToCJIelHee 3HaUeHne KaXKaIoro cToidia.

B nponiecce ynnoTHeHUs: HabmogaeTCss KpaTKOBPEMEHHBIN BCIIJIECK MHTEHCHBHOCTH BBOJA-BRIBOLA U
“3MeHeHNe 3aHATOT0 Ha IUCKe MecTa - 3TO YUTAIOTCS CTaphle U 3allMCHIBAIOTCS HOBHIE ¢haiinbl SSTable.

compaction pendingtasks - pacuéTHOe KOIHMYECTBO VIIJIOTHEHUM, OCTABIINXCS OIS BHIIIOTHEHUS.

compaction completedtasks - KonuuecTBO 3aBEepIIEHHBIX YIIJIOTHEHNUYM C MOMEHTa (pe)cTapTa cepBe-
pa.

compaction bytescompacted - oGiee yucno 6aiiToB, YIJIOTHEHHBEIX C MOMEHTa (pe)cTapTa cepBepa.

compaction totalcompactionscompleted - mpomyckHasi CHOCOGHOCTE BHIIIOJTHEHHBIX YIIJIOTHEHUH C
MoOMeHTa (pe)cTapTa cepBepa.
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5.2.3.4 ®unbTp Bnyma

q)I/IJIBTpI:I BJ'IYMa CJIy2KaT OJIs IIOBBIIIEHN A IIPOU3BOOUTEJIbBHOCTHU YTEHUA. 9TO 0OYeHb 6bICprIfI HepgerTep-
MUHUPOBAHHLIN aJITOPUTM, KOTOPLIM IIPOBEPSET, ABISETCS JIM HEKUN 0OHEKT 3JIEMEHTOM MHOXKECTBA.
HepmeTepMUHUPOBAHHOCTH CBA3aHa C TeM, 4To GpuiIbTp biiymMa MoXkeT maBaTh JT0XKHOIIOIOXKUTEIIbLHEIE
OTBETHI, HO HUKOTIa He Ja€T JIOKHOOTPUIIATENNbHEIX. [IpuHIun paboTel dunbrpa Biyma 3akmogaercs
B 0TOOpakeHUM 3HAUYEHUM 371eMEHTOB MHOXKEeCTBAa B OMTOBBIM MACCHUB U B CKATUM OOJIBIIIOT0 KOIUYe-
CTBa JaHHBIX B CTPOKY-HalOKeCT C IOMOIILI0 X3II-QyHKIINU. [JalaKecCT, II0 OIIpeneIeHUI0, 3aHIMaeT
ropa3go MEHBIIE IIaMATH, 4YeM HMCXOOHEIE NaHHBIE. (DI/IJ'IBTp COXpaHsAeTCA B IIaMATHU U IIO3BOJIAET IIO0-
BBICUTH ITPOU3BOOUTEIILHOCTD, ITIOCKOJIBKY He KajKAas oIlepalus IIOKUCKa Kitoda TpedyeT MenjIeHHOTr 0
mocTyna K gucky. Takum ob6pas3oMm, ¢punbTtp briyma sBIsieTCST 0COOBIM BHOOM KO3IIIa.

columnfamily bloomfilterfalsepositives - KonmuuecTBO J10KHO-TIOJI0XKUTEILHBIX PE3YIbTAaTOB B (PUIIL-
Tpe TaGJIHILL.

columnfamily bloomfilterfalseratio - mpomopuus 10KHO-IIOJIOXKUTEJILHBIX Pe3yIbTaTOB B (PUIIb-
Tpe TaGIHIILL.

columnfamily bloomfilterdiskspaceused - ouckoBoe mpoOCTpaHCTBO, 3aHATOoe ¢unbTpoM biyma, B
fanrax.

columnfamily bloomfilteroffheapmemoryused - mamaTs BHe Ky4H, UCIONIb30BaHHasa hunbTpoM biy-
Ma.

5.2.3.5 TMyn noTtokos

Cassandra pa36uBaeT paboTy onpeeIéHHBIX TUIIOB Ha COOCTBEHHHBIH ITY/I IOTOKOB. JTO 00ecneynBaeT
ACUHXPOHHOCTH 3aITPOCOB Ha y37ie. COCTOSTHUE TTOTOKOB BaXKHO OTCIIE2KUBATH, TAK KaK OHO MTOKA3LIBAET,
HACKOJIbKO HACHIIIEH y3e7l.

threadpools completedtasks - KomMYecTBO 3aBEePUIEHHLIX 3aAa4.

threadpools pendingtasks - konmuecTBO 3agayd B O4epenu.

threadpools activetasks - Komu4ecTBO aKTUBHEIX 3amady.

threadpools totalblockedtasks - komugecTBO 3amady, 6JIOKMPOBAHHBIX U3-3a HACHIIIEHUS OUYEPEH.

threadpools currentlyblockedtasks - komuuecTBO 3amayd, KOTOphle 6JIOKMPOBAHEL B HACTOSIIIEE Bpe-
M 1M3-3a HACHIIeHUs oYepenu, Ho OyOyT pa30I0KHPOBAHE IIPH IIOBTOPHOM IIOMLITKE.

5.2.3.6 K>uw

cache hitrate - KoaddunmeHT nonagaHus B K311 3a BCE BpeMsi.
cache size - o6muit pa3Mep, 3aHSATHY K3IIeM, B 6alTax.

cache hits - oOmee KonryecTBO IonagaHUM B KIIII.

cache requests - o0iiee KOJITMYECTBO 3aIPOCOB K31IIa.

cache _entries - o0iiee KOMTUYECTBO 3aMKCEN B KIIIle.

5.2.3.7 TaOGnuubl namMaTm

columnfamily memtablelivedatasize - o6miuii 00bEM KUBHIX AHHLIX B TaOIUIe TaMSITH, UCKITI0Yas
JII00BIE 3aTOJIOBKHU CTPYKTYPH OJaHHBIX.

columnfamily memtablecolumnscount - ob6iee Konu4ecTBO CTOIOIIOB B TaONUIle MaMITH.

columnfamily memtableonheapsize - o6muit 06beEM JaHHBIX B TAOIUIlE TAMSATH, KOTOPHIM HAXOOUTCH
B Ky4e, BKJII0Uasl OTHOCSIINUICS K CTOJIOIlaM 3arojI0OBOK U llepe3alliCcaHHble Pa3felibl.
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columnfamily memtableoffheapsize - o6muit 06beM HaHHBIX B TAOIUIlE TAMSATH, KOTOPBIN HAXOOUTCS
BHE Ky4H, BKJII0Yasi OTHOCSIIIUICS K CTOI0IaM 3ar0JIOBOK U ITepe3anruCcaHHbIe Pa3Iestkl.

columnfamily memtableswitchcount - ckonbpKO pa3 cOHPOC HAaHHBIX IPHUBOOUI K BEIK/IIOYEHUIO.

columnfamily livesstablecount - konuuecTBo SSTable Ha Oucke O faHHOU TaOIUIILL.

5.2.3.8 CQL

cql regularstatementsexecuted - KonM4YecTBO BEHIIOTHEHHLIX HEIIOATOTOBIEHHEIX OIIEPATOPOB.

cql preparedstatementsexecuted - KOMUYECTBO BHIIIOJTHEHHEBIX IIOATOTOBIIEHHBIX OIIEPATOPOB.

5.2.4 Elasticsearch

5.2.4.1 CucTeMHble MeTPUKH

process cpu percent - npoueHT ucnonb3doBanusa CPU npoueccom Elasticsearch.
jvm _memory used bytes - Tekyiee ucnonb3oBanue namaTu JVM B GatiTax.

jvm memory committed bytes - 3admrcupoBannas mamate JVM B GaiiTax.

jvm memory max bytes - MakcuManbpHOE HCIIONIE30BaHME NaMsATH JVM B GaliTax.
filesystem data available bytes - mocTynHoe nmpocTpaHCTBO Ha OuCKe B OalTax.
filesystem data size bytes - pa3smep mucka B 6aiiTax.

transport tx size bytes total - ofiiee KOIMYECTBO OTIPABJIEHHBIX OAWTOB.

transport rx size bytes total - ofiiee KOTUYECTBO IIOTyUYEHHEIX OANTOB.

5.2.4.2 [oKyMeHTbl U onepauuu

indices docs - 4ucno JOKYMEHTOB Ha JaHHOM y3JI€.

indices indexing index total - obuiee 4uciO MHOEKCHEBIX BHI30BOB.
indices docs deleted - yncso yganéHHBX JOKYMEHTOB Ha TaHHOM y3JIe.
indices merges total - ofIiee 4uCIIO CIUSTHUM.

indices search _query total - obiiee 4KCiI0 IOMCKOBLIX 3aIIPOCOB.
indices search fetch total - o6mee yncio BEIGOPOK.

indices refresh total - obmee ynucio 0OHOBIIEHUN.

indices flush_total - o6miee uucio cOpPOCOB.

5.2.4.3 Bpemsa

indices search query time seconds - 001iee BpeMs BEIIIOJIHEHHUS IIOUCKOBOTO 3alIpoca B CEKyHax.
indices indexing index time seconds total - coBokynHOe BpeMs MHOEKCHPOBAHUSA B CEKyHIaX.

indices merges total time seconds total - o6iee BpeMs, IoTpadeHHOE Ha CIUSHUE, B CEKYHaX.
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5.2.4.4 K>3w

indices fielddata memory size bytes - ucnonb3oBaHUe maMATHU OJid K3IIa JaHHEBIX IIoJied B Oaui-
Tax.

indices fielddata evictions - BeITeCHEHUE U3 OIS HaHHEBIX.

indices query cache memory size bytes - mcnonb3oBaHMe ITaMATH OIS K3Ia 3alIpOCOB B OaliTax.

indices query cache evictions - BeITeCHeHUe U3 K3Illa 3alIPOCOB.

5.2.4.5 Tlyn noToKoOB

thread pool rejected count - 4mCJI0 OTKJIOHEHHBIX OIlepaIU.
thread pool active count - 4uciI0 aKTUBHBIX Ollepaluii.
thread pool queue count - yucso omepaiuii B ouepenu.

thread pool completed count - gucno 3aBepIIEHHEBIX Ollepaluy.

5.2.4.6 Garbage Collector

jvm gc collection seconds count - KomudecTBo 3amnmymieHHBIX JVM GC.
jvm _gc_collection_seconds sum - BpeMs BeinonHeHus GC B ceKyHOax.

CCHIIKY U HUCIIOJIb30BAaHHBIE UCTOYHUKM:

Tpausakuuu JBoss

HcTtouHuKU gaHHBIX JBOSS

1.

2.

3. INomHwM crircok MeTpuk Cassandra

4. TlomubiM cnucok MeTpukK Elasticsearch
5.

IOx. Kapuentep, 9. XpioutT - Cassandra. [TomHOe pyKOBOOCTBO



https://access.redhat.com/documentation/en-us/red_hat_jboss_enterprise_application_platform/7.2/html-single/managing_transactions_on_jboss_eap/index#view_transaction_statistics
https://access.redhat.com/documentation/en-us/red_hat_jboss_enterprise_application_platform/7.2/html/configuration_guide/reference_material#reference_of_datasource_statistics
http://cassandra.apache.org/doc/latest/operating/metrics.html
https://github.com/justwatchcom/elasticsearch_exporter/blob/master/README.md
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naBa 6

NMpuno>xeHusn

PeBusus VCS: c9b34116f

6.1 Wcnonb3oBaHue apt-offline pna ycraHnoBku naketoB Debian
Ha MaLlMHbI 0e3 NoAKJIoYEeHUA K CeTHn

3aMeuyaHHe:

9t1o mpunoxkenue HanucaHo B popmate HOWTO, unmocTpupyIoliee NCI0Ib30BaHUE YTUIIH-
TBI apt-offline Ha mpakTHuKe

6.1.1 TlNpepBapuTesibHble YCJIOBUA

HMmeeMm Ha cTapTe:

* Yuncrasg yctaHoBineHHas MamuHa offline ¢ Debian squeeze (+ supo u3 wheezy). YcraHoBneH apt -
offline u apt-offline-gui Bepcuu 1.2 (Toxke u3 wheezy) - mamuHa 6e3 MHTEPHETa (BCE PEIO3U-
TOPUU HEOOCTYITHHI)

* Moii pabouwnit komneioTep - undertaker.dev.lan.arta.kz - gOCTyII KO BceM HY>KHBIM PEIIO3UTOPU-
sIM UMeeTCs, TaKXKe ycTaHoBeH apt-offline 1.2

3agmaua - ycTaHOBKa makeTa arta-synergy-synergy. M3-3a Toro, uto Ha maiuHe offline HeT akTy-
AQIbHBIX CIIMCKOB IIAKETOB IJIsl YKa3aHHBIX PEIIO3UTOPUEB, HaM NMIPUNETCS OeHCTBOBATh B 2 mIara - Io-
JIVYUTH CIHCOK ITIaKeTOB, a 3aTeM YCTAaHOBUTH HEIIOCPENCTBEHHO caM ITakeT arta-synergy-synergy.

6.1.2 Xopn BbINOJIHEHMSA
HacTpoiika peno3uTtopues

1. Iob6aBnsieM B ¢aiin /etc/apt/sources.list nnst MaIuHb 663 UHTEPHETA CJIEOYIOIe CTPOKH:

# 3pecb ykKa3aHbl BHYyTpeHHuWe peno3uTopum B cetu lan.arta.kz;

# ecnu ycTtaHoBKa OypeT BbINONHATLCA He M3 odpuca ARTA, ciopa HYXHO

# 6bygeT BMMcaTb 4TO-TO Bpofe

# deb http://ftp.de.debian.org/debian squeeze main contrib non-free
# ©n panee nNo TeKCTy
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deb http://apt-cache.lan.arta.kz/debian wheezy main contrib non-free

deb http://apt-cache.lan.arta.kz/security.debian.org wheezy/updates main contrib non- «
free

deb http://apt-cache.lan.arta.kz/debian wheezy-updates main contrib non-free

deb http://apt-cache.lan.arta.kz/debian wheezy-backports main contrib non-free

# Peno3utopun ARTA Synergy
# Mpocneonte, 4Tobbl M3 TOro MecTta, rpge Bbl OypeTe 3arpyxaTb NakeTbl gns
# ycTtaHoBku, 6bi1 goctyn K deb.arta.kz

deb http://deb.arta.kz/tengri stable main contrib non-free
deb http://deb.arta.kz/tengri stable-updates main contrib non-free

. Co3pmaém curHatypy apt-offline misi 00HOBJIEHUSI CIMCKOB ITakeToB (- -update) u, 3aogHO, ycTa-

HOBKHY OOHOBJIEHHH IOJisi CTAaOMIBHOTO BEITyCcKa Debian (- -upgrade) Ha mamuHe 6e3 HHTEpHeETA:

apt-offline set --update --upgrade update-filelists.sig

. IlepenocuM KakuM-n1ub0 o6pa3om dain update-filelists.sig Ha MallIUHYy, TAe €CTb OOCTYI K HYXK-

HBIM perno3uTopusm (undertaker.dev.lan.arta.kz), u opmupyem apxus gjst ooHoBmeHus (Lists-
bundle.zip):

apt-offline get update-filelists.sig -s /var/cache/apt/archives
-t 4 --bundle lists-bundle.zip

. HepeHOCI/IM APXUB OJId OOHOBJIEHUS Ha MalllUHY oe3 OOCTYyIIa B CETh M 3arpyzxkaeM II0JIy4eHHO€E B

APT (ua deb.arta.kz noka Het GPG-mtognucei, moatoMy - -allow-unauthenticated):

apt-offline install lists-bundle.zip --allow-unauthenticated

. OOHOBMNsIEM IIOIyYEeHHBIM CIKCOK ITIaKeTOB Ha MallnHe 0e3 IOoCTyIla B CETH:

apt-get update

¥YcranoBKa Synergy

1

l'enepupyeM CUTHATYypy OJig YCTAHOBKM IakeTa arta-synergy-synergy Ha MaiinHe 6e3 JocTyma B
CeTh:

apt-offline set --update --install-packages arta-synergy-synergy -- synergy-
install.sig

. TlepeHOCUM TONTy4YEHHYIO CUTHATYPY Ha MAIIMHY C AOCTYIIOM K HYKHBEIM perno3utopusm (undert

aker.dev.lan.arta.kz) u dopmupyem apxuB (synergy-bundle.zip):

apt-offline get synergy-install.sig -s /var/cache/apt/archives --bundle sy
nergy-bundle.zip

3arpyxaem B 6a3y APT synergy-bundle.zip Ha mamuHe 6e3 JOCTyIla B CETh:

apt-offline install synergy-bundle.zip --allow-unauthenticated

. YcTaHaBnmMBaeM Ha MallinHe 0e3 OOCTYyIIa B CETh:

apt-get install arta-synergy-synergy
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6.1.3 [ OnNoONHUTENIbHO

Omnumcanue mpoliecca oOHOBIEeHHUS arta-synergy-synergy us rpadpudeckoro umuHtepdeiica apt-offl
ine-gui ocTaBnsieTCcs B KaueCTBe yIIPaXHEHUS YUTATEII0

6.1.4 WNCTOYHUKM uHpOpMauum (KpanHe peKOMEeHAyeTCs U3YUYUThb)

* man apt-offline
* http://www.debian-administration.org/article/Offline Package Management for APT

6.2 WMHcTpyKuMsa no HacTpouke df-ex

6.2.1 OnucaHue

DFEX (DocFlow EXchange) - Mmomgyiib M3Ha4YaabHO OB pa3paboTaH OJIs MHTETrPaluy KaHIEISPUU C
CHUCTEMOI JOKYMEHTO0000pOoTa «IBPUIOK», TaK Ke Ha MaHHBIM MOMEHT OH MCIIOJIB3YeTCs AjIsi oOMeHa
OOKyMeHTaMU MeXXAy KaHILeIsaIpUsaMU, PacloJIOKEeHHBIMM Ha OOHOM HJIM HECKOJIBKHUX 5K3eMIlJISpax
ARTA Synergy.

6.2.1.1 OnpepeneHunn

OpraHu3anusi — 3TO CTPYKTYPHOE ITofpa3fieieHre, Beqylee COOCTBEHHYIO KaHIeNsIpHIo. B opr. cTpyk-
Type ogHoro 3k3eMIuIszpa ARTA Synergy MozkeT OBITh OJIHA MJIM HECKOJIBKO opranu3anuil. [Ipenmnomnara-
€TCsI, YTO eCNIM Ha OOHOM CepBepe IOJIZKHO IIPUCYTCTBOBATh HECKOIBKO OPraHu3alui, TO A1 KaXao0u
U3 HUX HaCTPaWBalOTCA XKYPHaJBl BXOOAIINUX U UCXOOSAMIUX OJOKYMEHTOB U Ha 3THU XKYPHaJBl JAIOTCA
IpaBa COTPYAHUKaM KaHILeIsIpUU COOTBETCTBYIOIIUX OpraHu3alui.

I'pynmna opraHu3andi — 3TO UMEHOBaHHOE 00beluHeHe HeCKOIbKUX OPraHU3alluil, HaXO AKX CST
Ha OOHOM u/unu pa3Hbix cepBepax ARTA Synergy.

HonyaneneM OOKYMEHTAa MOZXKET BBEICTYIIATh KaK OPraHn3allud, TaK U I'PYyIIlia OpFaHI/I3aHI/IfI, OTIIpa-
BHTeJIeM — O[JHa OpraHu3alnud.

6.2.1.2 O6MeH poKyMeHTaMu

OOMeH OOKyMeHTaMU IIPOUCXOOUT Yepes3 mouTy. [locsie perucrpamnuu JOKyMeHTa oTmpaBurenem df -
ex GopMHUPYeT ITOUTOBOE COOOIIEeHNe U OTIIPABIISIET ero Ha ITIOYTOBEIE agpeca moayJdaTerne.

MoyToBOoe coobueHne comepxuT BO BROXeHUsX XML ¢ain C nonsiMM KapTOYKM OOKYMEHTa <«
oTnpasuTens. 3TU nona HeobxooumMsl ONA UHTerpauun € «3Bpupok». B cnyvae, ecnn <«
nofsiyyateneM OOKyMeHTa siBnsieTcs opraHu3aums ARTA Synergy, M3 3Tux nonen bypgetr <+
B3ATO TONIbKO none Subject, 3HayeHne KoToporo GypeT 3anmcaHO B KpaTkKoe <
cofepxaHue OOKYMeHTa nony4artens.

Brnoxenwnst mokymenTa ARTA Synergy mo6aBisiIOTCS B IOYTOBOE COOOIIEHNE TaK JKe KaK BJIOKEHWUS.
Ecnu pa3mep datina BiuoxkeHus npeseimaetr 10MB, To ou 6seTcsa Ha yactu 1o 10MB u Kaxmast 4acTh
OTIIPaBJIAE€TCA OTOEJIbBHBIM IINCEMOM.

TpedoBaHus K popMe KapTOUKH TOKYMEHTa:

1. Ob6s3aTenbHO MOIXKHO IIPUCYTCTBOBATH I10JIe TO, CChITAOIeecss Ha 3HaYeHUs copaBoOYHuKa ExtD
tiOrganization.

2. MoxeT comepzxkaTh moye Subject, 3HaueHre KOTOPOro OyOeT 3alucaHo B KpaTKoe CofepzKaHue
BXOMSIIIEro JOKYMEHTa IToTydaTes.



http://www.debian-administration.org/article/Offline_Package_Management_for_APT
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6.2.1.3 Y4acTHUMKM oOMeHa JOKyMeHTaMu

YyacTHuKY 00MeHa MOKyMeHTaMu (oOpraHu3alluy U I'PYIINL OpraHu3aliuii) XpaHsaTcs B Synergy B cIipa-
BouHHKe c KomoM ExtDtiOrganization.

[IaHHBIN CIIPABOYHUK COMEPKUT CIIEOYIONINE TI0JIS, XapaKTePU3YIOIue YIaCTHUKA:

Kona nmoisi cipaBoOYHHKA Ha3Banue Onucanue
CTpoKa, oK Ha OBITh

UperTrdUKATOpP YyYaCTHUKA

Id YHUKa/IbHAa
Ko He umeet 3HaueHusa
DecCode A
OJIZKHO UMEeTh IIepeBObl U OHU
Ha3zBanue o b A
Name IOJIXKHEI OBITh 3aII0JIHEHEI

ITouToBEIM ampec
y4acTHUKa.I[1s9 oprasmu3anuu
email HaXOOAMINXCS Ha OOHOM
9K3eMisape AS TOYTOBHIM
agpec OOoJIKeH COoBIIafaTh.

DecMail

CTpoKa, COOTBETCTBYIOIIAS THUILY
BXO[ISIIIIET0 TOKYMEHTa
OpraHu3alMU-TIoTydaTes.
3Ha4YeHMe MOXKET OTCYTCTBOBATh
OBYX CITydasiX:

Kop THIa NOKYMeHTa * eClIY OaHHBIY IIOJIy4daTeslb
DocTypeCode SIBJISIETCS TPYIIION

* eCJIH OJIs HaHHOTO
II0JIy4daTeJid TUII JOKYMEHTa
3amuT B Gopmy (CM. HUKE
nogpa3smen «Kom Tuma
OOKyMeHTa»)

TIepeKoYaTeNb «SIBISETCS TN
TPYIIION» - €C/IU JaHHBIN
ImapaMeTp UMeeT 3HadeHue true,
3HAQUUT JaHHAas OpraHu3allugd.

IsGroup Tpynma

Opraau3anuu 00bEIUHSIOTCS B IPYIIIIL Yepe3 JOIOTHUTEIbHEIN CITPAaBOYHUK ¢ KogoM ExtDtiOrgani
zationGroup. [TaHHEBIM CIIPABOYHUK, IOJI?KEH UMETh IIOMI:

e Id - umeHTHU(UKATOP 3allCU B JaHHOM CIIPaBOYHUKE
* OrgRecordId - ugmentudukaTop Noay4daTessa u3 cupaBouyHuka ExtDtiOrganization (ae rpynner)
* Groupld - ugpeHTHPUKATOD IIOIydaTens U3 cipaBouHuka ExtDtiOrganization (rpymnmsn)

HUpenTrdukaTopkl noigydaTenel cupaBouynHuka ExtDti0rganization u uneHTU(UKATOPH CIPABOYHU-
Ka ExtDtiOrganizationGroup monkHbI OBITH YHUKAJIBHEL.

6.2.1.4 Kop Tuna poOKyMeHTa

It Toro 4ToOH 00MEH MOKyMeHTaMu paboTasl KOPPEKTHO He0oOX0AMMO IIPaBUIbHO HACTPOUTH KYP-
HaJIbl BXOOAIINX U UCXOOSAIINX HOKYMEHTOB U I103a00TUTHCSA YTOOH! OJI 3TUX KYPHAJIOB OLLIIU CO3TaHbI
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THUIIBI JOKYMEHTOB C IIPABUJIBHEIMU KOOAMM.
Koa Tumna JOKYMEHTOB [JIs1 2KyYPHadJIa BXOOsIIINUX

Kop Tuma moKyMeHTOB [JIs1 XKypHaJjia BXOASIIUX MOXKeT ObITh YKa3aH ABYMS Clloco0aMu: KaK 3HaYeHUe
nons DocTypeCode cnpaBoYHMKa OpraHu3alui WX 3allUT B GpopMy HUCXOOSLIEro NOKyMeHTa. Pac-
cMOTpHUM TnoagpobHee oba ciydas.

1. 3HaueHHe KOJIa THIIa TOKyMeHTa B mojie DocTypeCode cnpaBounuka ExtDtiOrganization

Iauuei cnoco® Hanbojiee IPOCT B MCIIOIb30BaHUM. Ero He00XomumMo BHIOPATh €CJIU €CTh HEOOXOMU-
MOCTH CYIIIeCTBOBAaHUS HECKONMBKUX OPTaHMU3AIMi Ha OMHOM cepBepe mubo [ KaXKO0W OpraHu3aluu
OOCTATOYHO HAJIMYKME OFTHOIO XKypHAsia BXOOSAIINX HOKYMEHTOB.

IIpu ucnonb30BaHUM 3TOr0 crocofa Kaxkaas OpraHu3alus MOXKET MMeTh TOJIBKO OOWH JKypHall BXO-
OANIINX U OOUH XYPHaJ UCXOOAIINX TOKYMEHTOB (MMeIOTCSI BBULY Te, KOTOpPEe OyOyT y4acTBOBaTh B
obMmeHe gokyMeHTaMu. He ydacTBylommx B 00MeHe AOKYMEHTaMM JKYyPHAJIOB MOXKET OBITh CO3[aHO
HeOoIpaHM4YEeHHOEe KOJINYEeCTBO)

2. 3HaYeHHe KoJa THUIIa OJOKYMEHTa 3aIllIUTO B (l)opMy HCXOOAIIIEero I0KyMeHTa

Tun mokyMeHTa «3alluT B ¢GOPMY» O3HAYaAEeT, YTO THUI HJOKYMEHTa, IPOHHUCaH B OpMe HUCXOMOSIIEr0
OOKYMEHTa U y JIF000TO IMoIyYaTesIs TUII JOKYMEeHTa C JaHHBIM KOIOM HOJIKEH CyIlecTBoBaTh. CTPOKa,
COOTBETCTBYIOIIAS KOOy HJOKYMEHTA, IIPOIIUCEIBAETCS B MAaHHLIX ()OPMBI TAKUM 00pPa30M:

<DocDataType>DocAnswer</DocDataType>

3uauenuem DocDataType sBisieTcst He caM KOf THUIIa HOKYMEHTa, a ero 4acTh. B Tabiulle HUXKE OIHU-
cano cooTBeTcTBUE DocDataType u koma Tua MOKyMeHTA.

DocDataType Kop Tumna mokymeHTa
DocAnswer ExtDtilnDocAnswer
Doclnc ExtDtilnDoclnc

9ToT cnocob YKa3aHusA TUIIa JOKYMEHTA MO2KHO HMCIIOJIb30BATh €CJIK KaXKasd OPraHru3alind HaXOOUuTCA
Ha BBEIOEJIEHHOM CepBepe U CYLIeCTByeT HGOGXOI[I/IMOCTI) B UCIIOJIbB30BAHHUHU OBYX 2KYPHAJIOB OJIA BXOO-
IITUX JOKYMEHTOB.

B aTOM criy4yae Ha KaxkaoM 3K3eMIIsipe AS BHI JOJIKHEI OyeTe CO30aTh TUITH IOKYMEHTOB C IePEeYHC-
JIEHHBIMHY BHIIIIE KOJJaMU U COOTBETCTBYIOIINE UM XKYpPHAIIbl BXOOSIIIAX.

Kog tumna OJOKYMEHTOB IJI5s1 2KyPHaAJ/Ia HCXOOAIIIUX

Kop tuna OOKYMEHTOB [OJid 2KyPHalJla UCXOOAIITNX OOJI2KEH OBITH BI:>I6paH HCXOOs U3 OIIMCaHHBIX HUXKE
IIPpaBUJI, UHa4Y€ — IIOCJI€ PerucTpanuu JOKyYMEHTa, OH He 6yx[eT OTIIPABJIEH IIOJIy4YaTeJIAM.

Ecnu Ha omHOM sk3eMiisipe ARTA Synergy cyliecTByeT TOJIBKO OHA OpraHu3allus-y4acTHUK oOMeHa
OOKYMEeHTaMU, TO KOJ TUIla JOKyMeHTa JojixkeH OblTh ExtDtiOutDocInc.

Ecnu Ha ogHOM 3k3emminsape ARTA Synergy cyilecTByeT HECKOJIBKO OpraHMU3alluii, TO KO THUIIa OOKY-
MeHTa AoJi2KeH uMeTh Bun ExtDtiOutDocInc - umeHTUHUKATOP OpraHU3alluN

6.2.2 YcTaHOBKa M KOH(pUrypmpoBaHue

6.2.2.1 YcTaHOBKa nakeTa

JT1oT makeT co3gaeT HeobxoguMble OnbONMMoTeKu st paboThl DFEX mopynsa. s yCTaHOBKY IIaKeTa
HYZKHO IIOCTaBUTh IIaKeT arta-synergy-dfex Ha cepsepax 8cex yuacmHukKax uHmezpayuu.

YcranaBnuBaeM naket dfex:
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aptitude install arta-synergy-dfex
B pe3ynbTaTe yCTaHOBKU ITAKETOB CO3MAIOTCS (haliIh:

1. /opt/synergy/jboss/standalone/configuration/arta/dfex/dti.xml

2. /opt/synergy/jboss/standalone/deployments/Synergy.ear/dt-int-model.jar
3. /opt/synergy/jboss/standalone/deployments/Synergy.ear/df-ex-ejb.jar

4. /opt/synergy/jboss/standalone/deployments/Synergy.ear/df-ex-web.war

Tak ke aBTOMaTU4YECKHU BHOCSITCH ciieyriye U3MEeHEeHHNsA OJIsd KaXKI0T0 Y4aCTHHUKA UHTerpaluun:

1. ABTOMaTHUeCKU co3TaeTcs odepenb B ¢aiiyie standalone-onesynergy.xml

<jms-queue name="AS EXT DTI Inbox">
<entry name="queue/AS EXT DTI Inbox”/>
<entry name="java:jboss/exported/jms/queue/AS EXT DTI Inbox"/>
<durable>true</durable>

</jms-queue>

<jms-queue name="AS EXT DTI Outbox">
<entry name="queue/AS EXT DTI OQutbox”/>
<entry name="java:jboss/exported/jms/queue/AS EXT DTI Outbox”/>
<durable>true</durable>

</jms-queue>

2. ABTOMaTHYeCcKH moOaBIseTcsa MOOyb B ¢aui /opt/synergy/jboss/standalone/deployments/
Synergy.ear/META-INF/application.xml

<module>
<ejb>df-ex-ejb.jar</ejb>
</module>
<module>
<ejb>dt-int-model.jar</ejb>
</module>
<module>
<web>
<context-root>/df-ex-web</context-root>
<web-uri>df-ex-web.war</web-uri>
</web>
</module>

3. B daitn /opt/synergy/jboss/standalone/configuration/arta/docflow-observe-configura
tion.xml Do6GaBIAIOTCS CTPOUKHU:

<?xml version="1.0" encoding="UTF-8" standalone="yes"”?>
<docflow-observe-configuration>
<listeners>
<listener>
<listenerClass>kz.arta.synergy.ext.dfex.bp.BPListener</listenerClass>
<sources>df-ex</sources>
</listener>
<listener>
<listenerClass>kz.arta.synergy.ext.dfex.bp.BPOutgoinglListener</listenerClass>
</listener>
</listeners>
</docflow-observe-configuration>
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6.2.2.2 HacTpoOMKM Ha cepBepe MHTerpauum

6.2.2.2.1 Co3paHue ¢opmbl
1. 3axomum B «SynergyAdmin»:

1. maem npaBa «COTPYOHUK KaHIENApUN» U «MeTomoJior» Iojab30oBaTento Admin
2. co3maeM rpyniy B «XpaHumuile» u godasisgeM B Hee moab3oBaTesss Admin

2. 3axomuM B «Configurator»:
Naem «ITomHBIM OOCTYII» OJi TPYIIH ITOJIb30BaTessa Admin B «XpaHunuiie» - «ITankm»

3. 3axoguM B «Synergy»:
BriknagsiBaeM GopMel B «XpaHUIUIIE»

4. Bo3BpamiaeMcs B «SynergyAdmin»:

ITepetiTu B Monynb «®opMbr» (Xpanunuile — QOpMBI) U HAaIPOTUB 3TUX (GOPM B TabIuIle BHICTA-
BUTH 4eKOOKC B cTO/O1Ee «Omy0IMKOBaHO» U COXPAaHUTh U3MEeHEeHUS HaXaB Ha KHONKYy «Coxpa-
HUTBL>» o7 Tabmune.

6.2.2.2.2 Co3paHue TUNOB AOKYMEHTOB U )XXypHaJioB

INepexomum B «Configurator»:

1. Co3pmaem «CueTUYHUKU» OJIS BXOOAIIUX U UCXOOSAIITUX.
2. Co3maem «I1Ta6mo0H HOMepa» C CO3TAaHHBEIM «CUETUYHKAMU».

3. Co3maeM «2KypHamnbl». 171 KaKA0M OpraHM3alliy Co3qaeM KypHal «BXoOAux TUCeM» C TUIIOM
JKypHajla «BXOOAIIUNW» U XKypHal «MCXomdamux nuceM» C TUIOM XKypHala «ucxogammi». [
BCeX XKYPHaJIOB BEIOUpaeM «I1abI0H HOMepa» CO3IaHHEIM paHee. [laeM Bce IpaBa IJisl 10JIb30Ba-
Tensg Admin, mis gpyrux mosjb30BaTesied COTlacHO TPeOOBaHMSAM OPTraHM3alluu.

4. Nna kaxporo 2KypHasna co3gaeM «Tum mokymeHTa». B mosie Kog BBogumM TekcT ExtDtiInDocInc -
UOeHTU(GUKATOP OpTraHU3alluM OIS XKypHaloB «Bxopsmiux nuceMm» u ExtDtiOutDocInc - upen-
TU(PUKATOP OpraHu3aluy [Aas XKypHasoB «Hcxomsamux nuceM». BrIOMpaeM COOTBETCTBYIOIIUH
«XKypran» u «®opMy OOKyMeHTa», faeM «IIOoCTyII».

>[lpuMeyanme: > >Tun gokymMeHTa ponkeH 6biITb MOEHTUYHBM B «SynergyAdmin» - « <
OokyMeHTo060pOT» - >«Tunbl QOKYyMEHTOB» - nosie Kog un server:5000 — none <«
DocTypeCode.

6.2.2.2.3 HacTtpo#ka dti.xml

IlepexomuM B KOHCOIIL cepBepa. Heobxomumo HacTpouTh dti.xml B 4eTKOM COOTBETCTBHU C HACTPOU-
KaMH ITOYTHI:

nano /opt/synergy/jboss/standalone/configuration/arta/dfex/dti.xml

ITone <organization-id> 3anmonusieTca udeHmugpukamop opz2aHusdayuu. IIpu HacTpoiike dtint-con
trol maHHBIE 3TOTO0 IOJISI Hago OymeT BBecTH B moiie ID.
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<?xml version="1.0" encoding="UTF-8" standalone="yes"”?>
<configuration xmlns="http://www.arta.kz/xml/ns/as/ext/dti”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xsi:schemalLocation="http://www.arta.kz/xml/ns/as/ext/dti dti.xsd”>
<organization-id>upeHTudukatop opraHumsauumu</organization-id>

<mail>
<!-- nmapaMeTpbl YTE€HUS MNOYThbl -->
<inbox>
<protocol>imap</protocol>
<host>imap.arta.kz</host>
<port>143</port>
<use-ssl>false</use-ssl>
<connection-timeout>300000</connection-timeout>
<timeout>300000</timeout>
<user>noyrta</user>
<password>naponb</password>
</inbox>
<!-- napameTpbl pA8 OTNPaBKW NOYTH -->
<outbox>
<protocol>smtp</protocol>
<host>smtp.arta.kz</host>
<port>25</port>
<use-ssl>false</use-ssl>
<connection-timeout>300000</connection-timeout>
<timeout>300000</timeout>
<user>no4yta</user>
<password>naponb</password>
</outbox>
<!-- MHTepBan NpoBepKM HOBbIX coobweHun -->
<fetch-interval>10000</fetch-interval>
<!-- ocTaBnATb coobueHus Ha cepBepe (noka He paboTaer)-->
<remove-from-server>false</remove-from-server>
<!-- IMAP nanka-->
<imap-folder>INBOX</imap-folder>
<!-- MaKCMManbHbIM pa3Mep OaHHbIX, OTnpaBnsembix 6e3 cxatusa-->
<max-unpacked-size>10485760</max-unpacked-size>
<!-- pa3mep ToMa (NpuM apxMBUPOBAHUM) -->
<part-size>10485760</part-size>
</mail>
</configuration>

6.2.2.2.4 HacTtpo#ka dt-int.json

[I711 HacTPOMKM MMOIb30BATEIS, OT UMEHU KOTOPOTO OYIYT BHITIOJIHSTHCS pPa3/IMYHbIEe 3alIPOCH], HAIPU-
Mep:

¢* Ha IIOJIy4eHHue TUlla JOKYMEHTa;

¢ Ha IIOJIY4YE€HHE IIe4YaTHOI'O IIPEeaCTaBJIEHUS;
¢ Ha 3allHCh JIOT'a B X0/ BEIIIOJIHEHU A ;

®* U T.II.

OTpedakTUpyuTe Gau:

nano /opt/synergy/jboss/standalone/configuration/arta/dfex/dt-int.json

ITo ymonuanuto, ¢ailyi COmepKUT:
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{
"url”: "http://127.0.0.1:8080/Synergy”,
"username”: "1”,
"password”: "1”

}

HeO6XOHI/IMO BBECTH JIOTHH U ITIAaPOJIb II0JIL30BATEJIA.

6.2.2.2.5 Hacrtpomuka dt-int-control

dtint-control - momonHuTENBHEIN HHTEPDENC OIS IIeHTPaIN30BaHHOM PACCHIIKY CITPABOYHUKOB y4acCT-
HUKaM oOMeHa.
st ycranoBku dtint-control moryt moHagmoOUTHCS OOMOIHUTENBHBIE ITAKETH

aptitude install supervisor
aptitude install python-pip
aptitude install python-virtualenv

Insa ycranoBku dtint-control BBeguTe KoMaHOy

aptitude install arta-synergy-dtint-control

6.2.2.2.5.1 HacTtpo#ka OTNpPaBKM MOYThI

151 HaCTPOUKHU MOYTH OTPEAaKTUPYUTe (aitn:

nano /opt/dt-int/app/app/__init .py

app.config[ '"MAIL SERVER’] = '192.168.1.223" //no4ToBbN CepBep

app.config['MAIL PORT’] = ’'25' //nopT pna oTnpaBku smtp
app.config[ 'MAIL USERNAME’'] = 's int7’' //uma nonb3oBaTtens
app.config[ "MAIL PASSWORD’'] = ’'1234' //naponb (MOXHO 3aKOMMEHTMPOBATb, €CJ/IN HE HYXHO)

app.config[ 'MAIL USE TLS'] False //HacTponKuM MNOOKIIOYEHUS
app.config[ "MAIL USE SSL'] False //HacTpoWku MOOKIOYEHUS
app.config['MAIL DEFAULT SENDER’] = ’'admin@arta.pro’ //0T 4bero uMeHu OTNpaBAsfATb NUCbMa

B mpanHOM (bafme MOZKHO PeHaKTHUPOBATh 3HAYEHUA TOJIBKO BEIINIE€YKA3aHHEIX ITaPaMeTPOB, OCTAJIbHEIE
IIapaMeTpPhl USMEHATH HE HY2KHO.

I npuMeHeHHUs HaCTPOEK IIoclie u3MeHeHusd ¢aiina init  .py:

supervisorctl restart app

[lepe3arpy3uTe cepeep.

Ilanee nepexonum B Gpay3ep, Habupaem agpec http://<ip server>:5000 u HacTpauBaeM opraHu3a-
uuu oOMeHa JOKyMEeHTaMu:

1. ymansieM Bce UMeIOIINECs 3aluCH.

2. moGaBisieM HOBYIO 3amnuch (Opranusaiuu — J[100aBUTh).

3. mone Id - uGeHmugukamop opzaaHu3zayuu, MONMXKHO OBITH UIEHTUYHO IIOJII0 <Organization-id>
u3 ¢datina dti.xml.

4. mone DocTypeCode - umeHTUYHBIM B «SynergyAdmin» - «JJoKyMeHTO000pOT» - «TUIIBl MOKYMEH-
TOB» - tosie Kopg === ExtDtiInDocInc- udeHmupukamop opzaHusauvuu.
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mosist Name ... - 3aIlOJIHSAIOTCSA Ha3BaHKWEM OpPTaHU3alllu.
nosie Email - mom>KHO COOTBETCTBOBATh JaHHLIM U3 ¢atina dti.xml.

HaxXxuMaeM «J[100aBUTH».

© N o v

€CJI y HaC HEeCKOJIbKO OpTaHM3aIli#, TO MOBTOPSEM IYHKTH C 2 MO 7, IpU 3TOM yuuThBas 1D
3aBeJleHHEIE Ha OIPYTUX CepBepax.

IIpumeuyanue

[Inss mpocToTH MOHMMaHUS Bcex ID mpenjaraeM HMCIOJb30BaTh €IUHBIN UAeHTUDUKA-
TOP OpraHu3aluy [OjIs KoJa THUIla OHOKyMeHTa u3 /SynergyAdmin, gns <organization-
id>u3 darima dti.xml u gns momns Id u3 HacTpoek opranusanuu B http://<ip server>:
5000.

9. mocne OKOHYaHUS BBOJA BCEX OpraHM3aluil HaXXuMaeM KHOIIKY «Sync» M eciu Bce OBIIO ce-
JIaHO IIpaBUIbHO, TO B «CnpaBouHukax» (Configurator — IIpoiteccsl — CIpaBOYHUKM) HOIXKHO
mo0GaBUTCSI TPU CHPAaBOYHMKA C KOOaMU HauWHAIONMMUCST Ha ExtDti.

3axoOguM B IIOJIb30BaATENILCKYIO YacTh Synergy [lepexonum B Xpauunuiue — JJoKyMeHTH — 2KypHaibl
U B CITMCKE [IOJIZKHBI OBITh XKypPHAaHl «Bxomsiei mouTel» U «CXOsIe oY ThI».

ITpoBepsiem paboTy.

6.2.2.3 [onosiHUTEJibHble HAaCTPOUKU. JlorupoBaHue

[71sT HACTPOUKM JIOTUPOBAHUS NEUCTBUU TTO OTIIPABKe U TOJTYYEHUI0 OTKPOMTe (aii:

nano /opt/synergy/jboss/standalone/configuration/standalone-onesynergy.xml

B anemenT subsystem xmlns="urn:jboss:domain:logging:1.1"” mo6aBbTe clemymolllee:

<periodic-rotating-file-handler name="integration-handler”>
<formatter>
<pattern-formatter pattern="%d{HH:mm:ss,SSS} %-5p [%c] (%t) %S%E%n”/>
</formatter>
<file relative-to="jboss.server.log.dir” path="integration.log”/>
<suffix value=".yyyy-MM-dd"/>
<append value="true”/>
</periodic-rotating-file-handler>
<logger category="kz.arta.synergy.ext.dfex">
<level name="TRACE"/>
<handlers>
<handler name="integration-handler”/>
</handlers>
</logger>

BRITIOTHUTE CIEOYIOUINM 3alpocC:

use synergy;

update sc_application log provider set alp jndi='java:app/df-ex-ejb/ «
DTIApplicationLogProviderEJB!kz.arta.synergy.ejb.log.ApplicationLogProvider’ WHERE +
alp _id="EXT DFEX';

YT0oOBI IOCMOTPETE JIOTH

tail -f -n 100 /var/log/supervisor/app-stderr---supervisor-...log
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6.3 Busyanusauuma paHHbiX B ARTA Synergy

7151 ost BU3yanu3alluy JAaHHBEIX B Synergy UCIonb3yeTcss KoMOuHanus nHCTpyMeHToB Elasticsearch
u Kibana.

Elasticsearch (ES) - 3T0 MOIIIHEIM UHCTPYMEHT [JI51 IOJTHOTEKCTOBOTO IIOMCKAa U aHaln3a gaHHBIX. OH
TO3BOJISIET OBLICTPO 3arpyKaTh, BHITIOIHSATH IIOUCK U aHAJIM3UPOBaTh OOJIbIlINe 00beMbI JaHHBIX. OnHa-
kKo ES He umMmeeT cneruanbHONM BU3YyaJIbHOM 000JIOYKM, U €T0 UCIIOJIb30BaHWE BO3MOXKHO C ITOMOIIIBIO
Habopa cremnuanbHbIX API.

Kibana - aTo mimatdopma misi aHaIu3a U BU3yanu3aiuu gaHHBIX. Kibana o6pabaThiBaeT maHHBIE, 3a-
rpyxkeHnHble B ES, u paboTaeT TonbKO napanienbHo ¢ HuM. Ecnu paborta ¢ ES nmpeamosaraeT UCIIONb-
30BaHMWE CHelHalIbHOT0 CHMHTakKcuca kKoMmaHm, To Kibana mo3BossieT o6pabaThiBaTh Te K€ OaHHBIE C
TTOMOIIIBI0 BU3yanbHOTO nHTepdetica. [Ipu aTom Kibana cogepKuUT UHTEPIIPETATOP, ITO3BOISIOINH HUC-
IM0JIb30BaHUE BCEX BO3MOXKHOCTEM M CleliMalbHBIX KoMaH[ ES.

HNupekcanust © 06paGoTKa MCXOOHBIX OJaHHBEIX Synergy IIpPOM3BOOUTCS C HMOMOINbio ES, mampHeHIui
aHaIMu3 U BuU3yanms3anusd - ¢ nomonisio Kibana.

B HacTosIeM OOKyMeHTe OyOyT PacCMOTPEHBI TOJILKO HEKOTOPhIE M3 BO3MOXKHOCTEH 3THUX HHCTPY-
MEHTOB, HEIIOCPEeICTBEHHO OTHOCSIIHECS K 3afade BU3yaIu3alluy OAaHHHIX. [IJ1s mIoOgpoOHOTO H3yde-
HHUST BCEX UX BO3MOXKHOCTEH M CIIOCOO0B MCIIOIb30BaHUsI PEKOMeHOyeM oOpaimaTbCs K opuImanbHOM
OOKYMEHTAaIlUH:

¢ Elasticsearch;

¢ Kibana.

6.3.1 CucteMHble TpeboBaHuna

s peanu3anuu guarpaMM HCIONL3YyI0oTCSa NTponyKTH Elasticsearch (uHOekcaums maHHBIX U IIOUCK) U
Kibana (Bu3yanusanus ganHbX). Haubonbinue cucTteMHbIe pecypchl 3aHuMaeT Elasticsearch (ES). s
ero paboTH PeKOMEeHIyeTCs UCIIOIb30BaTh OTHENIbHEIM cepBep. Hanbonee KpUTUYHEIM PECYPCOM OIS
ES siBnsieTcst omepaTHBHAS HaMsiTh: MUHHMAaJIbHBIN JOIIyCTHMBIN pa3Mep - 8Gb, pekomeHgyeMbrit
-oT 16 mo 64 Gb.

s xpaHeHUsI MHOEKCOB PEKOMEHOYETCS BEIOENATh OTAeNbHBEIM OuckK unm RAID-maccus, npudeM xke-
JaTeJIbHO MCIO0JIb30BaTh SSD.

AKTyaJ'[beIe CUCTEMHEIE TpGGOBaHI/IH IIepeyvdYuCJIEHEl 3[eCh.

6.3.2 NopknwyvyeHue nakeToB Elasticsearch u Kibana

IMaketw Elasticsearch u Kibana, moaroToBieHHbIe OJI MHTerpaluu U Synerdgy, a TakXe akeT yCTa-
HOBKM Java 8 pacnosaraiorcs B perno3utopuu unstable. 11 KOppeKTHON YyCTaHOBKU yOeOUTECh, YTO
B daiine /etc/apt/sources.list mponucansl U He 3aKOMMEHUPOBAHEI CJIEAYIOINE CTPOKU:

deb http://deb.arta.kz/tengri unstable main contrib non-free

OGHOBUTE PEO3UTOPUH, BEIIIOJIHUB KOMAaH/Y:

aptitude update



https://www.elastic.co/products/elasticsearch
https://www.elastic.co/products/kibana
https://www.elastic.co/guide/en/elasticsearch/reference/current/getting-started.html
https://www.elastic.co/guide/en/kibana/current/introduction.html
https://www.elastic.co/guide/en/elasticsearch/guide/master/hardware.html
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6.3.2.1 YcTaHoOBKa Java

PekomeHOyeTCsI IpeaBapuUTEIbHO YCTAaHOBUTD Java. [Insa paboTtsl ES Heo6xomuMa 8 Bepcus Java.
YcraHOBKa U3 NOJKIIOYEHHBIX PEIIO3UTOPHEB
Bepcueii Java 110 yMOTYaHHIO [OJI?KHA CTATh 8-51, IO3TOMY BHITIONHSIEM B CJIEQYIOIIEM MTOPSOKe:

aptitude install oracle-java8-installer

7151 TOTO, YTOOBI IIPOBEPUTH, YTO Java I10 YMOJIYaHHUIO 8-51, BHLITIOJIHSIEM KOMaHOy:

java -version

BriBom moixkKeH OBITh TAKUM:

java version "1.8.0 111"
Java(TM) SE Runtime Environment (build 1.8.0 111-bl4)
Java HotSpot(TM) 64-Bit Server VM (build 25.111-bl4, mixed mode)

Ecnu Java o yMOI4YaHUIO IIONMyYHiia OPYTYI0 BEPCUIO, BEIBOJUM CIIMCOK YCTAHOBJIEHHBIX BEPCHI, BEI-
IIOJTHUB KOMaHMY:

update-java-alternatives --list

CHOMCOK YCTaHOBJIEHHBIX BepCUM OyOeT BHIBEEeH B CIIEOVIOIIEM BUIE:
java-1.7.0-openjdk-amd64 1071 /usr/lib/jvm/java-1.7.0-openjdk-amd64
java-8-oracle 1081 /usr/lib/jvm/java-8-oracle

ITepeknoYuM BEPCHUIO Ha HYKHYIO, BLIIIOJIHUB KOMaHY:

update-java-alternatives --set java-8-oracle

6.3.2.2 YcTtaHoBKa v HacTtpouka Elasticsearch

IInsa koMmmnekcHoM ycTaHoBKH Java8 u Elasticsearch Heo6xomuMo yCTaHOBUTL OOIIMHM MaKeT:
aptitude install arta-synergy-indexator-elasticsearch

OTOT IaKeT II0 3aBUCUMOCTSM yCTAHOBUT NTaKeTHl oracle-java8-installer u elasticsearch, a Tak-
Ke yCTaHOBUT BEPCHUI0 Java 10 YMOJIYaHUIO ¥ HaCTPOUT KOH(PUTYPAlIMOHHEIE (haulsIbl.

3anyck ES ocyiiecTBnsaeTcss KOMaHOOU:

/etc/init.d/elasticsearch start
KoMaHAOH OCTaHOBKH, Ilepe3allyCcKa U IIPOBEPKHU cTaTyca ES aHamoru4Hbl UCIIONb3YEMBIM 1715 jboss:

* stop - 0OCTaHOBKa;
e restart - nmepe3anyck (komO6uHanusa Komana stop u start);
* status - mpoBepka TeKyIero craryca ES.

ITo ymonuanuio ES moctynen mo agpecy localhost:9200. MiaMeHUTDH 3Ty HAaCTPOMKY MOKHO B (aiie
/etc/elasticsearch/elasticsearch.yml.

ITpoBepuTh 3amyck ES MoxkHO, mepeins B 6pay3epe 1mo agpecy Localhost:9200 mu6o BEIIOTHUB KO-
MaHAOY:
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curl localhost:9200

BriBOO momKeH OBITh TAKUM:

{
"name” : "RFSWkzt”,
"cluster name” : "elasticsearch”,
"cluster uuid” : "r67YbmerQvyNHdx1zDIt3A",
"version” : {
"number” : "5.1.2",
"build hash” : "c8c4cl6”,
"build date” : "2017-01-11T20:18:39.146Z2",
"build snapshot” : false,
"lucene version” : "6.3.0"

}

”

’
agline” : "You Know, for Search”

IIpumeuanue:

Ecnu ES paGoTaeT Ha OTOEJIPHOM CEPBEpPE, CIIeAyeT yKa3aThb eT0 ip-agpec B KOH(QUTypaIHOH-
HBIX (patinax /opt/synergy/jboss/standalone/configuration/arta/elasticConfigurat
ion.xml (mapametp url, Hampumep, <url>http://192.168.1.130:9200/</url>) u /etc/
kibana/kibana.yml, packoMMeHTHpOBaB U U3MEHUB CTPOKYy elasticsearch.url: "http:
//192.168.1.130:9200".

6.3.2.3 YcTtaHoBKa m HacTtpouka Kibana

B KoHCOM cepBepa BHIIOJHUTE KOMaHAOY:

aptitude install kibana

ITo ymonuauuio Kibana 3amyckaercsa mmo agpecy localhost:5601, ampec ucnons3yemoro ES - localh
0st:9200.

I oGecrielteHuss 6€30IIaCHOCTH JaHHBIX MEl HACTOSITEIHHO PEKOMEHayeM NU3MEHUTD 9TU HaCTPOU-
KM U HCIOJIb30BaTh BMecCTO mmopTta 5601 agpec <host>/kibana. 9Ty HacTpoiiku yKa3bIBalOTCS B KOH-
urypammonsnoM ¢atine Kibana: /etc/kibana/kibana.yml.

Ecnu Heobxomumo, uToOrl Kibana GbIya goCTyIIHa MO JIOKAJIbHOM CETHU, HY’KHO U3MEHUTH ITapaMeTp
server.host, ykasas gns Hero IP-ampec cepsepa Kibana u pacKoMMeHTHPOBaB COOTBETCTBYIOIIYIO
CTPOKY:

# Kibana is served by a back end server. This setting specifies the port to use.
#server.port: 5601

# Specifies the address to which the Kibana server will bind. IP addresses and host <
names are both valid values.

# The default is ’'localhost’, which usually means remote machines will not be able to <+
connect.

# To allow connections from remote users, set this parameter to a non-loopback address.

server.host: "127.0.0.1"

# Enables you to specify a path to mount Kibana at if you are running behind a proxy. <«
This only affects

# the URLs generated by Kibana, your proxy is expected to remove the basePath value <+
before forwarding requests

# to Kibana. This setting cannot end in a slash.
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server.basePath: ”/kibana”

# The maximum payload size in bytes for incoming server requests.
#server.maxPayloadBytes: 1048576

# The Kibana server’s name. This is used for display purposes.
#server.name: "your-hostname”

# The URL of the Elasticsearch instance to use for all your queries.
#elasticsearch.url: "http://localhost:9200"”

# When this setting’s value is true Kibana uses the hostname specified in the server. <«
host

# setting. When the value of this setting is false, Kibana uses the hostname of the <+
host

# that connects to this Kibana instance.

#elasticsearch.preserveHost: true

3anyck Kibana ocyiecTBnsieTcss KOMaHOOM:

/etc/init.d/kibana start

KomMaHAbI OCTaHOBKY, Ilepe3allycka U IIPoBepKHU cTaTyca Kibana aHamoruyHbI UCIIOIb3YEMEIM IJ1s jboss
u ES.

IIpuMmeuanue:

Bo Bpems 3amycka u pa6oTel Kibana o6s13aTenbHO momKeH OBITH 3amyiieH ES, nHaue BO3-
HUKHET oIlInbKa:
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‘ LUEUEN Status: Red
f‘_ﬁw"ze—_ Heap Total69 40 Heap Used60 49 Load 0.1 0, 006,
Dashboard (MB) (MB) 0 35

Timelion

Dev Tools

Management Response Time0_92 Response Tlme'] 83 Requests Pero 33
Avg (ms) Max (ms) Second

Status Breakdown
ID Status

ui settings A Elasticsearch plugin is red

plugin:kibana@5.1.2 + Ready

plugin:elasticsearch@s.1.2 A Unable to connect to Elasticsearch at http://localhost:9200.
plugin:console@s.1.2 + Ready

plugin:timelion@5.1.2 + Ready

o Collapse

Puc. 6.1: Omubka «Status: RED»

6.3.2.4 3awwmTa Kibana

Kibana He HMeeT BCTPOEHHBIX CPECTB IJIsI KOHTPOJIsSI JOCTYyIa: IIPU IIepexoe 10 agpecy 100
II0JIb30BaTEIb MMeET IIOJIHLIE IIPaBa Ha 3alliCh, PelaKTUPOBaHue U yoaneHne nauHex. Eciu TpebyeTcs
obecIieyeHre 3aIIUTH], IpefjlaraeM UCIOIb30BaTh CPEACTBa Nginx reverse proxy.

Huxe npuBenéM npuMep C YyCTAHOBKOM 3alIUTHI OT BXOOa B MOAYJIL ITpU oMoy web-cepBepa nginx,
ero momynes http auth request module, headers-more-nginx-module u metoma REST API Synergy
rest/api/auth/{role}. BymeMm npenmnonaraThb, YTO UCIOJIb3yETCS CTAaHAAPTHHIM KOHPUTYpPaIIMOHHBIN
daiin o nginx, mocTaBiIseMbIN BMeCTe C Synergy, synergy-base.

6.3.2.4.1 BBopHas 4YacThb
Beb6-cepBep NginX BCTPOEHHBIMY CPENCTBAMU O3BOJISIET OTPAHUYNBATh JOCTYII K CEPBEPY UIIH KAKOMY-

6o location-y c mpoBepKoO# UMeHHU ITOIb30BaTES U ITapoJis mmo nmporokoiry «HTTP Basic Authentication»,
OOHAKO CTaHOAPTHHIM Momynb NgX_http auth basic module mosBosnsieT 3apaThk TOJIBKO CTaTUYECKUE



http://nginx.org/ru/docs/http/ngx_http_auth_request_module.html
https://github.com/openresty/headers-more-nginx-module
http://tdd.lan.arta.kz/docs/synergy/trunk/sdk-doc/swagger/#!/system/get_api_auth_role
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mapkl JIOrUH:Napofib B mapoabHoM ¢aiine. ME XKe XOTHUM HUCIIOIb30BaTh HaHHBEIE YUETHEBIX 3alucen
Synergy, ¥ B 9TOM HaM IIOMOXKeT MogyJjib ngx http auth request module. 3ToT MOmynb OrpaHUYU-
BaeT [OCTYH IIYTEM BHIIOJTHEHUS ITOI3aIIpoca CO BCEMHU 3arojIOBKaMM OPHUTHUHAJIBHOTO 3ampoca. Eciu
KOJIOM OTBEeTa Ha ImoAs3anpoc 6ymeT 2XX, To ayTeHTUudUKanusa 6yaeT CUuTaThCs MPOUAeHHOM, B ClIy4ae,
ecy noxsanpoc Bo3BpalaeT 401-i1 kop omuOKM, B OTBET Ha OPUTHMHAIBHEIN 3anpoc OymeT mepenaH
3arosyioBok WWW-Authenticate u3 nmogsampoca.

CnenmanbHO OJ1s1 TOmOOHEBIX CIy4YaeB B Synergy npenycMmoTtpeH meton API rest/api/auth/{role}, roe
BMecTO {role} moxkHO nepemath user, administrator unu methodologist. B cnygae, ecnu monb3o0-
BaTeJIbCKME [aHHLIE aBTOPU3allnU, IepeaaHHbie B 3arooBke Authorization, cooTBeTCTBYIOT I10JIL30-
BaTeJI0, KOTOPHIUA

1. ©UMeeT ODOCTyII B CUCTEMY U
2. obrnapaeT yKa3aHHOM POJIBIO,

MeTOoI BepHET kKop 200, B oOpaTHOM ciydae - 403, a Ipu oTCyTCTBUM 3aroioBka Authorization - 401.

Mogyns headers-more-nginx-module moHamoOGUTCS HAM [JIsi TOTO, YTOOH 3aMEHHUTDb COOePKUMOe 3a-
ronoBka WWW-Authenticate, kotopoe nepenaét API Synergy - B IeNsxX yIPOIEeHUS UHTErpAIliy BHEII-
HETO0 IMPOUTPHIBATENISA TaM celiyac rnepenaércs None BmecTo Basic, a ctaHmapTHas AUPEeKTUBa Nginx,
add _header, He cpabaTeiBaeT mpu 401 Kozie oTBETa OT IIPOKCH.

6.3.2.4.2 HacTpouka

I Hayana HeoOXOOMMO YCTAHOBUTE IMAKeT Nginx-extras. Bo3aMoxeH KOHMIUKT C ITaKeTOM nginx-
full (ecnu oH y Bac yCTaHOBJIEH) - B 3TOM CJIy4ae CMeJI0 3aMeHsNUTe MOCIeOHuM Ha nginx-extras -
OH COLEPIKUT BCE TO XKe caMoe, 4To 1 nginx-full + momonmHUTEeIbHbBIE MOIOYIIH.

# aptitude install nginx-extras

ITocne ycTaHOBKY BaM HE0OX0OUMO H00aBUTh B KOHQUTYPAIIMOHHKIN (aii synergy-base crnegyroiiue
OUPEKTUBKI:

# editor /etc/nginx/sites-enabled/synergy-base

[ ... 1]

server {
server_name synergy.arta.pro; #DO NOT CHANGE. use dpkg-reconfigure arta-synergy-synergy

[ ... ]

# HoBbin location, ucnonb3yeMsii pas ayTeHTudukaumu

location = /auth-kibana {
proxy_pass http://127.0.0.1:8080/Synergy/rest/api/auth;
more _set headers -s 401 'WwWW-Authenticate: Basic’;
proxy_pass_request body off;
proxy set header Content-Length ""”;
proxy set header X-0riginal-URI $request uri;

}

# W B cekuuw, KoTopas cooTBeTcTByeT Kibana
location ~ ~/kibana/(.*)$ {
rewrite /kibana/(.*) /$1 break;
proxy_pass http://127.0.0.1:5601;
proxy http version 1.1;
proxy_set header Upgrade $http upgrade;
proxy set header Connection 'upgrade’;
proxy set header Host $host;
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proxy cache bypass $http upgrade;
auth_request /auth-kibana;

[ ... ]

Ha aToM HacTporka 3aKOHUEeHa, epe3arpy3uM KoHdurypamuio nginx u kibana:

# /etc/init.d/nginx reload
# /etc/init.d/kibana restart

Teneps ons moctyna K /kibana/app/kibana Heo6xommmo BBECTH JIOTHH U ITAPOJIb aKTUBHOM YUETHOM
3alucu Synergy.

6.4 HacTpouka mHaekcaTopoB

[I7st yCKOpeHus TToMCKa U 0ToOpaXKeHus JaHHBIX B Synergy - ¢opM, ¢aiioB ¥ JOKYMEHTOB - UCIIOJTh-
3y10TCs UHOekcamopul. [1o yMOJT4aHHUIO UCIIONTB3yeTCss nHAeKcaTop Lucene. ITpu He0GXOOUMOCTH, €CIIH
HeoOXoauM OBICTPHIM ITOUCK 10 O0IbIIIOMY 00BeMY maHHBIX, Lucene MmoxkeT ObITh 3aMeHeH Ha Elasticsearch.

KoHburypupoBaHue HHOEKCAaTOPOB BHIIIOJIHSAETCS B COOTBETCTBYIOIUX Xxml-darinax:

e /opt/synergy/jboss/standalone/configuration/arta/luceneConfiguration.xml
e /opt/synergy/jboss/standalone/configuration/arta/elasticConfiguration.xml

6.4.1 HaCTpOﬁKa KoJinyectBa CUMBOJIOB AJid NTOUCKa U COPTUPOBKMU TEKCTa

II/IuHa TEeKCTa OJIsI MO/IHOTO COBIAaAeHUs1

Hactpoinka exactStringlLength perynupyeT MakcMManbHy OfMHY TeKCTa AN MOUCKa <+
TOYHOro coBnapgeHusi. Becb TekcT 6onbwen pgnuHbl obpe3aeTcH.
Mo yMon4aHuMlw MCNonb3yeTcd 3HavyeHue 100 CuMBONOB.

[711 m3MeHeHUs 3TOr0 3HAYEHUS HYXKHO B KOHGUTYPAIIMOHHEIN (aljl MHAEKcaTopa J00aBUTh HOBYIO
HaCTPOUKY BHAa <exactStringlLength>HoBoe konuyecTBO cumsosnioB</exactStringlLength>

ITpumep Hactpoiiku ansa Elasticsearch:

<?xml version="1.0" encoding="UTF-8" standalone="yes"”?>
<configuration xmlns="http://www.arta.kz/xml/ns/ai”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xsi:schemaLocation="http://www.arta.kz/xml/ns/ai http://www.arta.kz/xml/ns/ «
ai/index.xsd”>
<!-- URL poctyna K cepsepy Elasticseach -->
<url>http://localhost:9200/</url>
<exactStringlLength>500</exactStringLength>
<forms>
<l-- ... -->
</forms>
<files>
<l-- ... -->
</files>
<docs>
<l-- ... -->
</docs>
</configuration>
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OauHa TEeKcTa OjIst COPTHPOBKH

HacTpoika sortStringlLength perynupyetr MakcuManbHyl0 OJIMHY TeKCTa AN CPaBHEHUA M <«
COPTUPOBKKU CTPOK. Becb TekcT Gonblei onuHbl obpe3aeTcs.
Mo yMon4yaHui MCnonb3yeTcsa 3HayeHue 50 CuMBOMOB.

[711 m3MeHeHUs 3TOr0 3HAYEHUS HYKHO B KOH(GUTYPAIIMOHHBIN (aljl MHAeKcaTopa J00aBUTh HOBYIO
HACTPOUKY BUpa <sortStringlLength>HoBoe kKonuyecTtBo cuMBonoB</sortStringlLength>.

IMTpumep Hactporiku ansa Elasticsearch:

<?xml version="1.0" encoding="UTF-8" standalone="yes"”?>
<configuration xmlns="http://www.arta.kz/xml/ns/ai”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xsi:schemalLocation="http://www.arta.kz/xml/ns/ai http://www.arta.kz/xml/ns/ <«
ai/index.xsd"”>
<!-- URL poctyna Kk cepBepy Elasticseach -->
<url>http://localhost:9200/</url>
<sortStringLength>300</sortStringLength>
<forms>
<l-- ... -->
</forms>
<files>
<l-- ... -->
</files>
<docs>
<l-- ... -->
</docs>
</configuration>

6.4.2 HacTtpouka konuuyectsa pennuk B Elasticsearch

I71 KasKoo¥ U3 UHOEeKCUPYEMEIX CYIITHOCTEN - popM, dhalijioB U JOKYMEHTOB - pelnukaiuio B Elasticsearch
MOZKHO HacTpauBaTh OTHENIbHO. ITa HaCTPOMKa BHIIOIHSIETCS C IOMOIIBIO ceKlni <shards-count> u
<replicas-count> B daiine koupurypanuu elasticConfiguration.xml:

* <shards-count> perynupyer KOIu4eCcTBO I1apaoB. [10 yMOT4aHWIO YCTaHOBIEHO 3HaYeHue 1, u3me-
HSTH €r0 He PEKOMEHOYeTCsI;

* <replicas-count> perynupyert KOIU4EeCTBO PEIUINK. PEKOMEHIyeTCS UCII0Ib30BaTh 3HaYEHUE PaB-
HOe KOJIMYEeCTBY N-1, TAe n - KOJIM4YeCcTBO HOJ B KnacTepe. Ecnu Hox Gonbiie 4 - To n/2+1.

ITpumep datina koupurypanum elasticConfiguration.xml:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<configuration xmlns="http://www.arta.kz/xml/ns/ai”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xsi:schemaLocation="http://www.arta.kz/xml/ns/ai http://www.arta.kz/xml/ns/ «
ai/index.xsd”>

<l-- ... -->
<forms>
<l-- ... -->
<!-- KonunyecTBO Wwappos. PekoMeHOyeTCs WUCMONb30BaTb 3HAYEHUE MNO-YMOJSTYAHUI - ->
<shards-count>1</shards-count>
<!-- KonunyecTBo Pennuk. pekoMeHOyeTCs UCMNONb30BaTb 3HAYeHMe paBHOE KOIMYeCTBY n-1 <«

roe n- KoOAM4ecTBO HOQ B KiacTepe. ecnu Hop 6onbwe 4 - 10 n/2+1 -->
<replicas-count>1</replicas-count>
<l-- ... -->
</forms>
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<files>
<l-- ... -->
<shards-count>1</shards-count>
<replicas-count>1</replicas-count>

</files>

<docs>
<l-- ... -->
<shards-count>1</shards-count>
<replicas-count>1</replicas-count>

</docs>

</configuration>

Bornee nonpobuyio ungdopmanuio o kinactepe Elasticsearch MoxxHO MOTy4uTh 30€Ch:
https://www.elastic.co/guide/en/elasticsearch/guide/current/replica-shards.html
https://www.elastic.co/gquide/en/elasticsearch/guide/current/distributed-cluster.html

6.5 HacTtpouka cuHxpoHu3auum c Active Directory

6.5.1 BBepeHue

IlaHHas rnaBa pyKOBOACTBA aAMUHHUCTPATOPa PACCKA3kIBAET O BO3MOXKHOCTH UMIIOpTa 00beKTOB ARTA
Synergy m3 CTOpPOHHUX KaTaloros mocpenacTBoM Active Directory. B Heli meTanbHO omMcaHO Kak
HaCTPOUTH U 9KcITyaTupoBaThk LDAP a pamkax ARTA Synergy.

6.5.1.1 Y4T10 Takoe LDAP

LDAP - aTo a66peBuatypa oT Lightweight Directory Access Protocol. Kak cnenyeT u3 Ha3BaHUsI,
9T0 00JIETYEHHBIN IPOTOKOJI IOCTYTIA K CIIy?K0aM KaTaJIoroB, TpeqHa3HAYEeHHBIN OJI JOCTYIIa K CITyXK-
0aMm KaTasioroB Ha ocHoBe X.500. LDAP pa6oTaeT nmoBepx TCP/IP umu gpyrux OpUEHTHPOBAHHBIX Ha
COeIVHEHNE CeTeBhIX IIPOTOKOJIOB. LDAP cTaHnmapTu3upoBaH B Ka4eCcTBe IIpoToKoIa IETF.

HNudopmanmonHas momentb LDAP ocHoBaHa Ha 3anucsax (entry). 3anmuchk - 3To KOIIEKIUsA aTpubyToB
(attribute), o6mamatomast yHuKaabHEIM uMeHeM (Distinguished Name, DN).DN rio6anpHO-YHUKAIBEHO
OJIsi BCETO KaTaJjiora W CIIyXKUT OJIs OOHO3HAYHOI'0 YKa3aHMWs Ha 3anuchk. Kaxkpawei atpubyTt 3amucu
uMeeT cBou Tuim (type) m omHO MM HECKOJIbKO 3HaudyeHui (value). OOBLIYHO THIIHI - 9TO MHEMOHHUYE-
CKUe CTPOKM, B KOTOPHIX OTPaXKeHO Ha3HaveHre aTpubyTa, HalIpuMep Cn - [j1s1 OOIeNPUHSATOr0 UMEHHU
(common name), unu mail - ayg agpeca 37eKTPOHHOM mouTh. CUHTAKCUC 3HAUYEeHUU 3aBUCUT OT THUIIA
aTpubyTa.

3anucu KaTtanora LDAP BEICTpanBalOTCS B BUAE HEPAPXUYECKOU TPEBOBUTHOU CTPYKTYPHL. TpaguiuoH-
HO, 9Ta CTPYKTypa OoTpaxKaeT reorpadryeckoe U/UaM OpraHU3allOHHOE YCTPOMCTBO XPaHUMBIX JaH-
HBIX. B BepiIvHe mepeBa pacrojlaralTCs 3allMCH, IPeacTaBisgiolnre coboi cTpaHsl. [log HUMU pac-
ToJjIaraloTCs 3allUCH, IpefCcTaBiAlone o6JlacTu CTpPaH M opraHus3anuu. Eile HUXKe pacrnojiaraiTcs
3amucH, oTpaxkalollye IMogpa3feneHus opralnu3aluii, Joael, MPUHTEPH!, JOKYMEHTHI, UJIM ITPOCTO BCE
TO, 4TO BEI 3aX0THTE BK/IIOUUTDH B KaTaJor.

Kpowme Toro, LDAP, mocpencTBoM criernanbHOro atpudyTa objectClass, mo3BosieT KOHTPOIUPOBATE,
KaKre aTpuOyTE 00s3aTeIbHEL U KaKKe JOIIyCTUMEL B TOM UM WHOU 3anmucu. 3HadeHUus atpudyTa obj
ectClass ompemensitoTCs mpaBUIaMU CXeMHI (Schema), KOTOPHIM JOIXKHBI MOMYUHSITHCS 3aIUCH.

B LDAP onpepeneHHl onepaliuu Ojisi onpoca U o6HOBIeHUsA KaTanora. K 4uciy mociegHuxX OTHOCATCS
omnepaiuu go06aBIeHUs U yOaleHUs 3allMCy U3 KaTaJjlora, U3MEeHEHUsI CYIeCTBYIOIeN 3alucCy U U3Me-
HEeHUs Ha3BaHUA 3anucHu. OgHako, 60JbIIyI0 YacTh BpeMeHu LDAP ucmonbs3yeTcst Ojist moucka uHOop-
Maluu B KaTajsore. Onepanuu novcka LDAP mo3BoIsiioT TPOU3BOOUTE MOUCK 3aUCEN B OIIpeNeIEHHOM
YaCTH KaTaJlora I10 PAa3JIMYHBEIM KPUTEePUAM, 3aJdaHHBEIM ITIONMCKOBEIMH (1)I/IJIBTpaMI/I. vy Ka}KHOﬁ 3allucy,
HaWOeHHON B COOTBETCTBUU C KPUTEPUSIMHU, MOXKET OBITH 3aIIpoIlleHa HHPOPMAIlUs, comepKaIiasics B
eé aTpubyTax.



https://www.elastic.co/guide/en/elasticsearch/guide/current/replica-shards.html
https://www.elastic.co/guide/en/elasticsearch/guide/current/distributed-cluster.html
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6.5.1.2 LDAP u Arta Synergy
ITpu cuaxpoumnsaruu LDAP u Arta Synergy MOXKHO BHIIEIUTh HEKOTOPBIE OCOOEHHOCTH:

* Cuaxponu3zanus LDAP u Arta Synergy ocymecTtBuMa u3 LDAP kaTtanora B ARTA Synergy, npudyeM 3a
TOT IIEPUOL, KOTOPHEIM YKa3aH B KOHQUTypaloHHOM ¢aiie.

° CI/IHXpOHI/I3aLII/I$[ BO3MOXHa Cpa3y C HECKOJILKUMMU KaTaJIOTaMH.

¢ COMCKU CHHXPOHU3WPYEMBIX IIOIb30BaTEe/el U T'PYHII OMpenessioTcsa GpUIbTpaMu, YKa3aHHBIMHU B
KoHGUTrypaumuoHHOM aiise.

¢ Kmnrou cooTBeTCTBUS (I10JI€, IO KOTOPOMY OyHeT onpenensaThcs cBa3ka «O6reKT Katanmora LDAP <->
IMTonv3oBaTendb Synergy») HacTpauBaeMEBIlM, HalpuMep, MOXKHO MCIOIb30BaTh ais 3Toro MMH.

e Tlaponu momb30BaTesled He CUHXPOHU3UPYIOTCS, aBTOPU3AlMs IIPOUCXOOUT HEIIOCPEOCTBEHHO Ha
LDAP kaTanore mocpenctsoMm Simple Bind.

» TToMuMO cTaHOAPTHHIX IIOJIEM KapTO4YKM ojib3oBaTess (PHMO, mocTyll B CUCTEMY U T.II.) MOXKHO CHH-
XPOHU3UPOBATh IIPOU3BOJILHEIE ITIOJIA - C MoOaBJIEHHEM B KapTO4YKY IT0JIb30BaTeIs Ha (hopMax.

6.5.1.3 YctaHoBKa u HacTpomuka Active Directory

Active Directory — LDAP-coBMecTuMas peanusalus CIyKObI KaTaJloroB Kopropaliuu Microsoft gis
oIepaumoHHLIX cucTteM ceMeiicTBa Windows Server. [103BoJIsieT agMUHUCTPATOPAM UCIIOJIE30BATh IPYII-
IIOBBIE IOJIMTUKU OJI1 o0ecredYeHus eOuHOOoOpasusi HaCTPOWKU II0JIb30BAaTEIbCKOM pabodell cpepnwl,
pa3BopayYmuBaTh IPOrpaMMHOE 00ecledyeHre Ha MHOXKECTBE KOMITbIOTEPOB Yepe3 I'PYHIIOBEIE TOJIUTH-
Ku unu nocpenctBoM System Center Configuration Manager, ycTaHaBIuBaTh OOHOBJIEHUS Ollepalu-
OHHOM CUCTEMHI, TPUKJIAJTHOTO U CEPBEPHOTO IIPOTrPaMMHOT0 obecledeHUsT Ha BCeX KOMIbIOTEPaxX B
ceTH, ucnosnb3ysa Cinyxk0y o6HoBieHuss Windows Server.

ITogpo6GHO pacCMOTPUM YCTAHOBKY U HAacTPOUKY Active Directory 8 OC Windows Server 2012 R2.

1. IMepeugute B Server Manager u HaxxMmuTe Ha Add roles and features.

2. OTKpOG‘TCH MacCTep YCTAaHOBKHU poneﬁ 1 KOMIIOHEHTOB.

3. B mare Installation Type BriOepuTe yHKT Role-based of feature-based installation.

4. B mare Server Selection BEIO€pPUTE MYHKT CePBEP, [AJIsT KOTOPOTro OyeT yCTaHOBIEeHA POJIb.

5. B mare Server Roles Bribepute yHKT Active Directory Domain Services.

6. ITogTBepmuTe mobOaBlIeHNe KOMIIOHEHTOB PO/IM, HaXkaB Ha KHONKY Add Features.

7. Ilponyctute mar Features v IoATBepAUTE YCTaHOBKY ponu Active Directory.

8. TTocne ycmelHoOM YCTaHOBKY POJIM MacCTep YCTAaHOBKK OTOOPA3UT OKHO MOOTBEPKIECHHUS.

9. TTocne ycnemrHoM yCTaHOBKY He0OXoquMo HacTpouTh Active Directory. OTkpoiiTe Server Manager
U HaXXMUTe Ha TUKTOrpaMMy (iiara. B OTKpHIBIIIEMCSA BEIIaZalonieM CIINCKe HaKMUTe Ha Promote
this server to a domain controller.
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10.

11.

12.

13.

14.

15.

16.

B oTkprIBIIEMCST MacTepe HacTpouku Active Directory mo6aBeTe HOBEBIM jiec. [IJI1sT 3TOTO B IIare
Deployment Configuration Beibepute yHKT Add a new forest m yKaxXuTe Ha3BaHME KOPHEBOTO
IOMeHa.

B mrare Domain Controller Service 3agaiiTe aponb OJis peKUMa BOCCTAHOBJIEHUS CITyK0 KaTa-
JIOTOB.

B mare Additional Options nuamenute uMsi fomeHa NetBIOS.

B mare Paths ykaxuTe manku 0a3bl JaHHBIX, GaiinoB KypHana u SVSVOL.

B mrare Review Options oToOpa3uTCcs CIIMCOK BCEX HaCTpauBaeMbIX OITITUH.

B miare Prerequisites Check mogTBepouTe HaCTPOUKY BHIOPAHHEBIX OMITHH.

ITocrne ycremHoN HaCTPOUKH KOMITBIOTED OyIeT mepe3arpyzkKeH aBTOMaTUYeCKH.

6.5.1.4 Co3paHue nonb3oBaTenen B Active Directory

ITocrne ycmemHbIX YCTaHOBKYM UM HacTpoiiku Active Directory mo6aBuM mmonb3oBaTeiel OJjid OOCTyIa K
ARTA Synergy.

. Otkpouite Active Directory Users and Computers.

. Brigenute Homy Barmrero gomeHa (B mpuMepe synergy.tm) u HaXMUTe KHOINKY mobaBjieHUs IOf-

pa3neiieHnus.

. BBeguTe Ha3BaHue OyOyIero mogpa3feneHus.

. BeiOpaB HOBOe CO37aHHOE MOApa3fesieHrne, HaXKMUTE Ha KHOIIKY CO3[aHus I10JIb30BaTeIeH.

. Ykaxwure umsi, GaMUIINIO U JIOTUH OYIYIIEro MoIb30BaTess.

. 3apaiTte IIapPOJIb U BKIIIOYUTE (bnar, OTBeYaUIUU 3a yYCTapeBaHHue I1apoJid (ecnm BKIIIOYEH - Ta-

POJIb HUKOI'Ia He yCTapeBaeT).

. IlogTBepouTe co3naHue HOBOT'O OJIL30BaTES.

. IToBTOpUB 1. 4-7 co3mariTe TpeOyeMbIX ITIOIb30BaTEIEH.
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9. Teneps HEOOXOOUMO BHIIATH STUM II0JIb30BATENSIM HOCTYyI B cucteMy ARTA Synergy. [Inst 3TOoTo
Ha’XXMUTe Ha KHOIKY CO3TaHUs HOBBIX IPYIIIL.

10. Ykaxwute Ha3BaHUue Oynylieil rpynnsl. B manHyio rpynmny 6ymeT BXoguTb AnMUHMCTPATOp Active
Directory.

11. HaxwMmuTte Ha KHOIIKY Add.

12. BBeguTe MM MOIb30BaTENISA U HAaXKMUTE Ha KHONIKY Check Names.

13. MacTep aBTOMaTHYECKH MOIOJIHUT 3HAaYeHNe YUeTHOH 3aliCH COOTBETCTBYIOIIETO MOJIh30BaTe-
JIS.

14. Co3pgaiiTe ellle OOHY IPYIIY OJIS OOCTyIla BCeX NOJib3oBaTesnel K cucteMe ARTA Synergy.

15. IToBTopuB n1m. 11-13 goGaBbTe BCeX MOMb30BaTEJIEHM B IPYIIITY AOCTYIIA.

6.5.2 PaboTta c LDAP-kaTanoramm

s pabotsi ¢ LDAP-kaTamoraMu BO3MOZKHO HCIIOIb30BaTh TI000H KIIMEHT C moamepkKkoi LDAP-ipoToKkoa.
OmHUM MX TaKUX KJIHEHTOB sBiseTcs JXplorer.

JXplorer - kpoccnnatdopmenHubitt LDAP 6pay3ep u pegakTop C MOOaepKKoM 6e30I1acHOCTH (B TOM YHC-
ne SSL, SASL u GSSAPI), mepeBofa Ha MHOTHE SI3LIKM, OHJIAMH-IIOMOIITbI0, KOMMEPYECKOM ITOAIePKKOI,
[10JIb30BaTEJIbCKUMHU (hopMaMU U MHOTUMHU OPYTUMH BO3MOXKHOCTSIMU.

CooTBeTCTBYeT O0IIMM CTaHAapTaM KiineHTOB LDAP, KOTOpEIe MOXKHO MCIIOIb30BaTh [JISI IIOUCKA, YTe-
HUS ¥ PeJaKTHUPOBaHus JII0O0T0 cTaHgapTHOro KaTtasora LDAP umu mo6Goi cinyk0b KaTamoros ¢ LDAP
unu narepdericom DSML.

PaCCMOTpI/IM ero (by'HKLII/IOHaJ'IbHOCTb Ha IIpuMepe IIOKNCKa II0JIb30BaTeJid B OOMHOM N3 KaTaJIOTOB.

1. Tlogkm0OYMMCSI K CEPBEPY C HJAHHBIMU AOIMUHUCTPATOPA:
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@ @ Open LDAP/DSML Connection

Host: 192.168.7.105 Port: 389
Protocol: LDAP v3 o

Optional Values

Base DN: dc=test-ad,dc=kz

Read Only:
Security
Level: User + Password o

User DN: CM=adm aaa,CN=Users,DC=test-ad,D!

Password: ssssssas

Use a Template

Save b Delete Default

OK Cancel Help

Puc. 6.2: Pucysoxk 1

1. B oTkpeiBIIEelics 3aknagke Explore oTo6pa3uiock HepeBo CO BCEMU OOBEKTAMM KaTajiora, Ao-
CTYITHEIE aBTOPHU30BAaHHOMY AIMUHHUCTPATOPY. IIpu BEIGOpEe 00beKTa U3 HaBUTaTOpPa B OCHOBHOI
paboueii 061acTu 0TOOPA3UIUCH BCe aTpUOYyTH JaHHOTO 00BEKTA, a TaKXKe UX 3HAYEHUS:




PykoBoznctBo agmuuuctpatopa ARTA SYNERGY 130/ 214

@ & JXplorer -
@9’ ﬁ é ‘Xﬁ B @ [ > 0 -."l:'- cn - . a Quick Search
W @4 Results @4 Schema HTML View
& World attribute type value
v @ k2 cn Users
instanceType 4
VO st—ad nTSecurityDescriptor
¥ objectCategory CN=Container,CN=5chema,CN=Configuration,...
> 11111 22222 objectClass top
» AAAAAA 555555 objectClass container
> ad_userl lastname description Default container for upgraded user accounts
> ad T distinguishedName CN=Users,DC=test-ad,DC=kz
- dSCorePropagationData 16010101000000.0Z
» ®gad_user3 lastname isCriticalSystemObject TRUE
> ad_user4 lastname4 name Users
» adm aaa objectGUID (non string data)
> adminsn showlnAdvancedViewOnly FALSE
f f systemFlags -1946157056
: ::E‘:::L" uSNChanged 5685
= uSNCreated 5685
» &g Alex Felner whenChanged 20140626042639.07
» ar whenCreated 20140626042639.0Z
'S arta adminDescription
> DnsAdmins adminDisplayName
~ DnsUpdateProxy allowedAttributes
allowedAttributesEffective
> Zg krbtgt allowedChildClasses
> &g MMMMMM MMMMMM allowedChildClassesEffective
> NMNNNNN NNNNMN bridgeheadServerListBL
» &5 proverka prov canonilsalN;me
5 createTimeStamp
" e R defaultClassStore
L Synergy directReports
» t. beisekina displayName
[ test-003 displayNamePrintable
> B test-004 testov dSASianature
>

Testl Tester
- ——

Submit Reset Change Class Properties

CN=Users,dc=test-ad,dc=kz: (45)

IIpuMmeuanue

Puc. 6.3: PucyHnok 2

ITonHBIM CIIMCOK BO3MOZXKHBIX aTPUOYTOB ITPENCTaBJIeH 3[IeCh

1. BrI30BeM OKHO IOMCKa II0 KaTasnory - Search -> Search Dialog. B oTKprIBIIEMCS AHaore ykKa-
KeM 0a30BHY y3ell IIOUCKa, OT KOTOPOTr'o OH OyIeT OCyIIeCTBISATLCS, X caM GUILTD:



https://msdn.microsoft.com/en-us/library/ms675090(v=vs.85).aspx
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0 @ Search

Filter Name: Untitled

Start Searching From: CN=adm aaa,CN=Users,dc=test-ad,dc=kz

Alias Options Search Level
| Resolve aliases while searching. Select Search Level:
| Resolve aliases when finding base object. Search Full Subtree B
Information to retrieve: None B
== Build Filter  £3 Join Filters BERE= 81
More
CN=adm aag| Less
Save
Load
View
Search Cancel Help

Puc. 6.4: Pucysoxk 3

1. KnneHT aBTOMAaTHYECKH IIepeliesI Ha BKIIaaKy Results ¢ HalqeHHLIMY Pe3yabTaTaMH 3almpoca:
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[ ] [ ] J¥plorer -
ﬁ ﬁ =] & B3 X O o cn ™ - d Quick Search
o Explore | TResults™| @4 Schema [&] HTML View Table E
@World attribute type value
v & kz cn adm aaa
instanceType 4
e st—ad nTSecurityDescriptor
v P Users objectCategory CN=Person,CN=Schema,CN=Configuration,DC...

objectClass
objectClass
objectClass
objectClass
accountExpires
adminCount
badPasswordTime
badPwdCount
codePage
countryCode
displayName
distinguishedName
dSCorePropagationData
givenName
lastLogoff
lastLogon
logonCount
memberOf
memberOf
memberOf

name

objectGUID
objectSid
primaryGrouplD
pwdlLastSet
sAMAccountName
sAMAccountType
sn

Submit Reset

CMN=adm aaa,CN=Users,dc=test-ad,dc=kz: (0)

Puc. 6.5: Pucysnok 4

6.5.3 OnucaHue KoHcUrypaumoHHoro cpauna

top

person

organizationalPerson

user

9223372036854775807

1

130886669910395498

0

0

0

adm aaa

CN=adm aaa,CN=Users,DC=test-ad,DC=kz
16010101000000.02

adm

0

1308B6670526911450

0

CN=arta,CN=Users,DC=test-ad,DC=kz
CN=ApMmuumucTpaTopsl goMeda,CN=Users,DC=t...
CN=ApmuumcTpaTopsl, CN=Builtin,DC=test-ad,...
adm aaa

(non string data)

(non string data)

513

130724192222906990

adm

B0O5306368

EEE]

Change Class Properties

711 KOHDUTYPUPOBAaHUS CUHXPOHMU3AIIUU UCTIONb3yeTcs ¢aiin /opt/synergy/jboss/standalone/con
figuration/arta/ldap-sync.xml.

ARTA Synergy mopnep>XuBaeT OODHOBPEMEHHYIO CHHXPOHM3alWI0 C HecKonbkKuMu LDAP katanmoramu.
Bcst koHuUTypammus XpaHUTCS B ogHOM (alisie ¥ pas3fdesieHa Ha cekuuu (item). Cekuuu ke OOKHBI
UMeThb YHUKaJNbHEIM HoMep (ID). ITo ymon4yanuio aityi cogepkKuUT ABe ceKuu — nepsasd Ay 0penLDAP,
BTOpas anst Active Directory. [JaHHBIE CEKIIMU YKa3aHBI OJI IPUMeEPa U OTKITIOUEHHI.

O0603HaYeHUsI TErOB:

Ter

3HaYeHHEe M CoAepKaHHue

<item> </item>

Cekuusi IIapaMeTpoB CHHXPOHH3aAIllHH

<id> </id>

ID cekumu (yHUKaIbHBIN)

<domain> </domain>

IHoMeHHOE UMS CepBepa

<sync> </sync>

CeKuusi IapaMeTpPOB CUHXPOHHU3anuu ¢ host

<host> </host>

IP-agpec host OpenLDAP

<user-dn> </user-dn>

IlaHHBIE YYETHOM 3alKUCH IS ITOOK/II0YeHus K host

<password> </password>

[Taposik OT YYETHOM 3amKCH, YKA3aHHOHU B Tere <user-dn>
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Ter 3HadYeHHe U CoaepKaHUue
ITapameTp BKIIOUEHUA / OTK/II0UeHuA paboTel ceknuu (true
<active> </active> / false)

. . HUHTepBajl CUHXPOHU3AIINY (B MUJIUCEKYVHIAX
<interval> </interval> p p O ( yH[Iax)

Pacmrcanve cuHXpoHMu3aluu (110 BpeMeHU CepBepa),
<schedules> </schedules> aIbTePHATUBHHEIM MHTEPBAIy CUHXPOHU3AIUN

IIapamMmeTp nnepexona o CChUIKaM (II0 YMOJITYaHUIO i nore
<referral> </referral> p b I1ep r (o y 9 )

HpeJIOCTaBHHTb JIX UMIIOPTUPYEMBIM II0JIb30BaTEJIAM OOCTYIL
<defaultAccess> B CHCTeMY, IT0Ka Imo3BonseT nuieH3us (true unm false)

Kogp rpynmsl monb30BaTelel, B KOTOPOYIO Hy2KHO BKIIIOYUTD
<defaultGroup> BCEX UMIIOPTUPOBAHHLIX IIOJIb30BaTEJIEN

<access> </access> ITapamMmeTpsl gocTyma

O6I111ast TPyIIa AOCTYIIA - ITOJIb30BATENSIM JaHHOM T'PYIIIH
OymeT pas3pelneH AOCTYyII B cucteMy (06s13aTEIbHO
objectClass=group)

<allow> </allow>

I[TapaMeTpHl YYETHBIX 3amucel, KOTOphblie Oyoy MMETD IIpaBa
<admin> </admin> ApvmunauctpaTtopa B ARTA Synergy (mobas rpymmna)

<account> </account> ITapaMeTphI MOTHL30BaTEIeH

ATpubyt o6bekTa LDAP, KOTOpEIHM OymeT UCIIOIb30BaH B
KauecTBe 1D monbs3oBaTensa ARTA Synergy (ecnu mycTo -
ucrosb3yetcsa md5 ot DN)

3HaYeHUs OJAaHHOTO aTpuOyTa HOIXKHBI OLITh YHUKAJTbHEL
OTHOCUTEJIBHO [I0JIb30BaTesien

<id> </id>

ATpubyt o6bekTa LDAP, KOTOpEIHM OyOeT UCIIOIb30BaH B
KadecTBe JIoTMHa nonb3oBaTensg ARTA Synergy (o

<login> </login> YMOJIYaHHUIO CN)

. . HMs monb3oBaTesisa
<firstname> </firstname>

. . OTuecTBO IIOJIL30BATEIIA
<middlename> </middlename>

OaMUINA I0JIb30BATEIISA
<lastname> </lastname>

. , ITouTa monb3oBaTes (IIPU HATUYUN)
<email> </email>

Ba30BuIl y3e HoucKa
<base> </base> y

QuUIBLTP OIS CUHXPOHU3aIUHU (1o ymosadaHuio objectClass=
<filter> </filter> inetOrgPerson)

<group> </group> IlapamMmeTpsi rpynn
ID rpynnel (ecnu mmycTo - ucnonb3lyercsa hashCode ot DN)

<id> </id>

HNMmopTUpOBaTh MU TPYMIIH (eciu yKa3aHo false, To mpu

<importGroups>/ WMIIOPTE TPYIIE OyAoyT MPOUTHOPHUPOBAHHKI)

<importGroups>

M4 rpynnsl
<name> </name> by
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Ter 3HadYeHHe U CoaepKaHUue
YeHEl IPYIIIIEL

<member> </member>

baz3oBuIll y3e1 moucka
<base> </base> y

®unIbTPaANUsa UMIOPTUPYEMEIX KJIACCOB OOHEKTOB,
HampumMep, (objectClass=groupOfNames)

ITone LDAP, u3 kotoporo OyzmeT 3anucaH KOJI I'PYIIH (CM.
<code></code> IIPUMEP CEKIUHU <Jroup> HuxKe)*

<filter> </filter>

Il Bepcu# Synergy, HaumHasa ¢ hamming - kof
IPUIOKEHUs, Kyha OyfeT 3anrcaHa rpynia (CM. IpuMep

<application> </application> CEKITAM <group> HuKe)*

Koudurypanuonubii ¢aia Lldap-sync.xml ¢ moasimu <code> u <application>

?xml version="1.0" encoding="UTF-8" standalone="yes"”?>
<configuration xmlns="http://www.arta.kz/xml/ns/as/ldap-sync”

<l-- ... -->
<!-- cuHxpoHu3sauus c OpenLDAP -->
<item>
<l-- ... -->
<group>
<l-- ... -->
<!l-- none ldap, u3 koToporo 6ymeTr 3anucaH Kopg rpynnsl -->
<code>group_ code</code>
<!-- Kop npuwnoxeHusa, Kypa OypmeT 3anucaHa rpynna -->
<application>appl</application>
</group>
</item>
<l-- ... -->
<configuration>
IIpuMmeuyaHusi

* - ecnu napameTp MNycT WAM OTCYTCTBYeT, B Kopg rpynnel 3anuceiBaetca ‘ldap_ $shal($DN)‘,

T. e. mpedukc Ldap u shal-xam or Distiguished Name o6bekTa. MoXKHO 3amucaTh B <code> Ha3BaHUe
atpubyta LDAP, u3 koToporo 6yaeT B3sAT KOJ IPynnbl. [Ipyu uMmopTe [jisi Kofa ITPOBOAUTCS BaTUAALIM S
Ha YHUKAJILHOCTH ¥ COOTBETCTBUE IpaBuiiaM Kopa. Ecnu Banupanys He IpoIlia, HeBajluaHas rpymnmna
MIPOIYCKaeTCs, B JIOT 3allUChIBaeTCs omnbKa, a UMIOPT IIPONOJIKaeTCs.

*¥* - obA3aTenbHbli MapaMeTp, MOXET MCNOMb30BaTbCA HECKONbKO pa3. Kop rpynnsl B Synergy
OymeT copMUPOBAH IO CIEOYIONIUM IIPaBUIaM:
1. ecnu yKa3aHoO mojie <code>, TO Ipy UMIIOPTE B KO IPyIIkl OymeT mobaBneH mpeduKCc Koma IIpHU-

JI0OXeHUsd, HallpuMep, appl _group code;

2. ecnu MPUJIOXKEHUE He yKa3aHo, Tubo yKa3aHOo mpuioxkeHue 1mo ymondanuio (default applicat
ion), mu6o kox chopmupoBaH u3 ldap $shal($DN + $application code), nmpedukc moGaBIsATE-
cs He OymeT;

3. ecnu yKa3aHHOTO IPUJIOXKEHU B Synergy HeT, B JIOT 3allChIBAETCS OIMHNOKA;

4. ecnu MPHUIOKEHUE He yKa3aHo, rpymnia OymeT moGaBneHa B MPUIOKEHUE TT0 YMOJTYAHUIO IPH €TI0
HaJIW4IUH.
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®aiin KoHpUTrypalluy ITPEACTABIEH B OOHOM UX CIEAYIONINX BEPCU:

1. ConocTaBieHue nojab30Baressa LDAP monb30BaTtesnio ARTA Synergy TOJIBKO IIO €ro HIeH-
Tudukaropy B ARTA Synergy:

<?xml version="1.0" encoding="UTF-8"” standalone="yes"”?>
<configuration
xmlns="http://www.arta.kz/xml/ns/as/ldap-sync”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xsi:schemalLocation="http://www.arta.kz/xml/ns/as/ldap-sync ldap-sync.xsd”>
<!-- cuHxpoHusauus c OpenLDAP -->
<item>
<!-- id CcMHXpOHM3auuu -->
<id>1l</id>
<!-- poMeH -->
<domain>test. ldap.com</domain>
<!-- CcuHXpoOHM3aUKNA -->
<sync>
<!-- LDAP xocT -->
<host>10.20.30.1</host>
<!l-- yyeTHad 3anucb OnNd NoAKNwyeHus K Katanory LDAP -->
<user-dn>cn=syncuser,dc=test,dc=1ldap,dc=com</user-dn>
<!-- naponb -->
<password>password</password>
<!-- aKTMBHO, HEAKTUBHO -->
<active>false</active>
<!-- WMHTepBan CMHXPOHM3ALUM B MC -->
<interval>1800000</interval>
<!-- pacnucaHve CUHXpPOHM3aUWW; NapaMeTp yka3aH, MO3TOMYy WMHTEpBaN CUHXPOHU3ALUU <
UrHopupyetcsa -->
<schedules>19:00,00:00</schedules>

<!-- cnepoBaTtb CChJIKaM - ->
<referral>ignore</referral>
<!-- Kop rpynnbl Nonb3oBaTenen, B KOTOPyw OyayT BKIOYEHb BCE MMMOPTUPOBAHHbIE <

nonb3oBaTenu -->
<defaultGroup>client access</defaultGroup>

<!-- npepocTaBnAaTb NI UMNOPTUPOBAHHLIM MOSIb30BATENAM AOCTYM B CUCTEMy, Moka <
no3poniseT NULEH3us -->
<!-- nocne npeBblLEHUS NUMUTA MoOSib30BaTeNu OyayT WMMMNOPTMPOBAHLI, HO y HuX bGypeT <

3ab6N10KMpPOBaH OOCTYNn B CUCTeMy -->
<defaultAccess>true</defaultAccess>

</sync>
<access>
<!-- rpynna poctyna -->
<allow>cn=aiusers,ou=Groups,ou=People,dc=test,dc=1dap,dc=com</allow>
<!-- rpynna agMWHOB -->
<admin>cn=aiadmin, ou=Groups,ou=People,dc=test,dc=1dap,dc=com</admin>
</access>
<!-- nonb3oBartenu -->
<account>
<!-- none id nonb3oBaTens, ecnu nycto - bymet ucnonb3oBaTbcad md5 oT DN (kKak <+
paHbwe 6bI10), MHavye md5 oT mona -->
<id></id>
<!-- none NOruH -->
<login>cn</login>
<!-- none wMa -->
<firstname>firstName</firstname>
<!-- none oT4yecTBO -->
<middlename>middleName</middlename>
<!-- none damunua -->

<lastname>sn</lastname>
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<!-- none no4yta -->
<email>mail</email>
<!-- 6a30Bb y3en -->
<base>dc=test,dc=1ldap,dc=com</base>
<l-- ¢unbTp -->
<filter>(objectClass=inetOrgPerson)</filter>
</account>
<!-- rpynnsl -->
<group>

<!-- none id rpynnbl, ecnum nycto - 6ynet ucnonb3oBatbCca hashCode oT DN (kak paHbwe <

6bin0), uMHaye hashCode ot nonsa -->
<id></id>
<!-- npu uMnopte MrHopupoBaTb rpynnsl -->
<importGroups>false</importGroups>
<!-- none uma -->
<name>cn</name>
<!-- none u4neHvl -->
<member>member</member>
<!-- ba3oBbLK y3en -->
<base>dc=test,dc=1dap,dc=com</base>
<l-- ¢unbTp -->
<filter>(objectClass=groupOfNames)</filter>
</group>
</item>

<!-- cuHxpoHu3auma c Active Directory -->
<item>
<id>2</id>
<domain>msad.com</domain>
<sync>
<host>10.20.30.2</host>
<user-dn>Administrator@msad.com</user-dn>
<password>secret</password>
<active>false</active>
<interval>1800000</interval>
<referral>follow</referral>
</sync>
<access>

<!-- userAccountControl yka3eiBaeT Ha none "AkTuBeH” B AD, BMECTO HEro MOXHO

Mcnonb30BaThb MPOCTO rpynny -->
<allow>userAccountControl</allow>
<admin>CN=aiadmin, CN=Users,dc=msad,dc=com</admin>

</access>

<account>
<id>objectGUID</id>
<login>sAMAccountName</login>
<firstname>givenName</firstname>
<middlename>initials</middlename>
<lastname>sn</lastname>
<email>mail</email>
<base>dc=msad,dc=com</base>
<filter>(objectClass=person)</filter>

</account>

<group>
<id>objectGUID</id>
<npame>cn</name>
<member>member</member>
<base>dc=msad,dc=com</base>
<filter>(objectClass=group)</filter>

</group>

</item>
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</configuration>

1. ComocTaBiieHHe moIb30oBaTeisi LDAP moinb30BaTenio ARTA Synergy mo jir060My IIOJIIO 00H-
€KTa, NoJIy4eHHOro u3 LDAP:

<?xml version="1.0" encoding="UTF-8" standalone="yes"”?>
<configuration
xmlns="http://www.arta.kz/xml/ns/as/ldap-sync”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
version= "2"
xsi:schemalLocation="http://www.arta.kz/xml/ns/as/ldap-sync ldap-sync 2.xsd”>

<!-- Habopbl CMHXPOHM3aALMK, TaKUX MOXET ObiTb HECKOMbKO -->
<item>

<!-- id CMHXpOHM3auun -->

<id>1</id>

<!-- pOoMeH -->

<domain>test.ldap.com</domain>

<!-- CMHXpOHM3auua -->

<sync>
<!-- LDAP xocT -->
<host>10.20.30.1</host>
<!-- yyeTHaa 3anucb ONa NOOKMK4YeHUs K Katanory LDAP -->
<user-dn>cn=syncuser,dc=test,dc=1ldap,dc=com</user-dn>
<!-- naponb -->
<password>password</password>
<!-- aKTMBHO, HEAKTWUBHO -->
<active>false</active>
<!-- WHTepBan CUHXPOHM3aALUN B MC -->
<interval>1800000</interval>
<!-- cnepoBaTb CCbUIKaM - ->
<referral>ignore</referral>

</sync>

<!-- poctyn -->

<access>
<!-- rpynma poctyna -->
<!-- 3HayeHume userAccountControl B 3TOM none yka3biBaeT Ha none "AktuBeH” B AD, <«

BMECTO Hero MOXHO
ncnofb3oBaTb MPOCTO rpynny
-->
<allow>cn=aiusers,ou=Groups,ou=People,dc=test,dc=1dap,dc=com</allow>
<!-- rpynna agMWMHOB -->
<admin>cn=aiadmin, ou=Groups,ou=People,dc=test,dc=1dap,dc=com</admin>
</access>
<!-- nonb3oBatenun -->
<user>
<!-- 6a30BbIM y3en noucka B LDAP -->
<base>dc=test,dc=1dap,dc=com</base>
<l-- ¢unbTp -->
<filter>(objectClass=inetOrgPerson)</filter>
<!-- Mo KakoMy nofiw CpaBHUBaATb Nofib3oBaTenen -->
<identity>
<!-- 0Tkypa u3 Synergy 6paTb nosie Ons CpaBHEHUs, W3 YYETHOW 3anucu -->
<source type="account”/>
<!l-- nubo M3 MPOM3BOSILHON KApPTOYKM
<source type="personalrecord” id="id nuyHoW KapTouku”/>
-->
<!-- Nona pna cpasBHeHus. brnok id MoxeT ObITb TONbLKO OAWH B 3TOM bBnoke. -->
<id>
<!-- NpeHTupmukatop nons Synergy. [Ons Tuna MCTOYHMKa account BO3MOXHble <«
3HaveHusa: id, login, email.
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Ons Tuna uctoyHuka personalrecord — upeHTUGMKATOP nons GopMbl KApTOUKKM <

nofb3oBaTtens.
-->
<synergy>id</synergy>
<!-- TMone id nonb3osatena u3 LDAP, ecnu nycto - bypetr <
ucnonb3oBatbcs md5 ot DN obbekTa. EcnuM yka3laHHOe none <
OTCYTCTBYET B MMNopTupyeMoM obbekTe, nnbo OHO fABNAETCH MYCTbIM, <
TO UMMNOPT 3TOro obbekTa He MPOM3BOAUTCA, O YEM fenaeTca 3anucb <
B Nnor -->
<ldap></1ldap>
</id>
</identity>
<!-- ConocTaBfieHue nonen Y4Y€THOW 3anucu -->
<account>
<!-- nome noruH -->
<login>cn</login>
<!-- none uwMma -->
<firstname>firstName</firstname>
<!-- none oryecTBO -->
<middlename>middleName</middlename>
<!-- none ¢amunua -->
<lastname>sn</lastname>
<!-- none noyrta -->
<email>mail</email>
</account>
<!-- ConocTaBnieHue nonen KapToO4Yku nonb3oBaTens. bnokos personalrecord <«
MOXeT OblTb HECKOJIbKO
-->
<personalrecord>
<!-- lpeHTudukaTop KapTo4ykuM nonb3oBatensd. 06A3aTenbHO OQONXeH ObiTb <
HenycTbM - ->
<id>kakon-To id</id>
<!-- bnok field yka3biBaeT Ha cBA3b nons u3 LDAP c noneM KapTouyku <
nonb3oBatensa. Takux 6nokos MoxeT ObiTb HECKOMbKO -->
<field>
<ldap>IIN</ldap>
<synergy>form-iin</synergy>
</field>
</personalrecord>
</user>
<!-- rpynnsl -->
<group>
<!-- 6a30Bbii y3en -->
<base>dc=test,dc=1ldap,dc=com</base>
<l-- ¢unbTp -->
<filter>(objectClass=groupOfNames)</filter>
<!l-- none id rpynnel, ecnu nycto - 6ypeTt mucnonb3oBaTbcA hashCode oT DN ( <+
Kak paHbwe 6b1o), nmHave hashCode ot nona -->
<id></id>
<!-- none uMmqa -->
<name>cn</name>
<!-- none 4neHsl -->
<member>member</member>
</group>
</item>

</configuration>
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6.5.4 HacTpouMkKa CUHXpPOHM3ALUMU

HaHHa}I T'JIaBa COOEPXKUT MHCTPYKIHUIO I10 HaCTpOfIKe CHHXPOHU3AllMU U Pa3OeJieHa Ha OBa I1oagpa3ae-
JIa:

* Cco3gaHMe TPYHIIH IT0Ib30BaTeleN OJid IMOCHIenyioileli cuaxpoHu3aumm ¢ LDAP KaTamoramu;
* HACTpPOMKa KOH(MUT'ypauuoHHOTrO (aiina.

II7151 HaCTPOMKY CHHXPOHU3AIIMY He0OX0OuMO UMeTh MpaBa AgMuHucTpaTopa AD. Ilepen HauamoMm Ha-
CTPOMKH HACTOSITEJILHO PEKOMEHIYETCS CAeJIaTh PE3ePBHYI0 Komuio 6a3bl mySQL, 4ToOw B ClIydae BO3-
HUKHOBEHHUS OIIMOOK UMETh BO3MOXKHOCTh BOCCTAHOBIEHHUS 0a3bl IO TEKYIIIETO COCTOSTHHUSI.

6.5.4.1 CospaHue rpynn B JXplorer

1. TTogxmouuMcs K cepBepy C JaHHBIMHU AJIMI/IHI/ICTpaTOpa:

® _© Open LDAP/DSML Connection

Host: 192.168.7.105 Port: 389
Protocol: LDAP v3 o

Optional Values

Base DN: dc=test-ad,dc=kz

Read Only:
Security
Level: User + Password -

User DN: CM=adm aaa,CN=Users,DC=test-ad,Dt

Password: ssssssss

Use a Template

Save > Delete Default

OK Cancel Help

Puc. 6.6: Pucysoxk 1

1. Bri30BeM MEHIO CO3[0aHMUs I'PYIIIHL:
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J¥plorer -
JEd| > 0O .5;1. [ ] cn :v .. B Quick Search
m @& Results % Schema By Table Editor HTML View
& World attribute type value
v ® kz instanceType 4
v e testiad nTSecurityDescriptor
T objectCategory CN=0rganizational -Unit,CN=5chema,CN=Con...
> Builtin objectClass top
> Computers objectClass organizational Unit
> n Domain Controllers ou Fpynnsbi
> ForeignSecurityPrincipals disringuishedNa}me OU=lpynnel,DC=test-ad,DC=kz
> Infrastrucrure g:::nirePropagatlonData ﬁg}?r}rﬁ;}jmﬂﬂﬂﬂﬂﬂ.ﬂz
L LostAndFound objectGUID (non string data)
» B NTDS Quotas uSNChanged 98417
> Program Data uSNCreated 98416
» System whenChanged 20141108080300.02
» tesrtima wher_|Createn_:I ) 20141108080300.0Z
- adminDescription
> Users i
adminDisplayName
\ m Al allowedAttributes
» By ¥ Add to Bookmarks "B allowedAttributesEffective
» B #h Search ~F allowedChildClasses
> i allowedChildClassesEffective
» B B New @B |bridgeheadServerListBL
5¥% B3 Copy DN ~¥ | |businessCategory
Create a new entry. |
& Cut Branch ~U canonicalName
Copy Branch A0 ||en
& Paste Branch ~P Egunthode
B Paste Alias createTimeStamp
X pelee  ||defutcroap
Rename *M | |desktopProfile
< Refresh ~R | |destinationindicator

Submit

Reset Change Class Properties

OU=lpynnel,dc=test-ad,dc=kz: (3)

Puc. 6.7: PucyHok 2

1. Yka3riBaeMm yHUKanbHOe ums DN:
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& S&E Y B B | X 0O LA cn :Y < Quick Search
s - #hResults @4Schema HTML View ADICEC
& World attribute type value
v ® kz instanceType 4
v e testiad nTSecurityDescriptor
T objectCategory CN=0rganizational -Unit,CN=5chema,CN=Con...
> Builtin objectClass top
> Computers objectClass organizational Unit
» & Domain Controllers ou rovnn
> ForeignSecurityPrincipals e e Set Entry Object Classes wnnel,DC=test-ad,DC=kz
[ Infrastructure Suggest Classes? :01000000'02
]
e Lostinctound Parent DN: OU=lpynnel,dc=test-ad,dc=kz ring data)
» E5NTDS Quotas
> Program Data Enter RDN: CN:S\merg\A
L 5""5“3"" Available Classes: Selected Classes: lggggg;ggg;
L tesmma account top ’
> Users aCSPolicy group
v aCSResourcelimits
groupl aCSSubnet
group2 addressBookContainer
Synergy
test Add Remove
> Wean Meanos
0K Cancel Help
countryCade
createTimeStamp
defaultGroup
description
desktopProfile
destinatinnindirator
Submit Reset Change Class Properties

CN=Synergy,OU=Ipynnsl,dc=test-ad,dc=kz: (0)

Puc. 6.8: Pucysoxk 3

1. 3anomHuM Bce 00513aTeIbHbIE IIapaMeTpPHI (BBITEIIEHEI KU PHBEIM Ha‘IepTaHI/IeM):

* groupType;

* instanceType;

* nTSecurityDescriptor;
* objectCategory;

* objectClass;



https://msdn.microsoft.com/en-us/library/ms675935(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/ms676204(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/ms679006(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/ms679011(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/ms679012(v=vs.85).aspx
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groupl
group?
Synergy
test

> Wean Meanos

'. . J¥plorer -
& [§baaa X (0= |+ @ cn ~ -8B
m @& Results % Schema B Table Editor
& World attribute type value
v @ k2 groupType
_ instanceType
Vo St E}d_ nTSecurityDescriptor
L Bu'lt'" objectCategory
» B Computers objectClass group
> _.f::._Domain Controllers objectClass top
» By ForeignSecurityPrincipals CN Synergyl
» By Infrastructure G
LostAndFound adminDescription
L o adminDisplayName
» € NTDS Quotas allowedAttributes
> Program Data allowedAttributesEffective
> System allowedChildClasses
» tesrtima allowedChildClassesEffective
~ U bridgeheadServerListBL
EILS SIS canonicalName
v

controlAccessRights
createTimeStamp
description
desktopProfile
directReports
displayName
displayNamePrintable
distinguishedMame
dSASignature
dSCorePropagationData
extensionName

flags

fromEntry
frsComputerReferenceBL
fRSMemberReferenceBL

{SMORaleOwner

Submit Reset Change Class

Properties

CN=Synergy,OU=Ipynnsl,dc=test-ad,dc=kz: (0)

Puc. 6.9: Pucynoxk 4
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groupl
group?
Synergy
test

> Wean Meanos

controlAccessRights
createTimeStamp
description
desktopProfile
directReports
displayName
displayNamePrintable
distinguishedMame
dSASignature
dSCorePropagationData
extensionName

flags

fromEntry
frsComputerReferenceBL
fRSMemberReferenceBL

{SMORaleOwner

JXplorer -
[ > 0 -ﬂ:‘ [ ] cn v . B Quick Search
m @& Results % Schema B Table Editor
& World attribute type value
v ® kz groupType -2147483646
_ instanceType 4
Vo St E}d_ nTSecurityDescriptor
> Builtin objectCategory CN=Group,CN=5chema,CN=Configuration,DC...
» € Computers objectClass top
> n Domain Controllers objectClass group
» By ForeignSecurityPrincipals CN . Synergy
» & Infrastructure G
LostAndFound adminDescription
L o adminDisplayName
> £ NTDS Quotas allowedAttributes
> Program Data allowedAttributesEffective
> System allowedChildClasses
» tesrtima allowedChildClassesEffective
~ U bridgeheadServerListBL
SEIS canonicalName
v

Submit Reset Change Class

Properties

CN=Synergy,OU=Ipynnsl,dc=test-ad,dc=kz: (0)

Puc. 6.10: Pucynoxk 5

1. [To6aBuM MOJIL30BATENEHN B IPYIIY:
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J¥plorer -

B X D= | @ cn

7. B

Quick Search

@4 Schema

HTML View RESEL S LHG]

& World
v @ kz
vy e

L4
L 4
L4
>
>
L4
>
L4
>
>
L4
v

test-ad
Builtin
Computers

o -
%, Domain Controllers

ForeignSecurityPrincipals

Infrastructure

LostAndFound

NTDS Quotas

Program Data

B System

B testtima

Users

& Tpynnsi
groupl
group?
test

Wean Meanos

attribute type
controlAccessRights
createTimeStamp
description
desktopProfile
directReports
displayName
displayNamePrintable
dSASignature
extensionName

flags

fromEntry
frsComputerReferenceBL
fRSMemberReferenceBL
fSMORoleOwner
groupAttributes
groupMembershipSAM
isCriticalSystemObject
isDeleted
isPrivilegeHolder
lastKnownParent

mail

managedBy
managedObjects
masteredBy

member

memberOf
modifyTimeStamp
msCOM-PartitionSetLink
msCOM-UserLink
msDFSR-ComputerReferenceBL
msDFSR-MemberReferenceBL

value

CN=Alex Felner,CN=Users,DC=test—ad,DC=kz{

Submit Reset

Change Class

Properties

CN=Synergy,OU=Ipynnsl,dc=test-ad,dc=kz: (0)

1. I'pynna ycneuiHo co3maHa:

Puc. 6.11: Pucynoxk 6
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@ & JXplorer -
ﬁ ﬁ é ‘Xﬁ B @ [ > 0 -ﬂ;‘ . hd . E Quick Search
w @4 Results @4 Schema HTML View
& World attribute type value
v ® kz groupType -2147483646
instanceType 4
Vo St_?d_ nTSecurityDescriptor
> Builtin objectCategory CN=Group,CN=5chema,CN=Configuration,DC...
» By Computers objectClass top
» & Domain Controllers objectClass group
» B3 ForeignSecurityPrincipals o Synergy
> Infrastrucrure distinguishedName CN=Synergy,OU=Ipynnsl,DC=test-ad,DC=kz
dSCorePropagationData 16010101000000.0Z
L LostAndFound member CN=Alex Felner,CN=Users,DC=test-ad,DC=kz
> NTDS Quotas name Synergy
> Program Data objectGUID (non string data)
> System objectSid (non string data)
» testtima sAMAccountName $M31000-9RVCL46B471R
~ Users sAMAccountType 268435456
o uSNChanged 135267

¥ & Tpynnsl uSNCreated 135264

groupl whenChanged 20151030052238.0Z

group2 whenCreated 20151030052143.02

test
> Wean Meanos

adminCount
adminDescription
adminDisplayName
allowedAttributes

allowedAttributesEffective

allowedChildClasses

allowedChildClassesEffective

bridgeheadServerListBL
canonicalName
controlAccessRights
createTimeStamp
description
desktonPrafile

Submit Reset Change Class Properties

CN=Synergy,OU=Ipynnsl,dc=test-ad,dc=kz: (0)

Puc. 6.12: Pucynoxk 7

6.5.4.2 Co3paHue rpynn B Active Directory

1. Bri30BEM MEHIO CO30aHUS I'PYIIIIHL:
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B Active Directory - Nnonb30BaTEnNy ¥ KOMNbIOTEPbI ! £

KoHcone  dedctewe Bua  Cnpaexa

'L IR IEREE N I R ek ek

Active Directory - NONE30BATENH K KOl | MmMA | Thn | ONHCaH1eE |
L] COXpaHEHHBIE 3aNPOCk! l) 11111 22222 Mone3oBaTen:
i test-ad k2 L AsAAAA 555555 MonssosaTens
(¥ (] Builtin 2 adm aaa Mone30BaTens
B [ Computers 2, adminsn Monesosarens
® 3 Enmtun;nntrtu":rls al 52 aiadmin Mpynna bezona...
& | Foreigoecuryrrincipals :i{aiusers Mpynna Gezona...
[+ || LostAndFound 2
& [ Program Data o flex Felner NonbsoBaTENE
B O System 52 ar Mpynna Bezona, ..
| w 52 arta rpynna Gesona. ..
21 r  Aenervposare ynpasnenna. .. Frins Fpynna Besona,..  TPynna aAMHHACTRATORD. .
= i ateProxy pynna besona... -KMHEHTR], KOTOPEIM ...
# [ N Hauth.. dateP! oy 6e DHS
M A 08 2T @M YueTHaA 3anMce cnyubel ...
CozaaTe KomnetoTep o
Bce 3aaaqm b KoHTakT .
. , IEE N ..
il InetOrgPerson -
OBHOBHTE MNecesAoHMM 04epean MSMO e
SKCNOPTHPOBATE CMMCOK. .. MNpuHTER -
MNonesoBaTENs
=
CeoncTEa T o
Crpaeka ]ester Nonb3oBaTens
!, WONWIAOW WYY TonbsoeaTtens
_1) AAMHHHCTRATOR MNonesoBaTens BCTpoeHHan y4eTHaa 3an...
.ﬂ!,nnmmncmampbl AOMEHA Mpynna Gezona... HasHAYeHHBIE 3AMHHHCTR...
B2 AamHMcTpaTopEl Npeanp..,  [pynna fesona,..  HasHaueHHSIE SAMMHHCTR. .,
_L' | _ﬂ 52, AaMMHHCTDATOREI CXEME) Mpynna Besona... HasHaYEHHBIE AMMHHCTD. ..
OF Plme cem it e mmmm s mm [pp—— [r-pp—— | Dmms e o mm s comme o 4o

Puc. 6.13: Pucynoxk 1

1. B okHe CO3maHUs TPYIIL YKAa3bIBAEM UMS ¥ TapaMeTPHI TPYIIITHL:
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CsovcTBa: Synergy k4 E3
O6vexr | BesonacHocTe I FeaaxkTop arpubyros ]
O6wue HaeHe! rpynne I Haen rpynn I Ynpaenaetca I

Y neHel rpynnet:

Mrma | MNanka gomMeHHb cnyxG Active Directory |
_!, Alex Felner test-ad kz/Users
?_; smagulov t. m test-ad kz/UUsers
i, t. beisekina test-ad.kz/Users
i) Cepuk Mdpaee test-ad kz/Users

NoSaeuTe... I Unanure

oK OTrmeHa MpumeHUTE Crpaska

Puc. 6.14: PucyHoOK 2

1. Hob6aBnsieM mOb30BaTENM B JaHHYIO I'PYIITY, KOTOPhle OyOyT UMeTh HOCTyN K myaTdopme ARTA
Synergy:
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CeorcTBa: Synergy HEH

O6wue I Y neHel rpynnit | Yaen rpynn ] Unpaenaerca 1
Oénexr | EesonacHocTe PeaaxTop aTpubyros
ATpUtYTEL
ATpuiyT IHayeHue -~
accountMN ameHistorny {HEe 330aHO>
adminCount <{HE 3a0aHo> i
adminDescription <{HE 3a0aHo>
adminDisplayM ame {HEe 330aH0>
altS ecurityldentities <{HE 3anaHo>
ch Synergy
controlccessRights <{HEe 3a0aHo>
description {HE 3303H0>
desktopProfile <HE 3a0aHo>
displayN ame {HE 3a0aHo>
displayMN amePrintable <HE 3a0aHo>
distinguishedN ame CN=Synergy.CN=Users DC=test-ad DC=kz
dSASignature <HE 3a0aHO>
dSCorePropagationD... 0x0=( ) —
i I Ll_l
MNpocmorp PuneTp I
oK I Ormena I [lpyumeHUTE I Cnpaexa

Puc. 6.15: Pucynoxk 3

1. IInsg uMmnosib30BaHUA GUIbTPAIUU MOJIb30BaTesel A o6beKTa NoOHagoOUTCs yHUKAIbHOe UMS
DN. [I;st oTOTO IepeiimeM BO BKIaIKy «PemakTop aTpubyTOB»:
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HoBbii 06bekT - Npynna [ X|

QR Cosaatb B: test-ad.kzfUsers
ed

MMa rpynnel:

| Synergy]

MMA rpynnel (npea-Windows 2000):

I Synergy

—~0OBnacTe ASHCTEHA rPyNnbI ~Tvn rpynnel
" NokanbHas B A0MEHE (¢ pynna BesonacHoCTH
{* TnobansHan (" Tpynna pacnpocTpaHeHna
" YHueepcansHas

| OK I OTMEHa

Puc. 6.16: Pucynoxk 4

6.5.4.3 HacTtpounka KoHcpurypaumoHHoro ganna

1. TlepexoauM B KOHCOJIbL CEPBEpA.

2. OTkpeiBaeM ¢aini ojisa KOHQUTyPUPOBaHUS CUHXPOHU3AIUN:
nano /opt/synergy/jboss/standalone/configuration/arta/ldap-sync.xml

3. ViaMeHuM [maHHBIN (haiiyl B COOTBETCTBHUHU ITOCTABJIEHHON 3amayu (HoOaBieH KOMMEHTapPUi U3MeH
€HO):

a. Be3 dbmiabTpanuu - ecnu HeoOXoguMa IIOJIHAS CUHXPOHM3AlUsI CO BCEMU IIOIL30BATEJISIMU U
TpyIIaMu:

<!-- cuHxpoHusauyma c Active Directory -->
<item>
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<id>2</id>

<!-- N3MeHeHo -->

<domain>test-ad.kz</domain>

<sync>
<!-- W3MEeHeHOo -->
<host>192.168.7.105</host>
<!-- N3MeHeHo -->
<user-dn>adm@test-ad.kz</user-dn>
<!-- W3MEeHEeHOo -->
<password>123456Qw</password>
<!-- W3MEeHeHOo -->
<active>true</active>
<!-- N3MeHeHo -->
<interval>900000</interval>
<referral>follow</referral>

</sync>

<access>
<!-- userAccountControl yka3bBaet Ha none "AktuseH” B AD, BMecCTO Hero
MOXHO WCMOMb30BaTb MPOCTO rpynny
-->
<allow>userAccountControl</allow>
<!-- N3MeHeHo -->
<admin>CN=Users,dc=test-ad,dc=kz</admin>

</access>

<account>
<id>objectGUID</id>
<login>sAMAccountName</login>
<firstname>givenName</firstname>
<middlename>info</middlename>
<lastname>sn</lastname>
<email>mail</email>
<!-- W3MEeHeHOo -->
<base>dc=test-ad,dc=kz</base>
<!-- N3MeHeHo -->
<filter>(objectClass=person)</filter>

</account>

<group>
<id>objectGUID</id>
<name>cn</name>
<member>member</member>
<!-- W3MEeHEeHOo -->
<base>dc=test-ad,dc=kz</base>
<filter>(objectClass=group)</filter>

</group>

</item>

b. C dbunbTpamnue - ecinu HeoOX0aIMMa CUHXPOHU3AIINS TOILKO C II0IL30BATEJISIMIU, KOTOPEIe OYOyT
UMeTh JOoCTyII K mnaTtdopme ARTA Synergy (peKoMeHOyeTCs):

<!-- cuHxpoHu3auua c Active Directory -->
<item>
<id>2</id>
<!-- W3MeHeHo -->
<domain>test-ad.kz</domain>
<sync>
<!-- W3MEeHEeHOo -->
<host>192.168.7.105</host>
<!-- W3MEeHEeHOo -->
<user-dn>adm@test-ad.kz</user-dn>
<!-- N3MeHeHo -->
<password>123456Qw</password>
<!-- W3MEeHEeHOo -->
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<active>true</active>
<!-- W3MeHeHo -->
<interval>900000</interval>
<referral>follow</referral>

</sync>

<access>
<!-- userAccountControl yka3biBaeT Ha none "AkTuBeH” B AD, BMeCTO Hero
MOXHO WCMONb30BaTb MPOCTO rpynny
-->
<allow>userAccountControl</allow>
<!-- W3MEeHeHOo -->
<admin>CN=Users,dc=test-ad,dc=kz</admin>

</access>

<account>
<id>objectGUID</id>
<login>sAMAccountName</login>
<firstname>givenName</firstname>
<middlename>info</middlename>
<lastname>sn</lastname>
<email>mail</email>
<!-- W3MEeHEeHOo -->
<base>dc=test-ad,dc=kz</base>
<!-- W3MEeHeHOo -->
<filter>(member0f=CN=Synergy,CN=Users,DC=test-ad,DC=kz)</filter>

</account>

<group>
<id>objectGUID</id>
<name>cn</name>
<member>member</member>
<!-- W3MEHEeHOo -->
<base>dc=test-ad,dc=kz</base>
<filter>(objectClass=group)</filter>

</group>

</item>

IIpuMmeuyanue
Iauuble O GunbTpa 6epyTcs u3 aTpuOyTOB I'PYIIIIHL.

c. be3 Ha3BaHHUA IPyNNbI - €CJIM HET HEOOXOOUMOCTH B OoToOpaXkeHUU Ha3BaHuu rpynn B ARTA
Synergy:

<!-- cuHxpoHusauuma c Active Directory -->
<item>
<id>2</id>

<!-- W3MEeHEeHOo -->

<domain>test-ad.kz</domain>

<sync>
<!-- W3MEeHEeHOo -->
<host>192.168.7.105</host>
<!-- N3MeHeHo -->
<user-dn>adm@test-ad.kz</user-dn>
<!-- n3MeHeHo -->
<password>123456Qw</password>
<!-- W3MEeHeHOo -->
<active>true</active>
<!-- W3MeHeHo -->
<interval>900000</interval>
<referral>follow</referral>

</sync>

<access>
<!-- userAccountControl yka3biBaeT Ha none "AkTuBeH” B AD, BMecCTO Hero
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MOXHO WMCMOMb30BaTb MPOCTO rpynny
-->
<allow>userAccountControl</allow>
<!-- N3MeHeHo -->
<admin>CN=Users,dc=test-ad,dc=kz</admin>
</access>
<account>
<id>objectGUID</id>
<login>sAMAccountName</login>
<firstname>givenName</firstname>
<middlename>info</middlename>
<lastname>sn</lastname>
<email>mail</email>
<!-- W3MEeHeHOo -->
<base>dc=test-ad,dc=kz</base>
<!-- N3MeHeHo -->
<filter>(member0f=CN=Synergy, CN=Users,DC=test-ad,DC=kz)</filter>
</account>
<group>
<id>objectGUID</id>
<name>cn</name>
<member>member</member>
<!-- W3MEeHeHOo -->
<base>dc=test-ad,dc=kz</base>
<!-- N3MeHeHo -->
<filter>(objectClass=NONEXISTENTANDWILLNOTEXISTFOREVER)</filter>
</group>
</item>

1. Ilepe3amyckaeM jboss.

B npunoxeHum agMuHHUCTpaTtopa Synergy «Kaproreka -> YnpaBieHHe IOIb30BaTEIAMU» IOSIBUTCS
CIIKCOK ITOob30BaTenel. CHHXPOHU3AIUS OCYIIECTBIISIETCS B OMHOCTOPOHHEM ITOPSOKe: ITpu gobaBie-
HUU monb3oBaTens B AD, or oTobpazxkaetcsa B ARTA Synergy, HO He Ha000OPOT.

6.5.5 WNCTOYHMKM M pononHuTeNnbHas uHdopmMmauua

[TpoekT Pro-LDAP
CraTtpg Ha Bukunenuu
HUcnonv3oBanue LDAP-punsTpos
ATpubyTst Active Directory

6.6 [llpoBepka Xxene3a

ITpu nmepBOHAYaIBLHOU yCTAHOBKE U GYHKIIMOHUPOBAHUN Synergy HeoOXOoOuMO CIIeOUTh 3a Ka4eCTBOM
HCII0JIb3YEeMOT'0 allliapaTHOro 06eceYeHusI.

6.6.1 TlMpoBepkKa AucCKa

[1711 TpoBepPKH OMCKa cliefyeT UCII0JIb30BaTh yTunuTy «dd» (dd — mpocTas yTUanTa, KOTopas BXOOUT
B cocTaB OombimmHCTBA Unix-momo0HBIX omepalnuoHHeX cucteM — Linux, FreeBSD, Solaris u T.0. Ee
MmpefHa3HavYeHne — YTeHNe JaHHBIX U3 OOHOT0 YCTPOMCTBA UK ¢daiiia ¥ 3aluch B OPYTO).

C moMoIIbI0 KOMaH/IhI df -h moxHO IIPOCMOTPETE BCE€ TOYKU MOHTHUPOBAHUA.



http://pro-ldap.ru/
https://ru.wikipedia.org/wiki/LDAP
http://social.technet.microsoft.com/wiki/contents/articles/8077.active-directory-ldap-ru-ru.aspx
https://msdn.microsoft.com/en-us/library/ms675090(v=vs.85).aspx
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®aitjr.cucreMa Pasmep HNcnonn3oBadecT PICnonbaoBanog)MOHTHPOBaH[o
[0)
udev 7,8G 0 7,8G 0% /dev
0,
tmpfs 1,6G 9,5M 1,6G 1% /run
/dev/mapper/ubuntu- - 901G 820G 36G 96% /
vg-root
0,
/dev/sdb2 237M 126 99M 56% /boot
0,
/dev/sdbl S1IM 3.4M S08M | 1% /boot/efi

IMeperimeM Ha TOYKY MOHTHPOBAHMS AHUCKa, KOTOPBIM HEOOXOIMMO MPOTECTUPOBATE.
# nna npuMepa npoTtecTtupyeM guck /dev/sdb2, KoTopbii cMOHTMpoBaH B /boot

cd /boot

Haxomsice B IIPUMOHTHUPOBAHHOM OJUCKeE ClIeAyeT CO3a4aTh TECTOBBIU (bafm (KOTOprfI II0CJI€ IIPOBEOEHU A
TeCTa HeO6XOJZ[I/IMO y,[[aJ'II/ITb), IIPKX CO30aHUHU KOTOPOT'O BEIBOOUTCA HeO6XO,'E[I/IMaH HaM CTaTHCTHKA.

II71s1 9TO Hy2KHO BEIIIOJITHUTH KOMaHOY:
dd bs=100M count=256 if=/dev/zero of=test

B pe3ynbTaTe co3paThes ¢aiin test pasmepom 100*256 MB
U
dd bs=1G count=10 if=/dev/zero of=test

B pe3yibTaTe BHIIOIHEHUS 3TOM KOMaHOH co3maeTcs dain pa3mepom 10GB.

IIpumeuyanue
HNpeanbvubIll BapuaHT pa3Mep ¢aiina 80% eMKOCTU IIPOBEPSAEMOr0 OUCKa, MUHUMAJILHO pe-
KOMEHTOBAaHHEIU pa3Mep 5% OT eMKOCTH OUCKA.

ITpu BEINOJIHEHMU KOMAaHMHLI Ha 3KpaH OyOyT BLIBEOEHHI CIIeyIolIe TaHHbIe:

10+0 3anuceu cuuTaHO

10+0 3anucey HaTKUCaHO

ckonupoBaHo 10737418240 6aut (11 GB), 334,522 ¢, 32,1 MB/c

Oco000 BaxxHOe 3HaUYEeHHE NMeeT ociegHee 4YUCJIO B HUXKHEU CTPOKE — OHO YKa3bIBaeT CpegHee
3Ha4YeHHne CKOPOCTHu YTEeHUS/3alluCu C JUCKa.

CrnenyeT MIpUOEePAKUBATHCS CIIEOYIOMNX 3HAYEHNI:

¢ <100 MB— guck HeoOX0OUMO 3aMEHUTD

¢ 100-150 MB— B0O3MO>KHO HMCIIOJIb30BaHue 0e3 Harpy3Ku. TeCTOBBIE CTEH/BI UIIH M0 5 OJHOBPEMEH-
HBIX TOIb30BaTeneu cucteMul (mpuMepHo 20-30 momb3oBaTeneu Synergy), npu ckopoctu 100-120
Heo0X0OMMO HauMHATh MJIaHMPOBATh 3aMeHy OHCKa T.K. PeCypC OUCKAa IOOXOOUT K 3aBepIIeHHUIO.

¢ <350 MB— B Synergy cmoxkeT KoMGOpTHO paboTaTh B paiioHe 20-30 KOHKYPEHTHHIX IT0JIb30BaTEJIEH.
100-200 mmonb30BaTENE B CUCTEME.

ITpu ycrarnoBKke production ready cucTeMsl ¢ HU3KUM BpeMeHeM OOCTYIIHOCTHU ClIenyeT MIPOBOOUTE Te-
CTHI Ha TIPOTSAKEHUHU 2X CYTOK. [[JIg TECTUPOBAHUSA MOKET OBITH Pean30BaH CKPHUIIT, 3aIIMChIBAIOIIUH
JioTH B ¢haiin. 3HaueHUs He OOJIKHEL OTJInYaThbCcs 6oree yeM Ha 5%.

CnocoObI penrenust mpooO/1eM: 3aMeHa [MCKa Ha UCIIPaBHBIM, 3aMeHa Oucka Ha 6ojee TpOU3BOOU-
TeJIbHBIN (pekoMeHnoBaHHEE nuck WD Black npu mocraTouno BeiIcOKOM 6iopzkeTe WD Raptor).




PykoBonctBo agpMmunucTpaTtopa ARTA SYNERGY

6.6.2 TllpoBepka naMATH

[7st TpOBEPKM MaMSTH HET HUUETO JIydIlle mporpaMMel Memtest.

Memtest zamnuceiBaeT B KaXKObHM OJIOK MaMsATH WHGOPMAIIHUIO, a 3aTeM CYUTHIBAET €€ U IIPOBEPSET
Ha omnOKu. B mmpoitecce TeCTUPOBAHUS YTUIHNTA COBEPIIAET HECKOJIFKO ITPOXOA0B, YTO IIO3BOJISET BHI-
SIBUTH M COCTABUTD CIIMCOK IIJIOXUX OJIOKOB ImaMsiTu B popmaTe BadRAM.

Pemienue npoﬁneM: 3aMeéHa IIaMATHU, YUCTKa KOHTAKTOB OUI3JIEKTPUKOM.

6.6.3 TllpoBepkKa BbIYMC/UTEJIBHOIO annapara

s nmpoBepku CPU M0OXKHO UCIIOIb30BaTh YTUIUTY cpubern ¢ moMoIIbi0 KOTOPOM MOKHO 3agaTh 100%

HarpysKy.

IIpumeuyanue

O06s13aTeNnbHO 03HAKOMbBTECE C TOKyMeHTalllel O Hee.

3anyck Harpy3KH Ha 8 sgepHOU MallluHe IPOUCXOOAT IPUMEPHO TakK:

burnP6 & burnP6 & burnP6 & burnP6 & burnP6 & burnP6 & burnP6 & burnP6

[7st TecTUpPOBaHMS TPoIeccopoB Intel HeoOXOOUMO MCITOTHE30BaTh U APYTHE CPeAcTBa cpu bern. TecT

OOJI2KEH IIPON3BOOUTHCA HE MEHEe 6 Jacos.

PelrteHue nmpo0/1eM: B Cjlydae BO3HUKHOBEHUE OIMIMO0K He0OXOOMMO MEeHSATh(YMHUTE) CEPBEP.

6.6.4 OOwas npoBepka namatu + CPU

s TECTUPOBAHUA BBEIYHCIINTEIBHOU IIPOU3BOOUTEJIBHOCTHU 6y;:[eM HUCIIONIB30BATh CIIEOYIOITYIO KOMAH-

ny:
7z b

B pe3yibTaTe KOMaHObI ITIOJIYYUM.

Hampumep:

1 TecT

RAM size: 48379 MB, # CPU hardware threads: 12

RAM usage: 2551 MB, # Benchmark threads: 12

Dict Compressing | Decompressing
Speed Usage R/U Rating | Speed Usage R/U

KB/s % MIPS MIPS | KB/s %  MIPS

22: 17000 825 2003 16537 | 216204 1177 1656

23: 16751 842 2026 17068 | 217714 1193 1668

24: 17273 905 2051 18572 | 215650 1194 1674

25: 17954 986 2079 20499 | 212323 1189 1678

Avr 890 2040 18169 1189 1669

Tot 1039 1854 19007
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Dict Compressing [ Decompressing
Speed Usage R/U Rating | Speed Usage R/U Rating
KB/s % MIPS MIPS | KB/s % MIPS MIPS

22: 18670 908 2000 18162 | 220062 1194 1661 19845
23: 17026 848 2046 17348 | 218180 1196 1669 19958
24: 17539 923 2044 18858 | 215647 1195 1673 20004
25: 17469 961 2074 19945 | 212711 1191 1679 20000

Avr 910 2041 18578 1194 1671 19951
Tot 1052 1856 19265
3 Tect
RAM size: 48379 MB, # CPU hardware threads: 12
RAM usage: 2551 MB, # Benchmark threads: 12
Dict Compressing [ Decompressing
Speed Usage R/U Rating | Speed Usage R/U Rating
KB/s % MIPS MIPS | KB/s % MIPS MIPS

22: 16913 929 1771 16453 | 218529 1195 1649 19706
23: 17365 866 2043 17693 | 217496 1192 1668 19895
24: 17701 930 2046 19032 | 215352 1192 1675 19976
25: 17852 984 2071 20382 | 213452 1195 1680 20069

II71s1 60o71ee TOYHOTO pe3yabTaTa HEOOXOOUMO IPOU3BECTH 0KO0JI0 20 TeCTOoB.

IIpuMmeuyanue

Mexkay TeCTaMU PEKOMEHAYETCS 3allyCTUTh YTUIIUTY cpubern, paboTy KOTOpPO HEOOXOOAUMO
IpepBaTh Mepeq OYePeaHEIM TECTOM, a MEeXAY HEKOTOPHIMU moaoXkaaTh 10-15 MUHYT.

7151 HaC 0COOBIM HHTEPEC MpPeaCcTaB/IsAeT MOCJAeIHsIsI CTPOKA. M3MepeHus: MPOUCXOOAT B IIOIMY-
rasx. O61ye mpaBuia TAKOBLI, YeM BEHIIIe TPeOOBaHUsI K CCTeMe (IOCTYIIHOCTH U CTAOUIbHOCTH), TEM
HIKe OOJI?KeH OLIThH ITPOIeHTHEIM Pa30poc mo obIuM ImoKasaTensaM. [IpugenbHBIM pa3dpocoM SIBIISET-
cs1 0.6%

HaiigeMm nponeHTHEIN pa36poc o HAIMKUM ToKa3aTeiiM. Hac mHTepecyeT ociengHee YUCI0 B HUKHEHN
CTPOKe. 3a 3TaJI0OHHBIHN TeCT 6€peTCs TECT ¥ KOTOPOTO HYKHEIM HaM IT0Ka3aTellk Hanboree mprubIInKeH
K cpegHeapudmMeTrdecKoMy. B HameM ciydae 3To 3# TeCT.

Pacuert ciaenyeT IMpOMu3BOOUTE TOJIBKO OJIAd MaKCHMAJIBHOTO U MHUHHMMAJIBHOI'O 3HA4YE€HHud IIOIIyraeB B
TecTe.

B HameMm npumepe:

I[TpubnuxkeHHoe K cpegHeapudmetruyeckomy — 19151 (3 Tect)
MakcumaneHOe 3HadeHue 19265 (2 TecT)

MunumanbHOe 3HaueHue 19007 (1Tect)

HaxopuMm pmenbTa 1o TecTy (0T MaKCHMMAaJIbHOTO 3HAYeHUsI OTHUMaeM IpUOIMKeHHoe K cpefHeapud-
MEeTHUYEeCKOMY):

1) 19265 — 19151 =114
HaxopmuM IIpOIIEHT ¥ CPaBHUBAeM C IPUAEIbHBIM pa3dpocoM:
2) 114*100 /19151 = 0.595% <0.6% (npumeILHBIA Pa30poc)
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Haxomum genbTa OT MUHMMAJTBHOTO 3HAUYEHHUS O:

1) 19151 — 19007 = 144

HaxopmuMm NmpoLEeHT M CpaBHUBAEM C IPUAEIbHBIM pa3tpocoM:

2) 144*100 /19151 = 0.751% >0.6% (upumeILHbIA Pa30poc)

U B mepBOM, U BO BTOPOM CJIy4yae Pe3ybTaT OOJIZKeH ObITh MeHbIIe IIPUAEeILHOT0 pa3dpoca, B TPOTHUB-
HOM CJIy4yae HeoOXOOUMO IIPUMEHSTh MEPHI.

CnocoObI peleHusi mpodieM: o0CTyKUBaHUS alllapaTHOro obecreyeHus (YUCTKa, IpoMa3Ka cep-
Bepa), 3aMeHa ITaMsATH, 3aMeHa MaTePUHCKOH IIJIaTH, 3aMeHa IIpolieccopa.

6.7 CraHpapTHbIX KOH(UrypaumoHHbin pann nginx

# 370 CTaHO@apTHbIA KOHOUTypauunoHHbii dainn ARTA Synergy
server {

# MpocnywvnBaHue 80-ro mopTa Ha Bcex MHTepdencax
# CM. Huxe Kak BKIwYMTb HTTPS
listen 80;

# WMa cepsepa. MMoxanyicTta, obpaTuTte BHMMaHWe, 4TO

# HeobxomuMMO ucnonb3o0BaTb pa3peweHHoe uMma DNS, B

# NPOTUBHOM clnyyae ucnonb3ynmte IP-agpec (He pekomeHpyeTcs)

server_name $hostname; #HE W3MEHATb. WUcnonb3ynte dpkg-reconfigure arta-synergy-synergy

# Bkno4veHne HTTPS

# Ybeoutecb, 4TO K04 U cepTudmkaT

# pacnosioXeHbl MO yKa3aHHOMY MyTwu

listen 443 ssl;

keepalive timeout 70;

ssl certificate /etc/nginx/ssl/artasynergy com apache.crt;
ssl certificate key /etc/nginx/ssl/artasynergy com apache.key;

# lNepeHanpasneHne Bcex 3anpocoB HTTP Ha HTTPS
if ($scheme = http) {
return 301 https://$server _name$request uri;

}

# MakcuManbHO OOMYCTUMbIA pa3Mep KIMEHTCKOro 3anpoca
client max body size 100m;

# HacTpamuBaeMble cTpaHuubl ownbok. Ncrnonb3yeTcs, Korpa
# (QOHOBLIA npouecc He oTBevaeT
error_page 502 504 = @service;

location @service {
rewrite ~/(.*)$ /index.html break;
root /opt/synergy/utils/errorpage/;

}

# HacTpoikn obpaTHOro npoKcu-cepeepa

proxy set header Host $host;

proxy set header X-Real-IP $remote addr;

proxy set header X-Forwarded-For $proxy add x forwarded for;
proxy set header X-Forwarded-Proto $scheme;

proxy redirect http:// $scheme://;
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# NepeHanpasneHue Ha /Synergy/, ecnu npoucxoauT nepexop Ha /
location = / {
return 301 $scheme://$server _name/Synergy;

}

# nasHoe npunoxeHne ARTA Synergy
location /Synergy {
proxy_pass http://127.0.0.1:8080/Synergy;

# 3anncb BCeX KIMEHTCKMX 3anpocoB (Ans aHanuM3a W oTnapku)
access log /var/log/nginx/synergy-requests.gz synergy gzip;
# Takxe Heob6x0pguMO 3anucbiBaTb 3anpocChl U B FNaBHbLIA NOr
access log /var/log/nginx/synergy.access.log;

}

# AODMUHMCTpaTUBHOE npuroxeHune Synergy
location /SynergyAdmin {

proxy_pass http://127.0.0.1:8080/SynergyAdmin;
}

# KoH¢purypatop Synergy
location /Configurator {
proxy pass http://127.0.0.1:8080/Configurator;

}

# Synergy static files, serving directly
location /synergy-static {

alias /opt/synergy/jboss/standalone/deployments/Synergy.ear/synergy-static.war;
}

# Toyka pocTyna npoTokona WebDAV
location /webdav {

proxy_pass http://127.0.0.1:8080/webdav;
}

# Touyka poctyna npotokona CalDAV
location /CalDAV {
proxy_pass http://127.0.0.1:8080/CalDAV;

}

# lcnonb3oBaHWe BHeWHel aBTopu3auuu Ons wboro npuioxeHus,
# He noapoepxMBaloWero aBToOpM3auuMio BOBCe, HanpuMmep aisuite
location = /user-auth {

proxy_pass http://127.0.0.1:8080/Synergy/rest/api/person/auth;
proxy pass_request body off;

proxy set header Content-Length ""”;

proxy_set header X-0riginal-URI $request uri;

}

# TecTupoBaHwe W UcCnpasfieHne npuaoxeHus aisuite
#location /aisuite {

# proxy pass http://127.0.0.1:8080/aisuite;
#

# # This will require ARTA Synergy login and password

# # to access

# auth request /user-auth;

#}

# ARTA Information
location /Information {
proxy pass http://127.0.0.1:8080/Information;

}
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location /Wizard {
proxy_pass http://127.0.0.1:8080/Wizard;
}

# 3anucb rnaBHoro poctyna
access log /var/log/nginx/synergy.access.log;

6.8 WHCTpYKUMA NO BKJIIOYEHUIO 3arnywku XpaHunuwa

6.8.1 OnucaHue

IIaHHasT UHCTPYKIIUS OMUCHIBAET OEeMCTBUS, TpeOyeMble B ClIydasix Korga HeoOX0oOuMO OTKPBITh, ITPO-
CMOTPETh KapTOuKy AoKyMeHTa (2KypHainbl, PeecTprl U T. [.), HO IPU 3TOM HEAOCTYITHO XPaHUJIUIIIE
II0 TOX WX WHOU NIPUYMHE U OPYTHUX BaPUAHTOB yXKe HeT.

BHHUMAHME!

3arnyme OJIsd XpaHWJIMIIMa MOZKHO ITPHMMEHATH TOJIBKO Ha TECTOBOH MallliHe, HUCIIOJIb3y4d
OaMII 608B0ﬁ, TaK KakK HCIIOJIb3OBaHME MOZKET IIPUMBECTU K HEIIOIIPABUMMEBIM NU3MEHEHUAM.

6.8.2 BknouYeHue 3arnyLuKu

1. Ilepe#itu B mysql: mysql -uroot -proot synergy

2. BumomauTte SQL 3ampoc: INSERT IGNORE INTO options(id, value, type) VALUES ('auto ¢
reate document if absent’, ’true’, 2);

3. Bemitu u3 mysql

4. Tlepe3anyctuTts Jboss: etc/init.d/arta-synegy-jboss restart
3auTu B CHUCTEeMY II0[H II0OJIb30BaTeEJIeM U IIPOCMOTPETHh KAPTOYKY HY2KHOT'O JOKYMEHTa.

IIpumeuanue:

KoHTeliHep Oy OKyMeHTa CO3[acTCs IIyCTOoM, T.e. ¢paiioBs, ognuce, ¢painos mo popme u
IOM. KAPTOYKY BBl HE YBUOUTE, T.K. GU3UYECKU UX BCE Ke HeT. [Ipu MoBpeRkaeHHOM XpaHu-
JIVIE B PEIKOM CJIy4ae BO3MOXKHO OoToOpaxkeHue (GOPMEI JTOKYMEHTA.

6.8.3 OTKANIOYEHMe 3arnyLuKu

I]:[aHHbII‘/JI IIYHKT IIPAKTU4YE€CKHN He HUCIIOJIB3YETCSA B CBA3U C TEM YTO, 3alJIYIIKYy IIPUMEHAIOT B KpafIHeM
ciy4dae, 94ToOB pa3odpaThesi ¢ IpPo0IeMoii.

1. Ilepesitu B mysql: mysql -uroot -proot synergy
2. Bumonuutk SQL 3amnpoc: delete from options where id=«auto create document if absent»;

3. BrriTu u3 mysql

4. TlepezanyctuTth Jboss: /etc/init.d/arta-synegy-jboss restart

Tlocne oTKIIO4YeHU KapTO4YKy OHOKYMEHTa, KOTOprfI OTKPEBIBAJICSA BO BpeMd OenCTBUS 3arjyIiKu, MOxXK-
HO IIOCMOTPETH, HO IIPU OTKPHITUM OCTAJIBHBIX JOKYMEHTOB 6YJ16T BEIXOOUTH onrnOKa MCIIOTHEeHU’ .

IIpuMmeuanue:
ITpu paboueM XpaHUIUILE BKIIIOYEHUE 3arIyIIKU HUYEero He U3MEHHUT.
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6.9 WMHCTpyKuUMA No HacTpouke mHterpauum c SharePoint

— YT0 5 XOTen CKal3aTb, — HaKOHeI] BKJIMHUBAIOCh I, — TakK
9TO TO, YTO Y MeHsI JOMa eCTb UHCTPYKLM S, KOTOpast OTKPEIBa-
eT GOJIbIIIe BO3MOXKHOCTHY B TEXHNUYECKOM M3JI0KEHUU MEIC-
neti. OHa HaYUHaEeTCs Tak:

«COopKa AMOHCKOro Bejocunena TpedyeT 60IbIIOT0 CIIOKOM-
CTBUS Oyxa»

Pob6epT M. ITupcur. [I3eH 1 UCCKYCTBO yXOIa 3a MOTOIIUKIIOM

6.9.1 BBepeHue

Microsoft SharePoint Foundation — 6ecnnatHoe npunoxenue K Windows Server. Microsoft SharePoint
Foundation nmpepocTaBnseT 6a30By0 WHGPACTPYKTYPY OJISI COBMECTHOM pabOTH — pemaKTHUPOBAHUE,
XpaHeHNe NOKYMEHTOB, KOHTPOJIb BEPCHUH U T. .

Microsoft SharePoint Foundation, HacTpoeHrHbIN OJia nmnaTdopmbel ARTA Synergy, 1T03BOIsIET ITPOBO-
OUTL COBMECTHOE pemakTtupoBaHue ¢aiisioB MS Office Bepcuu 2013 u BbIIIe OIS CIEOYIOMIUX PACIIN-
peHuu:

¢ .docx — Microsoft Word,;
¢ xlsx — Microsoft Excel;
* .pptx — Microsoft PowerPoint.

HacTpoeHHO€e COBMECTHOE peflaKTUpoBaHue (alIoB JOCTYIIHO B crnenyiomux mectax ARTA Synergy:

» nanka ITpusodceHua DOKyMeHTa U paboTh;
» manka IIpouue mokyMeHTa U pabOoTHL;
e MOnynb XpaHuauuwie — Patinwl.

st Takux (aiioB KOHTEKCTHOE MEHI0 OyHOeT [OIOJIHUTENIbHO COfepkaTh MYHKT «HadaTk coBMeCT-
HOe peJakTupoBaHue». [1o HaxKaTHIO Ha 9TOT IIYHKT (haiin 3arpyxaetcs B SharePoint, a kmueHETCKOMY
Opay3epy mepemaeTcs: CChIKa Ha HETro, KOTOpasi OTKPhIBaeT HJaHHBIN ¢aiin B Microsoft Office. ITocne
HaXkKaTHs coxXpaHeHus naMeHenu B Microsoft Office mokymenT nonamaeT B SharePoint u 3aTem B ARTA
Synergy.

st paitmoB MS Office co cnepyromumu pacimpeHusIMy OyIOeT HOCTYIHO pedaKTHUPOBaHUE B pelak-
TOope:

¢ .doc — Microsoft Word;
¢ xls — Microsoft Excel;
e .ppt — Microsoft PowerPoint.

s Takux ¢halIoB KOHTEKCTHOE MeHIO OyIeT JOIOTHUTEILHO COIepKaTh MYHKT « OTKPHITh B PEIAKTO-
pe», KOTOPHIH ITO3BOJISIET TOILKO OJHOMY TI0JTh30BATEIIO PENaKTHUPOBATh (paiil B OMUH MOMEHT BpeMe-
HU. [Ip¥ OTKPBITUY BTOPBIM TIOJIb30BaTEJIEM JAaHHOTO ¢atinia 0ToOpaxkaeTCcss YBEOOMIEHHUE O TOM, YTO
dain yke MCIONMB3yETCSA, TO ECTh OH HEJOCTYIIEH Ha PeOaKTUPOBAHUE.



http://www.e-reading.club/bookreader.php/111306/Pirsig_-_Dzen_i_isskustvo_uhoda_za_motociklom_%28Bashkov%29.html
https://ru.wikipedia.org/wiki/SharePoint
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6.9.2 TpeboBaHus

YcraHoBKa u HacTporika SharePoint mocTaToyHO TpyZoeMKa U IIPeAoiaraeT JOIOTHUTENIbHbIE TIPEI-
HaACTPOMKU CTOPOHHUX IIPUJIOKeHUN. [I0aTOMY 4Ype3BEIYaliHO Ba2KHO BHUMATEIBFHO ¥ TOYHO CJIe00BaTh
KaXXAoMy IIary maHHOM MHCTPYKIMU. TaKo# IIOAX0d rapaHTUPYeT YCIEIIHYI0 YCTaHOBKY, HACTPOUKY
SharePoint u ero ucnons3zosanue B ARTA Synergy Ajisi COBMECTHOTO PefaKTUPOBaHUs (palios.

HacrosIas MHCTPYKIIUS UJITIOCTPUPYET YCTAHOBKY M HAcCTpoOitky Microsoft SharePoint Foundation
2013 Ha 6a3ze OC Windows Server 2012 R2. Kpome TOro, KOMIbIOTEep OOJIKEH OBITH MOOKIIOYEH K
cetu MHTepHET.

6.9.3 TlpeaHacTpoukKa cucteMbl assa yctaHoBKU Microsoft SharePoint Foundation

IIpexme, yeM HavaTh YCTaHOBKY Microsoft SharePoint Foundation, Heo6xoguMo COBEPIIUTD CJIEOYIO-
e NeVCTBUA:

e IIpomnmcaTh cTaTudeckuil IP-aipec u U3MeHUTL UM KOMIIbIOTEpa (cepBepa);
* yctaHoBUTH Microsoft SQL Server 2008 u Bitte;
* YCTAHOBUTH U HACTPOUTh poiib Active Directory Domain Services.

6.9.3.1 HacTpomuka ctaTuuyeckoro IP-appeca n nepemMmeHoBaHue cepsepa

Tak kak cepsep Oymet ¢ ponwio Active Directory u, cooTBeTCTBEHHO, C cCO6CTBeHHEIM DNS-cepBepom,
HYXHO:

* Ha3HAYUTh €My CTaTHUUYECKHUH ip-agpec;

e ntepBeiM DNS-cepBepoMm ycTanoBuThk emy 127.0.0.1, 9TOoOBI BIIOCTIEOCTBHUYM He OBIIIO ITpobeM C pas-
pelieHnneM NMeH.

Hacrpoiika cratuueckoro IP-agpeca

1. Otkpotite Control Panel u nnepeiinute B nogpa3nen Network and sharing center.

2. Haxwure Ha Ethernet.

3. HaxwmuTte Ha KHOUIKY Properties.

4. BruibepuTte nyHKT Internet Protocol Version 4 (TCP/IPv4) u HaXXMuTe Ha KHOIIKY Properties.

5. BriGepuTte nyHKT Use the following IP address u BBeOuTe 3HAYEHUS B IIOJIS:

* IP agpec TeKyIiero cepeepa

* IP agpec macku nmogceTu

* IP agpec mimio3a

* [P agpec npegnoututenbHOoro DNS-cepBepa
* IP agpec ansTrepraTuBHOro DNS-cepBepa
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6. CoxpaHUTE BCe U3MEHEHUSI.
IlepenMmeHOoBaHHE cepBepa

1. Otkpotite Control Panel u iepeuiiuTe B mogpa3nes System.

2. HaxwmuTte Ha Change Settings.

3. TlepetipuTe Bo BKiagky Computer Name u HaxXMHUTe Ha KHOnKy Change.

4. Yraxurte nMs Baiero cepsepa.

5. CoxpaHuTe BCe UBMEHEHUA.

6.9.3.2 YctaHoBKa SQL Server

1. 3anyctute macTtep yctanoBku SQL Server.

2. B mare Installation Beibepute nyHKT New SQL Server stand-alone installation or add features to
an existing installation

3. IIpuMuTe yCIOBUS JIULEH3UOHHOIO COTJIallIeHU .

4. Bribepute oOHOBIeHUe SQL Server (OMIIMOHAJILHO).

5. B mare Feature Selection ybenutech, 4TO BKIIOUEHH TpeOyeMble ¢iiaru.

6. B mmare Instance Configuration ykaxuTe uMs 1 UAeHTUDUKATOP OIS 9K3eMIisspa Oynyiiero SQL
cepBepa. 00s13aTE/IBLHO COXpPaHUTE 3HaueHuUe nons Instance ID, oHO moHazmobuTcsa BaMm B masb-
HeMmew HacTpoiike Microsoft SharePoint Foundation.

7. B mare Server Configuration BeibepuTe yueTHBIE 3anuCh CTyk0 6ymymero SQL cepBepa (omum-
OHAJIbHO).

8. B mare Database Engine Configuration 3amaiiTe pexXuM IIPOBEPKHU MMOOJIUHHOCTH M BBIOEPHUTE
agMUHUCTPATOPOB OymyIero SQL cepBepa (OIIIMOHATBHO).

9. B mare Error Reporting ykaxkuTe, kejaeTe 1 Bel oTIIpaBasaTh 0TYeTH 00 omubkax SQL cepBepa
Ha KOPIIOPATUBHEIN CEPBEP OTUETOB (OIMIIMOHATIBHO).

10. Tlocne ycmemHoO¥M YyCTaHOBKM MacTep ycTaHOBKKM SQL cepBepa 0TOOPA3UT OKHO HOOTBEPKACHUS.

11. Ilepe3arpy3uTre KOMIIBLIOTED.
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12. Tlocne mepe3arpy3ku KoMmnbioTepa yoegurech, uTo SQL cepBep 3anyiieH. [ 3TOr0 OTKPOMTe
SQL Server Configuration Manager.

13. Bribepute HOmy SQL Server Services u ybeguTtech, uTo SQL cepBep HaXoOuUTCS B aKTUBHOM CO-
CTOSTHUH.

6.9.4 YcraHoBKa u HacTpouka Microsoft SharePoint Foundation

6.9.4.1 YctaHoBKa npepekBusutoB Microsoft SharePoint Foundation

ITepen HayaioM HeMmOCPeNCTBEHHOM ycTaHOBKY Microsoft SharePoint Foundation Heo6xonumo ycTaHo-
BUTH BCe TpelOylomrecs IpepeKBU3UTHL. B xooe UX YyCTaHOBKM MOTYT BO3HUKATh HEKOTOPHIE OMIMOKM.
B cnydae, ecnu ycTaHOBKa NPEPEKBU3UTOB 3aBepIIUJIaCh HEYCIIEIHO, IOXKaJlyucTa, HaupguTe Barry
oImuOKY U IPOBEOUTE PSI Mep [0 ee YCTPaHeHUIO, OIKMCAHHLIN B COOTBETCTBYIOIIEM pa3iejie HaCTOs-
e MHCTPYKIUH.

PaccMoTpuM anropuT™M YCTaHOBKY TPepekBu3uToB Microsoft SharePoint Foundation.

1. 3anyctute MacTtepa yctaHoBKH Microsoft SharePoint Foundation u maxwmute Install software
prerequisites.

2. MacTep yCcTaHOBKH OTOOPa3UT CIHCOK IIPEPEKBU3UTOB, HEOOXOOUMEIX HJIS IOCJIEOVIOIIeN yCcTa-
HOBKHU Microsoft SharePoint Foundation.

3. HpI/IMI/ITe YCIIOBHU A JIMIOEH3UOHHOTO COT'JIallIEeHUd.

4. Tlocme yCHeurHoM yCTaHOBKU ITPEPEKBU3UTOB HEOOXOIUMO ITepe3arpy3uTh KOMIIBIOTED.

IIpepeKBU3UTHI OJISI CAMOCTOSATEIFHOT0 CKaYHBaHUS
Microsoft .NET Framework version 4.5

Windows Management Framework 3.0

Microsoft SQL Server 2008 R2 SP1 Native Client

Microsoft Sync Framework Runtime v1.0 SP1 (x64)
Microsoft AppFabric 1.1 for Windows Server

Windows Identity Foundation (KB974405)

Windows Identity Extensions

Microsoft Information Protection and Control Client (MSIPC)
Microsoft WCF Data Services 5.0

Cumulative Update Package 1 for Microsoft AppFabric 1.1 for Windows Server (KB 2671763)



http://go.microsoft.com/fwlink/p/?LinkId=250950
http://go.microsoft.com/fwlink/p/?LinkId=273961
http://go.microsoft.com/fwlink/p/?LinkId=254815
http://go.microsoft.com/fwlink/p/?LinkID=224449
http://www.microsoft.com/en-us/download/details.aspx?id=27115
http://go.microsoft.com/fwlink/p/?LinkID=226830
http://go.microsoft.com/fwlink/p/?linkid=252368
http://go.microsoft.com/fwlink/p/?LinkID=219568
http://www.microsoft.com/en-us/download/details.aspx?id=29306
http://support.microsoft.com/kb/2671763
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6.9.4.2 YcrtaHoBKa Microsoft SharePoint Foundation

INocne ycnenHo# yCTaHOBKY IIPEPEKBU3UTOB BBl MOXKeTe IPUCTyIIaTh K HEIIOCPEACTBEHHOMN YCTaHOBKE
Microsoft SharePoint Foundation. ITpu aToMm y6enuTecs, uto SQL Server 3amyliieH.

1. ToBTOpHO 3amycTuTe MacTtepa ycraHoBku Microsoft SharePoint Foundation u mHaxxmurte Install
SharePoint Foundation.

2. HpI/IMI/ITe YCIIOBH A JIMIOEH3UOHHOT O COT'JIallIEeHUd.

3. Bribepurte nanky oy xpaHeHus Gainos HHOeKca oK CKa (II0 YMOIT9aHHUI0 OHU OYOYT COXPAHSITHCS
B KopHeBoU nanke OC).

4. MacTep ycTaHOBKM 0TOOPa3uUT OKHO MacTepa KoHburypamuu. Yoenurecs, uto ¢iar Run the SharePoint
Products Configuration Wizard BKio4eH, ¥ HaXKMUTe Ha KHOIIKY Close.

5. Tlocrne 3akpHITHS OKHa aBTOMAaTUYeCKU OTKPOeTCsS MacTep KoHburypamnuu SharePoint.

6. ITo HaxkaTuIo Ha KHOIKY Next 0TOOPa3uTCS OKHO IS IIOATBEePXKIEHUST O BO3MOXKHO HEOOX0OUMO-
CTH Tepe3allycKa uau copoca cinyxko:

* cryx0w I1IS;
e cnyx0a amMUHUCTPUPOBaHus SharePoint;
» cnyx06a Taiimepa SharePoint.

I[TogTBepouTe meucCTBUE.
7. Co3pgaiiTe HOBYIO hepMy cepBepoB. [ aToro BeIGepuTe nyHKT Create a new server farm.

8. YkaxwuTe cepBep 6a3 maHHBIX, a TakK¥Ke JIOTUH U IapoJib YUTATENId OTYETOB.
CepBep 0a3 gaHHBIX O0JI2KEeH OLITHL BBeOEeH B ¢opMaTe:
%uMs_KoMnbloTepaSs\\\%sugeHTupukatop sk3emnnapa SQL cepsepass
roe:

* %UMA_KoMMnblTepa%s - Server Manager — Local Server — Computer name;

* SugeHTuPmkaTop sk3emnnapa SQL cepsepa% - Instance ID, coxpaHeHHBIN IIPU ycTaHOBKe SQL
cepsepa (1. 6).

9. 3amaiiTe maponbHYyIO Gpasy.

10. 3apgaitiTe HOMep nopTa. MOXKHO KCIIOJIB30BaTh CIIy4auHEIM HOMEP IIOPTa, HO B Ka4eCTBe IIOpTa
IOJIs caliTa afMUHUCTPUPOBaHUS NIPOXyKToB SharePoint cepBep Team Foundation Server Bcerza
ucrosnb3oBan 17012.

11. TlogTBepmuTe KoHpuUrypanuio SharePoint.

12. Tlocne yCIemHoro 3aBeplieHns MacTep 0TOOPa3UT OKHO ITOATBEPXKIEHHUS.
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6.9.4.2.1 Mpob6bnembl Nnpu yctaHoBke Microsoft SharePoint Foundation n nytu ux peweHus
6.9.4.2.1.1 .NET Framework 4.6

ITpu nonbsiTKe ycTaHOBUTEH Microsoft SharePoint Foundation Ha KoMObioTEDP, UMEIOITUMN ITPENYCTAHOB-
nenHbii .NET Framework Bepcuu 4.6 unu 4.6.1, ycTaHOBKa 3aBEPIIUTCA HEYCIIEITHO. ADMUHUCTPATO-
Py oToOpa3uTCs OmMnbKa C TEKCTOM:

Setup is unable to proceed due to the following error(s):
This product requires Microsoft .Net Framework 4.5.

Taxkast mpoGieMa BO3HUKAET I0ToMY, YTo Microsoft SharePoint Setup He mogmepxkuBaeT .NET Framework
4.6 unmm 4.6.1.

IOns ycnemHo# ycraHoBKY SharePoint Heob6xonumo noHu3uTs Bepcrio .NET Framework onaum u3 cie-
OVIOIINX CIIOCOO0B:

1 cmoco® (pexoMeHayeTCsI)

1. Yomanute .NET Framework coriacHo ero Bepcuu u yctanorineHHoi OC.

* NET Framework 4.6:
- Windows Vista SP2, Windows 7 SP1, Windows Server 2008 SP2, Windows Server 2008 R2
SP1 - yganute Microsoft. NET Framework 4.6 u3 Control Panel - Programs and Features.

- Windows 8, Windows Server 2012 - ymanute Update for Microsoft Windows (KB3045562) u3
Control Panel - Installed Updates.

- Windows 8.1, Windows Server 2012 R2 - ynanute Update for Microsoft Windows (KB3045563)
u3 Control Panel - Installed Updates.
 NET Framework 4.6.1.
- Windows 7 SP1, Windows Server 2008 R2 SP1 - ynanute Microsoft. NET Framework 4.6.1 u3
Control Panel — Programs and Features.

- Windows 8, Windows Server 2012 - ymanute Update for Microsoft Windows (KB3102439) u3
Control Panel - Installed Updates.

- Windows 8.1, Windows Server 2012 R2 - yonanute Update for Microsoft Windows (KB3102467)
u3 Control Panel - Installed Updates.

- Windows 10 - yganute Update for Microsoft Windows (KB3102495) u3 Control Panel -
Installed Updates.

2. Tlepesarpy3suTre KOMIIBIOTED.
3. Ckauaurte u ycranosute .NET Framework 4.5.2.
4. 3anyctute yctaHoBKy Microsoft SharePoint Foundation.
ITocne ycmemtHoi yctaHnoBKu SharePoint Bel MmozxkeTe 00HOBUTE .NET Framework mo Bepcun 4.6 unu
4.6.1.
HcTouyHUK
2 cnocod

IaHHBI MeTOn HEOOXOOMMO HCIIOIb30BaTh JIMIIEL B CJIy4ae, KOrJa MepPBBIN CIIOCO0 HE PEIU BhIIIe-
OIMMCAHHYIO ITPobIeMy.
1. 3anycTute pegakTop peectpa regedit.exe oT UMeHN AIMUHUCTPATOpPA.

2. N3menute npasa Aomunuctpartopa aiasa NET Framework. [Ins sToro nepeiigute B y3ea HKEY LO
CAL_MACHINEN\\SOFTWARE\\\Microsoft\\\NET Framework Setup\\\NDP\\\v4.



https://www.microsoft.com/en-us/download/details.aspx?id=42643
https://support.microsoft.com/en-us/kb/3087184
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L ® 3 o o s

10.
11.

12.
13.

HaxkmuTe mpaBol KHOIKOM MBIIIN 110 Y31y V4 U BeIOepUTe NYHKT MeHio Export. O0si3aTeIbHO
COXpAaHUTE KCIIOPTUPOBAHHYIO KOH(PUTypauuio, oHa noHagoburcsa Bam mo3pHee.

OmnsaTh HaXXKMHUTE IIPABOM KHOIIKOM MBI 110 Y371y v4 u BeIOepuTe MyHKT Permissions.

Haxkmute Ha KHONIKY Advanced.

B cTpoke Owner HaxMuTe Ha KHONKY Change.

BriGepute ADMUHHCTPATOPa U BKIIIouuTe (praxkok Replace owner on subcontainers and objects.
CoxpaHUTEe BCe N3MEHEHUS.

HOBTOpI/ITe ciieoyromiye miaru OJjisi BCexX JO4YEepPHUX Y3JIOB HOOBI v4:

* HaxMwute nmpaBoit KHOIIKOM MBIIIN 110 Y3JIy ¥ BEIOEpUTE NYHKT Permissions.

e HazmaubTe AmMuHuCcTpaTopy npasa Full Control (ctonbel; Access B Tabnulle) U COXPaHUTE U3-
MEHEeHUu4d.

* B ocHOBHOI o6nacTu PemakTopa peecTpa HaXKMHUTe IIPaBOM KHOIIKOM MEIIIIHM Ha CTPOKY Versions
1 BeIOepuTe MyHKT Modify.

* Uamenure 3HaueHue nons Value data ua 4.5.x (Hanpumep, 4.5.51209) u coxpaHUTe U3MEHEHUS.

Janyctute yctaHoBKy Microsoft SharePoint Foundation.

ITocrne ycremHoM OTKPEITHSA MacTepa ycTaHoBKH SharePoint o6HoBUTE .NET Framework go Bep-
cuu 4.6 unu 4.6.1. 115 3TOTO NepelanuTe B MANKy C COXpaHEHHOU KOoHGUTrypanuei us nm. 3 u
OTKDOUTE €e.

IMoOoTBepOUTE UMIIOPT KOHGUTYPALTHH.

ITepe3arpy3uTe KOMIOLIOTEDP U IIPOAOJIKUTE YcTaHOBKY Microsoft SharePoint Foundation.

HcTouHUK

6.9.4.2.1.2 Error: The tool was unable to install Application Server Role, Web Server (lIS)

Role (Error Code: -2146498298)

IManHas ommbKa BO3HUKAET B ClIydae HEKOPPEKTHOM KOHGUTYpalluu ¥ YCTaHOBKU poiei Application
Server u Web Server (IIS).

B TakoM cmydae B JIOT XOfa YCTaHOBKY NpepekBu3uToB Microsoft SharePoint Foundation 6ymyT mo6as-
JIEHHI CJIeqyloline COOOIeHUs:

2016-07-27 00:10:00 - Error: The tool was unable to install Application Serve
r Role, Web Server (IIS) Role.

2016-07-27 00:10:00 - Last return code (0X3E8=1000)
2016-07-27 00:10:00 - Options for further diagnostics: 1. Look up the return c
ode value 2. Download the prerequisite manually and verify size downloaded by

the prerequisite installer. 3. Install the prerequisite manually from the giv
en location without any command line options.

Ins ycnemHo# yctaHOBKY SharePoint He06X0aUMO BOCIIOIB30BATHCS OOGHUM U3 CJIEQYIOIINX CIIOCOGO0B:

1 cnoco®

1.
2.

3anyctute KoHcob Microsoft PowerShell or uMmeHr ATMUHUCTPAaTOPA.

BrimonHUTE B HEM clleoymwlnre KOMaHObI:



http://sharepoint.stackexchange.com/questions/61239/this-product-requires-microsoft-net-framework-4-5/168051#168051
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Import-Module ServerManager

Add-WindowsFeature NET-WCF-HTTP-Activation45,NET-WCF-TCP-Activation45,NET-
WCF-Pipe-Activationd45 -Source E:\\\Sources\\\sxs

Add-WindowsFeature Net-Framework-Features,Web-Server,Web-WebServer,Web-Com
mon-Http,Web-Static-Content,Web-Default-Doc,Web-Dir-Browsing,Web-Http-Erro
rs,Web-App-Dev,Web-Asp-Net,Web-Net-Ext,Web-ISAPI-Ext,Web-ISAPI-Filter,Web-
Health,Web-Http-Logging,Web-Log-Libraries,Web-Request-Monitor,Web-Http-Tra
cing,Web-Security,Web-Basic-Auth,Web-Windows-Auth,Web-Filtering,Web-Digest-
Auth,Web-Performance,Web-Stat-Compression,Web-Dyn-Compression,Web-Mgmt-Too
1s,Web-Mgmt-Console,Web-Mgmt-Compat,Web-Metabase,Application-Server,AS-Web-
Support,AS-TCP-Port-Sharing, AS-WAS-Support, AS-HTTP-Activation,AS-TCP-Acti
vation,AS-Named-Pipes,AS-Net-Framework,WAS,WAS-Process-Model,WAS-NET-Envir
onment,WAS-Config-APIs,Web-Lgcy-Scripting,Windows-Identity-Foundation,Server-
Media-Foundation,Xps-Viewer -Source E:\\\Sources\\\sxs

3. Ilepe3arpy3uTe KOMIIBLIOTED U IPOAOJIKUTE YCTaHOBKY Microsoft SharePoint Foundation.

HcTouHUK
2 cmocoo

IaHHBIN METO IIOBTOPSIET IIEPBHIN 3a UCKIIIOUEHHUEM TOT0, YTO BBIIIOJIHSAETCS He B KOHCONIU Microsoft
PowerShell, a HenocpeacTBeHHO U3 uHTEpdelica B Server Manager.

OTkpotiTe Server Manager u nepeupnuTe B noapa3nei Add Roles and Features.

B mare Installation Type y6emuTech, 4TO BLIOpaH NyHKT Role-based or Feature-based Installation.
B mare Server Selection BribepuTe TpeOyeMbIi cepBep.

B nyukTe Server Roles BribepuTte ponu Application Server u Web Server (IIS).

ITomTBepKOasi CBOU OeHCTBUs, mouauTe mo inara Confirmation.

o Ok W=

YkaxuTe manky, ©3 KOTOPOH OyOyT yCTaHOBIEHBI MaHHBIE POJIM, HaxaB Ha Specify an alternate
source path.

7. YKaxuTe CIenyonui Ny Th:
E:\\\Sources\\\sxs

8. ITogTBepnuTe ycTaHOBKY ponel Application Server u Web Server (I1S).

9. ITocne ycnenHoy yCTaHOBKY JaHHEIX POJIEU IPONONIZKUTE yCTaHOBKY Microsoft SharePoint Foundation.

HcTtouHUK

6.9.4.2.1.3 Error: AppFabric installation failed (Error Code: 1603)

IanHas omrbKa MOKET BO3HUKHYTH IPH YCTaHOBKe npepekBusuta Microsoft AppFabric 1.1 for Windows
Server.

B TakoM ciydae B JIOT X0fja YCTaHOBKU npepekBu3nuToB Microsoft SharePoint Foundation 6yanyT mo6as-
JIEHHI CIlefylolye COOOIeHNs:

2016-07-27 18:20:46 - Process.Start: C:\\\Windows\\\system32\\\msiexec.exe /qui
et /norestart /i "c:\\\a0ddcd54d09ca0@70ef\\\Packages\\\AppFabric-1.1-for-Wind
ows-Server-32.msi” ADDDEFAULT=Worker,WorkerAdmin,CacheClient,Setup /1*vx "C:\



https://tprashanth.wordpress.com/2014/02/26/install-sharepoint-2013-on-windows-server-2012-r2/
https://tprashanth.wordpress.com/2013/06/05/error-when-installing-sql-server-2012-on-windows-server-2012-error-while-enabling-windows-feature-netfx3-error-code-2146498298/
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\\Users\\\COMPUTER-Name\\\AppData\\\Local\\\Temp\\\AppServerSetupl 1(2012-06-
26 18-20-46).10og” LOGFILE="C:\\\Users\\\COMPUTER-Name\\\AppData\\\Local\\\Temp\
\\AppServerSetupl 1 CustomActions(2012-06-26 18-20-46).1log” INSTALLDIR="C:\\\
Program Files\\\AppFabric 1.1 for Windows Server” LANGID=en-US

2016-07-27 18:21:46 - Process.ExitCode: 0x00000643

2016-07-27 18:21:46 - AppFabric installation failed because installer MSI ret
urned with error code : 1603

51 ee ycTpaHEeHUS coenanTe cienymoulee:

1. Otkpotite Control Panel u nepeiigute B mogpasmen System.

2. Haxwmute Advanced System Settings.

3. Haxwmwute Ha KHOUKY Environment Variables.

4. B tabnune System variables Bribepute PSModulePath n HaxxMuTe Ha KHOTIKY Edit.

5. Y6emutecs, uto none Variable value nmeert crnenyioliee 3HaYeHUE:

C:\\\Windows\\\system32\\\WindowsPowerShell\\\v1l.0\\\Modules\\\;c:\\\Progr
am Files\\\AppFabric 1.1 for Windows Server\\\PowershellModules

6. CoxpaHuTe BCce U3MEHEHUS U MPOAOJIKUTE YCTaHOBKY Microsoft SharePoint Foundation.

HcTtouHUK

6.9.4.2.1.4 Sharepoint 2013 Products Configuration Wizard Error: Failed to create sample
data

[auHas omrbka MOKeT BOSHUKHYTE IPU HETIOCPENCTBEHHOM ycTaHoBKe Microsoft SharePoint Foundation.

Ee MOXKHO yCTPaHUTH CJIEOYIOWINM CIIOCOO0M:
1. INepenpgute B manky C:\\\Program Files\\\Windows SharePoint Services\\\15.0\\\Data\
\\.
HaxwmuTe mpaBoil KHOIKOM MEIM Ha nanky Analytics GUID u BeIOepuTe yHKT Properties.
Bo Bkmagke Sharing HaxxMuTe Ha KHONKY Advanced Sharing.
BxmtouuTe ¢nar Share this folder u HaXXMUTe Ha KHOIIKY Permissions.
Haxwmwute Ha kHONKY Add u BBegute WSS ADMIN WPG.

Bxmtouute dnaxkok Full Control gnst faHHOM I'PYIIMIHL.

A L e

CoxpaHuUTe U3MEHEHUS U IIPOJOIXKUTE YCTaHOBKY Microsoft SharePoint Foundation.

HcTtouHUK



https://blogs.technet.microsoft.com/praveenh/2013/02/21/sharepoint-2013-prerequisites-fails-with-msi-installer-error-code-1603-while-installing-appfabric-1-1/
http://www.adventuresinsharepoint.co.uk/2013/03/25/configuration-failed-failed-to-create-sample-data/
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6.9.4.3 HacTpomuka Microsoft SharePoint Foundation

1.

10.

11.

12.

13.

14.

15.

16.

17.

ITocne 3akpBITUS OKHA MacTepa aBTOMaTUYECKH OTKPOeTCcs 6pay3ep CO CTpaHuIlel aBTOpU3aluu
B aAMUHHNCTPAaTUBHOM NIpuoxeHuu Microsoft SharePoint. BBeuTe jI0OTHH U TapoiIb YYETHOH 3a-
TIHUCH.

. ITocne Bxoma oToOpa3uTcs IrflaBHAasA CTpaHUIla afMUHUCTPATUBHOTO ITpuioxkeHusa Microsoft SharePoint.

. IOns Havana, nobaBumM 6ubnroTeky s paboTel ¢ ARTA Synergy. 15t 3TOro HasKMUTe Ha BKIIALKY

Apps.

. Haxxmurte Manage App Catalog.

. Beibepute nyukT Create a new app catalog site.

. YKaxXuTe Ha3BaHUE U OIHCaHUE IIPUJIOZKEHHU, a TaKXKe moOaBbTe AIMHUHHUCTPATOpPa U II0JIb30Ba-

TeJen.

. Bepuutecs B Central Administration n HaxMute Manage web applications.

. Hanimute URL agpec maHHOTO IPUJIOKEHUS.

. Ileperigute no URL agpecy U3 npenpIoyInero IyHKTa.

HaxXMuTe MTUKTOrpaMMy LMIECTEPEHKH U BHIOEPUTE TYHKT Add an app B BHITIAAAOIIEM CITUCKE.

Haxkmute Document Library.

YkaxuTe Ha3BaHUe Oyaylei 6UGIMOTEKN.

Haxkmute Ha BKIagky Apps for SharePoint.

Haxxmute Ha BKinanky LIBRARY.

Haxxmure Library Settings.

Haxxwmurte Versioning settings.

YcTaHOBUTE 3HAYEHMS, KaK YKa3aHO Ha PUCYHKE.
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18.

19.

20.

21.

22.

23.

BepHuTech Hazan 1 HaxMuTe Permissions for this document library.

Y6enutech, 4TO IOIL30BATENb UMeET IIpaBa ypoBHs Full Control. O0si3aTeIbHO COXPAHUTE UM
agMUHHUCTPATOPA, OHO MMoHamoOuTcs Bam mo3gHee.

BepHuTtech Hazan 1 HaxxMmurte Create column.

Co3pmaliTe KOJIOHKY C Ha3BaHueM synergyld (Single line of text).

IMToBTopus . 20 co3maiiTe elle OOHY KOJOHKY C Ha3BaHueM synergyVersion (Number).

ITepenimute B nonpa3nmen Permissions for this document library ¥ yooCTOBEpPbTECH, UTO OJIS IOJIb-
30BaTeiel yKasaHel e-mail agpeca. B IpoTUBHOM cilydae M3MeHEHUs JOKYMEHTa, COBEPIIEHHEIE
moyb3oBaTesieM 0e3 e-mail, He O6ymyT CUHXPOHU3UPOBaHEI Mexkay SharePoint 1 ARTA Synergy.

6.9.4.4 WuTterpauma Microsoft SharePoint Foundation u ARTA Synergy

[ Hayama HeOOXOOUMO IIPOIUCATh XOCT ¥ TOMEH cepBepa, Ha KOTOpoM ycrtaHoBieH SharePoint, B
datine etc/hosts cepepa ¢ ARTA Synergy. 9Tu maHHBIE MOXKHO ITIOCMOTPETh B Server Manager — All
Servers

HacTpoilka vHTerpauuM B agMMHUCTPATUMBHOM npunoxeHun ARTA Synergy

. ABTOPHU3YHUTECH C TOTUHOM U TTapoJjieM AITMUHKUCTPATOPa B aAMUHUCTPATUBHOM TIpuiioxkenun ARTA

Synergy u nepeinuTe B nogpasnen HHmeepauus ¢ SharePoint.

. BrmouuTte dmar Mcnoav3osams coemMecmHoe pedakmuposaHue 00OKyMeHMOo8 U 3aIl0JIHUTE 00s1-

3aTesbHBIE T0JIsA. 3HAUEeHUS OJaHHBIX ITojiel Bl MoXeTe HaWTHU B ClleoyrIinux MeCTaX CUCTEMEIL:

* XOCT - XOCT, yKa3aHHBIU B atine etc/hosts.

* [loMeH - UM JOMeHa, YKasaHHOe npu HacTpolike Active Directory (ums gomena NetBIOS). [lo-
MMOJTHUTENBHO €TI0 MOXKHO ITOCMOTPeTh B Apps for SharePoint - LIBRARY — Library Settings —
Permissions for this document library.

* MlopT - Server Manager — All Servers — Server Name.

* NpeHTudukatop - %cozdavHas bubauomeka% — LIBRARY — Library Settings. Ckonupyure co-
mepzxkuMoe Opay3epHOM CTPOKHU BCce, 4TO HaxomuTcs Mexkny List=%7B u %7D, a Takke B 10-
JIy4yuBIIeNCs CTPOKe 3aMeHuTe %2D Ha -.

* B Ka4eCTBe JIOTHHA U IIapoJis UCIIONb3YIOTCSI COOTBETCTBEHHO JIOTHH U IIApPOIb ITOIb30BaTENS B
SharePoint.

. [IpoBepbTe coeguHEHNE C CEPBEPOM, Ha KOTOPOM ycTaHOBIeH SharePoint, HakaB Ha OTHOMMEH-

HYIO KHOIIKY.
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IIpoBepka MHTErpanuu B OCHOBHOM npuiaoxkeHuu ARTA Synergy

1. ABTOpPU3YHUTECH C IOTUHOM M IIapoJieM ITOIb30BaTENS B OCHOBHOM mpunoxenuu ARTA Synergy u
OTKpoiTe paboTy, KoTopas comepxkut dain MS Office 2013 uau 2016. BEI30BUTE KOHTEKCTHOE
MEeHIO JaHHOoro ¢atina.

IIpumeuyanue
Baxno! [I715 JaHHOTO IOJIb30BATENS A0JI2KeH ObITh YKa3aH e-mail.

Bce usmenenus B mokymeHTe SharePoint oT mMeHHM monb30BaTels, KOTOPHIM YKa3aH B
aOMUHUCTPATUBHOM MPUIOXKEHUU Synergy, 6yoyT UTHOPUPOBATHCS, TaK KaK CUUTAETCS,
YTO TAKOU HOJIb30BATEJb - CUCTEMHLIH.

6.9.4.5 OwnbKK, BO3HMKAIOLLUE NPU COBMECTHOM peanakKTupoBaHuu ¢anyioB, 1 NyTU UX pe-
LIeHuA

6.9.4.5.1 He obHoBAAOTCA A,O0KYMeHTbl u3 Sharepoint B Synergy (owumnbka 500 B norax)

B cnyuae, ecnu cepBep SharePoint mpuceinaeT B norax omu6bky 500 Buna:

00:00:51,971 ERROR [arta.synergy.ejb.sharepoint.SharePointService] (EJB defau
1t - 7) http://sp-domain:80/ api/Web/Lists(guid’4F8312C5-A25A-41F0-BCB3-D3315
8CCO727")/GetListItemChangesSinceToken : HTTP/1.1 500 Internal Server Error

HeoOX0IUMO IPOBEPUTH HaJIMuue I10JIed, KOTOpPhIe CO30al0TCA B MyHKTax 20-22 TeKylllei MHCTPYKIIUH.

6.9.4.5.2 Owubka MS Word 2016 npu COBMEeCTHOM peaakTupoBaHuu daina, KOTopbli Xpa-
HuTca B SharePoint 2013

Ecnu HeCKOIbKO Mob30BaTesniel 6yayT pemakTupoBaTh B MS Word 2016 ¢aiin, KOTOpBIM XpaHUTCS B
SharePoint 2013, To uM 0TOOPaA3UTCS Ccledylomas OImmnoKa:

Upload Failed: Locked by another user

Your changes were saved but could not be uploaded because this file is locked
for editing by <user>. You will be notified when this file becomes available.
Click resolve for options.

PelreHve maHHOU TPOOIEMEI TOIpa3yMeBaeT U3MeHeHUsI peecTpa. IIpu HeBepHOM U3MEeHEHUHU PeecT-
Pa MOTYT BO3HUKHYTh CEpbe3HbIe TP06IeMEL. [103TOMy HAaCTOSTEIFHO PEKOMEHYETCS COeJIaTh PE3ePB-
HYIO KOITHIO peecTpa J0 BHeCEeHHUs] U3MEeHEeHUH.

1. 3anycturte pegakTop peectpa regedit.exe 0T UMeHU AIMUHUCTPATOpPA.

2. Iepeiwigute By3em HKEY CURRENT USER\\\Software\\\Microsoft\\\0ffice\\\16.0\\\Common\
\\FileIO.

3. Co3pgaiite napameTp «EnableRealtimeChannel»=dword:00000000. [17is 3TOT0 B BepXHEeH IIaHeln
HaXXMHUTe Ha KHOUKY Edit u BeiOepuTte nyHKT New — DWORD (32-bit) Value.
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B cnyuae, ecnu aiine no-nmpexxHeMy 3a07I0KUPOBaHEL, BB MOXKeTe BOCIIOTb30BaTLCSI OPYTUM PEIIEeHU-
eM. Ho mpu 3TOM BCe JIOKaNIbHEIE U3MEeHeHUs OymyT yTepsHbl. [I03TOMY IO OCyIIIeCTBIIEHUS CIIeAyIOIINX
IITaT0B HACTOSITEIbHO PEKOMEHAYeTCSI COXPAaHUTh JIOKATbHEIE KOITMY BCEX OTIIPABIIAEMEIX (GaiiioB.

1. IIpoBepbTe, OTIIPABASIOTCS JIU Ha HaHHBIM MOMEHT (aiinel. 15 3TOro HaXKMUTE Ha MTUKTOTPaMMy
Office Upload Center B maHeIu yBeOOMJIEHUH.

2. YmanuTte Bechb ka1 ¢aiinos Office:

» 3akpoiite Bce nporpaMmsl Office.

* B maHenu yBemoOMIIEHHH BEI30BUTE KOHTEKCTHOE MEHIO U3 MUKTOrpaMMbl OneDrive u BEIOepUTe
nyHKT Exit.

* Bri3zoBure OUCIIeTYEep 3agad4.

» Bo Bkitagke Processes BeIGepUTE BCe 3allyIleHHBIe IPOIeCCH, CooepKaliue I00e U3 CIemyo-
IAX UMEH, U HaxkKMHTe KHOIKY End process:

MsoSync
CsiSyncClient
MsoUC
Groove

Lync
OneDrive

3. OTkpoiiTe Opay3ep u nepenauTe B mamnky %SystemDrive%s\\\Users\\\%UserName%\\\AppData\\
\Local\\\Microsoft\\\0ffice\\\16.0\\\0fficeFileCache.

4. Tlepeumenyiite nanky OfficeCacheFolder (Hanpumep, OfficeCacheFolder old). OgHako, ecyiu pas-
Mep IIalKu O4YeHb OOJIBINOH, Bl TO OJIsT COXPAaHHOCTH MECTa XKECTKOTO MHCKAa BEH MOXKETe ee yaa-
JIUTh.

5. 3anyctute OneDrive u Office.

6.9.5 3aknw4yeHue

TakuM 00pa30M, YCTAaHOBKY M HacTpouKy SharePoint mnsti ero ucmonbs3oBanusi B ARTA Synergy mms
COBMECTHOTO PeIaKTUPOBaHus ¢alIoB MOKHO CUUTATh YCIEIIHO 3aBePIIEHHBIMU.

6.10 Xpanunuwe Cassandra

6.10.1 ApxuTekTypa xpaHunuuwa Cassandra

Xpauunuine Cassandra npegHa3Ha4deHOo Ay 00pab0oTKY HAarpy3KM AAHHBIX 0OJIBIIUX 00 bEMOB MEKIY
MHOXKEeCTBOM y3/10B 6€3 0TKa3a CUCTeMbl. ETo apXUTeKTypa OCHOBaHa Ha TOM, YTO cOOU B CUCTEME U
allrapaTHBIX CPEeICTBaX BO3MOXKHLI, 1 OHU IIPOUCXOMAT. [laHHOEe XpaHuIuille peuaeT mpobiaemMy cOoes,
KCIIONIb3YysI OOHOPAHTOBYIO (elleHTpaiM30BaHHYI0) pacupeneleHHYI0 CUCTEMY MEXIOY OOHOPOOHBIMU
y371aMu, e JaHHbIEe pacipefeeHbl MeXay BCEMH y3JlaMM KjlacTepa. Bce y37bel 0OMeHUBAIOTCS HH-
opmarueli no KnacTepy KaxAayloo ceKyHay. IlocnenoBaTenbHO 3alUCaHHBIE JIOTH U3MEHEHUN B KaXK-
OoM y3Jie (I)I/IKCI/IpYIOT AKTHUBHOCTDH 3allMCH OJIs1 obecrneueHus OOJITOBEYHOCTHU OAHHBIX. ,]Z[anee OJaHHBIEe
WHIEKCUPYIOTCA U 3allMCHIBAIOTCS B 9JIEMEHT IIaMsTH, KOTOPHIM Hal3wiBaeTca Memtable, ouens moxo-
KHUU Ha K311 o0paTHOU 3amucu. Korga 9TOT 3/7IeMeHT IaMsITH IIOJIOH, HaHHbIe 3allKChIBAIOTCS Ha OUCK
B (atin manHBIX SSTable. Bce 3anucu aBTOMaTH4YeCKH pPa3fiesioTCs U KOIMMPYIOTCS 10 BCEMY KJlacTe-
py. Bo BpeMs mpoliecca, KOTOPBIM Ha3BaeTCs ynjiomHeHue (compaction), XxpaHuuille NepruogudecKu
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ob0benuHsieT ¢ainbl SSTable, orOpackiBasi ycTapeBllyio MHGOPMAILUI0O U MHONKATOPE 00 yHareHuu
OaHHBIX.

Cassandra - 9T0 CTPOYHO-OPHUEHTHUPOBaHHaA 0a3a JaHHLIX. Ee apXuTeKTypa H03BOIsIEeT KaXKI0My aBTO-
PH30BaHHOMY IIOJIb30BATEIIO IOOKITIOYATHCS K IPOMU3BOJILHOMY Y31y 10000 maTa-IleHTPpa U IToIydaTh
OOCTYI K JaHHBIM, UCIIONb3ysd A3bIK CQL. [1715 mpoCTOTH uCcnonb30BaHus A3bIK CQL nMeeT CHHTaKCHUC
aHanoru4HbM 3bIKy SQL. C Toukm 3peHus sizbika CQL 6a3a gaHHBIX COCTOUT U3 Tabsuil. OOGBYHO
KJIacTep UMEeeT OJHO nNpocmpaHcmeo Kawodel (keyspace) mmist KaXKaoro MpuiaoxkeHus. PaspaboTyuku
MOTyT monnyuuTh moctyn K CQL gepe3 cqlsh, a TakKe ¢ TOMOIIBIO APaBEPOB AJIS SI3LIKOB ITPUIIOKE-
HUH.

3ampochl KNIMEeHTa Ha YTeHWe W 3alUCh MOT'YT OBITH OTIIPABJIEHH JIIOOOMY Y31y B KiacTtepe. Korma
KJIMEeHT IIOOKIII0YaeTcs K Y3IIy C 3allpOCOoM, 9TOT y3eJl CIYKUT B Ka4eCTBe KOOpOUHATOpa OJis 3TOU
KOHKPETHOM omnepaluy KineHTa. KoopauHaTOpP BEHICTYIIaeT B POJIM IPOKCH MEXKY IMPHUJI0KEeHNueM KITH-
€HTa ¥ y37IaMH1, B KOTOPHIX HaXOAsATCS MaHHbIe 3ampoca. KoopauHaTop onpenenseT, KaKue y3JIkl B [emH
OOJ?KHEBI IOTYYHUTh 3aIIPOC, B 3aBUCUMOCTH OT HACTPOEK KJIacTepa.

6.10.1.1 OCHOBHbIE€ KOMMOHEHTHI

* V3esn (Node) - MeCTO XpaHeHUS OJaHHBIX. DTO OCHOBHOM 37IeMeHT xpaHunuiia Cassandra.

e JIlama-ueHmp (Data center) - Ha6Op CBA3aHHBEIX MEXKIOY co00M y3710B. OH MOXKeT OLITh PUINYECKUM
60 BUPTYyalIbHEIM LIEHTPOM. Pa3Hble paboyne HArpy3Ky OOJIKHEI MCIIOIb30BaTh OTHAEJIbHEIE AaTa-
ueHTpH (pusmueckue muOO BUPTyaIbHEIE BHE 3aBUCHUMOCTH OT THIIA). PemnuKaius ycTaHaBIWBa-
eTcs marta-ieHTpoM. Vcrons30BaHre OTAENIBHBIX [IEHTPOB IPENOTBPAIaeT BIUSHUE OPYTUX HaArpy-
30K Ha TpPaH3aKIUU XPaHUJINIIA U [TI03BOJIeT XPAaHUTH 3alIPOCH PSANOM [JIs YMEHbIIeHUS 3a0ePKKU
BPEMEHH. B 3aBuUCHMOCTH OT KOQ(I)(I)I/II.[PIGHT& pennuKanu JaHHbIe MOTYT OBITH CHUHXPOHU3UPOBAHEI
B MHOXKeCTBe farta-lleHTpaxX. B mio0oM ciydae, maTa-IleHTPH HMKOI[a He 3aHMMAalOT QU3udecKoe
MECTOIIOJI0KEHNE.

e Kaacmep (Cluster). KnacTep COCTOUT 13 OOHOTO MM HECKOIBKHUX HaTa-IleHTPoB. OH MOXKET UMEeTh
HeKoe (u3nYecKoe MeCTOIIOJIOKEeHIe.

e Jloeu usmeHeHull (Commit log). Bce manHbIe BHa4aJjie 3allMCLIBAIOTCS B JIOTH U3MEHEHUH [ obec-
MMeYeHus UX JOJITOBEYHOCTH. [Tocsie TOTo, Kak BCe maHHBIE OyayT nepenansl B SSTables, ouu moryTt
OBITH 3aaPXUBUPOBAHEI, YOaleHb MO0 nepepaboTaHHI.

» Tabauua (Table) - HaGoOp YIOPSIOOYEHHBIX CTOJIOIIOB, MCIIOIL3YIOIIUXCS 10 CTpoKaM. CTpoKa comep-
JKUT CTOJIOIEI ¥ MEPBUYHLIN K04, [IepBasi 4acTh KJII04Ya 3TO Ha3BaHUeE CTOJIOIA.

* OmcopmuposaHHas cmpokosas mabauua SSTable (SSTable - sorted string table) - Heu3MeHsIeMbIH
daiin gaHHBIX, K KOTOPOMY XpaHUJIUIEe IepUonudecKu nobasiser uHbopmaluio u3 tabnun Memta
ble. B Tabmuiy SSTable BO3MOXKHO TOJIEKO 00aBAATh AaHHbIe. OHM XPaHSATCS B IOCJIEA0BAaTEIbHOM
MOPSIIKe Ha OMCKEe U MOAAep>KUBAIOTCS OIS KaXXaou Tabnuusl xpauunuiia Cassandra.

6.10.1.2 OCHOBHbI@ KOMMOHEHTbl HACTPOMUKMU XPaHUAULLA

e T'occun (Gossip) - OQHOPAHTOBEIM ITPOTOKON CBSI3U, KOTOPBIM HCIIONb3yeTCsd AJIsT OOHAPYXKEHUS U
rmepena4yu HH(bOpMaL[I/IH O MECTOIIOJIO2KEHNH U COCTOSAHHUUN OPYIruUX Y3JIOB B KJlIaCTe€pe XPaHUJIHIIA
Cassandra. [lanHas nHpopMalus TakKXKe COXpaHsIeTCsS I0KaJIbHO Ha KaXXI0M y3Jie OJig MCI0Ib30Ba-
HUS Ccpa3y IocCJie Iepe3arpy3Ku y3ia.

e ITapmuuuoHep (Partitioner) - onpegensieT, KaKoW y3€eJI MOJIYYUT MEPBYIO0 KOMUIO (hparMeHTa JaHHbIX
¥ KaK pacCIpenennuTh Opyrue KoMUY MeXOy OCTaJIbHEIMU y3JIaMU Kitactepa. Kaxkmasi cTpoka maHHEBIX
“MeeT YHUKAIbHBIN HAeHTU(DUKATOD B BHUEe IePBUYHOT0 KJII09a, KOTOPHIM MOXKET COOTBETCTBOBATH
ee KJII0YYy pasfesia, HO IIPU 9TOM MOXKET COOepXaTh WHBIE KIIaCTepPHBIE CTOJIOIEL. [TapTUIMoHEp -
9TO X3MI-QYHKIMS, KOTOpas U3BJIEKaeT 3HaUeHNe MapKepa U3 IMePBUYHOTO KiT04Ya CTPOKH. IlapTu-
LMOHED HCIIONIE3YeT 3HAaUEeHWe MapKepa AJisi ONMpPeNesieHusT TOTO, KaKue Y3/Ibl KJIacTepa MoJIydaioT
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KOITMK 3TOM CTpPoKu. I[Tapturnmornep Murmur3Partitioner - 3To cTaHmapTHas cTpaTerus pasmese-
HHUS OJIS HOBBIX KJIacTepoB xpaHunuila Cassandra, a Tak>Ke BepHBIM BapuaHT [JI1 HOBBIX KJIaCTEPOB
IIPAaKTUYECKHU BO BCEX CIIy4dasX.

[ KaXk[Ooro y3jIa Heo0XOoOUMO YCTaHOBUTE ITAPTULIMOHED U IIPUCBOUTHL 3HAYEHME ITapaMeTpy hum
_tokens. 3HaueHuMe 3TOr0 mapaMeTpa 3aBUCHUT OT alllapaTHBIX BO3MOXKHOCTEeMN cucTeMEbl. Eciu He
HCIIONIb3YIOTCS BUPTYyasbHBIE V37IEI (vnodes), BMecTo num_tokens Hy>KHO IpucBauBaTh 3HaYeHUE T1a-
pametpy initial token.

* Koagppuuuenm penauxkayuu (Replication factor) - ob61iiee KOIMYECTBO KOIUM 110 BCEMY KJIACTEDY.
Koapdunuenrt pennukaiiuy, paBHbM 1, 03Ha4YaeT, YTO Ha OOHOM y3JIe UMEETCS TOJIbKO OfTHa KOTUsI
Kaxpou ctpoku. KoaddunuenT pennukanmu, paBHBM 2, 03Ha4YaeT, YTO UMeeTCS IBe KOIINU KaXkou
CTPOKY, HO 3TV KOIIUK HaXOOATCS Ha Pa3HBIX y371ax. Bce KOMUM OOMHAKOBO BaXKHEI, HET IEePBUYHOU
mm6o rrnaBHOU Konmuu. HeobGxommmo ompenensiTh KO3DGUIIMEeHT PenNuKKaluy Ojisd KaXKI0ro JaTa-
ueHTpa. Kak mpaBuio, KenaTelIbHO yCTAaHABIMBATh 3HAYeHUE KoahduimeHTa 00JIbIIe YeM OOUH,
HO He 00Jiee YeM KOJIMYEeCTBO y3JIOB B KJIacTepe.

* Cmpameaus pazmeweHusa penauku (Replica placement strategy). Xpauunuiie Cassandra XxpaHUT
KOIIMY JaHHBIX Ha MHOXKECTBE y3JI0B [OJIs1 o0ecliedyeHusT HafeKHOCTH U 0TKa30ycTouuuBocTu. CTpa-
Terus perIuKalliuy OIpenesseT, Ha KaKUX y3/ax Heo6XoouMo pa3MellaTs Konuu. [lepBast pennuka
OaHHBIX 9TO IIPOCTO MepBas KOMUA JaHHHIX, OHA He YHUKaJIbHA. [1j1s1 OONBIIMHCTBA CITy4aeB HacTOs-
TeJIbHO peKOMeHayeTcs ucnoib3oBaThk NetworkTopologyStrategy, moTtoMy 4To maHHAas CTpaTerus
IIO3BOJIAET JIETKO YBEJIMYKUBATE KOJIMYECTBO JAaTa-IE€HTPOB IIPDHU HeO6XOHI/IMOCTI/I JIaJ'IBHeI;IU_Iel"O pac-
T PEHUS.

IIpu co3maHuM MPOCTPAHCTBA KIII0Yel HeoOXOOMMO OIIPedeIuTh CTPATErHi0 Pa3MeIleHnsT PeIlJINKT
1 HeoOXoOuMOoe KOJIMYEeCTBO KOIUH.

e CHumu (Snitch) - onpepenseT IPynnbl MallliH B JaTa-lIeHTPaxX U Ha CTOMKAaX (TOMIOJIOTUAX), KOTOPHIE
HUCIIOJIb3YIOTCS CTPaATETUEN PENIUKAIIUY A9 pasMeIlleHnsa KOITUH.

HacTpauBaTe cHUTY HEOOXOOMMO IIPU CO3TAHUU KjlacTepa. Bce CHUTYM UCIIONB3YIOT DUHAMUYECKUH
CIJIOM, KOTOPBIM KOHTPOJIUPYET HTPOU3BOOUTEIIFHOCTh ¥ BHIOMPAET JIVUINYIO KOMUIO s uTeHusi. OH
BKJIIOYEH I10 YMOJIYaHUIO 1 PEKOMEHO0BaH NOJIsd NCIIOJIb30BaAHUA B OOJILIIINHCTBE C60pOK. FpaHI/I‘-IHBIe
3HaUYeHUS IMHAMUYECKUX CHUTYEN HacTpauBalOTCA OJI5 KaXKOOro y3Jjia B KOHGUTrypaluoHHoM daiine
cassandra.yaml.

Hcnonp3ylomuiics mo ymondanuio SimpleSnitch He pacmo3HaeT gaTa-IleHTPH ¥ CTOMKY MHMOpPMa-
unu. Ero pekoMeHOyeTCs UCIIONb30BaTh /IS Pa3BEPThIBAHUM C OOHUM JaTa-LIeHTPOM UJIU IJIg OOu-
HOYHOM 30HBI B 0OIIIETOCTYIIHBIX 06/akax. GossipingPropertyFileSnitch pekomeHnmoBaH OJist IIpo-
MBIIIJIEHHOM 3KCITyaTanuuu. OH onpenenseT y3ell AaTa-lleHTpa M CTOUKY, M UCIONIb3YeT I'OCCUIIEL
O7IS1 paclIpOCTPaHeHus OaHHOU MHOopMaluy APYTUM y3IaM.

* Qatia koHpuzypayuu cassandra.yaml - oOCHOBHOM KOH(PUTypallMOHHBIN (alijl OJisd YCTaHOBKY CBOMCTB
VHUITHATU3alluyd KIacTepa, KOIUPOBaHUS ITapaMeTpPoB TabJIuIl, CBOMCTB HAaCTPOMKH U MCIIOJIL30Ba-
HHUS PECYPCOB, HACTPOEK TaliM-ayTa, KIMeHTCKUX ITOOKITIOUYEeHUNH, Pe3ePBHOI0 KOIIUPOBAHUS U 0e3-
onacHocTHu. ITo yMOTYaHUIO Y3€Jl HACTPOEH [JIsi XpaHEeHUS HaHHBIX, KOTOPLIMU OH YIIPaBIIsIET B OU-
PEKTOPUHU, YCTAHOBIEHHOM B (aiine cassandra.yaml (/var/lib/cassandra mpu ycTaHOBKe U3 IIa-
KeTa).

B pa3BepTHIBAHUSX IPOMLIIIIEHHOTO KjlacTepa MOXKHO U3MEHHUTDL nupekToputo commitlog-direct
ory Ha gpyroi nuck u3 data file directories.

e Ceolicmsa mabaut,bl CUCMEMHO020 K/AuYeso20 npocmpaHcmesa (System keyspace table properties).
st yctaHoBKY aTpubyTOB KOHPUTYPAMU XPaHUJINUIA Ha TaOIMYHOM YPOBHE 1100 Ha yPOBHE KITIO-
YeBOI'0 IPOCTPAHCTBa NIPOTrPaMMHO MM C UCIOJIb30BaHUM KIWEHTCKOTO IPUJIOKEHHUSI, TAKOTO Kak
CQL.
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6.10.2 HacTpouka M 3anycK KJjsiacTepa C HeCKoJibkuMu y3namu (oauH para-
LLeHTp)

OmnucaHB CBEIEHUS OJI5 Pa3BePTHIBAHUS KilacTepa xpauunuina Cassandra ¢ omHUM maTa-1ieHTpoM. Ec-

JIM KJIacTep He CO3[daH, PeKOMeHOyeTCsI U3y4uTh cTaThk «Cassandra and DataStax Enterprise Essentials»

unu «10 Minute Cassandra Walkthrough».

IOna xparunuina Cassandra TepMUH dama-yeHmp o3HadaeT IPyIny y3I0B. [Jama-ueHmp, Kak u 2pyn-
na penjukayuu, o3Ha4vaeT T'PYIIY y3JI0B, HaCTPOEHHBLIX COBMECTHO [Jjisg oOecliedyeHusl CBOMCTBa pe-
TIIUKAIIH.

6.10.2.1 TMMepep Ha4yanoMm paboTbl

Kaxprii y3€Jl OOJI2KEH OLITH IIPAQBUJIBHO HACTPOEH IIepen 3allyCKOM KJIaCTepa. HeO6XOJII/IMO oripene-
JIUTH UJIX BHIIIOJIHUTH CJleayloliue OEeUCTBUS rnepeng Ha4daJioM pa60*r1:1:

° XOpOI.HO IIOHMMATh, KaK pa60TaeT Cassandra. PeKOMeHI[yeTCH HU3Y4YUTh KaK MUHUMYM CJIEOYIOIue
CTaThbu:

- ApxuTekTypa xpaHunuiia Cassandra;

- «ITouumanue apxutekTyphl» (Understanding the architecture);

- «Pemnmukarnus mauHbIx» (Data replication);

- «OcobennocTu ctoek xpanunuia Cassandra» (Cassandra’s rack feature).

* YcranoButh Cassandra Ha KaKObIH y3el.
* YKa3zaTh UM OJI9 KjIacTepa.
e TTonyuuts IP-agpec g KaXXpmoro ysina.

e OmpemenuTh Y3JIBl, KOTOPBIE OyOyT pa3daru,umu (seed nodes). He HyzKHO aesiaTh BCe y3J/1bI pa3-
JaromMMHU. PeKOMeHyeTCs U3YYUTh IIPOTOKOJI B3anMoAelcTBU y3/10B (Internode communications
(gossip)).

Onpemenutb CHUTY M CTpaTerw pennukauuum. [ns MNPOMbIWNEHHbLIX Pa3BEPTbIBAHUWA <
pekoMeHaywTca GossipingPropertyFileSnitch n NetworkTopologyStrategy.

e TIpu McHoNMb30BaHUM HECKONMBKUX HaTa-IIeHTPOB TPeOyeTCs OMpenenuTh IIpaBuila UMEHOBAHUS OIS
KaX[oro maTa-lieHTpa 1 cToiKu (rack), Hampumep:

DC1, DC2;
100, 200;
RAC1, RACZ;
R101, R102

By,E[LTe BHHUMATEJIBHEI IIPDHU YKAa3daHHUKW MMEHHU: IIepEeMMEeHOBaHNE JaTa-IeHTPa HEBO3MOXKHO.

e [Ipyrue BO3MOXKHbBIE HAaCTPOMKM KOHGUTYPAIIMU OMMCaHbl B KOHPUTYypallMoOHHOM datine cassandra.
yaml u B datinie cBoMCTB cassandra-rackdc.properties

B IIpuMepe OIlMCaHa YCTaHOBKaA KilaCTepa U3 6 Y3J10B, OXBATBIBAIOIIIET O 2 CTOMKHU B OOHOM OaTa-IIeHTpe.
Kazkapiit y3eq1 HaCTO€eH C ucroiab3oBaHueM GossipingPropertyFileSnitch u 256 supmyaavbHbix Y3408
(vnodes).



https://docs.datastax.com/en/latest-essentials
http://planetcassandra.org/Try-Cassandra/
https://docs.datastax.com/en/cassandra/2.1/cassandra/architecture/architectureTOC.html
https://docs.datastax.com/en/cassandra/2.1/cassandra/architecture/architectureDataDistributeReplication_c.html
https://docs.datastax.com/en/landing_page/doc/landing_page/planning/planningAntiPatterns.html#AntiPatRack
https://docs.datastax.com/en/cassandra/2.1/cassandra/architecture/architectureGossipAbout_c.html
https://docs.datastax.com/en/cassandra/2.1/cassandra/architecture/architectureGossipAbout_c.html
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6.10.2.2 YcTaHOBKA YUCTOro XpaHWUJuLWia

Xpauunuine Cassandra ycTaHaBIMBAETCS C IIOMOIIIBIO KOMAHIHI:
# aptitude install arta-synergy-jcr4c
IMocne ycranoBku Cassandra IpOBEPHUTH €€ CTAaTyC MOXKHO KOMaHIOM:

# service cassandra status

OOpaTruTe BHHMaHHE: [10 YMOJTYaHUIO ITPU YCTaHOBKe XxpaHunuila Cassandra B3ameH Jackrabbit
OHO HEe COOEePXKUT HHUKAKHX HAHHEIX - B TOM YHCJIe TeX, KOTOphle PaHee COIep¥KajlucCh B
Jackrabbit. Murpaiiio gaHHBIX He0OXOOUMO BBIIIOIHSATE CIIeIHaIbHEIM 00Pa30M.

6.10.2.3 TMpouenypa HaCTPOMUKMU

1. INpepmonaraetcs, 4To Cassandra ycTaHaBIUBaEeTCS Ha CIEeOVIOLINE Y3JIb:

node® 110.82.155.0 (seedl)
nodel 110.82.155.
node2 110.82.155.
node3 110.82.156.
node4 110.82.156.
node5 110.82.156.

(seed2)

UubrWNPRE

IIpuMmeuyaHnue: peKOMEHOYETCS OejlaTh Oornee omHOTO Seed Yy3Jia Ojisdi OOHOT'O JaTa-IIeHTpa

2. Ecnm Ha knacTepe 3anylleH 6paHaMaysp, He00XOOMMO OTKPBITH OIPENENeHHBIN IOPT AJIT KOM-
MyHUKaluu Mexnay y3namu. [TogpobHee 06 3ToMm B cTaTthe Configuring firewall port access

3. Ecnu Cassanra 3amnyiieHa, TpeOyeTcsi OCTaHOBUTb CEPBEP U OYUCTUTH NaHHBIE: BHITOMHUTE yOa-
JieHue OJ1s KiacTepa o ymondanuio cluster name (Test Cluster) nns cuctemHou tabnuiisl. Bece
Y3JIBL JOJIZKHEL MCIIOJIb30BaTh OJHO UMS KJjlacTepa.

e TlakeTHas yCTaHOBKA:
- octaHoBKa Cassandra:

$ sudo service cassandra stop

= OYHCTKA HAaHHBIX:

$ sudo rm -rf /var/lib/cassandra/data/system/*

* YcraHOBKa tar-apxmBa:
- octaHoBKa Cassandra:

$ ps auwx | grep cassandra
$ sudo kill pid

= OYHCTKA HAaHHBIX:

$ sudo rm -rf /var/lib/cassandra/data/system/*

4. YcraHOBUTE CBOMCTBA B (¢aiiyie cassandra.yaml gjisg KaxKOoro y3a:

IIpuMeyaHHe: TOC/Ie BHECEHUS MI00BIX U3MeHeHu! B ain cassandra.yaml HeoOXomu-
MO IIepe3allyCKaTh y3e OIS MPUMEHEHUs 3TUX U3MEeHEeHUN.

INapamempul 045 ycmaHoeKuU:



https://docs.datastax.com/en/cassandra/2.1/cassandra/security/secureFireWall_r.html
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num_tokens: pekoMeHpyeMoe 3HauyeHue: 256

seeds: BHyTpeHHWW IP-apgpec ONnd Kax@oro pa3pgawwero ys3na.

Paspawwme y3nbl He MPOXOQAAT WMHULMANM3aAULMIO, KOTOpas BLINOMHAETCH [N Kaxgoro <
HOBOro y3na, NPUCOEOMHAEMOro K cywecTBylweMy Knactepy. [Ond HOBbIX <
KnacTepoB MNpouecc WHULManM3auuu Ans paspanwmx y370B nponyckaeTtcsd.

listen_address.

Ecnu napameTp He ycTaHoBneH, Cassandra 3anpocuT B CUCTeMe NOKaNbHbIK appec, <
CBfi3@aHHbIN C MMeHeM xocTa. B HekoTopbix cnyyasx Cassandra He paeT <
npaBuibHbIK appec, M HeobxoguMmo HacTpouTb napameTp listen address.

endpoint_snitch: uMms cHuTua.
Ecnn cHUTYM ObINM M3MEHEHbI, TO PEKOMEHOAYETCS WM3YUYUTb CTaTbl 3aMeHa CHUTYEn ( <«
Switching snitches).

* auto_bootstrap: false [106aBnsATE 3TOT MapaMeTpP HEOOXOAUMO TOJIBKO IIPU 3aIlyCKe HOBOT'O
KJlacTepa, He cofepKallleTro NaHHBIX.

IIpuMedaHHe: eCJIU y3JIbl B KJIacTepe UIeHTUYHEI B CMEIC/Ie JHCKOBOTO IIPOCTPAHCTBa, pac-
mpenesieHHbIX OMOIMOTEeK U T. O., MOXXHO HMCIIOJIb30BaTh OOWHAKOBREIE KOMHUHU (haiiaa cassan
dra.yaml mmst Bcex HUX.

IIpumep:

cluster _name: ’'MyCassandraCluster’
num_tokens: 256
seed provider:
- class name: org.apache.cassandra.locator.SimpleSeedProvider
parameters:
- seeds: "110.82.155.0,110.82.155.3"

listen _address:
rpc_address: 0.0.0.0
endpoint snitch: GossipingPropertyFileSnitch

1. B ¢atine cassandra-rackdc.properties ans gaTa-mieHTpa U CTOeK TpeOyeTcs Ha3Ha4YUTh UMEHA,
oIpenesieHHbIE IIeper HadanoM paboTel. Hanmpumep:

# indicate the rack and dc for this node
dc=DC1
rack=RAC1

2. Tlocne yctaHoBkY U HacTpouku Cassandra Ha BCexX y3JlaX, CHadaja II0 ODHOMY 3aIlyCcTuTe seed-
Y3JIbI, IOTOM 3aIlyCTUTE OCTaJIbHEIE Y3JIHL.

» JTlakeTHas yCTaHOBKa:

$ sudo service cassandra start

* YcraHOBKa tar-apxusa:

$ cd install location
$ bin/cassandra

HpnMeanne: €CJIN y3eJI I1epe3allyCTUuJICAd M3-3a aBTOMAaTHU4Y€eCKOro Imepe3alyCcka, TO CHa-
Yqajlla Tpe6yeTCH OCTAHOBHUTB Y3€JI U OYUCTHUTH KAaTaJIOTU OAaHHHBIX, KaK OIIMCAaHO BHIIIIE.
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1. Insa IIPOBEPKHU TOT'O, YTO LEIlb 3allylleHa U pa60TaeT, BLBITIOJIHUTE:

¢ OJIsd aKeTHOM YCTAaHOBKHU:

$ nodetool status

¢ OJid YCTaHOBKH U3 tar-apxusa:

$ cd install location
$ bin/nodetool status

Kaxxpgwrit y3es gonxkeH OBITh YKa3aH B CHHCKe, U ero cratyc moimkeH O6uitb UN (Up Normal): (unm.
«ITpoBepka pabOTHI KjlacTepa»).

paul@ubuntu:~/cassandra-2.1.8% bin/nodetool status
Datacenter: datacenteril

Status=Up/Down
|/ State=Normal/Leaving/Joining/Moving
-- Address Load Tokens Owns Host ID

UN 10.194.171.160 53.98 KB 256 0.8% a%fa31c7-f3cO-44d1-bBe7-a2628867840cC
UN 10.196.14.48 93.62 KB 256 9.9% fsbb146c-db51-475c-a44f-9facf2fladee
UN 10.196.14.239 83.98 KB 256 8.2% b8e6748f -ec11-410d-c94f-bB8e7dggazge7

Puc. 6.17: IIpoBepka paboTH KjlacTepa

6.10.3 Mwurpauma paHHbIX B XpaHunuwe Cassandra

Ecnu xpanunuine Cassandra ycTaHaB/IMBaeTCS Ha 3aMeHY CTaHOapTHOMY xpaHunuiny Jackrabbit, yxe
cofepxXKallleMy OaHHBle, He0OXOOMMO IIPeIBapUTEILHO BEIIOTHUTE MUI'PAIIHI0 TaHHBIX.

Synergy IIoOanepXKUBAET IBa THUIIda MUT'DAIIUN: CTAaHOAPTHYIO U KaCTOMHYIO.

6.10.3.1 CraHpapTHasa Murpauus

CraHgapTHAasi MUrpalMsi IIpeqHa3sHayeHa OJIS MUTPAIlMM BCeX BEPCHUU OOKYMEHTOB M ITOCIEOHUX
Bepcuu hamos.

CTaHmapTHaAA MUTPAIIUSI MOXKET OBITH «IIOJTHOM» MJIN «JI€HUBOMW»:

¢ IIOHAS MUTpPAllus TpeOyeT BEIIIOTHEeHUs Ha OCTaHOBIEHHOM jboss, paboTa monb3oBaTesei B Synergy
B 9TO BpeMs HEBO3MOKHA;

e JIEHWBas MHUTPAIXsS BBHITIOIHSIETCS Ha 3alylleHHOM jboss; paboTa momb3oBaTesiei B Synergy, XOTb 1
3aMeniifaeTcsi, HO MOXXeT OBITH B IIPOOOJI2KE€Ha B IIITAaTHOM pPEXKUME.

IIpoitenypa BHIIOTHEHWS MOIHOH MHUTPAIlHH:

1. octaHOBUTE jboss:
# /etc/init.d/arta-synergy-jboss stop

2. YyCTaHOBUTH IIaKeT MUTpPATOpa:
# aptitude install arta-synergy-jcrmigrator
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3. 3allyCTUTh COOCTBEHHO MUTPAIIUIO:
# /opt/synergy/utils/jcrmigrator/jcrmigrator migrate

4. mocrne 3aBepIleHus MUTPallui YCTAaHOBUTHL OCHOBHOM MaKeT XpaHusuila arta-synergy-jcrac:
# aptitude install arta-synergy-jcr4c

5. 3amycTuTts jboss:
# /etc/init.d/arta-synergy-jboss start

BhIIIONIHEHNE JICHHBOM MHUI'PDAIlHH:

1. ocTtaHOBUTE jbOss:
# /etc/init.d/arta-synergy-jboss stop

2. YCTAaHOBHUTH IaKeT MUTpaTOpa:
# aptitude install arta-synergy-jcrmigrator

3. 3amyCTUTH MUTPAIIUIO KapKaca XpaHUuInIa:
# /opt/synergy/utils/jcrmigrator/jcrmigrator prepare
BrimonHeHMe KOMaHOH 3aHUMaeT npuMepHo 1 MuHyTY Ha 200 DOKYMEHTOB.

4. 3anycTuts jboss:
# /etc/init.d/arta-synergy-jboss start

IMTpu cTapre jboss Bepcuu JOKyMEHTOB HAUMHAKOT B «JIEHUBOM» PEeXUMeE MUTPUPOBATh U3 OTHOTO
xpaHunuia B gpyroe. [Ipu KaxnmoM ctapTe jboss BEHIIOIHSIETCSA BEHIYUCIEHNE KOJIMYeCcTBa OCTaB-
IINXCS BEPCUU TOKYMEHTOB.

OOpaTuTe BHUMaHMeE: [I0 3aBEePIIeHUs MUTPalluU 3anycK 1 paboTa jboss 6ymyT BEIIOJ-
HSTbCS MeHJIeHHee, YeM OOBIYHO.

I[IpoBepKa COCTOSTHMS HOBOT'O XpaHUJIMIIA, ITOACUYET KOIUYEeCTBa OCTABIINXCS BEPCUH (3allycKa-
€TCsI TOJIBKO Ha OCTAaHOBJIEHHOM jboss):
# /opt/synergy/utils/jcrmigrator/jcrmigrator check

5. Korma check coo0miuT, 4TO BCe BEPCUH YCIEITHO MUTPUPOBAHLI, MOXKHO CTAaBUTh OCHOBHOM MaKeT
Xpauunuina arta-synergy-jcrac:
# aptitude install arta-synergy-jcr4c

OTOT MMakKeT YCTAaHOBHUT XPAaHUJIUIIIE Ha Cassandra, KOTOpoO€e yxXKe GYJIGT comepzxKaTk MUT'PHUPOBAB-
e JOKYMEHTHI.

6.10.3.1.1 Mwurpauusa B pexxume debug

Ecnu TpebyeTcst 60mee mOoOqpOOHEIM BRIBOA XOa MUTPALINHU, & UMEHHO O0TOOpakeHue NOKYMEHTOB, KO-
TOPHBIE B HAHHBIM MOMEHT B 06pab0oTKe, MOKHO BOCIOIb30BATHCS CIEOYIOIIMMU KOMaHIaMU:

# /opt/synergy/utils/jcrmigrator/jcrmigrator migrate debug
# /opt/synergy/utils/jcrmigrator/jcrmigrator prepare_debug

Mnrpaum{ C UX IIOMOIIIBIO 6YJIGT IIPOXOOUTH TaK 2Ke, KaK IIPU BEIIIOJIHEHKWU PaHee OIIMCAaHHBIX KOMaH[I
migrate u prepare, HO ¢ 60bIIEH HeTanu3aIuen.
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6.10.3.2 KacTtoMHasa Murpauus

KacToMHasi MUTpalysi TpegHa3HavYeHa OJI MUTPALlUK MOCHIeOHUX BepPCHUH HeyHoalleHHBIX TOKYMEH-
TOB PEECTPOB U JTUYHBIX KAPTOYEK MOJIb30BaTeJIeH.

ITpouenypa BEIIOJITHEHUS:

1. ocTaHOBUTH jbOSS:
# /etc/init.d/arta-synergy-jboss stop

2. YCTAHOBUTH ITaKeT MUT'PaTopa:
# aptitude install arta-synergy-jcrmigrator
3. 3amyCTUTh MHUTPAIHIO IOCIEIHUX BEPCUH BCEX MOKYMEHTOB B CUCTEME (3allrceli peecTpoB, JOKY-
MEHTOB B XypHasax):
# /opt/synergy/utils/jcrmigrator/jcrmigrator migrate docs
MpyM MOBTOPHOM BLINOSIHEHUN KOMaHObl OypeT OCywecTBAATLCA AOMUIrpauMs OCTABWUXCH <

0OKYMEHTOB.
Mocne 3aBepweHunss murpauum bygeT BbiBedeHO coobueHwue:

Congratulations! You have fully migrated your documents storage to Cassandra.

4. 3alyCTUTh MUTPALMIO IIOCJIENHUX Bepcul Bcex daiiyioB B XpaHunuille Synerdgy (oTo6pakaeMbiX B
mopnynie XpaHunuie - Oauisl):

# /opt/synergy/utils/jcrmigrator/jcrmigrator migrate files
Mpn MOBTOPHOM BLINOSIHEHUN KOMaHObl OypeT oCywecTBAATLCA AOMUIpauMsa OCTABWUXCHA <

pannos.
Nocne 3aBepweHuss Murpaumn O6yneT BbIBEOEHO CoobluEeHue:

Congratulations! You have fully migrated your files storage to Cassandra.

5. 3amyCTUTH MUTPALUIO IOCTIETHUX BEPCUU KapTOYeK II0Ib30BaTesen:
# /opt/synergy/utils/jcrmigrator/jcrmigrator migrate cards
Ona kapToyek Monb30BaTefied Takke MpeayCcMOTpeHa OOMUIpauus npu MOBTOPHOM <«

BbINOJSIHEHUN KOMaH[b .
MNocne 3aBepluieHUs MUrpauun dypeTt BbiBeOeHO coobueHue:

Congratulations! You have fully migrated your personal cards storage to Cassandra.

6. 3amyCTUTH MUTPALUIO IPEeOLIAYIINX BEPCUY [OKYMEHTOB, KOTOPEIE OLLIIM MUTPUPOBAHEl KOMaHOOU
migrate docs:

# /opt/synergy/utils/jcrmigrator/jcrmigrator migrate versions

AHanoruyHo, IpefycMOTPeHa JOMUT AN IIPK TIOBTOPHOM 3aIycke. ITocie 3aBepiieHnst MUTpa-
unuy OyIeT BhIBeLeHO COoOoOIIeHueE:

Congratulations! You have migrated all version of documents to Cassandra.

7. korpga OymeT 3aBepllieHa MUT'PAIUs BCeX HeOOXOOUMBIX MOKYMEHTOB, MOXKHO YCTAHOBUTL OCHOB-
HoU makeT xpaHunuiia Cassandra:

# aptitude install arta-synergy-jcrdc
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6.11 lMpoMeXyTO4YHbIX JIOKaJIbHbIA NOYTOBbLIN CcepBep

6.11.1 OnucaHue

B HEKOTOpPHIX ClIydasx ITPUI0KEHUS, OTIHPABIISIONIINE [T0YTYy, HE IOOAEPKUBAIOT pPal3jInuHble KOMOU-
HaIlMM HaCTPOeK cepBepoB ormpaBku (SMTP). Kpome Toro, MoxkeT OBITH HE0OXOMMa BO3MOXKHOCTD
OTIIPaBKHU 3JIEKTPOHHOU ITOYTH U3 KOMaHOHOU CTPOKU CepBepa.

Onst 9TUX 1Ie1el MOXKHO HCIIOIbh30BaTh IMOYTOBEIM cepBep (MTA) exim, KOTOPHIM IIOONEePKUBAETCS B
Debian mo ymMon4aHHIO U UMeeT YOOOHBIE CPEICTBA HACTPOUMKH.

MEel 6ygeM HacTpauBaTh CIEOVIONIYI0 KOHPUTypaIuio:

e IIpuém nmoutsl mo SMTP o agpecy localhost (127.0.0.1) u nmopTy 25, a TakXKe JIOKaJIbHO, Yepes3
BBI3OB /usr/shin/sendmail

e OTmpaBKa NO4YTH Yepe3 BHelmHut SMTP-cepBep (smarthost)
e TIpuém moYTH OJIs JTOKAIBLHEIX ITOJIb30BaTesiel B /var/mail/mail

6.11.2 YcTaHOBKa

I yCTaHOBKY IIOYTOBOI'O CEpPBEpPa exim HeoOX0aMMO YCTAaHOBUTE ITakeThl exim4-daemon-1light (ma-
KeT IIOUYTOBOTO cepBepa ¢ 6a30BLIMU BO3MOXKHOCTAMM) U exim4-config (kounburypaimontas yTuin-
Ta):

aptitude install exim4-daemon-light exim4-config

IIpu mepBO¥ yCTaHOBKE IIOYTOBOT'O CEpBepa BO3MOXKEH aBTOMAaTUYECKUN 3aIllyCK KOHGUTYPaIllOHHON
YTUNUTH (CM. CIIEOVIOIIUY pa3fen).

6.11.3 KoHcdurypupoBaHMe NOYTOBOro cepsepa ¢ noMoLybio exim4-config

IOns Toro, 4T0GE HAYATh HACTPOUKY CepBepa, He0OXOOUMO BBIIIOJIHUTE CIEOYIONTYI0 KOMaHLIY:

dpkg-reconfigure exim4-config

Kak BuUOHO M3 KOMaHOH, HaCTpoedYHas YTUINUTA HCIOJIb3yeT CUCTeMy KoHpurypupoanus debconf.
[lanee nokaxkeMm TpebyeMble OTBETHI:
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undertaker@undertaker: ~

Bug Teprmunan G
HacTpolika naketa

Kongurypayus no4toBoro cepBepa
BeibepuTe TUN KOHDUrypauuu no4ToBoro cepBepa Haubonee oTBedawwuld BawumM HU®gaM.

CucTeMbl © guHamudeckuMmu IP-agpecamy, BrnwHad CUCTeMbl © KOMMUTUPUEMbIM QOCTUNOM, Kak npaBuno, gomnkHbl BoiTh
HECTOOEHEl Ha OTNPaBry UCKOQAWED MOYThH HEpEs gouryw Mawudy, HaswBaeMmyw 'smarthost', Tak kak © UEnbWw SawuTsl OT
ChaMa MHOCUE NAUHUMawLUE No4Ty cucTewe B HaTepHeT Bnokupywt Bxogawuw no4Ty © guHaMuYeckux [P-agpecof.

CucTembl © guHaMudeckudy IP-agpecamMu MaryT ApUHUMETe MOHTY UAU NOKEneHEd QocTaBka MoxeT BeiTe MOMHOCThH Boknw4eHa
(3@ UCKMNHHEHUEM NO4Tel gnd root U postmaster).

0Bwutl Tun nodToBol kKoHburypauyuu:

UHTEPHET—CAUT; MpuéM U oTnpabBka nodthl HanpAMyw, ucnonb3ya SMTP

no4Tel Yepe3 smarthost; npuéd no SMTP unu 4Yepez fetchmail
oTnpaBka no4Tel 4epez smarthost; nokanbHas nodra oTcytcTByer
gocTaBka ToMbKD MOKanbHOO MO4YTh; QOCTUNE K CETU HET
B gaHHbll MOMEHT kKOHOUrypauua oTcytcTByer

KK <0TMEHa>

Puc. 6.18: Tun koHbuUrypauum
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undertaker@undertaker: ~
Daiin [pa Bug Mowck Tepmunan Cnpaska
HacTpolika naketa

KoHdurypauua no4toBoro cepBepa
MoyToBoe UM -- 3TO QOMEHHOE UM%, KOTOPOE UCMONb3UYETCH gnd  ONPegeneHus no4ToBbie agpecolb Bez gomMeHHOro
UMEHU .

3to uma Takke BUOeT ucnone30BATHCS gpUruMuU NpOrparMand. OHo goasdo BeiTe BOUHCTREHHEM, MNONHOCThE ONPEOEEHHEM

UMeHEM goredHa (FO0ND) .

Hanpurep, ecnu no4ToBed 8gpec nokansHoOO MawuHe foolexample.org, TO NpaBunbHOE 3HAYEHUE 3TOro napaMeTpa bugerT

example.org.
310 uMa He buygeTt noaBnatecd B cTpoke From: ucxogawed no4Tel, EBCAU DA3PEWEHE NEpe3anuch.

Mo4ToBoe UMA CUCTEMbl:

Lsunergg—wilkesl

<0TMeHa>

Puc. 6.19: ITouToBOE UM

3mech u ganee synergy-wilkes - ums XocTa, Ha KOTOPOM YCTaHOBJIEH IIOYTOBEINM CEPBED.
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undertaker@undertaker: ~

Daiin [pa Bug Mowck Tepmunan Cnpaska
HacTpolika naketa

KoHdurypauua no4toBoro cepBepa
BBeguTte crnucok IP-agpecoB, pazgengHHblx Todkamu c 2andatod. Jemod Exim, npocaoywuBawwud SMTR,
Bce IP-agpeca, ykaszaHHbe 3gechb.

buygeT npocayuuBaTh

Ecnu Be ocTaBuTte ato none nycTert, Exim ByOeT owxugaTh cOEQUHEHUS HA BCex gocTynHbix CETEBRX UHTEpOEOCAX .

ECcnu 3atoT KOMNBKUTER NPUHUMEET MNOHTY HENPAMYUK TOAbKO OT AOKEMbHbX CepBucol (U HE OT Kakux gpurux KOMMbwTepod), To
Barm cnegueT 2aNpeTuUTh BHEWHUE COBQUHEHUA K AOKanbHOMY gemMoHy Exim. K nokaneHwM cepBucar oTHOCATCHA nodToBbie
nporpaMMel (MURY, koTopbe paboTawT Tonbko Hepe= localhost, a Takwe fetchmall Ecnou =gece BBecTtu agpec 127.8.68.1,
To BHEWHUE NOOKAWHEHUR BNOKUPYWTCS, A TAKKE 3TO 3aNQETUT OKUgAHUE COEQUHEHUDO HA DEWEQOCTUMNHbE CETEBLX
UHTephedCas .

[P-agpeca, C KOTOPRbX CAEQUET O¥UJaTh Bxogawue coeguHeHus SHMTP:

{127‘8.8.1 ST |

<0TMeHa>

Puc. 6.20: Bxopsaine coeqguHEeHUsI
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undertaker@undertaker: ~

Daiin [p Bug Mowck Tepmwmnan Cnpaska
HacTpolika naketa

KoHdurypauua no4toBoro cepBepa
BBeguTe crnucok gomeHoB nong4artened Hepez TO4HkKY C 2anNA700, gn9 KOTORbX 3Ta MAWuHa QoA%HE CHUTATb cebs mectom
HE3HAYEHUS . ITU QOMEHE Y4ACTO HA3LBAKT ' NOKANEHBMU goMedamu’ . okansHoe umd xocTa (synergy-wilkes) o 'localhost’
Bcerga gobaBaswTcd kK UKazaHHOMY 20ech ChAUcKly.

Mo ymondaHuw Boce gomedbl obpabBaTtwBawTcs oguHakoBo. Ecau a.example u b.example CHUTAWTCA AOKAAbHEIMU JOMEHEHL, TO
Y agpecoB accla.example u acclb.example BuygeT oguHakoBoll KOHEYHbIO NUHKT HazHa4eHUA. EcAu BeCcTe QOMEHHBIE UHMEHAd,
KOTOpsE HykHo oBpafateBarts no-gpuyromy, Heobxogumo OTPEdak TUPOBRaTs KOH(UrUpaUuoHHBIE adns BpuQHym,

Jpurue MECTE HA3HAYEHUR, gN49 KOTOPbX QOMNKHE NPUHUMETHCA NO4TE:

Lsgnergg—uilkesl
< 0K > <0THMeHa>

Puc. 6.21: [Ipyrue Ha3Ha4YeHUSA
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undertaker @undertaker: ~
Bug Mouck Tepmunan Cn
HacTpolika naketa

KoHgurypauua nod4toBoro cepBepa
BBegute cnucok guanazoHof IP-agpecoB, pazgenBHHbi TOHKAMU © 2a@n9T100, C kOToOpbix Bol EesycnoBHo paszpewaeTte
penelHUw NepegaYYy NodTsl, Urpas gas Hux pons smarthost.
HeobxoguMo ucnonb30BaTh CTEHOAPTHBID HOPMAT agpec/macka (Hanpuwep, 194.222.242 . 8/24 unu 5fA3: 12BE: 8361 : /480

Ecau ata cucTeMa Boobwe He gonkHa BoiTe smarthost, 7o ocTaBeTe 37O NOME AYCThIM.

MBWUHLE, gNA KOTOPRX QOCTUNHE pENBOHAS NEpegada noYTel:

L

<0THMEHA>

Puc. 6.22: PeneliHasi riepefayda IOYTH
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undertaker@undertaker: ~

Daiin [pa Bug Mowck Tepmunan Cnpaska
HacTpolika naketa

KoHdurypauua no4toBoro cepBepa
BBegute IP-agpec unu umMa xocTa No4ToBoro cepBepa, kotopold 3Tta cucTeMa bygeT ucnonezoBateh B kadecTBe ucxogswero
smar thost. Ecnu smarthost npuHuMaeT NodTy HAa HECTaHgapTHoM nopty (He TCRP/25), To goBafbTe gbBa gBoeTodus u HomMep
nopTa tHanpuwmep, smarthost example: 587 unu 192 168.254.254::2525) . [BoeToqua B agpecax 1Pw6 HuxHO ugBauBaTs

Ecnu smarthost TtpebueT npolTu ayTeHTURUKEUUKW, TO 2E8MEHEHUA O TOM KaK HACTPOUTL ayTeHTudukauuw SMTP B Debian,
CcHOTpUTE B dadnax RERDME (us kaTtanora Jusr/sharesdoc/eximd-base).

[FP-agpec unu uMa =ocTa ABNFAKWLErOCA UcxogawuM smarthost:

Lsmtp.mail.rul

< 0K > <0TMeHa>

Puc. 6.23: Mcxonsnuiuii TO4YTOBLIM cepBep
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undertaker @undertaker: ~
Bug Mouck Tepmunan Cn
HacTpolika naketa

Kongurypauua nodtoBoro cepBepa
3daronoBku ucxogawed Ao04TH MOryT BbTh NEpe3anUcadsl gnd Co3gadud BUQUMOSTU ToFa, YT0 oAU BbinU co3gadel Ha gpurod
cucTere. Ecnu oTBeTuTe UTBepouTensHo, To BUQUT U3MEHEHsl sunergu-wilkes', 'localhost' u 'synergu-wilkes' B
nondx= From, Reply-To, Sender u Return-Fath.

CkpuBate nokaneHoe nodToBoe uma B ucxogawed nodTe?

< M3

Puc. 6.24: CKpeITHE JTOKAJILHOTO II0YTOBOTI'0 UMEHH
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undertaker @undertaker: ~
Bug Mouck Tepmunan Cn
HacTpolika naketa

Kondurypayus nodtoBoro cepBepa
Beina BrnwHEHA OAUUA COKARTUR A0KansHoro nodToforo oMedd B ucxogawed nodte. Mos3ToMy HenbxoguMno UKa3aTh QOMEHHOE
UMA, KOTOPOE QOA%HA ucnonbzoBaTe 3Ta cucTema B goMeHHoOO 48cTu NOKanbHoX nonb20BaTtenbckux ggpecoB-oTnpaBuTtened.

Bugumoe goMEHHOE UMS MOKaNbHbIX Nonb30Batened:

{Sgnergg—milkeal

<0THeHa>

Puc. 6.25: [lJoMmeHHOe UMS OJIS JIOKAJIbHBIX IOJIb30BaTesIeHn
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undertaker@undertaker: ~

Daiin [p Bug Mowck Tepmwmnan Cnpaska
HacTpolika naketa

KoHgurypauua no4toBoro cepBepa
Mpu pabote B obbi4HOM pesumMe Exim genaeT DNS-zanpocw (nNpu cTapTe, NpuéMme unu oTrnpaBke coofweHus, U T7.Q.) dnd
zanucy B ®ypHan U gna uMeHbweHus 0BbEma zHaqeHuld napameTpoB, ykaswBaemorx B koHOUrypauuoHHoM gadne.

Ecnu atoT yzen HE UMEBT NOCTOAHHOrO gocTtyna k DNS-cepBepy (Hanpuwmep, ucnonb2UeTcs gozBodH no TpehoBaduw no
KOMHMUTURUEMOO AUHUU), TO 370 MO¥eT NpuBecTu Kk HewenaTenoHOMY noBegeHuw. Hanmpumep, npu 3anycke Exim unu
oBpabBoTke o4epegu (gake ecau O4epedb NUCTal MOXeT UHULUUpoBaTtecd goporold gozBoH.

HusHo oTBeTuTh yYTBEPQUTENBHO, BCAU CUCTEMA ucnonb3yeT gosfod no TpeboBadHuwm. Ecnu UMEBTCA NOCTOSHHOE COBQUHEHUE
C MHTEPHET, OTBETHTE OTAUUATENLHO.

Cokpawate konudecTBo DNS-3anpocof go muHumMuMa (gozBoH no TpeboBaHuwl?

K et >

Puc. 6.26: [103BOH 110 TpeOGOBaHUIO
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undertaker@undertaker: ~
Daiin [pa Bug Mowck Tepmunan Cnpaska
HacTpolika naketa

KoHgurypauua nodTtobBoro cepBepa
Exim MOMET COXPaHATbL NOKANbHO gocTaBndemuw nod4Ty B pasznudHex fopmaTax. Haubonee 4acTo UCMOALIUKTCHA mbox U
Maildir. B fopmate mbox ucnonb=yeTcs ogud $aldn gnd Bcel nodTel, kOTopwd ®paHutcs B katanore Jvarsmails. B
fiopmaTte Maildir kawgoe coobueHue coxpaHseTca B oTgensHom faine B katanore ~/Maildir/.

dameTeTe, 470 BoabwuHCTEBO Mo4ToBb ytunut Debian no UMONHEHUKW HECTPOEHE HE ucnonbs3o0BaHue mbox kak mMeToga
nokaneHod gocTaBku .

MeTog gocTaBku nokansHod NoYThE:

box gopuat B /var/mail/

Maildir ¢eopHat B goMawHed KaTanore

K K D <OTHEHA>

Puc. 6.27: MeTon mOCTaBKH JIOKAJILHOM IIOYTHI
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undertaker@undertaker: ~

Daiin [pa Bug Mowck Tepmunan Cnpaska
HacTpolika naketa

KoHdurypauua no4toBoro cepBepa
MNakeTel eximd B Debian moryT paboTate © KoHpUrypauueld, pazMmewEHHod B ogHom Bonbwom dadne
(/etc/eximd/eximd . conf.template), Tak U © KoHOurupauuel, pas3genBHHOO Ha 5B ManeHbkux faldnoB, pacnonoweHHbl: B
karanore /etc/eximd/conf.d/.

MepBul BapuaHT ny4we nogxoguT gna BHeceHus bBonbwux uzreHeHud u obwHHO BOnee Hage#eH, TOrga kak nocnegHuld bBonee
ygofieH gnd BHeceHun HeBonbwux u3MEHEHUD, HO MEHEE HagE#eH U MOxeT MPUBECTU K Kpaxy CUCTEMb, ecnu BHOCUTH
U3MEHEHUA HEBpERHO.

Bonee nogpofHo ob atux gBuyx Bugax kodpurgpauyul MosHo NpoYuTaTte B daidnax RERDME (us kartanora
fusr/share/sdoc/eximd-base), onuceBawuux HacTpodky B Debian.

PazgenuTe KOHOUrYpaUUW Ha ManeHbkUe oadnsl?

Puc. 6.28: Pasmenenue KoHGUTypaluu
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undertaker@undertaker: ~

Teprmunan G
HacTtpoilika nakera

KoHdurypauua no4toBoro cepBepa
Mod4Ta gnd  postmaster . root U gpurux CUCTEMHbIX YHETHBER 2anuced QoN%HE NEPEHENpaBnaTbCd HE NONb30BaTENLCKUK
UYETHUKW 2anUch HAcTOAWErD CUCTEMHOrD agrUHUCTPRaTopRa.

Ecnu ato aHaqeHue octaBuTe nUcTer, To nodTa BygeT coxpadartscsd B Avardmails/mail, Ho 370 HE pPEKOMEHOUBTCS .

Hredte B Bugy, 4T0 nNoYTy, agpecoBadHyw postmaster, NPegnodTUTENEHEE YUTETh HE TOO CUCTEME, HE KOTOPYUW 0OHA Beina
oTnpalneda, Yer NepecenNaTte kyga-Hubyge B gpyroe MecTo, TEK 4TO, NO HEHbWed MEQE, OQUH U2 nonb3oBaTtensd, KOTOPbE
Bbl BHIBEDETE, HE QON%EH NepeHanpaBnaTe CBOM NOHTY . 3To00 Mawudel. HononezylTe npegukc 'real-' gnd MpuHUguUTensHol
NoKaneHoOO gocTabku.

Heckoneko UMEH Nonb30BaTeneld HUKHO pazdenaTe npobenamu.

Mony4aTtent no4Tel, agpecoBanHod root U postmaster:

" _

<0THeHa>

Puc. 6.29: IlonyyaTtenb MOYTH root u postmaster

6.11.4 AyteHTMdUMKaLUA Ha UCXoasiLLLEM NOYTOBOM cepBepe

Ecnu Bam uCXOOSIIHWIE IIOYTOBHIA cepBep TpeOyeT ayTeHTH(UKAIMIO OJIST TOro, YTOOBI OTIPABISTH
mHCcbMa, He0OXOOUMO OTPedaKTHPOBaTh KOHPUTYpPallMOHHBIM (atin /etc/exim4/passwd.client, mo-
0aBMB Ty[a 3aluCh O BallleM IIOYTOBOM CEPBEpPe B ciedylomeM ¢popMare:

AOMEHHOE . UMA . UCXoJAlero.no4YToBoro. cepeepa:JioruH: naposjib
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= undertaker@undertaker: ~
ain [paska Bua Mowck Tepmunan Cnpaska

password file used when the local exim is authenticating to a remote
host as a client.

see eximd4_passwd_client(5) for more documentation

#t Example:
fiftf target.mail.server.example:login:password
smtp.mail.ru:kolotush@list . ru:p E

i

o
o
i
i
i
o
o
i
i
i
o
o
i
i
o
o
i
i
i
o
o
i
i
i
o
o
i
i

sswd.client” 8 2anucado

Puc. 6.30: [Tpumep KoHPUTypalluy ayTeHTUDUKATINYT

[Tocyie BHECEHU ST U3MEHEHMH B YKa3aHHBIM (aliyl MOYTOBHIM cepBep HE0OXOOUMO Iepe3alyCTUTh:

/etc/init.d/exim4 restart

6.11.5 MpoBepka paboTocnocobHoCTHN

Iyt Toro, 4TOOBI IPOBEPUTH PAOOTOCIIOCOOHOCTL ITOYTOBOTO CEPBEPA, HNOMPOOyeM OTIPaBUThH CaMH
cebe MUCHMO TIPU TTOMOIIM YTUIUTH telnet:
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undertaker@undertaker: ~
Daiin Mpaska Bug Mowck Tepmunan Cnpaska
lergy-wi '

emplate d.client upda md.conf.conf

o localh
t.ru

on a line by itse

Puc. 6.31: OTrupaBKka nucbMa depes telnet

[IpoBepuM B JIOTe IIOYTOBOI'O Ce€pPBepa HaIlle IIUCbMO M0 ero HOeHTUDUKATOPY:
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undertaker@undertaker: ~

Puc. 6.32: TTucsMo B JIOoTe HOYTOBOTO CEpPBEPA

Kak MBI BUOUM, INCHMO YCIIEIHO OTIIPABJI€HO.

6.12 MopakniovyaeMble BHELWHUe KOHBepTep.bl

TekyIire MPOCMOTPIINKHN Synergy KOPpPeKTHO oToOpazaioT (aiiel Hambojiee 9aCcTO MCIIOJIb3YEeMbIX
dopmaToB, Takux Kak txt, odt/doc/docx, ods/xls/xlsx, pps/ppt/pptx, pdf, png/jpg, mp3 u T.11. O1Ig KOPp-
PeKTHOr0 oToOpaxkeHus 0oJiee peoKUX U crienubUYHEIX GopMaTOB, HANIpUMep, msg, msh, dwg u T.1I.,
a TakXKe B OTHEJIBHEIX CITy4asX, KOrga BO3HUKAIOT Ipo6ieMEl ¢ oToOpaxkeHueM (aijioB pacupocTpa-
HEHHBIX ()OPMATOB, MOXKHO MOOKITIOYNTh COOCTBEHHLIN KOHBEpPTEp (aiiioB.

TpeOoBaHHSs K KOHBEPTEPY:
1. BBEI30B KOHBEPTEPA OMUCHIBAETCS U3 KOHPUTYPAITMOHHOTO (atiya ¢ mapaMeTpaMu:

* paciIMpeHre UCXOTHOro ¢aiiia, IJisd KOTOPOro HeoO0xXoguMa KOHBEPTAIINSs;
* IIyTh [0 HUCIIOJIHIEMOro ¢aiiia-KOHBEePTepPa;

* pacmupenue ¢aiina, IoIy4aeMoro B pe3ynbraTe KOHBePTAllUH;

* UOeHTU(GUKATOP BHEIITHETO MOOYIS;

* TafIMaYT BEITIOJIHEHU A OIl€pPallvi.

1. UToroBoe pacuirpeHue OOJIXKHO OBITh OOHUM K3 YKa3aHHBIX - pdf / htd / png / tiff / mp3 / mp4.
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2. Ha omgHoO pacClIinpeHue HBOGXOJII/IMO HMCIIONIb30BaTh TOJILKO 1 KOHBEPTEDP.

®opMmaThl KOHPHUTYyPaLlUH:
dopmam KoHQu2ypauuoHHo20 ¢atina
IIyTs K KOHpUTypallMOHHOMY (anty:

/opt/synergy/jboss/standalone/configuration/ai/converter.json

{
"dwg"”: {
"path”: "/opt/dwgconverter/bin/dwgconv.sh”,
"outFormat”: "pdf”,
"moduleID”: "6bl3459e-aa3c-4a5a-94db-bb64f328e30c”,
"timeout”: 10,
"timeoutSinceChange”: 2
}I
"msg”: {
"path”: "/opt/msgconverter/bin/msgconv.sh”,
"outFormat”: "htd”,
"moduleID”: "6bl3459e-aa3c-4a5a-94db-bb64f328e30c”,
"timeout”: 10,
"timeoutSinceChange”: 2
}
}
roe:

e path - myTh mo ucnogHsAeMoro dariia-KOHBEPTEPA;
e outFormat - pacmupenue ¢aiina, IOIy94aeMoro B pe3ynbTaTe KOHBEPTAIIUY;

e modulelD - ugeHTH(GUKATOP BHEIIHET 0 MOAYJIS (MCIOJIE3YETCS OJIg aBTOPU3AIUY IT0Ib30BaTEIsI BHE
ceccun);

e timeout - MakcUMasIbHOE BpeMS BHITIOTHEHUS YTUIUTH (B CEKYHOAX);
e timeoutSinceChange - MakcuManIbHOE BPEMS C MIOCJIEQHETO U3MEHEHUS (B CEKyHOax).

dopmam nepedaqu napamempos UCnogiHseMmomy ¢aliy-KkoHeepmepy
util path/input.txt uuid token

roe:

e path/input.txt - nyTs go mcxoguoro daiina;
* uuid - umeHTH(UKATOP UCXOOHOTO dalina;

» token - k1104 OJ1g aBTOPU3aIlUU I10JIb30BATEJISI BHE CECCUM, ITIOyUYeHHBIN n3 MeTtona API rest/api/
person/generate _auth key.

Kaxpelii mapaMeTp OTHAesIeH OT mpembigylnero mpotenom. CobofieHre TOPsAKa ClIeIOBaHus Mapa-
MeTpPOB 006si3aTeIIbHO.

Ins aBropuldanuu no Basic HTTP ucnons3yooTcsa 3akogupoBaHHbEIe B Base64 10TuH U apoiib, pa3fge-
JIEHHBIE 3HAKOM «IBoeToure». ITompobHee IIpo aBTOPHU3ALMIO 10 KJTF0UaM HaIllMCaHO B PYKOBOJICTBE II0
UHTEerpaluu.

AnropurMm padoThI BHEIIIHEI 0 KOHBEepTepa Ha mpuMepe

1. KondurypamuouHubi# Gaiin HaCTPOEH TaKuM 00pa3oM, YTO sl paciIupeHus dwg OOJIKeH BBI3BI-
BaThCs KOHBepTepP dwgconv.sh.



http://tdd.lan.arta.kz/docs/synergy/trunk/sdk-doc/html/integration.auth.html#integration.auth.keys
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2. TTonb3oBaTenb 3arpyxkaet dain somefile.dwg B mamky xpaHUIHIIA.

3. CumurtaB c KOHQUTYPAIMOHHOTO (aiija mapaMeTpHl U TepefaB HeoOXOOMMbIE TTapaMeTPHI, 3amyc-
KaeTcs yTUINTA.

4. Ha KaX[bIli BEI30B YTUJIMTHL CO3[AeTCs CBOS mamnka B (aiiyloBoil cucTteMe, Kyfa B KIaOeTCs pe-
3ynbTUpylomui ¢dain out. pdf.

5. Ilocne okoHYaHUs KOHBepTauuu daiin out.pdf KonupyeTcs B OTHEeNbHYIO HOOY XpaHUIUIIA.

6. Ilpu cnenyromeM OTKPHITHH (aiisa IOATPYKaeTCs ero CKOHBEePTUPOBaHHAas BEPCUS COOTBETCTBY-
IOIIIUM IIPOCMOTPIIUKOM Synergy.

HpI/I KOHBEPTallM BO3MOZXKHa 3allMCh HECKOJIBKHX BCIIOMOI'aTE€JIbHBIX (baﬂHOB, U3 KOTOPEIX U GYJIGT
CoCTaBJieH UTOTOBLIM out.pdf. B aToM cnydae nmydiie ucmosb3oBaThk timeoutSinceChange BmecTto tim
eout.

Ecnu BRITTOTHEHME 3alMCHU OJHOTI0 TAaKoro (aiina 3aiiMeT Oomlblle, 4eM yKa3aHHOe B TaliMayTe timeo
utSinceChange BpeMs, TO mpolleccy OTIIPaBUTCA sigterm (CUTHa O IpepLIBAHUN).

Kpome Toro, eciv BEIIOJTHEHWE YTUJIUTHL B 11eJIOM 3aiiMeT 60oJbllle, YeM YKa3aHHoe B TaliMmayTe timeout
BpeMs, TO IPOIeCCy OTHpaBUTCA sigterm (CuUrxHan o IpepelBaHUN).

IIpumep

IlaHHBIM KOHBepTep nepenuckiBaeT Bce PDF-dalinbl, ucnpasisas HeKOPPEKTHHIE. PellleHre B3STO OT-
cropa.

KoHsepmep

KoHBepTep HYKHO IIOJI0XKUTD B IIANKY, YKa3aHHYIO B KOHQUTYypallmoHHOM daline (CM. HUXKe).

#!1/bin/sh
## Setup
TMPDIR="/tmp"”

# Input parameters
INFILE="$1"
OUTFILE="$(dirname $INFILE)/out/out.pdf”

# Ghostscript path
GS="/usr/bin/gs”

# Logs
LOG_MAIN="/var/log/synergy/converters.log”
LOG_STDOUT="$TMPDIR/conv-stdout$$.log”

LOG _STDERR="$TMPDIR/conv-stderr$$.log”

## Actions

# Set up logs
exec 1> "$LOG_STDOUT”
exec 2> "$LOG STDERR”

# Create output directory
mkdir -p "$(dirname $OUTFILE)”

# Convertation

$GS \
-0 "$OUTFILE"” \
-SDEVICE=pdfwrite \
-dPDFSETTINGS=/prepress \



https://superuser.com/questions/278562/how-can-i-fix-repair-a-corrupted-pdf-file
https://superuser.com/questions/278562/how-can-i-fix-repair-a-corrupted-pdf-file
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"$INFILE"

if [ $? -ne 0 ]; then
# If anything failed, append stdout to main log
cat "$LOG_STDOUT” >> "$LOG MAIN”

fi

cat "$LOG_STDERR” >> "$L0OG_MAIN”

# Cleanup
rm -f "$LOG_STDOUT” "$LOG STDERR”

KoHpuaypauuonHbill ¢atin

{
"pdf": {
"path”: "/opt/synergy/utils/converters/fix-pdf.sh”,
"outFormat”: "pdf”,
"timeout”: 30,
"timeoutSinceChange”: 2
}
}

6.13 Single Sign-On B Arta Synergy

Arta Synergy nmonpmepzxuBaeT TexHonoruio Single Sign-On (SSO) nmo nmpotokony OpenID Connect. B
KadecTBe 3TaJIOHHOTO cepBepa ayTeHTuduKamuu ucroib3oBasncsa KeyCloak.

Il BXOma monb3oBaTens, ayreHnTuduimpoantoro yepe3 OpenlD Connect, BO3MOXKHEI ABa BapHUaHTa:
¢ II0JIb30BATEJIb, CO3TAHHBIN BPYYHYIO T100 uepe3 LDAP-CHHXPOHU3AIIUIO, JOJI?KEeH IIPUCYTCTBOBATD B
Synergy;

* II0JIb30BATEJIb MOXKET OBITh CO30aH aBTOMATU4YECKHU IIPU YCIIEIIITHOM BXO[€E.

6.13.1 OnucaHue

B manHOIM MHCTPYKIIUYU OIMcaHa HacTpoiika Single Sign-On B cucteMe Arta Synergy ¢ mojb30BaTeNs-
MU, UMIIOPTUPOBaHHLIMU U3 Active Directory.

Koudurypaumus, HacTpauBaeMasi B IIpuMepe:

» cepBep Active Directory ¢ BBeIEHHLIM B €r0 HOMEH KINEeHTCKHUM KOMIILIOTEPOM;
e cepsep Arta Synergy;
* cepsep Keycloak;

6.13.1.1 MpepBapuTesibHble HACTPOMKMU

YcraHoBKa u HacTpoika Active Directory, a Takke moOaBiieHNe MTOIb30BaTeJIeH OMKUCAHBI B UHCTPYK-
LIUN.

B aToM npuMepe B KauecTBe Root domain name Owln BBemEH synchro. tm. Tak:ke Hy>KHO CO3aTh I10JIh-
30BaTeJisi, KOTOPRIM OyOeT MCIonb30BaThCs mias nmoakiiodeHus Keycloak k AD u aBTOpH3anuu dyepes
Kerberos (B mpumepe - BEIIEIEHHBIN ITOIb30BaTEND idp).



http://openid.net/connect/
http://keycloak.org/
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File Action View Help

CIEE N EEER TER Y YR 2

] Active Directory Users and Com
B[] Saved Queries
| 4 53 synchrotm |
b | Builtin
7] Computers
2] Domain Controllers
i [ | ForeignSecurityPrincipalt
b B Managed Service Accour
b (2] SharePoint Users
] Users

Mame
& Administrator

52, Allowed RODC Password..,

& asd

%Cert Publishers

%CIoneable Dormain Contr..,
52, Denied RODC Password ...

52, DnsAdmins

52, DnslpdateProxy
52, Domain Admins
52, Domain Computers
52, Domain Centrollers
52, Domain Guests
52, Domain Users

52, Enterprise Admins

52, Enterprise Read-only Do...
52, Group Policy Creator Ow...

3_._ Guest

op e

& Keycloak

Type
User

Security Group..,

User

Security Group..,
Security Group..,
Security Group..,
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group..,

Uzer

Uzer

Description
Built-in account for ad...

Members in this group c.

Members of this group ..

Members of this group t..
Members in this group c.

DMS Administrators Gro..,
DMS clients who are per...

Designated administrato...

All workstations and ser...
All domain controllers i...
All domain guests

All domain users

Designated administrato...

Members of this group ...

Members in this group c.

Built-in account for gue..,

% Protected Users
% RAS and IAS Servers

Security Group.,  Members of this group ..

Security Group.,  Servers in this group can..

Puc. 6.33: Active Directory

Y cepsepa Active Directory momxken OvITh cTaTudecKuii IP-agpec.
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h Network and Sharing Center = =] =

t :‘: <« MNetwork and... » Metwork and Sharing Center v & | | Search Control Panel 2 |

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing synchro.tm Accesstype: Internet
settings Dommain network Connections:| I Ethernet Pescription
= ] Ethernet Properties Internet Protocel Version 4 (TCP/IPv4) Properties
- Ethernet Status
MNetworking General
General
Connect using: You can get IP settings assigned automatically if your network supports
Connection this capability. Otherwise, you need to ask your network administrator
l_-'." Realtek: RTLE135C+ Fast Ethemet NIC for the appropriate IP settings.
IPv4 Connectivity:
IPv6 Connectivity: Mo netwd Corfigure| () Obtain an IP address automatically
Media State: This connection uses the following items: ®) Use the following TP address:
Duration: 3 days| T - -
e \ "% Client for Microsoft Networks IP address: | 192 . 168. 0 . 51 |
peed: .@ File and Printer Sharing for Microsoft Networks
481 (105 Packet Scheduler Subnet mask:

[ -+ Microsoft Network Adapter Muttiplexor Protocol
& Link-Layer Topology Discovery Mapper /0 Driver
i link-Layer Topology Discovery Responder

Default gateway: 192,168 . 1 130

Activity [ - Intemet Protocol Version § (TCP/APvE) Obtain DNS server address automatically
- - Intemet Protocol Version 4 (TCP/IPv4) | (®) Use the following DNS server addresses:
Sent L.
=1 I "-»",}_ [T Preferred DNS server: 192 .168 . 0 . 51
e Ininstal
Bytes: 14,529,779 24 Description Alternate DNS server: 192 .108. 1 . 1
Tranemission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication [Jvalidate setti it
| @'Properﬁes ||| f&'Disable | | Diagnose across diverse interconnected networks. alidate sELngs upon exi

oK || Cancel |%

Puc. 6.34: Ycra"HoBka cratudeckoro IP Ha cepBepe AD

151 koppekTHOM paboTel SSO yepes Kerberos cepsep ayrenTudukamnuu Keycloak u cepep Arta Synergy
mokHEL uMeTh DNS-uMeHa. B npumepe MuI ucnonb3yeM cepsBep ¢ Active Directory B kauectse DNS-
cepBepa, B KOTOpHIM moGaBienbl cepBeprl Keycloak m Synergy mom mMeHaMu COOTBETCTBEHHO idp.
synchro.tmu synergy.synchro.tm.
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5 DNS Manager - | x|

File Action View Help

e« HE|XEc=z Hm &8 EE

£, DNS Mame Type Data
4 f] WIM-HO31607VPT | _msdcs
4 [ Forward Lookup Zones | _sites
b 2] _msdessynchrotm 1 _tep
i— 5}rr|chrn tm : LIljFl
Up Senver i > .
I 1 n Update Server Data File 4 DomainDnsZones
b - = Reload | ForestDnsZones
b - - Mew Host (A or AAAA).. ﬂ(same as parent folder)  Start of Authority (5., [58], win-ho516o07v3
E - E]L: MNew Alias (CNAME]... £ (same as parent folder)  Name Server (NS) win-ho316o7vipt.syl
b - Fe New Mail Exchanger (MX)... ﬂ(sameasparentfulder} Haost (A) 192,168.0.51
b [ Reversell New Domain... qwent Host [4) 142,168.0.54
. - =|id Host (A 192.168.6.29
b L Trust Poil Mew Delegation... : ? .
p [ Conditior ﬂs}mergy Host (A) 192.168.6.30
> (2] Global Lo | _iher New Records.. =] win-ho51607vspt Host (A) 102.168.0.51
DMNSSEC b
£ m
Create a new host res Al Tasks '
View i i
idp Properties
Delete
Refresh Host {4} | Securty
Export List... Host (uses parent domain f left blank):
Properties ‘idp ‘
Help Fully qualfied damain name (FQDM):
‘idp.s'_mchm.tm ‘
IP address:
‘ 192.162.6.29 ‘
Update associated pointer (PTR) record

Puc. 6.35: JoOaBieHUE XOCTOB

Ha cepsepax Keycloak u Synergy uamenute ¢daiin /etc/resolv.conf, mepBeiMm DNS B HEM HYXKHO
nponucatk IP-agpec cepsepa Active Directory.

GHU nano 2.2.6 ®aiin: /etc/resolv.conf

Puc. 6.36: resolv.conf Ha cepBepax Keycloak u Synergy

KommreioTepsl, KOTOPEE OyOyT UCIIOIE30BATLCA A1 pabOTEL B Synergy, JOIKHEI ObITH BBEIEHEL B IOMEH.
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o
{ }u |;‘E.- <« Bre 3nemeHTbl NaHenw ynpasnedna » CucTema

=N R =)

MNaHens ynpasneHna -
AOMALLIHAR CTPaHWULA
JncneTyep ycTpoRcTe

Hactpoiika yaanenHoro
JAocTyna

3ALLMTE CHCTEMEI

,ﬂ,U'I'IDJ'IH WTENBHEBIE NAPaMETPEBI
CHCTEMEBI

Cm. Takse
UenTp noagepsn
LlenTp oBHoenenua Windows

CyeTumnkm n CpEaCcTed
NPOWIE0ANTENBHOCTI

- | 4 | | Mouck & nasenu ynpaaneHus 0 |
33LUMLLEHEI. oL

Meay4nTs 40CTyn K ACNOAHWUTENBHBIM HYHKLWANM, YCTAHOBWE
HoBbIA BBIMyck Windows 7

Cuctema
Ouerixa: .'r_ll._ll WMuaekc npovzeogutensHoctn Windows
Mpoueccop: Intel Xeon E312:x (Sandy Bridge) 200 GHz (2 npoueccopa)
¥cTaHoBNEHHAA NAMATE 400TB
(Q3¥7:
Tun cucTembl 64-paspAgHan onepaLnoHHan cHCTema

Mepo w cedcopHenid Beog:  Tepo v CEHCOPHBIA BBOJA HEADCTYNHBI ANA 3TOMD IKpaHa

m

Hma KomnetoTepa, MMA JOMEHE W NapameTpel paboyed rpynne

KomnetoTep: client @'Mamemﬁb
MonHoe nms: client.synchro.tm napamMerphl
OnucaHmne:

fonen: synchro.tm

Axtueauns Windows

% Ocranoce 20 an. Ha ebincAHenne akTnBaLM, AkTrenpyiite Windows ceiiuac

Kog npogykra: 00371-0EM-8992671-00004  MamenuTe kntod npogykra

1

Puc. 6.37: CBoiicTBa KOMIBIOTEPA-KIIUEHTA
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File Action View Help

es | rE 8Bz BE 2aETak

] Active Directory Users and Com|| Name Type Description
b [ Saved Queries 1A CLIENT | Computer
4 fﬂ synchrontm
t- (| Builtin
] Computers

2] Domain Controllers
b [ ForeignSecurityPrincipal:
| Managed Service Accour
B (2] SharePoint Users

] Users

Puc. 6.38: KommnrioTep, moGaBI€HHEIH B TOMEH

B KJIMEHTCKOM KOMIBIOTEPE HYKHO TakXke pobGaButhk cepBephl Keycloak u Synergy B 30HY MecTHOH!
UHTPACETH.
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(= [@][=]

~ — - _ |
vt s# < Beeaneme.. [ LlenTp ynpasnedna ceTAMA W oBLIWMM J0CTYNOM - | 3 | | MMouck 6 naHenu ynpasieHus j o
[ = @
o - gy =
:_| CeowcTea: MHTepHer 3 L
Manene ynpaeneHna - ﬁ P |l”—| .
ACMALLHARA CTPaHMLa KAOUEHHH
CogepaHue OoakniYeHua | [porpaMmbl | LononHATENEHD .
of FER—— = MpocmoTp nonHel KapTel
He | | OHbMAEHUMANEHOCTE
Msmenenne napameTpos iy L
aganTepa
MEMEHNTE 40NOAHHTENBHE BrifepuTe 30HY Q08 HACTPOIAKK &2 NapaMeTPoE Ge3onacHoCTH.
. .
napamerpel oBLEre gocTy & ' 4 ERIYEHWE WK OTEARIYEHME
- 'r"
MHTEpHET MecTHan HagesHeie  OrpaHd4ed... Wrreprer
MHTPaceTe VLS VLS ' Mogkntodenne no
- MecTHan MHTpaceTk = NGKANEHOM CETH
. -3J'II:|I
r,__ﬁ. 3oHa ana ecex seb-y3nos Balwel MHTDICETH,
) )
ﬁ:_ MecTHaa nHTpaceTe i MecTHan nHTpaceTs @
W ¥kawuTe Be6-yInkl, EXOAAUME B 3 . [
‘ % B 3Ty 30Hy MomHo A0faBNATE Bef-y3nkl M YOANATE MK M3 Hee,
- 3afaHHkEIE ANA 30HEI NapaMeTpel fesonacHocTk ByayT
WOIONE30BATHCA ANA BCEX €€ Y3N0B.
ABTOMaTMHECKH ONpedenATE Mp|
Bce y3nel MHTpaceTH, He nef|  AoBaBuTe B 3oHY CNeayiowmi y3en:
Bce yanbl, NnogKmoYaemLIE M |
Bce ceTesbie nyT (UNC)
_ Bef-y3nkl:
Cra. TakcKe
Bpanpanr YTo Takos MEpaMETDE] MHTDECETH hitp:/fidp.synchro. tm LipiEli T
P y2p http:/fsynergy.synchro.tm
Aowalunan rpynna JOononHuTensHo
CeoncTea obospesatens ‘
| [7] Ana Beex y3nos 3Toi 30HE! TpefyeTon Nposepka cepaepos (https:)

Puc. 6.39: [loGaBneHue y37I10B B UHTPACETh

ITposeprTe, uTo cepBeprl Keycloak, Synergy, Active Directory u KIueHTCKUY KOMIIBIOTED OOCTYIIHBI
[pyT Opyry Yepes ping.

BaxmHo!

CHUHXPOHU3UPYUTE BpeMs Ha BCEX yUYaCTHUKaX KOHGUTypalnu, HanpuMep, ¢ nomoisio NTP.

6.13.2 YcTtaHoBKa M HacTpouka Keycloak

st paboter Keycloak Tpebyercst yctanoButh JDK 8.

YcraHoBKa, 3allyCK H HaCTPOﬁKa

1. Ckauatite Keycloak (B maHHOM MHCTPYKIIMU UCIIONIb30Basnack Bepcus keycloak-4.0.0.Betal).

2. PacmakyiiTe TIOJIy4eHHBIH apXxuB, IePEUAUTE B MankKy bin, 3aTeM BBeOUTE B KOHCOTH

./standalone.sh -b 0.0.0.0

Keycloak zamyctutcsa Ha nmopty 8080. Ecnu Br ucnonb3lyeTe Keycloak u Arta Synergy Ha omgHOM cep-
Bepe, KOMaH[a 3anycka 6ymeT BHITJISAETh CIIenyIomuM 00pa3oM:

./standalone.sh -b 0.0.0.0 -Djboss.socket.binding.port-offset=100

IManHas koMaHma 3anycTuT cepBep Keycloak Ha Bcex nuTepdeiicax Ha mopty 8180. Ecnu Tpebyercs
M3MEHUTH IIOPT, 9TO MOXKHO CHelaTh B KOHGUrypanuonHoM daiine standalone.xml.



http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
https://www.keycloak.org/downloads.html
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IIpuMeuanue: UCIoIb30BaTh Keycloak 1 Synergy Ha omHOM cepBepe B IpPOaKIlHe He PeKOo-
MeHnyeTcsa. Kpome Toro, ois cepBuca Keycloak ciegyeT 3aBeCcTH OTOeIbHOTO TIOIb30BaTE IS
¥ paboTaTh IIOO HUM.

1. 3aliguTte B puioxkeHue 1o agpecy http://<host>:<port>/auth, Haxxmure ccrinky Administra
tion Console. BBegute moruu admin, maposs admin.

2. HaBemute Kypcop Ha CTPenKy Bo3ine Hagnucu Master u Haxkmute KHONIKY Add realm, 4ToOH moO-
G6aBuTh realm Ojs Balero IPUJIOXKeEHUS Synergy.

("KEYCL(— 1 Admin ~

Master

Genera Login Keys Email Themes Cache Tokens Client Registration
Security Defenses
Clients
Clients + Name
Client Templates
Roles -
Display name
Identity Prov 1 Keycloak

Us sderation )
LeEifFei ez ior HTML Display name

Authentication <div class="kc-logo-text"><span>Keycloak</span></div>

Enabled

User-Managed Access

OFF

Endpoints

OpenlD Endpoint Configuration
Import

Export

Puc. 6.40: Add Realm

1. Cozpatite realm gnst Synergy.

@IEKEYCLC

ealm 8 Add realm

Import Select file &
Name * SynergyRealm|
Enabled m

concel

Puc. 6.41: Synergy Realm
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1. To6aBbTe KnueHTa. [IJ1s 3TOr0 HYKHO HaxXaTh IYHKT Clients, 3aTeM kKHonKy Create.

(',KEYCLF 1 Admin ~

alm

lealm Settings
Realm Setting Q Cre.kke
Clients Client ID Enabled = Base URL Actions
Client Templates account True fauth/realms/SynergyRealm/account Edit = Export = Delete
admin-cli True Edit = Export = Delete
broker True Edit = Export = Delete
entity Providers
realm-management True Edit = Export = Delete
FILIEETT security-admin-console True fauth/admin/SynergyRealm/console/index.htmnl Edit = Export = Delete

Puc. 6.42: Clients

1. B monme ClientID BBeguTe synergy, B mone ClientProtocol BriGepute openid-connect, B Root
URL M02KkHO BBECTU UM, UCTIOJIb30BaHHOe A71d cepBepa Keycloak B DNS. Ecnu ocTaBUTE 3TO I10JIE
He3alloJTHEeHHBIM, CTpaHuIla aBTopusaiuu Keycloak 6ymeT gocTymHa TonbKo 1o IP. HaxmuTe Save.

@EKEYCLO

Add Client

Clients

Im

Add Client
Real r Import Select file &
) Clients Client ID * synergy
Client Templates
Client Protocol openid-connect j

Client Template

Root URL http:/fidp.synchro.tm:8080/

- | Cancel

Puc. 6.43: Add Client

1. Ha oTKprIBIIEHCS CTpaHUIlE HACTPOEK HYXKHO BKJIIOYUTH ¢yiar Authorization Enabled. B mo-
ne Valid Redirect URIs moGaBuTh BCe url, C KOTOPLIX MOXKET ITPOXOONUTL aBTOPH3AIHs, TO €CTh
http://<host>:<post>/Synergy/*, http://<host>:<post>/Configurator/*, http://<host>:
<post>/SynergyAdmin/*. [To6aBnsaTe 3TH 3 url Hy>KHO IOJI KaXXI0T'0 XOCTa, Yepe3 KOTOPHIH BHI 3a-
xopute B Synergy. Ilocne HacTpolKu HaxXMUTe Save.




PykoBonctBo agpMmunucTpaTtopa ARTA SYNERGY 207 /214

synergy

Realm Sel Credentials Roles Mappers Scope Authorization Revocation Sessions Offline Access Clustering Installation
Clients
g Client ID synergy
Client Templ
Name
R
Ider Description
Lzl LT Enabled m
Consent Required OFF
Login Theme j

L

Client Protocol openid-cennect

L

Client Template

L

Access Type confidential
Import
Standard Flow Enabled
Export

Implicit Flow Enabled

Direct Access Grants Enabled

Service Accounts Enabled

EEEGE

Authorization Enabled

Root URL http:/fidp.synchro.tm:8080/

* Valid Redirect URIs http:/fsynergy.synchro.tm:8080/SynergyAdmin/* -
http:/fsynergy.synchro.tm:8080/Configurator/* -
http:/fsynergy.synchro.tm:8080/Synergy/* -

+
Base URL

Puc. 6.44: Valid Redirect URIs

1. IlepeuimuTte B HacTpouku SynergyRealm, HaxxMuTe o KaukKabesnpHOU cchiike OpenID Endpoint
Configuration.

GAKEYCL!

SynergyRealm

General Login Keys Email Themes Cache Tokens Client Registration Security Defenses
* Name SynergyRealm
Display name

HTML Display name

Enabled m

User-Managed Access OFF
Endpoints OpenlD Empolrt(orfi?uatmr

Puc. 6.45: OpenID Endpoint Configuration

OTKpOGTCH ciaenymuiad BKIIadKa:
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issuer: http://idp.synchro.tm:2080/auth/realms/SynergyRealm,

authorization_endpoint: http://idp.synchro.tm:8080/auth/realms/SynergyRealm/protocal/openid-connect/auth,

token_endpoint: http://idp.synchro.tm:8080/auth/realms/SynergyRealm/protocol/openid-connect/token,

token_introspection_endpoint: http://idp.synchro.tm:8080/auth/realms/SynergyRealm/protocol/openid- connect/token/introspect,

userinfo_endpoint: http://idp.synchro.tm:8080/auth/realms/SynergyRealm/protocol/openid-connect/userinfo,
[end_session_endpoint: http://idp.synchro.tm:8080/auth/realms/SynergyRealm/protocol/openid-connect/logout, |

jwks_uri: http://idp.synchro.tm:8080/auth/realms/SynergyRealm/protocol/openid- connect/certs,

check_session_iframe: http://idp.synchro.tm:8080/auth/realms/SynergyRealm/protocol/openid-connect/login-status-iframe.html,
Y grant_types_supported: [

Puc. 6.46: Endpoints

1. B mpyroii BKiamke 3auaute B Synergy Admin, B pa3gesne HacTpo¥ku cuCTEMBI BEHIOEPUTE ITYHKT
HacTpolkn ayTeHTudukauumu. B BeITTagaromemM criucke Tum ayreHTudukauu Beioepute Openld, B
none ClientId BBemuTe UMS paHee CO3MaHHOTO KiaveHTa. CKONMUPYHTe BLIAEJIEHHBIE Ha IIPEH-
oyiieM n300pakeHuH SHOTIOWHTH B HACTPOUKY ayTEeHTU(UKAIUN:

e authorization endpoint -> Authorization endpoint
* token endpoint -> Token endpoint

* end session_endpoint -> Logout endpoint

HacTpoiku ayTeHTUdMKaLmMn

TN ayTeHTUNKALMI Openld v

Client id synergy
Authorization endpoint http://idp.synchro.tm:8080/auth/realms/SynergyRealm/protocol/openid-connect/auth
Token endpoint http://idp.synchro.tm:8080/auth/realms/SynergyRealm/protocol/openid-connect/token
Logout endpoint http://idp.synchro.tm:8080/auth/realms/SynergyRealm/protocol/openid-connect/logout
client secret 7fb20e2c-db39-4e3c-bdc3-c9efe1bbcbb
Cnocob conocTasnexHus
HoneaogaTensi Mo NorMHy Nonb3osatens v

v| [lobaBnsTb OTCYTCTBYIOLWMX NoNb30Barenei

Ha3HauaTb oTCYTCTBYIOLYWX NoNb30BaTeneii Ha JONKHOCTb

CoxXpaHuTb

Puc. 6.47: Hactpoliku ayTeHTUDUKAITUN

1. BepuuTech Ha BKiagky Keycloak, oTkporiTe myHKT MeHio Clients u BribepuTe KnueHTa. [lepeii-
ouTe Ha BKiapaky Installation u BriGepuTe nyHKT Keycloak 0IDC JSON. B mosiBuBIIEMCS jSon
CKOTIMPYHTe 3Ha4YeHMe os secret u BctaBbTe ero B nojie client secret B HacTpolikax ayTeH-
Tudukanuu Synergy (cM. IpegriyIiee nu3obpaxeHue).
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@EKEYCLO

Clients » synergy

Synergy

Settings Credentials Roles Mappers Scope Authorization Revocation Sessions Offline Access Clustering

Format Option | {Keycloak OIDC JSON j

{
“realm"”: "SynergyRealm",
"auth-server-url": "http://192.168.6.29:8080/auth”,
"ss|-required": "external”,

"resource” "synergy",
"credentials”: {
"secret’: "7fb20e2c-db39-4e3c-bdc3-cYefelbbebbl”
}
“confidential-port™: 0,
"policy-enforcer™: {}

}

vents

Import

Export

Puc. 6.48: TTone secret

1. BribepuTte cnocob comoctaBnenus (onst Kerberos u SSO B Windows HYKHO UCII0JIb30BaTh COIIO-
CTaBJIEHUE I10 JIOTUHY), ONIPefe/IuTe OCTaJIbHble HAaCTPOUKYU M HaXKMHUTE KHOMKY COXpPaHUTb.

6.13.3 HacTpouka uMmnopTta nonb3oBaTtenen us Active Directory

1. Haxwmurte User Federation, BeiGepute B BhinapalomieM ciucke Add Provider myukT ldap.

EKEYCLO

User Federation

[ddprovider.. ~|

D Enabled Provider Name Priority Actiol

Idap true Ldap 0 kerberos

Client Templates

= r Federation

Authentication

Puc. 6.49: User Federation
3anonHuTe 00513aTeJIbHEIE TTOJIS:
e Vendor - BeiGepute Active Directory (HeCKOIBLKO ITO/Iel HUXKe 3aIl0THSITCS aBTOMaTUYECKU, UX MOXK-
HO OCTaBUTb HEM3MEHHBIMH, KPOME YKa3aHHOTO Ialee);
e Username LDAP attribute - BBeguTe sAMAccountName;
* Connection URL - IP-agpec Bamero cepBepa Active Directory;
* Users DN;

* Bind DN - yka3aThk monb30BaTens, dyepe3 KoToporo Keycloak mogkmiogaeTcs K AD (paHee co3maHHBIN
II0JIb30BaTEJIb idp);
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e Bind Credential - mapomb 3TOT0 MOIb30BATEN;

e Search Scope - Beibepute Subtree.

Provider ID
Enabled m
erati
Console Display Name Idap
Authentication
Priority 0
mporusese |00
Edit Mode READ_ONLY j
Sync Registrations m
# Vendor
* Username LDAP attribute sAMAccountName
* RDN LDAP attribute =]
* UUID LDAP attribute objectGUID
* User Object Classes person, organizationalPerson, user
# Connection URL Idap://192.168.0.51:389
# Users DN CN=Users,DC=synchro,DC=tm
# Authentication Type simple j
# Bind DN Ch=idp,CN=Users, DC=synchro,DC=tm
T P
Custom User LDAP Filter
Search Scope Subtree j
Validate Password Policy OFF
Use Truststore SPI Only for Idaps j

connecton pooirgo [EN

Connection Timeout

Read Timeout

—— .

Puc. 6.50: HacTtporika LDAP

Tlocne BEITOTHEHUSA YKa3aHHBIX HACTPOEK HaXXKMUTe Save BHHU3Y CTPAHUIIEL.

1. IlepeumuTe B COCEOHIO BKIIaAKy Mapper, BeibepuTe IyHKT username. Beegurte B mmone LDAP Att
ribute sAMAccountName u HaxxMuTe Save.
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@IEKEYCLO
User Federation » Ldap » LDAP Mappers » usemame
Username
D
Name *
Mapper Type
User Model Attribute username
LDAP Attribute sAMAccountMame

Read Only

Is Mandatory In LDAP

Always Read Value From LDAP OFF
o]

Is Binary Attribute

Puc. 6.51: PegakTupoBaHue username B Mapper

1. Ilepesigute B User Federation, BeiOepute co3pgaHubiM ldap. UMmopTupyiiTe moab30BaTesie U3
Active Directory kHomnko# Synchronize all users:

Cache Settings

Cache Policy DEFALLT j

Synchronize changed users | Synchronize all users | Remove imported m

Puc. 6.52: CuHxpoHHu3alus I10JIb30BaTesiel

[TpoBepuTh UMIIOPT MOKHO, IIepelas B IYHKT Users u HaxkaB KHOIIKy View all users:

AKEYCLO

Permissions

nameless less Edit Impersonate Delete.

smith smith John ait Impersonate Delete

Puc. 6.53: IIpocMoTp monb30oBaTenen

1. Danee oTkpouTe Synergy, HOJIXKHO IOSIBUTHCSI OKHO aBTOPU3aluy, KaK Ha CKPUHIIIOTE:
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SYNERGYREALM

Username ar email

Password

Puc. 6.54: Ctpanuila aBTopusaluu Synergy c nogkiniodyeHHbM Keycloak

ITpoBepbTe aBTOPU3AINIO KAKOT0-TUO0 UMIIOPTUPOBAHHOI'O II0JIb30BaTelNsA B Synergy. Tak Kak paHee
B HaCTPOMKaxX ayTeHTU(UKAIMK ObII oTMedeH ¢iar Jo6aBnaTb OTCYyTCTBYWWUX NOSMb30BaTenen, uM-
nopTUpoBaHHBIM U3 AD nonb30BaTeIb OOMXKEH aBTOPU30BaThLCSA B Synergy.

6.13.4 HacTtpouka asTopusauum c Kerberos

1. Tlepelimute Ha cepBep Active Directory 1 BrIIIONIHUTE B KOHCONMU KoMaHay ktpass mis co3gaHus
keytab-daiina. KomaHga comepKUT Clenyiolire ITapaMeTpHhl:

ktpass -out {nonHbin nyTb K co3paBaeMoMy keytab-dauny} -princ {tun cnyx6bwui}/{FQDN ums y3
na cnyx6bi}@{FQDN poMeHa B BepxHeM peructpe} -mapUser {uma cepBucHoro nonb3oatens AD} -
pass {naponb cepBucHoro nonb3osatens AD} -kvno @ -ptype KRB5 NT PRINCIPAL -crypto RC4-
HMAC-NT
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I paccMaTpuBaeMOTr0 IpuMepa MCIIOIb30Banach KoMaHaa (B KaYeCTBe CEePBHUCHOTO ITOIb30BaTels
yKa3aH paHee CO3[aHHHBIN IOJIb30BaTEND idp):

ktpass -out keycloak.keytab -princ HTTP/idp.synchro.tm@SYNCHRO.TM -mapUser idp@SYNCHRO.
TM -pass Passwordl23 -kvno 0 -ptype KRB5 NT PRINCIPAL -crypto RC4-HMAC-NT

1. TIpoBeprTe Tekyllee cocTosHUue SPN [jisi 3TOr0 0Ib30BaTeNN:
setspn -1 idp

1. Ckonupyiite keytab-daiin Ha cepsep Keycloak.

2. B npunoxennu Keycloak nepeiigute B User Federation, BeibepuTe Ba ldap. B pasmene Kerbe
ros Integration BrimomHUTE cliemyrolre HaCTPOUKU:

Kerberos Integration

Allow Kerberos authentication m
* Kerberos Realm SYNCHROTM
* Server Principal HTTR/idp.synchro.tm@SYNCHRO TM

* KeyTab froot/keycloak keytab

Debug m

Use Kerberos For Password Authentication m

Puc. 6.55: Hactpotika Kerberos

rge

* Kerberos Realm - FQDN momeHna Active Directory 3arnaBHEIMU OyKBaMu;
e Server Principal - yka3aHHHU B II. 1 mapaMeTp pring;

¢ Keytab - nmyTh K ckontupoBanHOMY keytab-daiiny.
1. CoxpaHUTE HAaCTPOUKMU.

ABTOPU3YUTECH ITOA, YYETHOU 3aNUCHIO ITONTb30BaTend 13 AD Ha KoMIs0TEpe U3 foMeHa AD, OTKpouTe
Opay3ep ¥ BBeOUTe afpec Balllero 3K3eMIIsipa Synergy. Eciu HacTpoOMKM BEHIIIONHEHH! IIPABUIIBHO,
OTKPOETCsI CTPaHHUIla 3TOro IoIb30BaTesis B Synergy 6e3 3anpoca aBTOpU3alliu.

Bo3MoOXKHBIE TP0O0/JIEeMEBI H CIIOCOOBI HX PeIlleHusT
1. ABTOopu3aIius He IPoxomuT, B jore Keycloak mosiBisieTcst cooblieHue ClIemyIomero BUuma:

INFO [stdout] (default task-79) Clock skew too great (37)

PeweHue: IpOBepbTE ¥ CUHXPOHUIUPYUTE BpeMS MeXKOy BCEMHU CepBepaMH-y4aCTHUKaAMU KOHQPUTY-
pamun.

1. ATopusanus He nmpoxonut, B tore Keycloak nmosBinsieTcs coob1eHue CIenyoIero Buaa:
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WARN [org.keycloak.federation.kerberos.impl.SPNEGOAuthenticator] (default task-84) SPN
EGO login failed: java.security.PrivilegedActionException: GSSException: Defective tok
en detected (Mechanism level: GSSHeader did not find the right tag)

PeweHue: nipoBepbTe, uTO Oiist aBTopu3ainuu B Keycloak (cm. Server Principal B pa3gene Kerberos
Integration HacTpoek LDAP) ucnonb3yeTcs TOT XKe I0JIb30BaTeNb, KOTOPHIY yKa3aH B Kerberos Principal
npu co3pganuu keytab-daiina.

1. TIpu oTKpeITHY B Opay3epe Synergy OTKpHIBAeTCst OKHO aBTOpu3aiuu Keycloak.

Pewenue: mobasbTe cepBep Keycloak B MeCTHYIO MHTpPaACeTh.
Ilonne3nsIie CCHUIKH

HN3meHenue [P Ha cepBepe

BBom KoMObIOTED B OMEH

Hactpoiika LDAP/AD B Keycloak

HacTtpotika ayrentTudukanuu Kerberos c Keycloak u Active Directory



https://www.petri.com/change-ip-address-domain-controller
http://osdevice.com/threads/vvod-kompjutera-v-domen-active-directory-na-primere-windows-7.80/
https://www.keycloak.org/docs/3.3/server_admin/topics/user-federation/ldap.html
http://matthewcasperson.blogspot.com/2015/07/authenticating-via-kerberos-with.html
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