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Chapter 1

Terms, abbreviations and legend

PeBu3susa VCS: f1b0113a2
ARTA SYNERGY Management Platform, hereinafter referred to as System the platform allows
to shortly deploy full management cycle and optimize main activity of the enterprise.

Authorization procedure of accessing password-protected part of the System based on routine
execution by a user of the System and the System.

System Administrator a person who support work of the System by administrating it.
Users System users are individuals and judicial entitles, and experts of licensed government bodies.

Server acomputer with Internet network access, which allows users to access shared informational
resources of the System and manages these resources.

DBMS database management system (MySQL).
JVM Java virtual machine.

Dump MySQL database backup.

RAM Random Access Memory.

HDD Hard Disk Drive.

OS Operating System.

DB database.

JDK Java Software Development Kit.

LDAP Lightweight Directory Access Protocol.
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Chapter 2

Scope of document

PeBu3susa VCS: f1b0113a2 The document is guide for Administrators of the ARTA SYNERGY platform
(hereinafter referred to as the System) designed for groupwork on enterprises and target-oriented
management. It describes processes connected to execution of the System administration tasks.

2.1 Purpose of document

The document contains detailed description of actions for the personnel, who deals with the System
maintenance, aimed at maintaining the System.

All data on emergencies occurred, works performed to mitigate such, and the fact of emergency
resolution must be logged in main log.

2.2 System requirements

System requirement for the hardware depend on many parameters varying for companies and ways
of use of the System, so we do not describe detailed system requirements here; they can be calculated
using ”"Configuration calculator” document.
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Chapter 3

Installation and initial set up

PeBusus VCS: f1b0113a2

3.1 System installation

ARTA SYNERGY system is distributed in the form suitable for installation on original Debian and its
derivates. You must keep in mind that the operating system which ARTA SYNERGY will be installed
to must have installed all software packages required.

During installation of ARTA SYNERGY many features of Debian packaging system are employed. If
you are not familiar with main principles of packaging system working and with notions of Debian
package, repository, soft and hard dependencies and others, we kindly request you to read document
Debian Reference.

3.1.1 YctaHoBKa cucteMmbl ARTA SYNERGY npu HasimuMm noaKJI04YEeHUA K CeTu
NUHTepHeT

3.1.1.1 nMNpeaBapuTesibHble 3aMe4YaHusa

HpI/I BBITIOJIHEHUHN YCTAHOBKH IIPEAIIOJIarae€TCs HaJIM4Ke IIPaB CYIIEPIIOJIb30BaTelId. Bce omucaHHEIE
KOMaHHI BEIIIOJIHAIOTCA B TEPMHHAJIE.

711 ycTaHOBKM ITAKEeTOB UCIOJIL3yeTCcs yTunuTa apt-get unu yrunura aptitude c xmouom install.
T.e. BHIIOTHEHNE KOMaHIHI

apt-get install Ha3BaHue nakeTa

1 KOMaHObI

aptitude install Ha3BaHue nakeTa

9KBHUBAJIEHTHO.

3.1.1.2 MNopkKnio4YeHUue penosmTopmuen

711 KOPPEeKTHOM YCTAHOBKU HYKHO MOOKIIOYUTH peno3utopuu ARTA Synergy K pemno3uUTOPHUSM C
Bamrero IP-ampeca. [Insa aToro HeoO6xomumo moOaButh B ¢aiin /etc/apt/sources.list cmemyromryo
CTPOKY:



https://www.debian.org/doc/manuals/debian-reference/index.en.html
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deb [allow-insecure=yes] http://deb.arta.kz/tengri minsky main contrib non-free

KpOMe TOTO, yGGJII/ITer, YTO PEIIo3UTOPUnu Bameﬂ BepCcumn )II/ICTpI/Iﬁ}/'TI/IBa IIOOKJIFOYEHHI. HaanMep,
mist Debian 9 stretch:

deb http://httpredir.debian.org/debian stretch main contrib non-free

deb http://security.debian.org stretch/updates main contrib non-free

deb http://httpredir.debian.org/debian stretch-updates main contrib non-free
deb http://httpredir.debian.org/debian stretch-backports main contrib non-free

ITpu ycranoBke Bepcuu ARTA Synergy 3.15 u BEIllle HEOOXOOHUMO JOTOTHUTEJIFHO IOOKIIOYUTh PEITO3UTOPUH
CYB]I Percona (mis BLIIIOTHEHUS CHIEAYIONINX IaroB TpeOyroTca nakeTsl Lsb u dirmngr):

Bapuaxnm 1: o¢puyuasivHbie peno3umopuu Percona: B TepMHUHaJIE BHIITOIHUTL KOMaH/IHI:

# wget https://repo.percona.com/apt/percona-release 0.1-4.$( «
lsb _release -sc) all.deb
# dpkg -i percona-release 0.1-4.%(lsb release -sc) all.deb

[IpenBapuTenIbHO HEOOXOOUMO ITPOBEPHUTH, UTO YCTAHOBJIEH NakeT Lsh: # aptitude
install 1lsb

Bapuaxnm 2: 3epkano peno3umopus Percona: B ¢aiin /etc/apt/sources no6aBuUTh CTPOKY:
deb http://deb.arta.kz/percona $debian release main

BMmecTo $debian_release HeoGxomumo no6GaBUTh UCIIONL3YeMyI0 Bepcuio Debian.
Y3HaTh Ha3BaHUe UCIIOIL3YEeMOM Bepcuu MOXKHO C IIOMOIIbI0 KoMaHas # lsb rele
ase -sc.

[anee Heo6x0oMMO OGHOBUTH KJII0Y, KOTOPBIM MCIOJIb3yeT Percona mjis MOOIHUCH
PEN03UTOPHUEB:

# apt-key adv --keyserver keys.gnupg.net --recv-keys 8507EFA5

Ianee He0O0XOOMMO OOHOBUTE CIIMCOK IIaKETOB:

aptitude update
or

apt-get update

3ameuaHue:
PekxoMenpmyeTrcs oTkimouuTh cchiku Ha CD-ROM B sources.list.
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3.1.1.3 YcTaHoOBKa Java

PekoMeHIyeTCsT IpegBapuTEeNbHO YCTaHOBUTL Java. HeobGxomuma 8 Bepcust Java. st Toro, 4ToOH
IIPOBEPUTH, UTO Java 10 YMOJIYaHUIO 8-5, BEIIIOIHAEM KOMaHIy:

java -version

BriBom moxkeH OBITh TAKUM:

java version "1.8.0 131"
Java(TM) SE Runtime Environment (build 1.8.0 131-bl1l)
Java HotSpot(TM) 64-Bit Server VM (build 25.131-bl1l, mixed mode)

Ecnu Java mo yMOT9aHuIo TOTyYnsia APYTyI0 BEPCUIO, BHIBOOUM CIIHCOK YCTAHOBJIEHHBIX BEPCHH, BHITIOJTHUB
KOMaHLY:

update-java-alternatives --list

CIMCcoK yCTaHOBJIEHHBIX BepCUii OyIeT BHIBEEH B CIEAYIOIEM BUTIE:

java-1.8.0-openjdk-amd64 1081 /usr/1lib/jvm/java-1.8.0-openjdk-amd64
java-7-oracle 1082 /usr/lib/jvm/java-7-oracle
java-8-oracle 1081 /usr/lib/jvm/java-8-oracle

HepeKmoquM BEPCHUIO HAa HY2KHYIO, BEITIOJIHUB KOMaAHOY:

update-java-alternatives --set java-8-oracle

3.1.1.3.1 YcTaHOBMUTbL U3 CKa4YaHHOro paHee apxusa

B cnyuae, ecnmu uMmeloTcsi HeoOXommMble apxuBH ¢ caviTa Oracle, MOXKHO HNPEBPATUTh UX B MaKETH
Debian ¢ moMoibio yTunuTH java-package.

HepeXOJlI/IM B TePMHKHAJIE€ B KaTaJIOT, B KOTOPOM JIEZKUT aPXKWB U BBHIIIOJIHAEM KOMaHOY

make-jpkg ‘nonHoe Ha3BaHue apxuBa‘

BCTaBUB UM (¢aiiyla apxuba.
Ilarmee ycTaHaBIMBaeM CO3[aHHBIM OMHAPHBIN MTAKET:

dpkg -1 Ha3BaHue naketa.deb

ITpu 3TOM TakkKe HEOOXOOUMO yOOCTOBEPUTLCS B TOM, YTO BepcHel Java [0 YMOJTYaHUIO IBIAETCS 8-4.
B xome ycTaHOBKU Java HE0OXOAMMO MIPUHATH HECBOOOIHYIO JIMLIEH3UIO.

3.1.1.4 YcTaHoBKa Synergy c nogaep>xkou xpaHunuwa Jackrabbit

3ameuaHue:

B ciyuae yctaHoBku Synergy Bepcuu 3.15 u BhIIlle peKOMEHOyeM 03HaKOMHUTBLCS C 0COOEHHOCTSIMHU
yctanoBku CYB]I, npuBeneHHLIMHU B pa3dfesie O0 0C0O0eHHOCTSIX MPOIenypPsl OOHOBIEHUS IO
Bepcum 3.15.

[I711 yCTAaHOBKU CUCTEMEI Synergy HeoOXOOUMO BHITIOJTHUTh KOMaHIy

aptitude install arta-synergy-synergy
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BMECTO OIIMCAHHOU BHIIIE.

3ameuaHue:

ITepen HayasioM YCTaHOBKY, CUCTEMA yIIPaBJIeHUS TaKeTaMU MOKeT NO0TPeboBaTh YCTaHOBKYU
IOIIOJIHUTEJILHEIX IaKeTOB, HaXOOAIUXCS B PETIO3UTOPUSIX IIOOKIIIOYEHHBIX K cucteMe. Ecnu
Kakou-mubo u3 HuX He OyaeT HaligeH, mu6o 6yaeT HeJOCTYIIEH IT0 MHBIM IIPUYNHAM — yCTaHOBKA
o6HOBNEeHUN He OymeT mpopoiikeHa. KpoMe TOro, MOTYT BO3HHKHYTH KOH(MJIMKTE BEPCUU
TIaKeTOoB, T.K. KaX[bI CepBep OTINYaeTCsa NHANBUAYAJIbHOU ITaKETHOM KOHGUTrypauuen, ux
BEPCUSIMHU U 3aBUCHMOCTSIMM MeXOy HUMH. B 3TOM ciydae, ecium Balleil KBanudukaumum
Ui pellieHUsT KOHGIUKTa(0B) He OOCTATOYHO, CliefyeT 00paTUThCA B CIIyKOy MOOOEPKKY,
nogpoOHO omucaB IpobieMy W TPUBEOsS JIUCTUHTHU KOHCOJIM, CBI3aHHBIE C BOIIPOCOM HJIU
OIIuOKOM.

ITo xomy BEIIOJTHEHUST YCTAaHOBKHY HY2KHO 3aflaTh ITapaMeTPhl, KOTOPhIe 3alIPOCUT CHCTeMa. B uX 4uciio
BXOIMT:

e TTapons MySQL Server

[To ymon4yaHuIO IIpeamnosiaraeTcs, 4To Bel BeIOepeTe Imapoiib OIS ITOIb30BaTenss root paBHEIM root
ons goctyna K CYBII MySQL. Ecnu Brl BeIGepeTe Opyroi mapoJiib, TO Heo6xoaumo 0yoeT Mpou3BeCcTU
penakTUPOBaHNE HEKOTOPHIX KOHDUTYPAIITMOHHEBIX (aliioB.

e 3ampoc Ha KOHGUTYPUPOBaHUE ITapaMeTPOB NGinx

Hcnonb3oBaHue Nginx KpaliHe pekoMeHayeTcs oy production-uncramnsanuii. Ecinu y Bac He umeeTcs
dns-uMeHHU [ cepBepa, Ha KOTOPHIHM ycTaHnaBnuBaeTcsa ARTA Synergy, To MOXKHO yKa3aTh B COOTBETCTBYIO!
OIIIIMM ip-adpec cepBepa.

3.1.1.5 YcTtaHoBKa Synergy c nogaep>Xkou xpaHunuwa Cassandra

3.1.1.5.1 YcTaHOBKa YUCTOMU CUCTEMBI

711 yCTaHOBKHM YHMCTOM CHCTEMBI C IOANEepKKoM xpaHunuila B Cassandra HeoO6XOOUMO YCTAaHOBUTH
OMHOBPEMEHHO ITakeThl arta-synergy-synergy uarta-synergy-jcrac. JIjst 3TOT0 BEIIIOJTHUM KOMaHIY:

aptitude install arta-synergy-synergy arta-synergy-jcrac

3ameuaHue:

ITepen HayasioM YCTaHOBKH, CUCTEMA yIIPaBJIEHUS TAaKeTaMU MOKET HOTPeO0BaTh YCTaHOBKHU
OOITIOJTHUTEJIBHEIX ITaKETOB, HAXOOAIIINXCA B PEIIO3UTOPUAX ITIOOKJIIIOYEHHEBIX K CUCTEME. Ecnu
Kakou-nubo n3 Hux He OyaeT HavifeH, mubo OyoeT HegOCTYIIEH 110 UHBIM ITPUYMHAM — yCTaHOBKA
oOHOBNeHUl He OymeT mpomoikKeHa. KpoMme TOro, MOryT BO3HUKHYTH KOH(DIMKTE BEPCUI
TIaKeTOoB, T.K. KaX[bIl CepBep OTINYaeTCsa HHANBUAYAJIbHON ITaKeTHOM KOHGUTrypauuen, ux
BEPCUSIMHU U 3aBUCHUMOCTSAMU MEXKOYy HUMU. B sToMm Cily4ae, eCliu Ballen KBaJ'[I/I(l)I/IKaI_[I/II/I
Ui pellieHusT KOHGIUKTa(0B) HE AOCTAaTOYHO, CliefyeT 00paTUThCS B CIIyKOy MOAOEPKKY,
moOpoOHO OmMcaB IMPo06JieMy W IIPUBENS JTUCTHUHTH KOHCOJIM, CBSI3aHHBIE C BOIPOCOM UJIN
OHINOKOM.

ITo xony BEIIOTHEHMS YCTAHOBKY HY2KHO 3a7aTh lTapaMeTphl, KOTOPBIE 3alIPOCUT CHCTeMa. B ux uucio
BXOIOUT:

» TTapons MySQL Server

[To ymomyaHUIO IIpeAIioaraeTcs, 4To Bel BEIGepeTe maposib Ajsl IoIb30BaTens root paBHbIM root
ons poctyna K CYBI MySQL. Ecnu Bui BeiOepeTe Opyro# 3anucaHbl ITapoiib, TO HeobxomumMo OymeT
ITPOU3BECTHU PENAKTUPOBAHNE HEKOTOPHIX KOHGUTYPALIMOHHEIX (aiiioB.
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e 3ampoc Ha KOHGUTYPUPOBaHUE MapaMeTpPoB nginx

Hcmonb3o0BaHKE hginX KpaliHe peKoMeHayeTcs oiisg production-uacrannguuii. Eciim y Bac He UMeeTCs
dns-uMeHHU [ cepBepa, Ha KOTOPHIYM ycTanaBnmuBaeTcss ARTA Synergy, To MOXKHO yKa3aTh B COOTBETCTBYIO!
OIIINYU ip-aipec cepBepa.

3.1.1.5.2 YcTtaHoBKa xpaHunuw,a Cassandra BMmecto xpaHunuuwa JCR

3.1.2 ARTA SYNERGY installation without access to network repositories

3.1.2.1 TlpepBapuTe’sibHble 3aMe4YaHuA

HpI/I BBIIIOJIHEHUHN YCTAHOBKH IIPEAIIOJIarae€TCs HaJIn4ue IIPaB CYIIEPIIO/Ib30BaTeJid. Bce omnucanHEBIE
KOMaHEI BEIIIOJTHAKTCA B TEPMHHAJIE.

TpebosaHusi:

1. Hanmmuwue ycTaHOBOYHHIX OUCKOB Debian ¢ caiita debian.org: oHuM momXHBEI OBITH JOOABJIEHHI B
cnucok yctanoBku [10 npu momoru apt-cdrom

2. Hanuuyme apxuBa Java 8-u Bepcum c cauta Oracle (¢daitn jdk-8u221-linux-x64.tar.gz, KOTOPHH
MOZKHO 3aTrPy3UTh I10 CJIEYIOUIEHN CChITKE

3. Hanmuue 3epkaia peno3utopus deb.arta.kz c coxpaneHHO# CTPYKTYypO¥ perno3uTtopusi. I1onyuuTsb
€r0 MOZKHO ITPY ITOMOIIIM TPOrPaMM - MEHEIXKEPOB 3aKadyek, Hampumep wget, HTTrack umu gpyrux

ITpumep noayyeHus 3epKaaa peno3umopus ¢ NnoOMouLbio wget
wget -c -t O -m -np -k http://deb.arta.kz/tengri/
ITocne BEITIOTHEHU S 9TOM KOMaHIE B KaTasnore deb.arta.kz 6ymeT HaxomuTCs 3epKajio PpeIo3uTOPUs

CkauyuBaeM apxuB Java U 3epKajio Pero3uTOPHs B YIOOHEIE KaTaIOTH Ha MalllMHy 06e3 JOCTyIla K CEeTH.

3.1.2.2 HacTpomnKka peno3MtTopues

Heob6xomumo go6GaBUTh IYTH 0 CKaYaHHOT'O 3epKajla perno3utopus, nobaBus B ¢aiin /etc/apt/sour
ces.list cnenyiomue CTPOKU:

deb file:///nytb/po/katanora/deb.arta.kz/tengri minsky main contrib non-free

rme /nyTb/no/KaTtanora/ Heo6XogUMO 3aMEHUTh Ha (PaKTUYECKUM Iy Th, IO KOTOPOMY HaXOOUTCSI CKaYaHHOE
3epKaJjio perno3uTopus.

[Manee mmss oOHOBIEHUS CIIMCKA ITAaKETOB BHIIIOJIHSIEM KOMaHY:
aptitude update

3.1.2.3 YcTaHOBKa Java

I171 yCTaHOBKY Java BOCIIOJIb3yeMCs yTUINTOM java-package, mpegBapUTEIbHO YCTAHOBUB €€ KOMaHIOM:

apt-get install java-package

Ilaree BLIIOJHSEM B TUPEKTOPUU C apXUBOM Java KOMaHOy:
make-jpkg jdk-8ul3l-linux-x64.tar.gz

KoTopas co3pacT deb-makeT. YcTraHaBnuBaeM co3maHHEIM deb-mmakeT ¢ moMoirkio dpkg:

dpkg -i Ha3BaHue nakeTta.deb



https://www.debian.org/CD/
https://www.opennet.ru/man.shtml?topic=apt-cdrom&category=8&russian=0
https://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
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3.1.2.4 YcTaHOBKa Synergy

st ycTaHOBKY Synergy HeoOXOOUMO BEIIIOJTHUTH KOMaH[IY:

aptitude install arta-synergy-synergy

ITo xony BEITIOTHEHMS YCTAHOBKHY HY2KHO 3a7aTh lTapaMeTpPhl, KOTOPBIE 3alIPOCUT CHUCTEMa. B MX 4uCIo
BXOIUT:

* Password for MySQL server.

[To ymon4yaHuio IIpennosaraeTcs, 4To Bel BeIOepeTe mapoib OIS ITOIb30BaTeNsT root paBHEIM root
ons goctyna K CYBIl MySQL. Ecnu Bhl BeiGepeTe Opyroi mapoiib, TO HEOOXOOMMO ITPOU3BECTH
penakTUpPOBaHKHE HEKOTOPHIX KOHPUTYPAITMOHHEBIX (haliioB.

* 3ampoc Ha KOHQUT'YPUPOBaHUE IIapaMeTpPOB nginx.
Crnenyet oTKa3aTbCsa OT HACTPOUKHU.
3.1.3 After installation

ITocne ycTaHOBKHY (aiibl CHCTEMEI OyIyT HaXOOUTHCS 10 aapecy /opt/synergy. BHyTpeHHSS CTPYKTypa
KaTaJIoTOB TaKoBa:

* jboss/ — cepBep npunoxenuit c ycranobneHnor ARTA SYNERGY

db/ — datinel, comepxkalme “ducThie” CHUMKH HeobxoguMbix BlI, a Takxke pe3epBHEIe Konuu B]I,
Cco37IaBaeMbIe IIPU KazKIOM OOHOBIIEHHUH CUCTEMEI

index/ — anasl TOUCKOBOTO UHIOEKCA

tmp/ — BpeMeHHEIE (aibl, CoO3MaBaeMbIe B Ipouecce paboTH CUCTEMEI

utils/ — pasnuuHble YTUIUTH Oy o6cinyxkuBanus ARTA SYNERGY
IIna nepeumenoBanusa cxeM Bl synergy u/unu jbpm Heobxomumo:

e B KOHGUTYpPAIIMOHHOM ¢aiine . ../jboss/standalone/configuration/standalone-onesynergy.xml
B ceknuu datasource BuyTpu URL 0B nponucath HOBEIE UM€EHA (CM. IPUMEDEI HUXKE);

* IOTIOJIHUTEJILHO TOIBKO IJIs cXeMHl jbpm B KoHuUrypamuonHoMm daiine .. ./jboss/standalone/con
figuration/arta/management/db.properties mo6aBuTh HOBYIO CTPOKY:

jbpmdb=NEPEMMEHOBAHHOE HA3BAHWE

Ilpumep 1. IlepeumeHosaHue cxembl Synergy 8 artal.
Hcxonmuoe cocTosiHue cekuu datasource B standalone-onesynergy.xml

<datasource jta="false” jndi-name="java:/AMDS” pool-name="AMDS” enabled="true” use-java- <«
context="true">
<connection-url>jdbc:mysql://127.0.0.1:3306/synergy?useUnicode=true&amp; <
characterEncoding=utf8</connection-url>

</datasource>

<xa-datasource jndi-name="java:/SynergyDS” pool-name="synergy ds” enabled="true” use-ccm=" <«
false”>
<xa-datasource-property name="URL">
jdbc:mysql://127.0.0.1:3306/synergy?useUnicode=true&amp;characterEncoding=utf8
</xa-datasource-property>
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HeO6XOJII/IMO WU3MEHUTH Ha:

<datasource jta="false” jndi-name="java:/AMDS” pool-name="AMDS” enabled="true” use-java- <
context="true”>
<connection-url>jdbc:mysql://127.0.0.1:3306/artal?useUnicode=true&amp;characterEncoding <«
=utf8</connection-url>

</datasource>

<xa-datasource jndi-name="java:/SynergyDS” pool-name="synergy ds” enabled="true” use-ccm=" <«
false”>
<xa-datasource-property name="URL">
jdbc:mysql://127.0.0.1:3306/artal?useUnicode=true&amp;characterEncoding=utf8
</xa-datasource-property>

A takxke B db.properties no6aBuTE HOBYIO CTPOKY U IIOJIYYUTh:

host=1localhost
port=3306
user=root
pass=root
http_port=8080
#image cache=true
#script cache=true

3.2 Hactpo#uka Jboss n MySQL

st Toro, 4TOOH cucTeMa paboTajia HauaydIuM o6pa3oM, Hy2KHO UCII0JIb30BaTh OCTATOYHO OLICTPHIE
OUCKU U (aiiIoByI0 CUCTEMY, HaCTPauBaTh IO UCIIOIb3yeMoe o6opymoBanue MySQL u Jboss, MUHUMU3UPOB:
MPOOIEeMEI C CEeThIO.

3mech pacCMOTPUM TOJILKO HacTpoiku Jboss u MySQL.

B upeanbHOM ciiydae IO CepBep HPUIOKEeHWUHM u 6a3 HaHHBIX IOJIKHBI OBITH BHIIEJIEHBI OTHEIbHBIE
MaIlIVHE], ¥ Ha KaXKXJ0U MallluHe CepBep MCIIOIb3yeT BCe pecypch. Ho, MOCKONLKY Yalle BCero 3To He
Tak, OyJeM CUuTaTh, YTO IIOJIOBUHY CBOOOMHOM OIepaTUBHOM IIaMsTH MCIIONb3yeT JBoss-y, a BTOPYIO
nonoBuHy - MySQL. TouHee, OT BCcell olepaTUBHON MaMSATU OTHUMEM TO, 4TO HeobxoguMmo nom OC u
IpoYMe NPUIOXKEHHUS, a OCTAJIbHOE IIOJEeIUM IIOII0JIaM.

BynmeMm cuuTtaTh, 4TO MHE MOX&KeM OoTHaTh 4I'B cepBepy IpUIoOKeHUN U CTONBKO ke - MySQL.

3.2.1 Hactpouka Jboss

YBenuuuBaeM MmaMsaTh Ojs jboss. DTu uaMeHeHus BHocATcs B ¢aiin /opt/synergy/jboss/bin/stand
alone.conf.d/30-synergy-bigload.conf:

TpebyeTcst 0603HAYUTh MUHUMAJIFHBIN ¥ MaKCUMaIbHEIM Pa3Mep ITaMsITH, KOTOPHIA MOKET OBITh UCII0JIh30Ba
Java:

# Minimum and maximum memory for Java Heap
#JAVA OPTS="$JAVA OPTS -Xms2G -Xmx4G"

3Oech -Xms - MUHMMAbHLIN pa3Mep, - XmMX - MaKCUMaJIbHBIN.

OTH XKe ImapaMeTpHl XKelaTelTbHO 3aKOMMEeHTUPOBATh B ¢datine /opt/synergy/jboss/bin/standalone.
conf.d/05-standard-memory-settings.conf.

YToOB HAaCTPOUKM BCTYIIUJIN B CUIIY, HYKHO epe3anyCTUTh Jboss:
/etc/init.d/arta-synergy-jboss restart
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3.2.2 HacTtpouka MySQL

1. HactpauBaem MySQL. Ero HacTpoiiku HaxonaTcsa B ¢atine /etc/mysql/conf.d/arta synergy
performance.cnf. O6s3aTeIbHO HAZO BHIIIOJIHUTD CJIEOVIOIINE HAaCTPOUKY (B ceKiuio mysqld):

* yBeNIMUYUBaeM KOJIMYEeCTBO COeqUHEeHUM max connections: Heo6X0OMMO BEICTABUTh €T'0 PAaBHBEIM
cymMe MaxPoolSize Bcex maTtacopcoB (cMoTpeThk B /opt/synergy/jboss/standalone/config
uration/standalone-onesynergy.xml)

<xa-datasource jndi-name="java:/SynergyDS” pool-name="synergy ds” enabled=" <
true” use-ccm="false”>
<xa-datasource-property name="URL">
jdbc:mysql://127.0.0.1:3306/synergy?useUnicode=true&amp; <«
characterEncoding=utf8
</xa-datasource-property>
<driver>com.mysql</driver>

<xa-pool>
<min-pool-size>20</min-pool-size>
--> <max-pool-size>400</max-pool-size>

<is-same-rm-override>false</is-same-rm-override>

<interleaving>false</interleaving>

<pad-xid>false</pad-xid>

<wrap-xa-resource>false</wrap-xa-resource>
</xa-pool>

</xa-datasource>

e yBenmuuuBaeM nyibl giisg InnoDB: innodb _buffer pool size = 3G-pekoMeHOyIOT menaTh OKOJIO
75% RAM, HO ITOCKOJIEKY MaKCUMyM MoxkeM oTaaTh MySQL Tonpko 50% ob11eit naMaTH, OTOaeM
75% ot 50%

YUToOBI HACTPOUKU BCTYIIWIN B CUIY, Haflo Ilepe3anyctutsh Mysql. ITpu sToM Hafo MOMHUTE, YTO mysql
MOXKHO Ilepe3alycKaTh TOJIbKO IIPM OCcTaHOBIeHHOM Jboss.

1. B HEKOTOpPBIX CcHUCTeMaX, HeCMOTPS Ha HaAaCTPOMKy max_ connections, KOIMYeCTBO COeqUHEHUN
nocie 3anycka MySQL ocTtaeTrcsa 214. B ocHOBHOM Takas npobiieMa Bo3HuKaeT B Debian Jessie,
TIe UCIOIb3yeTCs CUCTeMa UHUIHanu3auuu systemd.

Pemrenue npo61emsl ajisi cucreMmbl Debian Wheezy (SysV)
B daiine /etc/pam.d/common-session mo6aBinsieM CTPOKY:

session required pam limits.so
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GMU nano 2.2.6 Pain: /etc/pam.d/common-session M3mMeHEH

# local modules either before or after the default bleck, and use
# pam-auth-update to manage selection of other modules. See
# pam-auth-update(8) for details.

# here are the per-package modules (the "Primary" block)

session [default=1] pam_permit.so

# here's the fallback if no module succeeds

session requisite pam_deny.so

# prime the stack with a positive return value if there isn't one already;
# this avoids us returning an error just because nothing sets a success code
# since the modules above will each just jump around

session required pam_permit.so

# and here are more per-package modules (the "Additional" block)

session required pam_unix.so

session optional pam_ck connector.so noxi1il

# end of pam-auth-update confi

session required pam_limits.soi

Figure 3.1: ®aitn common-session

PemakTupyem daiin /etc/security/limits.conf u mobaBnsieM Takue HaCTPOUKM:

* soft nofile 65535
& hard nofile 65535
root soft nofile 65535
root hard nofile 65535
GHNU nano 2.2.6 Pain: [etc/security/limits.conf W3meHEH

- chroot - change root to directory (Debian-specific)

domain= <type> <item= =value=

soft core 3]
hard core 100000
hard rss 10000
hard nproc 20
soft nproc 20
hard nproc 50
hard nproc ]

- chroot [ftp
- maxlogins 4
soft nofile 65535
hard nofile 65535
soft nofile 65535
hard nofile 65535

Figure 3.2: ®ain limits.conf

st mysql co3paeMm oTnenbHBIN (patin HacTpoek /etc/security/limits.d/mysql-maxopenfiles.conf
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mysgql  soft nofile 102400
mysql hard nofile 102400

GNU nano 2.2.6 ®ain: fetc/security/limits.d/mysql-maxopenfiles.conf

soft nofile 182466

nofile 182466

Figure 3.3: ®aitn mysqgl-maxopenfiles.conf

ITpoBepsieM MOMEHSIJICS JIM TUMHUT (3HadeHHe open files momxHO 6BITE 102400):
" -s "/bin/bash’

n

su - mysql -c "ulimit -a
root@master:~# su - mysgl -c "ulimit -a" -s '/bin/bash'’

Katanor oTcyTCcTByeT WMAM HefoCTyneH, BX0oA4 B CHCTeMy BwnonHAetca ¢ HOME=/
core file size (blocks, -c) @

data seg size (kbytes, -d) unlimited

scheduling priority (-e) @

file size (blocks, -f) unlimited

pending signals (-1) 128414

max locked memory (kbytes, -1) 64

max memory size (kbytes, -m) unlimited

open files (-n) 1624060

Figure 3.4: 3uauenue open files

ITepezanyckaem mysql u mpoBepsieM 3HaUYeHUE Max_connections
show variables like '%max_connections%’;

mysql> show variables like '%max_connections%';

| extra_max_connections
| max_connections

Figure 3.5: 3rayenue max connections

Pemrenue npo61emMsl mjisi cucreMmbl Debian Jessie (systemd)
BrInonmHgeM KOMaHIY:
mkdir /etc/systemd/system/mysql.service.d

CozpmaeM danin /etc/systemd/system/mysqgl.service.d/limits.conf ¢ TakuM cogepKaHUEM:
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[Service]
LimitNOFILE=10000
LimitMEMLOCK=10000

GNU nano 2.2.6 Qain: ...c/systemd/system/mysql.service.d/limits.conf

[lservice]

LimitNOFILE=10080
LimitMEMLOCK=10080

Figure 3.6: ®aiin limits.conf

HepeaanyCKaeM OJEeEMOH:

systemctl daemon-reload
systemctl restart mysql

IMTocne 3amycka mpoBepseM 3HaYeHHUE Max_connections:

show variables like '%max_connections%’;

3.3 O6bHoBneHue cucrembl ARTA SYNERGY

,]:[J'IH OOHOBJIEHUSI CHCTEMEI HGOGXOHI/IMO BEIIIOJIHUTHE KOMaHOY:

aptitude update
aptitude install arta-synergy-synergy

Takske HEOOXOOMMO ITPOCMOTPETH U3MEHEHUs B KOH(PUrypaumoHHBIX (daijiaX, 3aMeHUTh Ha HOBEIE,
OCTaBUTh CTaphle. JTOT IMIar 0OBIYHO BEI3EIBAET OOJIBIITYIO YaCTh OIMMO0K, T.K. KOHGUT'ypaIiy 3a49acTyIo
CHUJIBHO OT/INYA0TCs. I1pu 0OHOBIEHUY TaKeTa aiMUHUCTPATOPY OyAyT ITOoUepemHo TOKa3aHbl KOHPUTypalrl
(ainbl, KOTOphEIE OTIMYAIOTCS OT TeX, YTO B ImakeTe. [[Jig Kaxkmoro (Qatina 6ymeT mpeniokKeH HOBBIN
BapWaHT KOHPUTYPAIIMOHHOT O (aiiyia, C BO3MOXKHOCTHIO 3aMEHUTh, 0TKA3aThCS OT 3aMEHHI ¥ TIPOCMOTPETH
pasHuIyy Mexny daimamu.

g MaHUDyIaOuu ¢paiiaMu KOHGUTypaluuu MakeTw arta-synergy-* ucnonb3yioT MexaHu3M Debian
conffiles. Bomee mompoOHO 0 HEM MOIXKHO IIPOYUTATh 3Oech: https://raphaelhertzog.com/2010/09/-
21/debian-conffile-configuration-file-managed-by-dpkg/

3ameuaHue:

ITepen o6HOBIEHNEM KOHGUTYPAIIMOHHOTO (haiijla PeKOMEHOYETCS CO3[IaTh €ro PE3EPBHYIO
KOIIHIO.

B mpotiecce 06HOBIEHMST BaM OyeT 3alaHa YacTh BOTIPOCOB U3 CEKI[MU YCTAaHOBKHY (TaKue, Kak maponb
K B]I), a TakKe OygeT MpeAIokXeH0 OYUCTUTL BpeMeHHbIe (aiIbl cepBepa MPUII0KEeHUH (3TO HACTOSI TETLHO
PEKOMEHOYETCS COeaTh).

HHorpa mocyie 00HOBJIEHUS HYZKHO BHIIIOJIHUTh aKTyanu3anuio Bepcuu 6a3sl ganHbx (BI1), mporeccos
¥ WHIEKCOB CUCTEMHI.



https://raphaelhertzog.com/2010/09/21/debian-conffile-configuration-file-managed-by-dpkg/
https://raphaelhertzog.com/2010/09/21/debian-conffile-configuration-file-managed-by-dpkg/
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3.3.1 06 ocobeHHOCTAX Npouenypbl oOHOBNEeHUusa oo Bepcum 3.15

B Bepcuu Synergy 3.15 ucnons3yemasi CYB]I Ovinna 3ameHeHa ¢ MySQL Server 5.5 Ha Percona Serv
er 5.7, a Takke OBIIM IPOM3BeNEeHEl 3HAYNTEIbHLIE M3MEHEHMS B CTPYKType 6a3 maHHBIX. B CBA3M C
S5TUM BaM He0OXOIUMO 3allJIaHUPOBaTh BpeMsI [jIs OOHOBJIEHU S, TaK KaK OHO MOXKeT 3aHATh HECKOJIBKO
4acoB (BpeMs 3aBHUCHUT OT pa3Mepa Balnei 0a3bl JaHHBIX).

3.3.1.1 Mepepn obHOBNEeHueM

OGHOBJIEHUE OIXKHO IIPOU3BOOUTLECHA B OIBa 3Talla:

1. 3amena u o6HOBNEeHUE Bepcuu CYB]]
2. OOHOBIEeHHE MAKeTOB Synergy 1 3allyCK IITAaTHOTro 00HOBJeHus BII

BauMmanue!

ITepen 3amenoit CYB]] u eé o0HOBIEHHEM HEOOXOOUMO 00s3aTebHO CHejlaTh PE3EPBHYIO
KOIINIO OJaHHBIX.

ITepen 3amenou CYB]] MBI peKoMeHAyeM BhiHeCTH U3 /etc/mysql/my.cnf HacTpoOMKY, KOTOPBIE OBIITH
moOaBlieHbl BaMU BPYYHYIO0, B OTHOENbHEIM ¢aiin /etc/mysql/conf.d/custom. cnf, ocTaBuB B OpuruHaabHOM
(daiine TombKO HACTPOUKU 1O yMojidaHuio. [Ipu 3TOM BaM HY2KHO CBepPUThCS C ¢ariyoM /etc/mysql/
conf.d/arta synergy performance.cnf, Tak Kak ¢atinsl B KaTanore /etc/mysql/conf.d cauTteiBaioTcs

B JiIeKcuKorpadpuueckoM (andaBUTHOM) IIOPSIOKE, ¥ BBl MOXKETE IIePeoIIpeNeInTh HaCTPOUKYU IPOU3BOOUTEII!
0a3bl faHHBIX 071 Synergy. B ciydyae coMHEeHU MBI peKOMeHAyeM yopaTh COOCTBEHHOE IIepeolipeesieHre

¥ KCII0Ib30BaTh mapamMeTprl u3 /etc/mysql/conf.d/arta synergy performance.cnf.

Kpome Toro, obpaTuTe BHUMaHUWE Ha HACTPOMKMU, KOTOPHIE OBUIM M3MEHEHH], TeperuMeHOBaHkb 11ub0
ymaneHnsl u3 MySQL 5.6 u MySQL 5.7. Heo6x0auMO OTKOPPEKTUPOBATh, 3aMEHUTh WU UCKITIOUYUTh
Takue HaCTPOUKHU, eCIU OHU Y BaC UMEIOTCH.

ITepen ycTaHOBKOM HE0OXOOMMO YOEOUTHCS, YTO YCTAHOBJIEHA ITOCIIeHSasA Bepcusa Synergy (3.14 per
lisumm 3.12 tengri). Ecnu 9T0 He Tak, TO HEOOXOOUMO YCTaHOBUTE ITOCIETHIOIO JOCTYIIHYIO B PEIIO3UTOPUHU
BEPCHUIO BCEX YCTAHOBJIEHHEIX IAKETOB Synergy:

# aptitude update
# aptitude install ~iarta-synergy

Ilepen 3amenoi u obHOBIeHUEeM CYB]I cepBep npuioxeHui Synergy Heo6X0auMO OCTaHOBUTE:

# /etc/init.d/arta-synergy-jboss stop

3.3.1.2 3ameHa u obHoBneHue CYB]

Oo6uoBnenue CYB]l u gaHHBIX B HEW MOXKHO ITPOU3BECTH ABYMS CIIOCOOaMM:

1. Jloruyeckoe 0OHOBIEHHWE: CHadajla BHIIPY3UTb AaHHBEIE mpu momoInu mysqldump, yoamuts BlI,
00HOBUTH ITPOrpaMMHOe 00ecliedeHre 1 3arPy3UTh aHHBIE 00PaTHO.

2. In-place-o6uoBnenue: 06HOBISATH CYB]] mmociemoBaTeIbHO C BEPCHUM Ha BEPCUIO U TI0JTh30BaTHCH
IpU 3TOM UHCTPyMeHTOM mysql upgrade mist oOHOBIEHUS OAHHBIX.

Meur PEeKOMeHaOyeM IIPOBOOUTE JIOTUYECKOe 0OHOBIIEHHUE IO ClIeoyInuM IIPpUYXMHaAM:



https://dev.mysql.com/doc/refman/5.6/en/mysql-nutshell.html#mysql-nutshell-removals
https://dev.mysql.com/doc/refman/5.7/en/mysql-nutshell.html#mysql-nutshell-removals
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* B Percona Server 5.7 (u MySQL 5.7) 1o ymon4aHHI0 BKJIIOUeHa HacTpoiika innodb file per table.
B mpoitecce o6HOBIeHUs ITpu moMoIu mysql upgrade MHOTHe TabIUIbl Oy T Iepeco3maHbl 3aHOBO
U yxe B Bume .ibd-gaiinoB, omHako mecTo B obmem tablespace (daiin innodbl) ocBobGoxkmeHo
He OymeT. TakuM 00pa30M, MOXKHO TTONYyYUTh ABYKpaTHOe (M 6ecrioyie3Hoe) yBelIudeHne 3aHSITOTO
6a301f AMCKOBOT0O MPOCTPAHCTBA

» NanHble B Tabnuiax OyoyT UMeTh MUHUMAIbHYI0 GparMeHTaIuio

* Bul II0JIy4aeTe Pe3€PBHYIO KOIINIO IaHHBIX, KOTOPYIO MO2KHO 6YJIeT HWCIIOJIb30BaTh, ECJIU YTO-TO IIOUIET
He TakK

Ecny mo KakKuM-TO IPUYUHAM JIOTHYEeCKOoe 0OHOBIEHNE HEBO3MOXKHO (HanpuMep, 601bIIoi 06bEM Ga3bl
OaHHBIX U IJINTeIbHOE BpeMs paboTsl mysqldump), MOXKHO IPOBOAUTE in-place-o0HOBIEeHUE.

3.3.1.2.1 NoaxkniovyeHue penosutopusa Percona

s 0OHOBJIEHUST Synergy B MepBYIO oYepenb HyKHO IOOKIIOYUTh PEmo3uTopuil Percona. CoemnaThb
9TO MOZKHO OBYMSI CIIocoOaMmu:

1. YcTtaHoBUTh OGUITHMAILHEIN PEIIO3UTOPUN Percona:
IIpumeyanue:

[Tepen ycTaHOBKOM HEOOXOOMMO ITPOBEPHUTD, YTO YCTAHOBJIEH MakKeT Lsb:
# aptitude install lsb

B TepmuHane BHEIIIOTHUTE:
# wget https://repo.percona.com/apt/percona-release 0.1-4.$(lsb _release -sc) all.deb
# dpkg -i percona-release 0.1-4.$(1lsb release -sc) all.deb

ITpoBepUTh, YTO PEO3UTOPHH OB IOOK/IIOYEH, MOXKHO B atine /etc/apt/sources.list.d/per
cona-release.list.

2. AnbTepHaTUBHBIM BapuaHT: MOOKIIOYUThH 3epKajio permo3uTtopus Percona. [nst aToro B daiin /
etc/apt/sources.list HykHO m00aBUTh CTPOKY:

deb http://deb.arta.kz/percona $debian_release main

BwmecTo $debian release Heo6xommumo qoGaBUTE UCIIOJNIL3YeMYI0 Bepcuio Debian. Y3uaTh Ha3BaHue
HUCIIOT3YEMOM BEPCHUU MOIKHO C TTOMOIITBI0 KOMAH/IBI:

# 1sb _release -sc

Hanee HeobxoguMo 0o6aBUTE KIII0Y, KOTOPHIN MCIIONIE3yeT Percona Ojisi HOAINCH PENIO3UTOPUEB:
# apt-key adv --keyserver keys.gnupg.net --recv-keys 8507EFA5
ITocrne moOKII0OYEeHU S PENTO3UTOPUEB HEOOXOAUMO OOHOBUTD CITMCOK TAKETOB, BHIITOJTHUB KOMaH/Y:

# aptitude update



https://dev.mysql.com/doc/refman/5.7/en/innodb-multiple-tablespaces.html
https://www.percona.com/doc/percona-server/LATEST/installation/apt_repo.html
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3.3.1.2.2 Jloruyeckoe obHoBJeHue

Brauasne Heo0X0OUMO CHSITH Pe3EPBHYIO KO0 6a3 maHHBIX synergy, jbpmdb u storage:

# cd /var/backups/synergy

# mkdir upgrade 3.15

# cd upgrade 3.15

# for db in synergy jbpmdb storage; do mysqldump --routines -u root -p $db | gzip > $db.sql <+
.gz; done

Ianee yomanum 6a3sl:

# for db in synergy jbpmdb storage; do mysql -u root -p -e "drop schema $db”; done

YcranoBum cepBep Percona 5.7, ymanuMm pJaHHBIE M3 KaTajnora gaHHBEIX MySQL, mHUIIManu3upyeM
HOBEI€ NAaHHBIE 1 YCTaHOBUM IIapPOJIb root.

BBumy cyiiecTByroIlei mpo6ieMsl Tpu 06HoBIeHUHN Percona Server 0o 5.7 ¢ mpedbIOyIIuX BEPCUi, HaM
HeobOxomuMo OymeT MpegBapUTesIbHO yHOAaIUTh MakeTsl mysql-server-core-5.5 u mysql-server-5.5
6e3 y4éTa 3aBUCUMOCTEM:

# dpkg -r --force-all mysql-server-core-5.5 mysql-server-5.5
# aptitude install percona-server-server-5.7
Cnenytowme HOBbIE nmakeTbl OymyT YyCTaHOBMEHbI:
libmecab2{a} libnumal{a} percona-server-client-5.7{ab} percona-server-common-5.7{a} <«
percona-server-server-5.7

[ ... ]

Cnepyiowme nakeTbl UMeT HeynOBNETBOPEHHbIE 3aBUCUMOCTMU:
mysql-server : 3aBucut: mysql-server-5.5 HO ero ycTaHOBKa He 3anjiaHMpOBaHa.
percona-server-client-5.7 : Jlomaet: mysql-client-5.5 HO ycTaHoBneH 5.5.55-0+deb7ul
JloMaeT: virtual-mysql-client KoTOpbiA ABNAETCA BUPTyasbHbM <
nakeToM.
Cnepyiwowme [eWcTBUS paspewaT 3aBUCKUMOCTHU:

YpanuTb cnepywme naketbl:
1) mysql-client-5.5
2) mysql-server

MpuHATL paHHoe peweHue? [Y/n/q/?]1 Y
[ ... ]

# /etc/init.d/mysql stop

# rm /var/lib/mysql/* -rf

# mysqld safe --user=mysql --datadir=/var/lib/mysql --initialize-insecure

# mysqld safe --user=mysql --datadir=/var/lib/mysql --skip-grant-tables &

# mysql -u root

mysql> UPDATE mysql.user SET authentication string = PASSWORD(’root’) WHERE User = 'root’;
mysql> FLUSH PRIVILEGES;

mysql> quit

# killall mysqld

# /etc/init.d/mysql start

3arpy3uM JaHHBIE 00PaTHO:

# for db in synergy jbpmdb storage; do mysql -u root -proot -e "CREATE SCHEMA $db”; zcat <+«
$db.sql.gz | mysql -u root -proot $db; done
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BrimonmuuM mysql upgrade

# mysql _upgrade -u root -proot

OOHOBJIEHNE 3aBEPIIEHO.

3.3.1.2.3 In-place obHOBNneHue

Bravane Heo6xoguMo yCcTaHOBUTH Percona Server 5.6:

# aptitude install percona-server-server-5.6
Cnepywwmne HOBBIE nakeTtel 6ymoyT yCTaHOBEHbI:
libnumal{a} libperconaserverclientl8.1{a} percona-server-client-5.6{ab} percona-server- «
common-5.6{a} percona-server-server-5.6{b}

[ ... ]

Cnepyiouwme nakeTbl UMeT HeynoBNeTBOPEHHblE 3aBUCUMOCTU:
percona-server-server-5.6 : Jlomaet: mysql-server-5.5 HO ycTaHaBnuBaeTtca 5.5.55-0+deb7ul.
JlomaeT: mysql-server-core-5.5 HO ycTaHaBnuBaeTca 5.5.55-0+ «
deb7ul.
JloMaeT: virtual-mysql-server KOTOpbIA SBNAETCA BUPTyaslbHbIM <
nakeToM.
percona-server-client-5.6 : Jlomaet: mysql-client-5.5 Ho ycTaHaBnusaetcs 5.5.55-0+deb7ul.
JloMaeT: virtual-mysql-client KoTOpbiA ABNAETCA BUPTYyasbHbM <
nakeToM.
Cnepylowme pencTBus pa3pewat 3aBUCUMMOCTU:

YpanuTb cnepylwme naketbl:
mysqgl-client-5.5
mysql-server
mysql-server-5.5
mysql-server-core-5.5

S WN
- —

MpuHATbL paHHoe peweHwue? [Y/n/q/?]1 Y

[ ... ]

Brimonmuum mysql upgrade:

# mysql upgrade -u root -proot --force

YcranosuM cepBep Percona 5.7.

BBupy cymiecTByoIiei mpo6siemMbl npu 00HOBIeHuU Percona Server o 5.7 ¢ IpeasIaOyIIuX BePCUi, HaM
HeobxonuMo OymeT IpeaBapUTEIIb YOAJIUTE IIAKET Ppercona-server-server-5.6 6e3 y4éta 3aBUCUMOCTEMN:

# dpkg -r --force-all percona-server-server-5.6
# aptitude install percona-server-server-5.7
Cnepnytowme HOBbIE nakeTbl O6yoyT yCTaHOBMEHbI:
percona-server-client-5.7{ab} percona-server-common-5.7{a} percona-server-server-5.7
Cnepywwmne naketol 6ynyTt YOAJIEHDI:
libdbd-mysql-perl{u} libmysqlclient18{u}

[ ... ]
Cneuyloume nakeTtbl UMeKT HeynoBNEeTBOPEHHble 3aBUCUMOCTMU:

percona-server-client-5.6 : Jlomaet: virtual-mysql-client KoTOpbIA ABNAETCS BUPTyasbHbM <
nakeToM.
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JloMaeT: virtual-mysql-client-core KoTopbll siBNSieTcs <
BUPTYalnbHbM MaKeTOM.
percona-server-client-5.7 : JlomaeT: percona-server-client-5.6 Ho ycTaHoBneH 5.6.36-82.0-1. «

wheezy
JlomaeT: virtual-mysql-client KoTOpbii SBNAETCA BUPTYyasbHbM <
nakeToM.
JloMaeT: virtual-mysql-client-core KoTopbll siBNsieTcs <
BUPTYaJibHbIM NAaKETOM.
Cnepyiowme pelcTBUS paspewaT 3aBUCUMOCTHU:

YoanuTb cnepywuwme nakeTsbl:
1) percona-server-client-5.6

MpuHATL paHHoe peweHue? [Y/n/q/?]1 Y

[ ... 1]

BuoBb BeImonHUM Mysql upgrade:

mysql _upgrade -u root -proot --force
/etc/init.d/mysql restart

OO6HOBINIEHUE 3aBEPIIIEHO.
IIpumeuyanue

B HEKOTOPHIX cCHUCTEMAaX, HECMOTPSI Ha HAaCTPOUKY Max_ connections, KOIM4eCcTBO COEOUHEHUN ITOCTIE
3anycka MySQL ocrtaeTcst 214. Pemenue 3Toi npobiembl nogpoOHO onKcaHo B pa3naene “HacTpoiika
MySQL’

3.3.1.3 HeoObxopuMbie neACTBUSA nocsie oobHoBNeHUsA

ITocne o6HOBIEHUST HEOOXOOUMO IIPOBEPUTH, UTO (aiii /etc/mysql/my. cnf uMeeT moibKo ciienymooliee
COoepKUMOE:

The Percona Server 5.7 configuration file.

* IMPORTANT: Additional settings that can override those from this file!
The files must end with ’.cnf’, otherwise they’ll be ignored.
Please make any edits and changes to the appropriate sectional files
included below.

HoHoH OH W W WK R W

lincludedir /etc/mysql/conf.d/
lincludedir /etc/mysql/percona-server.conf.d/

Ecnu 9TO He Tak (HanpuMep, TaM cofepzKUMoe Baliero craporo my.cnf or MySQL 5.5 ¢ BHeCeHHEIMU
BaMH{ U3MEHEHUSIMU), TO He0OXOOQUMO ITPOAEIaTh CIeayIollee:

# mv /etc/mysql/my.cnf /etc/mysql/my.cnf.orig

# update-alternatives --install /etc/mysql/my.cnf my.cnf "/etc/mysql/percona-server.cnf” <«
200

# /etc/init.d/mysql restart

Kpome sToro, Heo6X0oMMO YCTAHOBUTEH BCIIOMOTraTellbHEle pyHKINK Percona:



http://tdd.lan.arta.kz/docs/synergy/trunk/admin-manual/html/install-and-setup.administration.html#mysql.property
http://tdd.lan.arta.kz/docs/synergy/trunk/admin-manual/html/install-and-setup.administration.html#mysql.property
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# mysql -e "CREATE FUNCTION fnvla 64 RETURNS INTEGER SONAME ’'libfnvla udf.so’'” -u root - «
proot

# mysql -e "CREATE FUNCTION fnv_64 RETURNS INTEGER SONAME ’'libfnv_udf.so’” -u root -proot

# mysql -e "CREATE FUNCTION murmur _hash RETURNS INTEGER SONAME ’libmurmur udf.so’” -u root <«
-proot

3.3.1.4 O6HoBneHue Synergy

ITocne obuoBnenuss CYB]I mo 5.7 MO2KHO 3anycKaTh OOHOBIIEHHE Synergy.
IIns atoro B /etc/apt/sources.list momkKeH mIpUCYTCTBOBAThH pero3uTtopuit wilkes:

# grep wilkes /etc/apt/sources.list
deb http://deb.arta.kz/tengri unstable main contrib non-free

YcTranaBnuBaeM OOHOBJIEHUE Synergy:

# aptitude install ~iarta-synergy

B ciyuae, ecniu Bo BpeMsi 0OHOBJIEHUST BO3HUKJIN OIIMOKY, BEITOJIHUTE KOMaHay aptitude install -
f, KoTOpas NPenyIoKUT pa3pelinTh MPOOJIEMEl C 3aBUCUMOCTSIMY TaKETOB.

Ianee HeoOXommMMO Tpou3BecTH 00HOBIIeHUE Bl Synergy mraTHEIM CIIOCOGOM.

3.3.2 06 ocobeHHOCTAX npouenypbl oOHoOBNeHus 3.5 u Bbille

B Bepcuu 3.5 6rpita BeiTyieHa 3agada 0300 MynbTUS3bIYHOCTS CUCTEMEI, B PaMKaX peanu3aluu KOTOPOu
OBLIIO COelaHO OYeHb MHOTO U3MEHEHUH B SIpe CUCTEME], B YaCTHOCTH, B CTPYKType 0a3kl maHHEIX. B
CBSI3W C 3TUM OOHOBUTHCS [0 BEPCHUHU 3.5 MOIKHO TOJIBKO C IPEIOBIAYINEN BEPCUU CUCTEMEL, 3. 4.

3ameuaHue:

[Onst 3Toro OGHOBJIEHUS HYXKHO 00s3aTelIbHO KCIIONIb30BaTh IIOC/IeNHUEe PEBU3UU IIaKeTOB
cucTteMbl Bepcuu 3.4 - OHU OOCTYHOHE Ha deb.arta.kz B penosutopuu «3.4»

IInsa cnydasi, korga TpebOyeTcsi 0OHOBJIEHME CUCTEMBI C Bepcuil crapiie 3.4 (Hanpumep, 3.2), MBI
MMOATOTOBUIX CHElHaJIbHBIM PENO3UTOPHI, KOTOPOH Bceraa OyaeT comepzKaTh Bepcuio cucteMesl ARTA
Synergy 3.4, akTyanbHYIO Ha MOMEHT €€ BEHIIYCKa U IIepruofa NOoaaePXKKN.

O6HoBeHUs 00 6ojiee BLICOKOM BEPCHUU ITPOBOIASTCS aHATOTHUYHO.

3.3.2.1 OO6HoBneHue c Bepcuu < 3.4 - 3.4 - 3.5

ITpumep meiicTBUi, He0OX0oOUMEIX It 00HOBNIeHUsT ARTA Synergy ¢ Bepcuu 3.3 uiu CTapile 00 BEPCUHU
3.5 ¢ MpoMekKyTOYHEIM OOHOBIIEHUEM [0 3.4:

* B daiine /etc/apt/sources.list BpeMeHHO 3aKOMMEHTHUPOBATH UIU YOATUTL CTPOKH C YKa3aHUEM
cTabunbHbIX pemo3uTopueB ARTA Synergy, u go6aBuTh TyHa PEHO3UTOPHUM, COIEPKAIIUN BEPCUIO
CHUCTEMEHI 3. 4:

#deb http://deb.arta.kz/tengri stable main contrib non-free
#deb http://deb.arta.kz/tengri stable-updates main contrib non-free

deb http://deb.arta.kz/tengri 3.4 main contrib non-free
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¢ OOHOBUTH CIIMCOK MAaKEeTOB U OOHOBUTH CUCTEeMY CTaHOAPTHBIM crrocoboM:

aptitude update
aptitude install arta-synergy-synergy

¢ OOHOBUTH 0a3y MaHHBIX, IIPOIECCCH U UHIOEKCH

Baumanue!
O6HoBJIeHNe O0a3kbl JaHHBIX MOXKET 3aHSITh AJIUTEJIFHOE BPEMS.

* Y6path peno3uToputi 3.4 u3 daiina /etc/apt/sources.list v BepHYTh Tya CTabuUIIbLHEIE PETIO3UTOPUHN
ARTA Synergy:

deb http://deb.arta.kz/tengri stable main contrib non-free
deb http://deb.arta.kz/tengri stable-updates main contrib non-free

#deb http://deb.arta.kz/tengri 3.4 main contrib non-free

¢ OOHOBUTH CIIMCOK ITAKETOB U OOHOBUTH CUCTEeMY CTaHOAPTHBIM crmocoboM:

aptitude update
aptitude install arta-synergy-synergy

e OOHOBUTH 0a3y MaHHBIX, IIPOIECCCH U UHIOEKCH

3.3.2.2 O6HoBneHue c Bepcum < 3.4 no 3.5, MmuHys 3.4

Ecmu BEI 1TO KaKUM-TO TTpUYMHAM 0OOHOBUIM CUCTEMY C Bepcult < 3.4 cpady Ha 3.5, muHys 3.4, To npu
MOTBITKE O0OHOBNIEHUS 0a3bl JAHHBIX BBl YBUOUTE CIEOYIOIIEEe COOOIIEHNE:

Ha masHyio

YnpaeneHue B[] [PpOBEPUTE HHEEKChI

Tekywan eepcua b0: 427
JNoctynHan eepcua bJI: 430

OfHoenTs B

JAnA koppekTHOWA paloTel NpUAOXKEHHA cHavana ycTaHoenTe obHoenene 3.4 v obHoenTe B B 3TOM BEPCUM, CHUMMTE LAMM, @ 33TEM yCTaHOBWTE akTyaneHoe ofHoenenne (3.5 w Gonee) W cHoea obHoeuTe B,

Figure 3.7: Ommbka o6HOBIeHUT Oa3bl TaHHBIX

YToOR MCIIPABUTH JAHHYIO CUTYAIlNI0, HE0OXOOUMO IIPOM3BECTHU ITOHUKEeHME Bepcun (downgrade) makeTa
arta-synergy-synergy. Heob6xogumo npopenaTh ciaenyloliee:

* B daitne /etc/apt/sources.list BpeMeHHO 3aKOMMEHTUPOBATE UJIU YAAIUTE CTPOKU C YKa3aHUEM
cTabunbHEIX perno3utopueB ARTA Synergy, u go6GaBUThH TyHa PEO3UTOPHUHM, COoOepzKallluii BEPCUI0
CHUCTEMHI 3. 4:
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#deb http://deb.arta.kz/tengri stable main contrib non-free
#deb http://deb.arta.kz/tengri stable-updates main contrib non-free

deb http://deb.arta.kz/tengri 3.4 main contrib non-free

¢ OOHOBUTL CITMCOK ITAKETOB:

aptitude update

e [IpoBepuTh UMEIOIIMECST BEPCUHU ITaKeTa arta-synergy-synergy:
apt-cache policy arta-synergy-synergy

M=l IIOJIYYHM BBIBO[ IIPHMMEPHO CIIEOAYIOIIEero Buaa:

arta-synergy-synergy:
YcTtaHosneH: 3.5-r1~160401.131002
KaHguparT: 3.5-r1~160401.131002
Tabnuua Bepcwuii:
*** 3.5-r1~160401.131002 0
100 /var/lib/dpkg/status
3.4-r10 0
500 http://deb.arta.kz/tengri/ 3.4/non-free amd64 Packages

M5 BUOHUM, UTO B CHCTEME Ha OaHHBIM MOMEHT YCTaHOBJIeHa Bepcus 3.5-r1~160401.131002 nmakeTa
arta-synergy-synergy, a yCTAHOBUTh U3 PEIIO3UTOPUS MOXKHO Bepcuio 3.4-r10

* YcraHaBnuBaeM Iaket arta-synergy-synergy c SBHBIM YKa3aHUEM BEPCUU:
aptitude install arta-synergy-synergy=3.4-rl0

B pe3yibTaTe BO3MO2KHO IIOJIYYHUTE BEIBO[ CIIEOYIOIIIEero BHUOa:

Cnepywuwmne naketbl 6ynyT 0OHOBMEHDI:
arta-synergy-synergy{b}
1 nakeToB 06HOBMEHO, O yCTaHOBMEHO HOBbIX, O NakeTOB OTMEYEHO ANA yAaneHus, U 7 MakeToB He <
obHOBNEHO.
Heobxogumo nmonyuutb 590 MB apxuBoB. [ocne pacnakoBku 0 B 6ypeT 3aHATO.
Cnepywwme nakeTtbl UMENT HeynoBE€TBOPEHHbIE 3aBUCUMOCTH:
arta-synergy-synergy : 3aBucut: arta-synergy-deps (< 3.5) HO ycTaHoBneH 3.5-rl1 «
~160210.110622
3aBucut: arta-synergy-esb (< 3.5) HO ycTaHoBneH 3.5-b674
3aBucut: arta-synergy-indexator (< 3.5) HO ycTaHoBneH 3.5-b658
Cnepyiowme pencTBus paspewaT 3aBUCUMOCTH:

Yoanutb cnepywuwme nakeTsbl:
1) arta-synergy-synergy

MpuHATb OaHHoe peweHue? [Y/n/q/7?]

Heo6xomouMo OTKa3BIBATLCS OT pelleHui (HaXXMMaTh N) OO TeX IIop, moka aptitude He mpemmoxRuT
CHU3UTH BEPCUIO y 3aBUCUMOCTEN:




ARTA SYNERGY Administrator Manual 22/ 246

CJ'IEHYIOLI.I,VIE pencrTeua pa3pewaTt 3aBUCUMMOCTWU:

YcTaHoBUTL Gonee cTapyw Bepcuio Ofs Crefyluux NakeToB:

1) arta-synergy-deps [3.5-r1~160210.110622 (now) -> 3.4-r5~160210.110622 (3.4)]
2) arta-synergy-esb [3.5-b674 (now) -> 3.4-b619 (3.4)]
3) arta-synergy-indexator [3.5-b658 (now) -> 3.4-b603 (3.4)]

MpuHATL paHHoe peweHune? [Y/n/q/7?]
9TO pellleHUEe HYXKHO IPUHATH (Haxkarts Y).
* OOHOBUTH 0a3y maHHBIX, IIPOIIECCCH U UHIOEKCH

BuumMmanue!
O6HoBJIeHHe 0a3kl MaHHBIX MOXKET 3aHSITh OJIUTEIbHOe BpeMs.

e Y6path peno3uTopuii 3.4 u3 daiina /etc/apt/sources.list ¥ BepHYTH TyHa CTabOUIIbHEIE PEIIO3UTOPUHU
ARTA Synergy:

deb http://deb.arta.kz/tengri stable main contrib non-free
deb http://deb.arta.kz/tengri stable-updates main contrib non-free

#deb http://deb.arta.kz/tengri 3.4 main contrib non-free

¢ OOHOBUTH CIIMCOK ITAKETOB U OOHOBUTH CUCTEeMY CTaHOAPTHBIM crmocoboM:

aptitude update
aptitude install arta-synergy-synergy

¢ OOHOBHUTD 6&3y HOAaHHBIX, IIPOLIECCCHI U NHOEKCEL

3.4 Running and initial set up

3.4.1 Running

711 MaHUIIYIUPOBaHUS CEPBEPOM ITPUJIOKEHNUM C ycTaHOBNIeHHOM cucTteMoit ARTA SYNERGY ucnonbs3yercs
CTaHIApPTHEBIN IOOX0N — MHUIIMANIM3alMOHHEIN CKPUNT arta-synergy-jboss ¢ mapamerpamu:

e start — run
¢ stop — discontinue
» restart — restarts; a combination of the previous two

¢ status — shows current state of server

Therefore, in order to start system, you’ll need to run:
# /etc/init.d/arta-synergy-jboss start

You can watch the System running by the following command:
# tail -f /var/log/synergy/jboss-console.log
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3.4.2 Initial setup

IMeperimute no apgpecy: http[s]://server url:[port]/SynergyAdmin ¢ moruaomMm «1» u maposnem
«1». B meH1o «O0cnyK1UBaHNE CUCTEMEI» BeIOepuTe «Ympasnenue BI» 1, eciu gocTymmHas Bepcust BT,
OTJIMYAETCs OT TEKYIel, TO HeoOXoOuMo OOHOBUTH TEKYIyI0 Bepcuio B, HaxkaB KHONKY «OOHOBUTH
BII» ¥ DOXOaThCsI OKOHYAHUSI OOHOBJICHUS.

Note

B cnyuae, ecnu Tekylasa u goctynHas Bepcusd Bl He oTnu4daeTcs, BCe XKe PeKOMeHOyeTCs
KCIO0JIb30BaTh KHOMIKY “O0HOBUTHE BII”, TaK Kak KpoMe 0OHOBIIEHUS TPOUCXOOUT IePernHIeKCaIlus

BI.

ITocne ycmemrHoro 3aBepineHusi o6HoBIeHUs BIl, He06X0QUMO IIPOBECTH MHOEKCAIWIO JOKYMEHTOB B
pazmerne «OOCTyzKUBaHWe CUCTEMBI» -> «YTpaBieHue B]I moKyMeHTOB». [lamee HEOOXOOUMO aKTyaIu3uPOBa
IpoLeccH B pasuene «OO6CTyKUBaHUE CUCTEMBI» -> «IIporeccrr». [ 9TOro Heo0XOoouMO HaXKaThb
cchIyIKy “OOHOBUTRL” HAIIPOTUB IIpoliecca co ctatycoMm “HeT” B cTosnbile “B akTyalbHOM COCTOSHUU.

IIo Tex mop, ITOKa BCe MPOLIeCCH He OYOYT aKTyalbHBIMU.

Note

If Kazakh language symbols are displayed incorrectly on your system, we recommend to
install ttf-mscorefonts-installer package.

3.5 Creating backup

IMTapameTpsl O€KamIHUPOBAHUS U BOCCTAHOBJIEHUSI MOTYT OLITh U3MEHEHH B KOHGUTYPAIlMOHHOM (aiine
/opt/synergy/utils/configs/backup/backup.conf (cMm. YrpaBrieHue pe3epBHEIM KOTUPOBAaHUEM).

The following config file parameters can be changed:

¢ Path for backup store:
$dirs{backup} = /var/backups/synergy

¢ Condition to run backup - minimal percent of free space in the above-mentioned directory after
backup is created:
$percent _after =5

* Logs:
$logfile = /var/log/synergy/backup.log

Note

The following parameters are generally left as is. Change them only if you are sure you
know what you are doing.

* Do you want to backup system before restore? 0 - no/1 - yes:
$pre_restore =20

e Path to mysqgldump:

$mysqldump = mysqldump --routines
e Path to mysql:

$mysgl = mysql
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¢ Path to Jboss initscript
$jbossinit =/etc/init.d/arta-synergy-jboss
* Base Synergy dir:
$dirs{base} =/opt/synergy
* Server instance dir (to standalone directory) (path must be relative to synergy path):

$dirs{instance} = \$dirs{base}/jboss/standalone

¢ Server deploy dir (myTs K mankam deploy, configuration):
$dirs{deploy} = \$dirs{instance}/deployments
$dirs{config} = \$dirs{instance}/configuration

¢ Database datasources names:
$maincfg = \$dirs{config}/standalone-onesynergy.xml
$db{synergyds} = java:/SynergyDS
$db{jbpmds} = java:/jbpm

* Path to JCR datasource:
$jcrdsfile = \$dirs{config}/standalone-onesynergy.xml

3.6 Automatic backup creation

Automatic backup creates backup of the most important system data to enable restoration.

* CospmaeM ¢atin /etc/cron.d/synergy-backup;
e Write this line to it

0 23 * * * root /usr/bin/synergy-backup.pl create system;

¢ Save the changes;

Pe3zepBHEBIE KOTTHY OyOyT CO3aBaThCS €3KeOHEBHO B 23 YaCOB HOYH. Pe3epBHOMY KOIIMPOBAHHUIO ITOIBEPTaiOT!
Bl mysql, a Tak xKe XpaHUIUIle JOKYMEHTOB /srv/storage.

3.7 HacTpo#uka knacrtepa Elasticsearch + Cassandra

Knactep — aTo onpenieieHHOE KOJTUYECTBO CEPBEPOB, 00beINHEHHEIX B TPYIIITY 1 00Pa3yIoNInX e IUHEIH
pecypc. [daHHOe pellleHHe MT03BOJISET MOBLICUTH HAIEXKHOCTE, MOCTYITHOCTL ¥ IIPOU3BOMUTEIEHOCTD
CHUCTEeMHI U ITpeHa3HavYeHo OJIs UCKITI0YEeHU S ITPOCTOEB B €€ pabdorTe.

IInaTdopma Arta Synergy ucnosnb3yeT xpanunuile Cassandra u manekcarop Elasticsearch, mo3sossioiine
CO3aaBaTh KJIaCTEPHI KaK OJIA PacCIIpenesIeHnus Harpy3KHU, TaK U OJId COXpaHeHUud JOCTYIIHOCTHU NaHHBIX.

B maHHOI MHCTPYKIIUYU IIPUBENEeHB MUHUMAaJIbHEIE HACTPOUKHU CIIefyionlel KOHPUTrypaliuu:

* nnatdopma Arta Synergy

MySQL Ha oTAENbHOM CepBEpPE
* rjaBHBIM y3el (master-node) Elasticsearch Ha oToenbHOM cepBepe

* 3 OTHEsNbHBIX CEepBeEpa, Ha KaXXAoM U3 KOTOPHIX ycTaHOBeHb Cassandra u Elasticsearch
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Kondurypanus cepBeposn

Ha Bcex cepBepax BpeMst OOJIKHO OBITh CHHXPOHU3UPOBAHO.

3.7.1 MySQL

Ha cepBepe Synergy nns MySQL ryxHo yKa3ats Iyt K B B KoHDuUrypauunonuoM datine standalone-
onesynergy.xml, a TakKe JIOTUH 1 1apoJIb I10JIb30BaTeN C JOCTyIIoM K MySQL, eciiu OHU OT/IMYa0TCI

OT YCTAQHOBJIEHHEIX I10 YMOJIYAaHHAIO:

<xa-datasource jndi-name="java:/SynergyDS” pool-name="synergy ds” enabled=" <
true” use-ccm="fals$

<xa-datasource-property name="URL">
jdbc:mysql://192.168.2.3:3306/synergy?useUnicode=true&amp; <«

-->
characterEncoding=utf8
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</xa-datasource-property>

<driver>com.mysql</driver>

<xa-pool>
<min-pool-size>20</min-pool-size>
<max-pool-size>400</max-pool-size>
<is-same-rm-override>false</is-same-rm-override>
<interleaving>false</interleaving>
<pad-xid>false</pad-xid>
<wrap-xa-resource>false</wrap-xa-resource>

</xa-pool>

<security>
--> <user-name>root</user-name>
B <password>root</password>
</security>

</xa-datasource>

Anamoruyuno manst StorageDS, ons Bepcuit Arta Synergy Huxe 4.1 - jbpm.

B mamem npumepe cepBep MySQL umeeT ip-ampec 192.168.2.3 u cTaHOapTHHIE YVUYETHBIE HAHHBIE
rnmonb3oBatess. s npuMmeHenus uaMmenenuit Wildfly/ JBoss gonxkeH OBITH Iepe3anyIlleH.

3aTrem Ha cepBepe MySQL HYKHO gaTh BCe IpaBa II0JIb30BaTel0, KOTOPHIM OYyIOeT MOOKIII0YaThCs C
cepBepa Synergy:

mysgl> GRANT ALL PRIVILEGES ON *.* TO 'root’@’ip-appec cepsepa Synergy’ WITH GRANT OPT
ION IDENTIFIED BY 'root’;

mysql> FLUSH PRIVILEGES;
ITpoBepHUTEL MOIKIIOYEHHE C cepBepa Synergy MOXKHO TakK:

# mysql -u {username} -p’'{password}’ -h {remote server ip or name} -P {port} -D {DB na
me}

B HamewM ciy4ae:
# mysql -uroot -proot -h 192.168.2.3 -P 3306 -D synergy

3.7.2 Elasticsearch

B paccmaTpuBaeMol KOH(pUTypallMy UCIOIb3YETCS OOWH I'JIaBHEBIM y3en U 3 y3ja ¢ gauabeMu Elastic-
search. I'maBHEBIN y3€eJI B IpUMepe He XPaHUT JaHHbIE U UCIIOIb3YEeTCS TOIbKO OIS U3BJIeUYeHUS JaHHBIX
U TPYNINPOBaHUS PEe3yIbTaTOB.

HacTpotliku Ha cepBepe Synergy OCyIIeCTBIIAIOTCS B ¢aiine /opt/synergy/jboss/standalone/confi
guration/arta/elasticConfiguration.xml, rge Hy2KHO yKa3aTh ip-aipec I'J1aBHOTO y3J1a:

<?xml version="1.0" encoding="UTF-8" standalone="yes"”?>
<configuration xmlns="http://www.arta.kz/xml/ns/ai”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xsi:schemalLocation="http://www.arta.kz/xml/ns/ai http://www.arta.kz/xml/ns/ <«
ai/index.xsd"”>
<!-- URL poctyna K cepsepy Elasticsearch -->
<url>http://192.168.2.111:9200/</url>

</configuration>

Takzke crnenyeT yOeOUTHCS, YTO B HyKHEIX KOHOGUTrypalnoHHEIX ¢arnax (fileIndex.xml, docIndex.
xml, formIndex.xml) uamekcaTopoM yctanoBneH Elasticsearch. [Ins mpumenenus uamenenuit Wild-
fly/ JBoss monzkeH OBITH Ilepe3alyieH.
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Ha cepBepe rinaBHoro y3na B ¢atine /etc/elasticsearch/elasticsearch.yml Hy>kKHO pacCKOMMEHTHUPOBATH
60 moOaBUThH CIIEOyIOIIye TapaMeTpPH:

cluster.name: elastic_cluster - uMsa KjlacTepa, yKa3blBaeTcs Ha BCex HOMax KlacTepa;
node.name: elastic _master - UMs gaHHOTO y3J1a;
network.host: 192.168.2.111 - yka3aTh ip-afipec y3m1a;

discovery.zen.ping.unicast.hosts: [”192.168.4.0", "192.168.0.155", "192.168.2.158", "192.
168.2.111"] - nepeuynucnuTh ip-agpeca Bcex HOJ KI1acTepa;

discovery.zen.minimum master nodes: 1 - 4uCI0 CepBEpPOB 0OBEOUHEHUS IIPOIIECCOB, TPEOYyEeMBIX
OJIs1 KBOpyMa KJIacTepa, Tak KakK B KOHGUTYPAIIUY UCIIOJIHE3yEeTCS OOUH TJIaBHBIN y3€eJI, Hy>KHO yKa3aTh
1;

IIpumeuyanue

B kacTepe O0XKHO MCIIOJIb30BaThCS HEYETHOE YHCIIO TJIaBHHIX Y3JI0B, HAIIPUMED,
1, 3, 5. B aToM mapaMeTpe UCHOIB3YETCSA YUCIIO, paBHOE n/2 +1, roe n - KOMU4YeCTBO
TJIaBHBIX Y3JIOB.

node.master: true - Ha3HadaeT 3k3eMunap Elasticsearch rmaBHEIM y3710M;

node.data: false - mapaMeTp yKa3BIBaeT, YTO y3eJ He OymeT XpaHUTh HaHHBIE.

Ha 3 cepBepax, comepzkaimmx y3ibl Elasticsearch ¢ maHHBIMY, TOIXKHBI OBITh YKa3aHBI TAKHUE TAaPaMEeTPHI:
cluster.name: elastic cluster

node.name: uMA_y3na

network.host: ip agpec paHHOro y3na

discovery.zen.ping.unicast.hosts: [”192.168.4.0"”, "192.168.0.155", "192.168.2.158", "192.
168.2.111"]

discovery.zen.minimum master nodes: 1

node.master: false - ykasaTh, 4TO y3€Jl He SIBJIIETCS TJIaBHBIM;

node.data: true - y3en OymeT XpaHUTH JAHHEIE;

15 npuMeHeHUS N3MeHeHUU Hy>KHO Ilepe3anycTuTh Elasticsearch Ha Bcex Hopax.
I[TpoBepUTH COCTOSTHUE y3JI0B MOXKHO TaK:

# curl 'http://192.168.2.158:9200/ cat/nodes?v’

ip heap.percent ram.percent cpu load 1m load 5m load 15m node.role master name

192.168.2.111 41 98 29 1.50 1.41 1.31 mi & —
elastic master

192.168.4.0 31 99 15 2.58 2.36 2.19 di - —
cassell

192.168.0.155 26 99 15 2.58 2.36 2.19 di - —
cassel2

192.168.2.158 16 98 28 1.50 1.41 1.31 di - —
cassel3

[IpoBEpPUTDH COCTOSIHKE KIIacTepa:

# curl 'http://192.168.2.158:9200/ cluster/health?pretty’

{
"cluster name” : "elastic cluster”,
"status” : "green”,
"timed out” : false,

"number_of nodes” : 4,
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"number of data nodes” : 3,

"active primary shards” : 340,

"active shards” : 1020,

"relocating shards” : 0,

"initializing shards” : 0,

"unassigned shards” : O,

"delayed unassigned shards” : 0,
"number of pending tasks” : 0,
"number of in flight fetch” : 0,

"task max waiting in queue millis” : O,
"active shards percent as number” : 100.0

CraTyc KJjlacTepa OIpefessieTcs Ha YpoBHe IapaoB (pparMeHToB). BO3MOXKHBIE CTATYCHI:

* green - Bce GparMeHTHl JOCTYIIHEL;
e yellow - oCHOBHOM (parMeHT pa3MeIléH, HO HEKOTOPHIE PENINKYU (PparMeHTOB ITIOKa HET;

* red - yacTh ¢pparMeHTOB HEIOCTYIIHA.
IIpuMmeuyanue

Kaxnpiti HOKyMEeHT XpPaHUTCS B OMHOM OCHOBHOM (pparmeHTe (shard). Korga mokymMeHT
WHOEKCHUPYETCS, OH CliepBa MHOEKCUPYETCSI Ha OCHOBHOM (¢parMeHTe, a 3aTeEM Ha
BCex ero Komusx (replicas).

3.7.3 Cassandra

Hactpoiiku Ha cepBepe Synergy Ipou3BOOSTCS B KOHGUTYPALMOHHEIX (atinax /opt/synergy/jboss/
standalone/configuration/arta/jcr/jcr-cassandra.xmlu /opt/synergy/jboss/standalone/con
figuration/arta/jcr/ss4c-cassandra.xml.

B Hux crenyer ykasaTh ip-agpeca Bcex Hop Cassandra, B hostName pmo6aBuTh ip omHOM U3 HOHO U
BHIOpATh YPOBEHb COTIaCOBAHHOCTH:

<configuration>
<nodes>
<node>
<host>192.168.4.0</host>
<port>9042</port>
</node>
</nodes>
<nodes>
<node>
<host>192.168.0.155</host>
<port>9042</port>
</node>
</nodes>
<nodes>
<node>
<host>192.168.2.158</host>
<port>9042</port>
</node>
</nodes>
<hostName>192.168.4.0</hostName>

<consistency-level>QUORUM</consistency-level>
</configuration>
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BribpaHHEBIN B maHHOM ciydae ypoBeHb QUORUM o3HayaeT, 4TO KOOPAUHATOP KjlacTepa HOXKUOAETCs
MMOATBEPXKAEHUS 3aIliCH OT 00JIee YeM IIOJIOBUHEI Y3JI0B, B OIIMCHIBAEMOM KOHGUTYpalluu OT 2. YPOBHU
COTJIaCOBAaHHOCTH MOXKHO ITOAPOOHEee U3YyYUTh B ODUITMATEHON TOKYMEHTAIUN.

HyHo Tak>Ke IpoBepuTh, 4To B Standalone-onesynergy.xml B cekiuu resource-adapters oTCyTCTByIOT
60 3aKOMMEHTHPOBAHLI CTPOKH, OTHOCSIIME K XpaHunuily Jackrabbit

s npumenenus uamenenuit Wildfly/ JBoss mosskeH OBITh Iepe3anyliieH.

Ha cepBepax, comepxkamiux Hogbl Cassandra, Hy>KHO yKa3aTh CJIeiyIolIre IlapaMeTpHl B /etc/cassan
dra/cassandra.yaml:

cluster name: ’'Synergy Cluster’ - ums knactepa Cassandra;
listen address: ip-appecC_y3na - Ojig KaXKgoro y3jia yKasaTh ero ip;
rpc_address: ip-apgpec_y3na - Oy KaX[Ooro y3Jia yKas3aTh ero ip;

seed provider:
- class name: org.apache.cassandra.locator.SimpleSeedProvider
parameters:
- seeds: "192.168.4.0, 192.168.0.155"” - nepeuncnuTb ip-apgpeca pas3fawwux Y3fo0B <
KnacTtepa. He HyxHO penaTb BCe y3Mbl KnacTepa pa3[anuuMi.

Bornee mogpo6HO HacTpoO¥Ka HapaMeTPOB IS HPOMEIIIIEHHOT 0 Pa3BEPTHIBAHUS OIIMCAaHA B COOTBETCTBYIOIIE
pasgere.

3aTeM HyXKHO nepe3anycTuTh Cassandra Ha Bcex cepBepax KiacTepa. CoCToOsTHHe KjlacTepa MOXKHO
ITPOBEPUTH TaK:

# nodetool status
Datacenter: datacenterl

Status=Up/Down
|/ State=Normal/Leaving/Joining/Moving

-- Address Load Tokens Owns (effective) Host ID <«
Rack
UN 192.168.0.155 250.21 MB 256 100.0% 35c9844a-ae5e-429a-bff0-4 «
a3b9c29b8c3 rackl
UN 192.168.2.158 250.3 MB 256 100.0% 21b89%eea-9779-46d5-9ac8-7096 <«
f03764a7 rackl
UN 192.168.4.0 250.24 MB 256 100.0% ecf9e4a8-4500-4462-aeb8-31 <«

f33clc7bfb rackl

3.8 MNMepeHoc nnaTtdopmbl Arta Synergy Ha opyrou cepsep

CHsATHE U 3arpy3Ka [JaMIIOB [OJIKHAa BHIIIOJIHSATHCS TOJIBKO Ha ocTaHOBIeHHBIX JBoss/ Wildfly u, B
ciydae e€ ucroib3oBaHus, Cassandra:

/etc/init.d/arta-synergy-jboss stop
/etc/init.d/cassandra stop

[MeHCcTBHsI, KOTOpPhIe HY2KHO BBINIOJIHUTH Ha CTApOM cepBepe
CuaTh maMnbl 6a3 MaHHBEIX Synergy u storage:

for db in synergy storage; do mysqldump --routines -u root -p $db | gzip > $db.sql.gz;
done

3aapXI/IBI/IpOBaTB XPaHUJINIIE.

1. Ecnu ucnons3yeTcs xpanunuile Jackrabbit:



https://docs.datastax.com/en/cassandra/3.0/cassandra/dml/dmlConfigConsistency.html
http://tdd.lan.arta.kz/docs/synergy/tags/minsky/admin-manual/html/appendix.cassandra.html#appendix.cassandra_migration
http://tdd.lan.arta.kz/docs/synergy/tags/minsky/admin-manual/html/appendix.cassandra.html#appendix.cassandra_migration
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tar czvf storage.tar.gz -C /srv storage
1. Ecnu ucnons3yetcs xpanunuine Cassandra:
tar czvf cassandra.tar.gz -C /var/lib cassandra

Ecnu Ha cepBepe eCTh KACTOMHEIE war M KOHPUTypallMOHHBIE (hailjibl, MOXKHO TaKXKe IIepPeHeCTH BCIO
mamnky /opt/synergy, coesaB e€ apXuB:

tar czvf synergy.tar.gz -C /opt synergy

[delCcTBHs, KOTOpPhIe HY2KHO BBINIOIHUTH Ha HOBOM cepBepe

YcTaHOBUTE Ha cepBepe Arta Synergy Hy>KHOU BEPCUMN.

Ecnu ObI7 coenaH apXuB Mmanku /opt/synergy, pacnakoBaTh €€:

tar xzvf synergy.tar.gz -C /opt

IOaTk Ha Heé mpaBa NOIb30BATENI0 jboss:

chown -R jboss:synergy /opt/synergy

ITpoBepuTth, uTO B Standalone-onesynergy.xml yKa3aHbl BepHBIE ITYTH [0 0a3 MaHHBIX.
ITpoBepuTs, co3maHel U B Mysql cxeMsl synergy u storage:

mysql -uroot -p -e "SHOW SCHEMAS”;
Enter password:

information schema |
mysql |
performance schema |
storage [
synergy I
sys [

Ecnu cxeMEBl OTCYTCTBYIOT, CJIELyeT CO30aTh UX:

mysql> CREATE SCHEMA synergy;

AnamnoruyHo storage.

3arpy3uTh mammbl BI] Ha HOBBIM cepBep (YKa3aHHas KOMaHa BHIIOMHSIETCS B MANKe C JaMIIaMH):
for db in synergy storage; do zcat $db.sql.gz | mysql -u root -p $db; done

PacnakoBaTh xpaHUIUIIE.
1. PacmakoBKa apxuBa xpaHunuina Jackrabbit:
tar xzvf storage.tar.gz -C /srv
[Tocne pazapxvBUpPOBaHUA CledyeT OaTh IIpaBa Ha MIalKy XpaHUIUIIa [I10JIb30BaTeNo jboss:
chown -R jboss:synergy /srv/storage
1. PacmakoBKa apxuBa xpaHunumia Cassandra:

tar xzvf cassandra.tar.gz -C /var/lib
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HaTb IIpaBa II0OJIL30BATEIIIO cassandra:
chown -R cassandra:cassandra /var/lib/cassandra

3anyctuts Cassandra:

/etc/init.d/cassandra start

ITocne 3arpys3ku gamnoB Bl 1 xpaHunIuina ciegyeT 3alyCTUTh Synergy:
/etc/init.d/arta-synergy-jboss start

3aTeM nepenHOEKCUPoBaTh B SynergyAdmin fOoKyMeHTHI, GOPMEL U haiiinl.

3.9 MpocMOTp TeKyLien BepCuu CUCTEeMbl

It TOro, YTOOKI TOCMOTPETH TEKYIIYI0 BEPCUIO CUCTEMEI Synergy, Heo6xomuMo B Gpay3epe meperTu
IO afpecy:

Baw Appec Synergy/Synergy/about

B oTKpEIBIIIEHCST CTpaHuIle OyaeT BEIBEOEeH CIIMCOK OCHOBHBIX KOMIIOHEHTOB CHCTEME U WX BEPCHHU B
dopmare

%Ha3BaHWe NakeTa% %Bepcus_nakeTta%s (%peno3nTopuin)

Cuucok oTo6pazkaeMbIX ITaKeTOB (popMuUpyeTCcs U3 Ha3BaHUM (alijoB B HalkKe:
/opt/synergy/versions

IIOIONTHUTEJIEHO, B IIOCJIENHIO CTPOKY BBIBOAWUTCS BEPCUSI U PEIIO3UTOPUU OCHOBHOIO IIakeTa arta-
synergy-synergy.

HToroBelli mpuMep cTpaHulibl “About”:

About

arta-synergy-synergy
arta-synergy-deps-mysqldriver .1.12-r4 (unstable)
arta-synergy-indexator .7-b980 (unstable)

3.7-r1~160629.145355 (unstable)
5
3
arta-synergy-esb 3.7-b997 (unstable)
3
0
3

arta-synergy-deps .7-r1~160629.144020 (unstable)
arta-synergy-deps-dwg .1-r4 (unstable)
arta-synergy-deps-jackrabbit .0-r6 (unstable)

stable.3.7-r1~160629.145355 (unstable)

3.10 Licenses

License files (keys) are located in:

* /opt/synergy/jboss/standalone/configuration/ai/information.key
e /opt/synergy/jboss/standalone/configuration/arta/management/management.key
Usually, licenses are provided separately from the distribution as a single file named differently from

keys information.key and management.key. You should make a copy of license file and name it corre-
sponding to key file names.

Possible license parameters:
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¢ usersCount — limits user number in database;
* maxDate — limits use period;
e unlimited — license without any limits.

If no parameter is present in license, the System will not run. To review license parameters go to
Licence info

3.11 3SnekKTpoHHasa uudpoBas NOANUCDH

ARTA Synergy noggepXuBaerT:

* KOHTEWHEeDH! KI4Yel java-KpunronpoBaugepa I0LA;
* KOHTEeWHEePH KI0uel c TUTIOM XpaHUINIa Kitodel “daiinoBas cucteMa” (PKCS12) java-KpumnromnpoBaiifer
Kalkan Crypt Bepcus 1.0.

K JLII mokyMmeHTa Synergy BBEeIEHEI CleOyIoIline TpeOOBaHMSI:

e Tlogmuchk XpaHUTCS OTHENILHO OT MOOIUCHIBaEMBIX HaHHEIX (detached signature).

» Tlopmuchk HOKyMeHTa SIBIsSeTCS KpaTKoCpoyHoU (short term signature) — Bepudukanus mopnucu
uMeeT CMEBICJI TOJIBKO B IIEPHO[ JZ[BfICTBPIH CepTI/I(I)I/IKaTa IIOOIIN CHIBAIOIIIET O.

e TTopnucse ABNAETCA HE3aBUCUMOU (ITapasileibHOM), T. €. HECKOJIBKO IOONUCEN OT Pa3HbIX JII0OEN Ha
OOHOM OOKYMEHTEe HUKAaK He BIUSIOT OAPYT Ha Apyra HU Ipu GopMUpPOBaHWY, HU IPU IIPOBEPKE.

e IlaTa 1 BpeMs co3gaHus rmoamnucu (6epeTcs ¢ cepBepa Synergy) mOIKHBI BXOOUTH B ITOAIINCEIBAEMEBIE
OaHHEBIE.

IMpu peanu3aiuu Opoliecca MOAMUCHU JOKyMeHTa ¢ momolnsio JLIT gnst ygobcTBa mOmMb30BaTENs, a
TakXKe OJIs TOro, YTOOHE MMETbh BO3MOXKHOCTh IPENOTBPATHUTL OIIMOKH (HaIpuMep, MOOIHCLIBAHUE
YyKHUM KITIOYOM), [0 HEIOCPeNCTBEHHOTO CO3MaHUS ITOAIMCH MOJb30BaTesI0 OyoyT oTOOpazKaThbCs
credyrolie maHHbBIE O cepTUudUKaTe:

* JlaHHBIE O TTONny4daTesie cepTudurarta: uMs (Common Name) u opranmu3zanus (0rganisation).

* ITanHble 00 yUpexKOeHUU, BeimaBlieM ceptudukaT: Ha3BaHue (Common Name), opranu3anus (0rgani
zation), mecTtonaxoxmenue (Location) u ctpana (Country).

e [TaHHBIE 0 cepTudUKaTe: popMmaT ceptudukara (Format), gata ero co3manus (Creation Date), maTa
OKOH4YaHUS cpoKa mevictBus (Expiration Date), a Takxke cTaTyc mo OeMCTBUTEILHOCTH (OENCTBUT
efleH UKW MpoCpOYeH);

e ITaHHEBIE 00 aNrOpUTMeE, KOTOPBEIM co3maHkl Kiouu (Algorithm).

INonuoe onucanue nojeit cM. B [RFC 5280]. Takxke npu moAnrcaHUU Ha CTOPOHE cepBepa Synergy
cepTuduUKaT, KOTOPHIM OyHeT MOANNCcaH JOKYMEHT, IIOIBEPTAETCS CIeAYIOIIUM IIPOBEPKaM:

» [IpoBepKa OeUCTBUTENILHOCTU CEPTU(PUKAIIMOHHOTO IIyTU - TOATBEPKIOAET HeNCTBUTEIbHOCTh BCEX
cepTudrKaTOB, 3a€ICTBOBAHHBIX IPYU ITOANIMCAHUU cepTUDUKATA.
» TIpoBepKa cpoKa melcTBUA cepTUdUKATA.

» TIpoBepka cTaTyca cepTuduKkaTta (DEeNCTBUTEIEH UIU OTO3BaH) — II0 METOOY IIPOBEPKU C IIOMOIIIBIO
CRL, a Takxe c nomomso OSCP.
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Ecnu cepTudHKaT He IIPOXOIHUT XOTsI ObI OMHY B3 YKa3aHHLIX IIPOBEPOK, TO MOANMHCH TOKYMEHTa
TaKHM cepTH(HKATOM HEeBO3MOZKHA.

[loBepeHHEBIE KOPHEBLIE CEPTUDUKATEI, KOTOPHIE UCTIIONIL3YIOTCS Ipu mpoBepke DL, 3amatoTca B KOHOUTypal
datine configuration/arta/security/digital-signature.xml. ITocne KOPpPeKTHOM HaCTPOUKHU (aiina
IJISI TIOIb30BaTesI OymeT MOCTYIIHA BO3MOXKHOCTh ITOAIIUCHBATh OKYMEHTH yKasanHuou J1IIT.

3.11.1 Hactpowuka dUnN

3.11.1.1 HacTtpomnka KoHdpurypaumoHHoro ¢anna

1. CoxpaHuTH CJIeayoollne KOpHEeBLe cepTU(UKATH (HampuMep, B Hamke /etc):

* nca rsa;
* nca_gost;

* nca rsa 2022;

* nca gost 2022

* root rsa;

* root_gost.

* pki.gov.kz.crl;

* pki.gov.kz delta.crl.

IIpuMmeuanue

Bo m3bexaHne BO3HUKHOBEHHS ITPO0JIEM C mpaBaMH Ha IIAalKy, B KOTOPOM HaXOMOSTCS
KOpHEBBIE CepTU(DUKATHI, HE PEKOMEHAYETCS XPaHUTDb €€ B IUPEKTOPHUH /TOOt.

2. Hactpouth koHuryparmonusri dhaiin ILIT (/opt/synergy/jboss/standalone/configuration/
arta/security/digital-signature.xml):

<?xml version="1.0" encoding="UTF-8"” standalone="yes”?>
<configuration xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<enable>true</enable>

<!-- BnoK, OMNUCbIBAWWMIA OOBEPEHHbIN CEPTUPUKALMOHHBIN LEHTP -->
<!-- Takmx 610KOB MOXeT ObiTb HECKOJIbKO -->
<Ca>
<!-- OnucaHue CA -->
<description>KopHeBow cepTudukat HYL, PK</description>
<!-- NMoppepxueaemble cxembl URI: file u http -->
<!-- MyTb Oo panna C KOPHEBbLM CepTUPUKATOM -->
<certificate-uri>file:///etc/ssl/certs/synergy/pki.gov.kz.crt</certificate- «
uri>
<!-- OcHoBHOM cnucok CRL -->
<algorithm>SHA1WithRSA</algorithm>
<!-- TNoppepxusaembie ARTA Synergy anropuTMbl:
SHA1withRSA
MD5WithRSA
SHA256withRSA
SHA512withRSA
ECGOST3410
ECGOST34310
-->
<base-crl>
<!-- BKMWYMTb MCNonb30BaHuWe ocHoBHoro CRL -->
<enable>true</enable>
<!-- NyTb po ocHoBHoro CRL -->

<uri>file:///etc/ssl/certs/synergy/pki.gov.kz.crl</uri>
<!-- Tepuop obHoBNeHusa ocHoBHOro CRL, B MMHYyTax



http://www.pki.gov.kz/cert/nca_rsa.crt
http://www.pki.gov.kz/cert/nca_gost.crt
https://pki.gov.kz/cert/nca_rsa_2022.cer
https://pki.gov.kz/cert/nca_gost_2022.cer
http://www.pki.gov.kz/cert/root_rsa.crt
http://www.pki.gov.kz/cert/root_gost.crt
http://crl.pki.gov.kz/nca_rsa.crl
http://crl.pki.gov.kz/nca_d_rsa.crl
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3HavyeHue no yMonyaHuw - 1 Hepensa -->
<period>10080</period>

</base-crl>

<!-- Cnucok Delta CRL -->

<delta-crl>
<!-- BknwyuTtb ucnonb3oBaHue Delta CRL -->
<enable>true</enable>
<!-- MyTb po Delta CRL -->
<uri>file:///etc/ssl/certs/synergy/pki.gov.kz-delta.crl</uri>
<!-- Tepuop obHoBneHnsa ocHoBHOro CRL, B MUHyTax -->
<period>60</period>

</delta-crl>

</ca>
</configuration>

B cnygae ucmonp30BaHusS HECKOJIBKUX CEPTU(DUKATOB pabodnii KOH(GUTYPAIIUOHHBIN (all MOKET
BHITJIAZETH TaK:

<?xml version="1.0" encoding="UTF-8"” standalone="yes"”?>
<configuration xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<enable>true</enable>
<Ca>
<description>RSA</description>
<certificate-uri>file:///etc/ssl/certs/synergy/pki.gov.kz.crt</certificate-uri>
<algorithm>SHA1WithRSA</algorithm>
<base-crl>
<enable>true</enable>
<uri>file:///etc/ssl/certs/synergy/nca rsa.crl</uri>
<period>10080</period>
</base-crl>
<delta-crl>
<enable>true</enable>
<uri>file:///etc/ssl/certs/synergy/nca d rsa.crl</uri>
<period>60</period>
</delta-crl>
</ca>
<Ca>
<description>G0ST</description>
<certificate-uri>file:///etc/ssl/certs/synergy/nca _gost.crt</certificate-uri>
<algorithm>ECGOST3410</algorithm>
<base-crl>
<enable>true</enable>
<uri>file:///etc/ssl/certs/synergy/nca gost.crt</uri>
<period>10080</period>
</base-crl>
<delta-crl>
<enable>true</enable>
<uri>file:///etc/ssl/certs/synergy/pki.gov.kz-delta.crl</uri>
<period>60</period>
</delta-crl>
</ca>
<Ca>
<description>G0ST</description>
<certificate-uri>file:///etc/ssl/certs/synergy/nca gost.crt</certificate-uri>
<algorithm>ECGOST34310</algorithm>
<base-crl>
<enable>true</enable>
<uri>file:///etc/ssl/certs/synergy/nca gost.crt</uri>
<period>10080</period>
</base-crl>
<delta-crl>
<enable>true</enable>
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<uri>file:///etc/ssl/certs/synergy/pki.gov.kz-delta.crl</uri>

<period>60</period>
</delta-crl>
</ca>
</ca>
<Ca>

<description>G0ST-2015-256</description>
<certificate-uri>file:///etc/ssl/certs/synergy/nca gost 2022.cer</certificate- «
uri>
<algorithm>ECGOST3410-2015</algorithm>
<base-crl>
<enable>false</enable>
<uri>file:///etc/ssl/certs/synergy/nca gost.crt</uri>
<period>10080</period>
</base-crl>
<delta-crl>
<enable>false</enable>
<uri>file:///etc/ssl/certs/synergy/pki.gov.kz-delta.crl</uri>
<period>60</period>
</delta-crl>
</ca>
</configuration>

ITo ymomuanuio npu nognucanuu ILIT B cronbite “MMs, opranusaiius Ha ceptudukare” OymeT
oToOpaxaThCsA TOJIBKO MMS ¥ OpPTraHU3allds II0Ib30BaTelsl, ITOAIHMCABIIEro moKyMeHT. HabGop
OaHHBIX II0JIEM MOXKHO HaCTPOUTH, MOOABUB B KOHGUIYPALIMOHHBIN (aii mapameTrp configura
tion - ca - description-cert. [JaHHEBIM IapaMeTp MOXKET COOEPIKATh CIEOyIONIe 3HaYeHU:

ALGORITHM - anroputM, C KOTOPEIM CO30aHBI KJIIOYH;
FORMAT - ¢popmaTt cepTtudukara;

SERIAL NUMBER - cepuiiHbIli HOMED cepTUdUKATa;
KEY CN - ocHOBHOE UMS;

KEY O - opranu3sanus;

KEY OU - nogpa3gesieHue;

KEY L - MeCTOIIOI0XKEHHUE;

KEY ST - mitarT;

KEY C - cTpaHa;

KEY EMAILADDRESS - sjmekTpOoHHAas I04Ta;

KEY GIVENNAME - oT4ecTBO;

KEY SURNAME - dbamunus;

KEY SERIALNUMBER - unpguBuUAyanbHBIN UAeHTUPUKAIIMOHHEIN HoOMep (MHH);
CERT - cepTtudukar, 3aKonupoBaHHEIHM B Base64.

dopmMarT 3anucu IapaMeTpa perucTpoHe3aBUCUM. B ciydae, eciii yKa3aH HEBEPHEIN (HECYIIIeCTBYIOIINL
mapaMeTp, oH He OymeT oToOpazkaThCs B TabIuile IPOBepPKY moanuceii. CUMBOILI, BBEIEHHEIE B
napameTpe description-cert BHe TeroB OyayT oToOpazkaThbCsl B KaUeCTBe MOICTaHOBKH.

3. Ilepe3anycTuth jboss.

TaxkuM o6pas3oM, [yt 0OTOOPaKEeHUSI UMEHHU, OPTaHU3aluH U 9JIeKTPOHHOM ITOYTHI II0JIb30BATEIS, OO CABIIIE
OOKYMEHT, He0OXOIMMO HaCTPOUTh KOHQUTYPAITMOHHLIN (haijl CIeayIIuM 00pas3oM:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<configuration xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”>
<enable>true</enable>
<!-- Bnok, onuchiBawWMii [OBEPEHHbIN CEPTUPUKALMUOHHBIA LEHTP - ->
<!-- Takux 610KOB MoXeT ObiITb HECKONIbKO -->
<Ca>
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<!-- OnucaHune CA -->
<description>KopHeBou ceptupukat HYL, PK</description>
<!-- NoppepxuBaeMble cxembl URI: file u http -->
<!-- MyTb OO ¢anna C KOPHEBbLIM CEPTUPUKATOM -->
<certificate-uri>file:///etc/ssl/certs/synergy/pki.gov.kz.crt</certificate-uri>
<!-- OTobpaxaemble nNonsa npu NOQMUCAHUM -->
<description-cert>${KEY CN}, ${KEY 0}, ${KEY EMAILADDRESS}</description-cert>
<!-- OcHoBHOM cnucok CRL -->
<algorithm>SHA256withRSA</algorithm>

<!-- lMopnepxuaemMble ARTA Synergy anropuTMbl:
SHA1withRSA
MD5WithRSA
SHA256withRSA
SHA512withRSA
ECGOST3410
ECGOST34310
-->

<base-crl>
<!-- Bkno4nTb Mcnosib3oBaHne ocHoBHoro CRL -->
<enable>true</enable>
<!-- NMyTb po ocHoBHOro CRL -->
<uri>file:///etc/ssl/certs/synergy/pki.gov.kz.crl</uri>
<!-- Tepuop obHoBNEeHMs ocHoBHOro CRL, B MMHYyTax

3HayeHue no yMon4yaHuw - 1 Hepens -->

<period>10080</period>

</base-crl>

<!-- Cnucok Delta CRL -->

<delta-crl>
<!-- BkmounTb ucnonb3oBaHue Delta CRL -->
<enable>true</enable>
<!-- NMyTtb po Delta CRL -->
<uri>file:///etc/ssl/certs/synergy/pki.gov.kz-delta.crl</uri>
<!-- Tepuop obHoBNEeHMs ocHoBHOro CRL, B MMHyTax -->
<period>60</period>

</delta-crl>

</ca>

</configuration>

3.11.1.2 HacTtpouka npu paborte no https

Ecnu monb30BaTenn, KOTOPEIM HeoOXoguMo noanuckiBaTh J1IIT, paboTaioT ¢ cuctemoii GNU/Linux, To
miist Hux B aiiie /etc/hosts HeobxoguMo mobaBUTH UMSI cepBepa u ero IP-ampec:

127.0.0.1 synergy.arta.pro

B ciiyuae pa6otei ¢ MS Windows aToro gemath He TpeOyeTcCsi, HACTPOMKa MPONHUCHBAETCS aBTOMAaTUYECKH.

3.11.1.3 TMonb3oBaTeNbCKUWA areHT Synergy

15t paboTet ¢ LTI B OCHOBHOM NIPUJIOKEHUM HEOOXOAMMO CKadaTh U YCTAHOBUTH IIOJIb30BATEIbCKUH
areHt Synergy. OH pacnosnaraercs B CripaBke (pa3gen “O nporpamme”).

3anyck Synergy Agent:

e st GNU/LinuX - BEI3BaTh CIIEAyIOIIyI0 KOMaHOy B TepMUHale:

‘java -jar ./SynergyAgent.jar’

e miasg MS Windows - OTKPEITE IPUIIOKEHKE C IPJIbIKA, CO3MaHHoro Ha PaGoyem croe.



http://tdd.lan.arta.kz/docs/synergy/trunk/user-manual/html/help.html
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ITpu Bo3HMKHOBEHUM ITpobieM ¢ Synergy Agent, B HOBol BKIajKe Opay3epa He0OOXOOUMO BBECTH:
https://localhost:8389/?TYPE=INFO

Bo3MOXKHEBEIE MPUYUHEI ITPOGIIEM:

* HeB0O3MOXKHO 3aliTH B KIIMEHT - HEOOXOIUMO U3YUUTDL KO OIIHOKH.
¢ He HaligeH xocT - mpobiemMa c hosts.
¢ OtobpazxkaeTcs cOOOIIIeHHEe O TOM, YTO IOPT He OOCTYIIEH - TPo0IeMbl ¢ OpaHaMaypoM.

* OtobpaxaeTcs COOOIIeHue 0 TOM, YTO CTPaHHIla He HailfeHa - mpobjeMa C HaCTPOHUKOW MPOKCHU-
cepsepa.

e ITpoGieMHbl ¢ IPOKCH - HEOOXOOUMO 000aBUTHL B UCKIIIoueHus 127.0.0.1 u local.arta.pro.

* Synergy Agent He ycTaHOBJIEH, Bepcus Synergy MozKeT ObITh HE COBMECTHUMA C TEKYyIIel Bepcuen
Synergy Agent - He06X0OMMO YCTAHOBUTD KJIMEHT IT0 CChIIKe U3 Web-TIpumoxkKeHus.

3.11.1.4 [OonojsiHuTesIbHaA nutepaTtypa

PykoBomcTBa mo J1II1 HaltmoHambHOTO yOOCTOBEPSOIIero eHTpa Pecnybnuku KazaxcTas mist mHGOPMAIINO]
CUCTEM

3.12 Service set up security rules

SSH

1. Service must be set up to use only one TCP/IP port;

2. TCP/IP port must be different from standard (22). The number must contain two, three or four
digits and must not be used by any other service.

3. Service access password must contain both Latin letters and numbers, its minimal length is six
symbols;

4. Service access password must be changed at least one time in six months.
MySQL
1. MySQL server must listen one IP address, namely loopback IP.

2. Service access password must contain both Latin letters and numbers, its minimal length is six
symbols.

General rules

1. Access passwords for SSH and MySQL services must be known only to personnel who maintain
the System at the level where such access is required and according to terms and conditions of
the Contract.

3.13 HekoTopble HAaCTPOUKU NPOU3BOAUTEJIbLHOCTH

3.13.1 OTKAnO4YeHMe NnepecyéTa 3HAaYeHUN nokKasartenen

Ecnu B MHCTaNNALMK HE UCIIOJIL3YIOTCS TIOKa3aTeJid, MOXKHO BBIKJIIOUUTDL WX ITOACUET U TEM CAMBIM
COKOHOMUTH YaCTb PeCypcoB. [I/IsT OTKIIOUEHUS IMoAcYéTa mjs Tabmuiiel options crnegyeT BHIITOTHUTH
3aIpoc:

INSERT INTO options(id, value) VALUES (’calc _pointers disable’, 'true’);



http://www.pki.gov.kz/index.php/ru/razrabotchikam
http://www.pki.gov.kz/index.php/ru/razrabotchikam
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3.13.2 HacTpo#WKa MHTepBaJia KOMMUTa B UHAeKc Lucene

HHTepBan KOMMUTA B UHIAEKC HacTpauBaeTcs B ¢aiine arta/luceneConfiguration.xml. [Insg sToro
HYZKHO 3alaTh 3HaUeHHUe napaMeTpy commit-interval. MuHrManbHOE 3HaUEHME TaHHOTO ITapaMeTpa,
KOTOpOe yCTaHaBIMBaeTcs 1o ymoadaHuio - 120000 mc. Ecnu HyKHO U3MEHUTH 9TO 3HaUeHUe, ITapaMeTp
crnenyeT 0o0aBIsATh B KOHGUTYypaITMOHHBIN (aiin BpydHYIO I Kaxkoou u3 cekiuii docs, forms u files
10 He0OXOOUMOCTH.

IIpuMmeuanue:

s Toro, 4ToOBI OAaHHBIE KAXKOLIM pa3 MEePEeHOCHUIINCh HAa KECTKHUM IOHCK, HY2KHO 3apaTh
napameTpy max-buffered-document sHauenue 2. OgHaAKO 3TO HE PEKOMEHYETCS, TaK KakK
IIpu OOJILIIION Harpy3Ke BEISOBET TOPMOXKEeHHne CUCTEMEI.

ITpumep HaCTPOUKU:

<l-- ... -->
<configuration
<docs>
<l-- ... -->

<max-buffered-document>0</max-buffered-document>
<commit-interval>180000</commit-interval>
</docs>
<forms>
<l-- ... -->
<max-buffered-document>100</max-buffered-document>
<commit-interval>120000</commit-interval>
</forms>
<files>
<l-- ... -->
<max-buffered-document>0</max-buffered-document>
<commit-interval>120000</commit-interval>
</files>
</configuration>

3.13.3 OrpaHuyeHue wildcard-noucka no nHpaekcy

Tak kak mouck tuna CONTENTS mo ¢opmam u T.II. MOIKET HCIOJIb30BaTh OT OOHOTO CHMBOJIa, 3TO
MIPUBOIAUT K Pa3pacTaHUI0 UHAEKCOB, YTO OCOOEHHO 3aMeTHO [y GonbIIuX 00HEMOB HaHHBIX. [Is
fananca Mexkny TpeOyeMEBIM KOJIMYeCTBOM CHMMBOJIOB [JIs IOMCKa ¥ pa3MepoM MHIeKCa peanln3oBaHa
HacTporika napameTrpa minWildcardLength. 3HauyeHue mapamMeTpa 3agaeTcsa B KOpHE KOHGUTYPAILIMOHHBIX
datinoB luceneConfiguration.xml u elasticConfiguration.xml:

<l-- ... -->

<configuration>
<minWildcardLength>2</minWildcardLength>
<docs>

<l-- ... -->

IIpuMmeuanue
CM. aHaJoTU4YHYI0 HacTpouKy ft min word len B MySQL.:
* ft min word len

* Fine-Tuning MySQL Full-Text Search



https://dev.mysql.com/doc/refman/5.7/en/server-system-variables.html#sysvar_ft_min_word_len
https://dev.mysql.com/doc/refman/5.7/en/fulltext-fine-tuning.html
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3.13.4 HacTpoMKa MakKCMMaJZIbHOW AJIMHbI TEKCTa AJI1 TOYHOro coBnageHus

[Tpu BEITOTTHEHWH B Synergy mOKMCKa TOYHOI'O COBHAAeHUS C OJIMHHBEIM TEKCTOM MaKCHMaJlbHAs OINHA
ITOMCKOBOTO 3aIpoca OrpaHuyYeHa. ITO OrpaHUYeHNe PeryJIupyeTcs ¢ IIOMOIIBIO ITapaMeTpa exactSt
ringLength. 3HaueHue mapamMeTpa TakKe 3agaeTcs B KOpHe KOHGUTrypauuoHHEIX ¢atinoB LuceneCon
figuration.xml u elasticConfiguration.xml:

<l-- ... -->

<configuration>
<exactStringlLength>100</exactStringLength>
<docs>

<l-- ... -->

[To ymonmyauuio napaMmeTp uMmeet 3HadeHue 100.
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Chapter 4

ARTA SYNERGY Administration appli-
cation

PesBusus VCS: f1b0113a2

4.1 Browser settings

In order for your browser to work correctly, its settings may require some adjustments. First of all,
you should check network settings. Some companies access Internet via proxy server. In such cases
you should disable proxy for IP address of ARTA SYNERGY server, for example in this way:
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ﬂapamerphl coejlMHEHMA

HacTpoiika NpoKkol AnA gocTyna B MHTepHeT
(O Bes npoxon
() ABTOMaTHYECKM ONPEAENATL HACTPOIAKI NPOKCH ANA 3TON CETH
{(*) PyuHan HacTDOIKa CEPBMCA NPOKCH:
HITP npoxaa: | 192.168.5.5 MNopT: 0

<

WononbsoBaTh 3TOT NPOKCGI-CEPSEP ANA BCEX NPOTOKONOS

He wcnonb3oBaTtb npokon gna: | localhost, 127.0.0.1,|192. 168.1.5

Mpwmep: .mozilla-russia.org, .net.nz, 192.168.1.0/24
() URL asToMaTH4ECKON HACTPOIRKM CEPBINCA NPOKOA:

I oK i [ OTtmeHa ] [ Cnpaska ]

Figure 4.1: Setting proxy exception list in Mozilla Firefox web browser

Here you can see exception printed in red. IP address of server can be different in your case.

You should also check that JavaScript is enabled in the browser settings or any plug-in or any other
means. For ease of use, we recommend you to create shortcuts to the System log-in page in a readily
available place — desktop, bookmarks, or browser toolbar.

If you have any problems with code pages, please, set it as UTF-8 in your browser settings.

4.2 Log in to the System

In order to log in to the administration module, open any available web browser and enter ARTA
SYNERGY server address to its address line (enter IP address of computer with ARTA SYNERGY
installed, for example, https://192.168.1.5/SynergyAdmin). Enter port number, if required.

At this address you should see page shown on the figure below. This is page for the System user
authentication. Enter your account log in to “Login” field and your personal password to access the
System in the corresponding fields.

By default, initial System administrator login and password are the same and set as ”"1”. After you
entered authorization data press Enter on keyboard or click “Log in” button on the page. If you made
a mistake during data input, the System will display a warning.
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-_ :

9 OcTaBaTbCA B CUCTEME BOHTH

Figure 4.2: Administrator authentification page

Also, links to change the System language are located at the right top of the page. The selected link
shows the language of display of the System information for the user. n order to change the language,
click corresponding link.

At the System login the browser checks connection security and, in some cases, may display the
security warning dialog as shown on the figure below or similar for the browser you use.




ARTA SYNERGY Administrator Manual 43/ 246

370 coeAMHEHHWe ABNSeTca HeaoeepeHHbIM

Bl nonpocini Firefox yoTaHoBMTE SawmwénHoe coeamHere ¢ mbo.artadocakB443, Ho Mol He
MOMEM MBPaHTMPOBaTD, YTO 3T0 COEAWHEHKME ABMNAETCA 3ALUMLLEHHLIM,

OBbiMHO, KOrLa Bbl NBITAETECh YCTAH0BMTE 3aLUMILEHHOE COEAWHEHWME, CARTHI NPEABABNADT
MPOEEPEHHENIN MAEHTHDMKETOR, CNYHALLMIA JOKa3ETENLCTEOM TOMD, YTO Bbl HENPAENAETEL B
HY#HOE MeCcTo, OOHAKOo MIEHTHDMKETOD STOMD CAMTA HE MOMET ObITE NPOBEpEH,

Uro MHe genatk?

Ecnu Bbl 0bk1MHD Bes I'IDDEJ'IEM COEAMHAETECL C A&HHBIM EEI:&TDM, 3Ta owkbKa MomeT 03Ha4aTb, 4TO
KTO-TO NBITAETCA NOAMEHKTE 3TOT CanT APYTHM, B sTom Cny4ae BaM He CNEYET NPoACMTHaTh
COE0MHEHKE,

TexHHUecKue aeTanu

Al NOHMMaK PUCK

ECni Bbl MOHMMAETE YTO NPOWCKOAMT, Bbl MOKETE NoNpociTe Firefox HauaTe NOBEPATE
WAEHTURMKATOPY AGHHOMD CAATa. JlaMe ecnM Bbl AOBEPAETE 3TOMY CAlTY, 3Ta ownbKa
MOMET 03HAYATh, UTO KTO-TO BKNHHHBAETCA B BAlUE COSOHHEHHE C CAHTOM.

He nobaEnaiiTe MoKnioYEeHE, ECNK Bl HE SHAETE 0 BECKOM MNPWYMHE, M0 KOTOPOM STOT CANT HE
MCMONEZYET DOBEPEHHEIN MOEHTHOMKETOR.

[0BEEMTE MCKMKIHEHKE ... I

Figure 4.3: Untrusted certificate warning

You should tell your browser to permanently add the site to security exceptions using controls provided

by your browser.




ARTA SYNERGY Administrator Manual 44 |/ 246

Adobamune mocmoqeHise DeIonacHocTi

Ebl cofUpaeTech NPUHYIMTE NbHS WIS HWTE WABHTHSMEA UMK CaiiTa 8
S 1% leewsasel

u CephEarbie DaHKK, MarasnHel i Apyrise nyGmMdaHee CaiTe He By AYT NPOCHTE

BaC AEdaih 310,
Cepsep

Anpec: |1|.'.|:|"~1:|'l.'ll:|l"lr'|':I-|'II||'|.l'...'.lu'-.i:p'lllr'It;\,'.if'.llrr'li"I.lr-':'\ulillllill.ll'.ll. Moayunte cepradurar |

Craryc cepriagescara

30T calT NEMAeTCA MACHTHGHUMpoDaTe cebs, HCnone IyA

| HpogmoTpeTe..
HEKD PR ETHYID MH (0 pran . )
Yerapepwan vHgopmaLn

CepTndiMkaT B JaHMOoE BREMA HegZeAcTEHTEAEH. HEBOIOMHE NPpOBEPUTE, HE
Geno NM conBLWEeEHNA 0 ero yTERE WA Kpacse,

HenzEecTHEIA LBHTR CepTHdK AL

K cepTudukary HaT goeepua, Tak Kak oH He Bein eepudiuup 0B aH Q0B EpEHHEBI
UEHTRORM CEpTHG HEELMN.

| MoagzpeppTe weknoyenne GelonackocTy | ﬁﬂrucrm |

Figure 4.4: Confirming security exception

If an incorrect password is entered, the System login will fail. To prevent brute force attack on the
System login, security settings has option to limit number of failed attempts to login (from one IP
address); the System answer will delay for a defined time at exceeding number of failed attempts, at

the following attempts the System response time will increase proportionally to timeout (for example,
t*2+1).

Database can have unlimited number of users, but number of users with login rights cannot exceed
number of licenses. If this number has already been exceeded, the System will display a warning that
license number is exceeded and new user cannot enter the System at creation of user account or at
adding rights for accessing the system to a user who previously did not have such; correspondingly,
“System access” option is automatically set to “Blocked”.

4.3 Interface and modules of the System

Interface of administration module is as follows:
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Ha rnaeHy

&2 HacTpoiku O6cnyUBaHWe
'i Kaproteka =] CHCTEMI:I =] MoHuTopuHr b=] c“c"'ey“:t"

¥npaeneHwe Nonk30BarenAammn O6LWMe HAacTpoiikn CoBLITHA ¥npaeneHwe B

CTpykTypa Joctyn K o6Lekram YNpaeneHwe MHOEKCOM A0KYMEHTOR

YaaneHHsle KOMNAHHK AAMUHNCTRMPOBAHNA ¥npaeneHine WHABKCOM (hopm
HacTpoiiku yeegoMneHui YnpaeneHue WHAEKCOM hain oe
HacTpoiikn cnyx6el nogaepsxm Mpoyeccel
BezonacHocTs CocToAHMe NPUNoXMEHNA
MHTerpauma ¢ SharePoint YNpaeneHue pes. KoNWpoBaHuemM
HacTpoiikn nouTsl WHChopMaUna o NuLeHanm
KpaHunauye

KMPP HacTpoiikn

L’EJ XpaHunuwe
Tpynnel

MOHUTOPIUH
Dopmel

Figure 4.5: General view of administration module

The module has two regions:

* Upper panel (located at the top, it has buttons to return to the main page and to log out the System).

* Main working area (it is located below the upper panel and has six additional settings sections; their
content and view depend on the section selected).

The upper panel is designed to switch from any section of the System to main settings page of the
System and to log out of the System. The content is not saved at log out or browser restart and has
the default view.

Ha ocHoBHO#M paGo4ell 4aCTH MOOYJIST aIMUHUCTPHUPOBAHUS HAXOOSATCS HSITh Pa3mesioB:

L]

File cabinet

System settings
* Monitoring

System maintenance

Storage

4.4 File cabinet

4.4.1 User management

In order to enter user data to the System, click “User management” item in ”File cabinet” section.
Visually, user management is divided into three parts:
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Employer search parameters

Results of search

* Generation of authorization parameters

* Paccrhlika YBeJIOMJ'IeHI/II;I OJisi CKa4YHBaHUA MOOHUIIBHOTO IIPUJIO2ZKEHU A

anaBneHue none3oBarenamMmn
DOHN NOAAEDHKA MONOASKH =
| OToBpaKaTs yaaneHHbix
TMowuck
+ 1 -
1 damunus W.0. LonxHocTe Cratyc
~ Admin Admin axTmeeH
1 Unknown Unknown aKTneeH
~| Abppewen Nechng PyxosoguTtens otaena paboTs! ¢ HAGENEHKUEM aKTMeeH
| AHgpees Hukona# HauaneHwk otaena poxonos, M.O. pykoBoaWTE... aKTMBEH
~| Banmvwes Pycran HauansHuk oTaena ynpasnenws huHancoM, Ha... axtveeH
_| BoBpos CtenaH eHepankHLIA AMpekTop aKTMBEH
~| BacHeuos Mrope Cneukanuct no paGoTe ¢ HaceneHWem aKTMeeH
| Baccepman AHaTonud HauaneHuk oTaena cHaBxeHus aKTMBEH
"~ Taboynnwd Jaxuap EyxranTep oToena pacxonos aKTMeeH
—| Tennagw Mpuropwii HauaneHwnk oTaena pacxopos aKTMBeH
~| KypywmBaes Meget CHabwerey aKTMeeH
~| Camaros EpGon Byxrantep otgena goxopos aKTMBEeH
" CemeHos Cepreii EyxranTep oToena AOKyMEHTaLMA aKTMeeH
~| Cnenaxos WBan [upektop Gyxrantepuun, PykoBoguTens agM1HN... akTMBeH
FeHepupoBaHKe norMHoB/naponei © Beem BeigeneHHbim ( Boem 1a BxiGopku CreHepupoBaTe
Pacchinka yBegomMneHwid 4na ckaumBaHus
MOBWNLHOD NPUNOKEHMS © Beem BeigeneHHbim ( Boem 1a BxiGopku OTnpasnTe

Figure 4.6: User management

TToHCK MOKEeT OCYILeCTBIATLCS 10 GaMHUIIHKU, HMEHU UIX OTYECTBY COTPYOHUKA. ECIIH IOKMCK BHIIIOIHUTD
6e3 mapaMeTpoB, TO OymeT BHIOAH CIIMCOK BCEX COTPYOHMKOB KOMIIaHHH. CIIMCOK, COCTOSIIUN H3
6omee, uem 30 COTPYIHHUKOB, pa3buBaeTcs Ha cTpaHuIlsl mo 30 yenoBek. TakxKe B mapaMeTpax IIoucKa
MOXKHO 3afaTh B KaKOM IIOAPAa3[elIeHNUH IIPOBOMAUTHL ITIOMCK, YTO IIO3BOJIUT OTOOPA3UTh, HAIpPHUMED,
BCEX COTPYMHUKOB OTHesa, AelapTamMeHTa unu punuana. s mepeMelleHus 0 CTPaHUIlaM CIIKCKa
COTPYOHUKOB HY?KHO BOCITOJTb30BaTHCS KHOITKAMU HAaBUTAIIMHY, PACIIOI0XEeHHBIMHU CITpaBa HUXKe TaHeIu
TTOMCKa.

[st moGaBIeHU II0Ib30BaTENIA He0OX0IMMO HaXKaTh Ha KHOIKY «]06aBUTh II0JIb30BATEIIS», PACIIOI0KEHHY:
cleBa B OCHOBHOM pa®odeidl 001acTH, mocie 4ero B OCHOBHOM pabouei 06JIaCTHM OTKPOETCS IIyCTas
KapTOo4YKa IT0JIb30BaTeIs.

Fields "Surname” and "Name” are mandatory.

Additionally, you can fill in e-mail address, jabber ID and path to the personal folder of the new user.
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After saving new user information, its personal card shows options to upload employee photo and
additional fields to select additional options of access to organization structure, to indicate access to
reference of values and strategies, and to indicate whether the new user is a chancery employee, a
HR department employee, a methodologist, or an administrator.

Ha rnaexyo

Co3spaHuve nonb3oBaTens

RGPk IR

Damunna

WmA

QTuecTso

Koa gna nokazatenei

Anpec 3n. NouTel:

JID:

MocTyn B cucTEMy: | 6nowmposan v

TNuuxag nanka PES

[locTyn K cNpaBodHKKY nokasaTened
[ocTyn k cTpaTern

COTpyOHMK OTAENA KaapoB

Figure 4.7: New user card
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Ha rnaenyo

KapTouka nonb3oearensa

=Y e o

DamMunuA [Bopos

|
Wmna |C'renaH |
OTuecTBO [Eroposi |

|

Kon ans nokasaTenei |bobrov_stepan

[omKHOCT leHepanHbLIA AMPEKTOP
[ONONHMTENbHBIA 40CTYN
#! (dora noaaepwii Monoaesku

CoTpyOHWK KaHUensapum
MeTogonor
AamuHucTpaTop
Anpec an. NouTkl: bobrovi@company.com
JID:
[ocTyn B cucTemy: |paspewen ¥
NuuHana nanka Xpannnuwe/JnuHse nankk nonssosartenen/bobpos C.E. e |
#| NocTyn K cnpaBouHKy Nokasatened
| NocTyn K cTpatern

COTpyOHUK OTAENA KafpoB

4 | Fpynnk! nonszoBarens
"

sce £
©OH NOAASPHKN MOMOAENKMN

Figure 4.8: KapTo4ka CyleCTBYIOIIET0 IOJIb30BaTENA

715 3arpy3ku ¢poTorpaduu Hy?KHO HaBECTH yKa3aTeJleM MEIIIM Ha ¢poTorpaduro Ioab30BaTessa 1 HaXKaTh
Ha IYHKT “V3MeHUTh n300pakeHre” 1 B IUaIOTOBOM OKHE BEIOpATh (haiiyl c KoMIbioTepa. s yoaneHus

doTorpaduu monb30BaTesI, HY2KHO BEIOPATH IIYHKT “YOanuTh n3o00paxkeHue” U B OUAJIOTe TOOTBePKIEHUST

oTBeTUTh “OK”.

If required, additional access rights to various elements of organization structure can be assigned to
a user. For example, sales department manager can have access to watch goals and tasks of support
department employees in order to determine possible date of work completion for client agreements.
Additional access can be configured to several subdivisions.

If a user does not hold a position in the company, he or she can be given access to tree of company
goals. In order to do this, user card has "Additional access” field where you can select names of sub-
divisions, whose names of goals, their indicators, reports and calendars of personnel can be accessed.
To change value of the field, to the right of it there is the button with ellipsis. Click the button to show
organization structure of the company displaying only subdivisions.

If a user has the role of:

* “COTPYOHUK KaHIIENIIpUN” - y IOJIb30BaTesIsd HOSBIIETCSA DOCTYII K KypHasiaM KaHIIeIIPpUN B pa3geie
“IlokyMeHTH” MOOyns XpaHUJIUIIE.

e “MeTomonor” - y monb30BaTes mosapisieTcs goctyn K “Kouduryparopy” (https://IP-agpec/Configurator).

e “ADMUHUCTPATOD” - y IONIB30BaTeNIsA OABISAETCA OOCTYII K “IlomcucteMe agMUHUCTPUPOBaHUS”.
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* “CoTpymHUK OTHesla KagpoB” - y IOJIb30BaTENs ITOABIIIETCI AOCTYII K pa3fmenny “AODMUHUCTPUPOBaHue”
u “Peseps” mopynsa CoTpymHuku. [IpaBa focTyna COTpyTHUKA OTAEIa KagpoB MOXKHO Pa3rpaHudUTh
110 TTogpa3aeIeHusIM.

Lrj)_

After you have found an employee on search page, you can edit information about him or her. To do

ITocme BBOAa BCEX HEOOXOMMMBIX MAaHHBIX HEOOXOAUMO HaXKaTh Ha KHOTIKY «COXPaHUTE» (

. s . .
so, click button ( ) to the right of name, position and status of the user.

*

To manually edit authorization data for a user, administrator clicks «Authorization parameters» ( )
in personal card of the user.

The system shows form with fields for new login, password, and password confirmation. Length of
login and password must be at least six symbols.

KEPT oYKa NnonNsz08aT2nA

|

Naruu alibaey
MNapons sEEEEE
Moo TeepH AS8HWe Napans sennes

Figure 4.9: Changing authorization parameters for a user

If all data are entered correctly, they are sent to the server. After successful saving, the System
informs the user about successful changes made.

[I71s1 TOTO, 4TOOHI YOANIUTh YYETHYIO 3alIUCh COTPYIHUKA, HE0OXOIMMO ITePEetUTH B KAPTOYKY 10JIh30BaTENIS

‘" ” —_— e
M HaxXKaTb KHOMIKY “YmanuTb”( ). Tlocre moOTBepXKIOEHUSI CMEHHBI CTaTyca Y4YeTHOM 3alliCcH Ha
“ymaneH”, BOCHOBHOM CIIMCKe COTPYIOHUKOB II0JIb30BaTEIb HEe 0TOOpa3uTcs. IIJist TOro, YTOOH IPOCMOTPETD

yIOaJIeHHBIX COTPYTHUKOB HYZKHO IIOCTaBUTh TaJIOYKy B myHKTe “OToOpaxaTh yOaJIeHHBIX”, KOTOPBIA
PacIionozKeH HUXKeE MOJIs IToucKa. [I71s1 Toro, YTOOB BOCCTaHOBUTE YAAJIEHHOTO COTPYOHNUKA, HE00X0aMMO

{%)
IIepeiTy B KaPTO4YKYy IIOJIb30BaTelsd M HaXaTh KHONKY “BoccTaHOBUTH” ( o ). Ilocne gero crartyc
COTpyOHUKA U3MEHUTCS Ha “aKTUBEH”.

ITpumeuaHue.

ITpu cmeHe cTaTyca y4eTHOU 3alllCH II0JIb30BaTeIsI Ha “yOajleH” KapTodKa II0JIb30BaTelen
OaHHOTIO IT0JIb30BAaTEJIS IepecTaeT 0TOOPaXkKAaThCS, IIPU STUM BEPCUS HaHHBIX ()OPMBI OCTAETCS
TeKyIlel, TO eCThb C TEMU JAaHHLIMM, KOTOPEIE IIPUCYTCTBOBANIM Ha MOMEHT CMEHHI CTaTyca.
ITpu cmeHe cTaTyca Ha “aKTUBEH” B KQpPTOYKe 0TOOpazxKaeTCs TEKYIIasi BEPCUs HaHHBIX (DOPMEL.
O6s3aTenbHas KapTo4yKa, JOCTYIIHas BCeM II10JIb30BaTeNIsAM, II0Ciie U3MeHeHUs cTaTyca YieTHOU
3anucy Ha “yaajieH” IpofoxkKaeT oToOpaxKaThCs B KaPTOUYKe IT0JIb30BaTelIs CO BCEMHU JaHHBIMU.
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4.4.2 Structure

Ha rnaenywo

OpraHn3auuoHHas CTPYKTypa

) ®oHa nognepxKn MONOREKM
by =
Otaen pafoThl ¢ HACENEHWEM + = 2 " U d

AQMHHACTDATHEHLIA 0TAEN Mogpaspenenne: MoK NOAOEPHEA MONOZEKA
MeHepanbHbiA gupekTop Admin Admin

Figure 4.10: Organization structure panel

Visually, the section looks like the figure above and can be divided into following conventional areas:

* Drop-down list of displayed elements (organization structure tree). It is located in the left top corner
and its default value is either “organization structure” or "root”.

* Organization structure element tree. The tree includes root element (company name) and child
elements (names of internal structural subdivisions, followed by names of specific positions listed
in personnel structure).

* Main working area displays properties or contents of the elements selected in the tree.

* Report on company organization structure.

OpraHu3anusi SBISETCS KOPHEBHIM 3JIEMEHTOM [epeBa cjeBa. [l0 yMOI4YaHWIO, IIOCTIE YCTAaHOBKU
CucTteMsl 9TOT 35ieMeHT Ha3kiBaeTcst ROOT u ero HyzKHO ITeperMMeH0BaTh B COOTBETCTBUY C Ha3BaHUEM
opraHu3auuu. [y TeperuMeHOBAaHUs 3JIeMEHTa U 3a[aHus ero IlapaMeTPoB HEOGXOOUMO IIENTKHYTh

II0 9TOMY 3JIEMEHTY B IepeBe 3JIeMEHTOB cjieBa. CrpaBa B paGouedl 006/1aCTU OTPa3sTCS ITapaMeTpPHI

II10 YMOJIYaHHUIO, KOTOPBEIE MO2KHO OTPEOaKTHUPOBATh U COXPAHUTE. B aTtux IIapaMeTpaX YKa3bIBaeTCsda
Ha3BaHUe OPraHU3allMy, Ha3BaHUE JOJIXKHOCTU PYKOBOAUTEJIS, OIIIMS TUITa HAa3HAYEHUS 1IeJiel onpeaeeHa
KaK «CaMOCTOSITeIbHO» U HE MOXKeT ObITh U3MEHEeHa T.K. 9TO KOPHEBOH 3JIEMEHT HepPapXuu.
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Ha rnaenyo

OpraHU3aUMOHHaRA CTPYKTYpa

) ®ona nognepmKm Monoae
Otgen paboTel ¢ HaceneHUeM - H
AgMUHACTRATHEHLIA oTgEn WHcpopmauma o nogpazaeneHd

HassaHue DOHA NOAAEDHKA MONOAEKM .ﬁ)

Ne lo

Kog gna nokasatenen |root ‘

YOaneHHeIA uaman \ |

WHtbopMaLKA © pyKOBOAWUTENE NoapasaeneHns
Ha3zeaHWe OOMKHOCTH MeHepansHLIR QWPEKTOR .ﬁ]

THN HA3HAYEHUR Lenen | CamocTosTensHo ¥

PykoBoguTens |A|jm|n Admin ‘ asn| 5

W.0. pykosogutena | | &

3amecTuTenu

d
Haasanue 3amecTUTeNb reHepanbHOro AUpekTopa

he 2 |

AAMUHACTpATUBHLIA OTAEN

|Bacm>c Jal
¥ Otgen paBoTel ¢ HaceneHuem

HazeaH1e il
Ne [ |
AOMAHACTPATHEHEIM OTAEN

Otoen paboTel © HAaceneHnem

Figure 4.11: Editing root, name of company and position of employee

After you have edited root element, you can continue with editing organization structure of company
including branches, departments, divisions, offices, services, specialists, interns, etc.

IIpuMmeuyanue

(If company has branches): since when filling cards of the system users, their relation to
one or another subdivision of the company is indicated, in order to optimize workload, it is
recommended first to edit company and create its branches, and then you can enter users
to the System indicating their relation to one or another branch.

ITpumeuanue

Due to rights limits for editing organization structure in the structural tree, branch em-
ployees can edit only their branch and its subdivisions, and main office employees can edit
company, all its branches and subdivisions.

To create subdivision, select element, which will be its parent, in the element tree on the left. In the
main working area detailed information on selected element and a button to create child element will
be shown. A child element may be either subdivision or specialist belonging to the selected element,
which is selected by type of created element.

<1>opMa CO30aHHusA HOBOI'O IIOApa3feJyIEeHUud COOEPXKUT: THUII CO3O0aBaeMOI'O 3JIEMEHTa (nonpa3;1eneHI/Ie
WJIV CIIEIIMalIluCT), Ha3BaHUe mogpa3nejieHusd, HOpHJIKOBBIfI HOMED, Koo Ojid ImoKas3aTeNen, pOJII/ITeHBCKI/Iﬁ
3JIEMEHT, Ha3BaHUEe OOJIZKHOCTH PYKOBOOUTEJIA IIOOPAa3OeJIEeHUud U IIPpU He0oO0X0OMMOCTH BO3MOXKHOCTD
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HA3HA4YEeHHsA 3aMECTUTEIIA DPYKOBOOUTEIISA OJIsd KOHKPETHOTI'O JOYEPHET O IIoapa3geJIEeHud. 3aMeCTUTEND
nMeeT OOCTYII KO BCeM COTPYOHHKaM IIoOpa3fdesiIieHUudaA U K JOYEPHHM IIoapa3aesieHusaM, K KOTOPBIM
eMy IIpeaoCTaBJIEH OOCTYII (JIOCTYH IIpeaoCTaBIIAEeTCA IIPKY Ha3HAYEHUH I10JIb30BaTEJIA 3aMeCTI/ITeT[eM).
B0O3MOXKHOCTE ,'E[06aBI/ITB 3aMecTuTeel IoSBJISIeTCs IIPU HAaJIMYUU NOYEPHUX ITOOPa3deJIEeHUuN. B none
HOMED (Ne) mozxHO YKa3aThb HOpHJIKOBI:IfI HOMED 3aMEeCTUTEJIA B OpTaHI/I3aHI/IOHHOﬁ CTPYKType.

Ha rnaenyo

OpraHU3aUMOHHARA CTPYKTYpa

) doHa noanepxKn MonogeRn

‘OTgen paboTel ¢ HacENEHKEM - H

AgmumncTpaTMeHbii oTgen Tun [Mogpaspenenne v |
WHpopMaumna o nogpasfensHin
Ha3saHue i
Ne lo
Kog ana nokasatenen | ‘
PoguTenscxoe nofpasaeneHue DOH/] NOAAEPHKIA MONOAEKN .

YAaneHHsIM ornMan ‘ |

WHpbopMaumna © pykoBoauTene noapasaeneHna
HassaHue OOMKHOCTH i}
THN HasHaueHus Lenen | PykosoguTenem ¥

3amecTUTenu
[Ans HasHaveHus 3aMecmumensd HeoBxXoduMs! doYepHUe Nodpa3densHus.

Figure 4.12: Filled form for adding subdivision

HazBanus rmogpasneiieHud, JOJIZKHOCTHU PYKOBOOUTEIIA 1 3aMeCTUTeNen YKa3bIBAKTCHA I10 YMOJIYaHHIO,
—

[l eu il
1O HaXXKaTHUI0 Ha KHOIIKY CIIpaBa =&, OTKPEIBAE€TCs OUaJIOT0BOE€ OKHO «HepeBOI[BI», KOTOpO€ COOEPXKUT
B cebe Ta6HI/IHy C JIOKAJIIMHU U 3HaAYEHUAMU II€PEBOOOB B COOTBeTCTByIOH.[efI JIOKAJIN.
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Nokans TekcT
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Figure 4.13: TlepeBonsl

To create subdivision, "Type” option must have "Subdivision” value (this is the default value).

After entering the mentioned data of the element to be added, click "Save” button. In the created
subdivision, its form changes: "Type” field is hidden and "Manager” and ”Acting manager” fields
are added. After selection of managers (they are located at the bottom of the form), they can be
removed or changed, if necessary. "Remove” button is red button to the right of surname of person
who occupies position of manager or acting manager.

IIpuMmeuanue

Any employee in the company may occupy several positions of manager or specialist at
the same time; a manager can occupy his or her position together with deputy position.
Appointing an employee deputy or acting manager does not free him or her from the main
position.

To select a manager of a subdivision or acting or deputy manager click Select button. Click ”“Search”
button to open a dialog where you can perform search among the System users by surname or select a
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user from the list. List of over 30 persons is divided into pages; to navigate to next page use navigation
buttons below search panel:

Buibop nonb3ogatens &b

l1ma
Admin A A,

Inknown L.
Abgpewen J1.C,
Bobpoe C.E.
BacHeyos M.1.
[aboynnuH A
Meanoe .M.

Kypymbaee M.C.

Camatoe E.A.

Chnenakoe K.

|||_|U'ﬂﬂ'{| ] |¢'DH,:|, M08 PR rvmm:ud

[NogpazgeneHue

Ctoen paboTel © Hace...

MoHL NOLLEPEHKA MO,

Ctoen paboTel © Hace. ..

ALMWHWCTRPATHEHEIA OT..

ALMWHWCTPATHEHEIA OT ..

Ctoen paboTel © Hace. ..

ALMWHWCTRPATHEHEIA OT..

ALMWHWCTPATHEHEIA OT..

10 =

Hon#HoCT

HavaneHwk oTgena
[eHEpaNEHEIA LUPEKTO. ..
Cneumnanwct no paboTe. ..
Byxrantep, Zam_1
Byxrantep

Cneumnanuct no paboTe. ..
CHabMeHey

HavaneHWk otoena, 3...

BuibpaTe |GTMEHa

Figure 4.14: User selection

After you have selected the employee, click "Choose” button at the bottom of the employee selection
window. After making necessary changes click "Save” button to save them.

To edit element of Subdivision type select it in the element tree on the left. On the right the main
editing area displays information on the selected element and edit panel for the element: adding
child element (subdivision or specialist), editing information on selected element and deleting it. To
edit, click “"Edit subdivision data” button; to save after editing click "Save” data.
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To select new manager for a subdivision, click selection button to the right of name field. A dialog for
searching the System users will open. To select a user, select it in the list and click Select button.

To remove the current manager of a subdivision from the post, click delete button (to the right of user
selection button).

Changes in management (assigning or removing) will be saved at saving information on subdivision.

IIpuMmeuyanue

HpI/I CMEHEe PYKOBOOUTEJIA IIOOPa3aeJIeHUA U IIPU HAaJIM4YWU Y IIOCJIEJHET 0 HE3aBEPIIEHHEBIX
pa60T, IEeMCTBHE BBHIIIOIHATLCS HE IOJIZKHO, COO6I.T.I6HI/Ie OMINOKM:

PykoBoguTtenb Ons OAHHOrO noppasfeneHns yxe Ha3HayeH

KoppeKkTHOe CHSITHE C MOMXKHOCTH PYKOBOOUTEIIS KOPHEBOTO IIOofipa3aesieHusI BO3MOXKHO TOJILKO
IIPU YCJIOBUH, YTO IPY HAJIUYUHY ¥ PYKOBOOUTEJISI HE3aBEePIIEHHBIX PAOOT B OIIIIUY ITIepEeHAa3HAUYEHUSI
paboT B COOTBETCTBYIOIIEH KAaTerOpuu He BeIOpaHO 3HaudeHue «IlepeHa3HayuTh PabOTH Ha
HEMOCPEICTBEHHOI0 PYKOBOOUTENA», T.K. ¥ PYKOBOAUTEJISI KODHEBOTO IOAPa3neIeHus OTCyTCTBYEeT
HOHATHE “HENMOCPEOCTBEHHBIN PYKOBOOUTEID”.

To delete a selected element in the tree on the left, click button “Delete subdivision” or “Delete spe-
cialist” in the working area on the right. Procedure of deletion requires confirmation of the action.

To add a specialist according to the organization structure, select an element in the element tree on
the left to add specialists to. In the main editing area on the right click “Add subdivision” button. As
against adding subdivision, value of "Type” parameter must be ”Specialist”:

Ha rnaexywo

OpraHU3auMOHHan CTPYKTYpa

S ®omg noanepKon Monopexw
OTaen paboTh ¢ HACENEHWEM 4= L—J

M HH WA ATHEHLIA OTAEN P —
ARMUHACTD A Tun | Creuuanuct v

HaszeaHWe OOMKHOCTH

Koo AnA nokazaTtenen ‘ ‘
Moapaapenexue BOHA NOAAEPHKN MONOAEHKM
Wcpp \ \
HeobxoOuMoe KoNMUeCTBO WTATHLIX eAUHNL ‘0 ‘

Tun HaaHaueHus Lenen | PyxoBonuTenem ¥ |
Ne | |

Figure 4.15: Add specialist to structure
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On the updated page the following parameters must be entered:

* Ha3BaHUE [OJIXKHOCTY;
* measure code;

¢ department which involves the specialist

¢ code of specialist by personnel structure

* required number of employees

* type of set goals (by manager or by employee)

* MOPSIOKOBBIM HOMED OOJIZKHOCTHU (€CIu HOMeD He yKa3aH, TO OHU COPTUPYIOTCS IO alidaBUTy MeXOy
co0boit)

HasBaHue OOMKHOCTH YKA3bIBAETCS [I0 YMOTYaHHIO, 10 HaXKaTHIO Ha KHOTIKY CIIPaBa =+, OTKPLIBAETCS
guanorosoe okKHO «[lepeBoObr», KOTOPOE COmEPKUT B cebe TabNuIly C JIOKaIIMHI U 3Ha4eHUSIMU [1epeBO0B
B COOTBETCTBYIOIIEN JIOKAIN
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Nokans TekcT

[0 yMONYaHUIO
RU
KK
EN

Figure 4.16: IlepeBonsl

After you filled in the form, you have to save data by clicking Save button. To edit specialist informa-
tion, use "Edit position” button and to delete, “Delete position” button.

After position is created, you can assign an employee to the position. In order to do this, select in the
element tree on the left a position and in the main working area on the right click “Assign an employee
to the position” button to show user selection dialog. You can use search field to look for a user by
surname or just click "Search” button to show all users registered in the System. After selecting the
required user, click "Select” button to assign him or her to the position.

To retire an employee off a position, click retirement button to the right of surname of the retired
employee and confirm the desired action in the opened dialog.

OrpaHuumuTh OOCTYHO K MonmyJsiiM CHUCTEMEBl MOXKHO Ha JII000M YPOBHE OPTaHU3aIlOHHOM CTPYKTYPHI:
071 BCe¥ opraHM3alluy, TOJIBKO IJIsT KaKOT0-1u00 Ioapa3aesieHus, Ojisi KOHKPETHOM HOIKHOCTH JIu00

O/ OTIPefeNIEHHOTO COTPYAHUKA. [[JIsT 9TOro HeoOXOOUMO HakaTh Ha KHOIIKY B BHUE Ma3jia B
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KapTO4YKe I1ogpa3fneiIeHns UJIM KaPTO4YKe OOJI2KHOCTH, a OJId OTPaHUYEeHUd JOCTYIId K MOOYJIAM KOHKPETHOMY
IIOJIB30BATEJII0 NaHHasA KHOIIKA IIPUCYTCTBYET B KaPTOYKeE KazKI0TI'0 II0JIb30BaTeEJIA:

Mon paboTta KomnaHwuAa BHewHWe Mogynu
“ Motoku paboT * MpoekTwl CanlT KoMnaHum
¥ ExegHeBHWK ¥ Uenw 1 nokazaTtenw ARTA
¢ XpaHunuwye ¥ COTpYyOHMKW
¥ hannk ¥ OprcTpykTypa
¥ PeecTphl ¥ Npadomk
¥ NoKyMEHTH pfﬁm
MNpodune
Y ExenHeBHUK
¥ PaboTta
¥ OTueThl
* Peaepe

¥ ApgpecHan kHWra

¥| icnonb2oBaTh AeONTHLIE HACTPOMKK

CoxpaHuTs | | OTMmeHa |

Figure 4.17: Module management

B oTKpHIBIIIEMCST OKHE YOPATh rajIouKy ¢ 4eKO0oKca «Iconb30BaTh AedoNTHEE HACTPOUKU» U U3MEHUTD
OTrpPaHWYEHUS HOCTYyIIa II0 BCEM OCHOBHEIM Pa3fejlaM U UX IOoAgpa3fesiaM:

* Mosg pa6ota: IToToku pabot, ExxenueBHUK, Xpanunuile (®atinsl, Peectpsl, [JJOKyMEHTH)
* Kommnanus: Ilpoekrtsl, Llenu u nokasartenu, Corpynuuku (OprcTpykTypa, Peseps, AgpecHast KHUTa)

* Bremnue MOQOYIIX - B JAHHOM pa3faeiie 0T06pa}KaIOTCH BCeé HAaCTPOEHHhBIE€ BHEIITHNE MOOYJIX CUCTEMEI,
OJId KazKOoro HOBOT'O BHEITHET O MOLOYJIA (I)Ha}KOK I10 YMOJIYaHHUIO BEIKJIIOYEH.

Ecnu B [TopcucteMe agfMUHUCTPUPOBAHUS AOCTYI K BHEIITHEMY MOZIYJII0 Y JAHHOTO OJIb30BATEJISI OTPAaHUYEH
TO B IIOJIb30BAaTE/IbCKUX HACTPOUKAX 9TOT IYyHKT y HEro OymeT OTCyTCTBOBATS).

Take B 9TOM pa3neiie MO2KHO HaCTPOUTE IIPpaBa AellapTaMeHTOB, OTHEJIOB, CJ'Iy}K6 Ha pa3geJibl HOMEHKIIaTyP

=

OeJl 1 TUIIBI JOKYMEHTOB C IIOMOIIIBIO KHOIIKH . B 3aBUCHUMOCTH OT 3TUX HACTPOEK COTPYOHHUKHU TeX
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HJIN UHBIX HOHpaSHeHeHI/IfI II0CJI€ 3aBEPIIIEHUA pa60T C JOKYME€HTaMHU MOT'YT CIINCBEIBATh UX B COOTBETCTBYIOIII]
IMallKu Oeji, KOTOPkI€ JOCTYIIHBI UM COTI'JIaCHO Ha3HA4Y€HHBIM IIPpaBaM.

7151 moTy49eHus oT4eTa [0 OPraHU3allMOHHOM CTPYKTYPe, He06X0OUMO HaXKaTh KHOIIKY U 3alI0JIHUTD
HeoOXOoOuMbIE TTapaMeTpPH IJist (GOPMUPOBAHUS OTYETA.

OTyeT No opr. CTPYKTYpPe KoOMNaHuKW X

HauaTs ¢ nogpasgeneHus DOHA NOLOSDHKA MONOOEHKMA

KonuyecTBo YpOBHER | |

¥| MokazaTk BCe YPOBHW CTPYKTYPI
OTobpaxats fornuans
OTobpakaTte pykoBoOWTENSH NoApa3feneHui
¥ OToGpaxaTs OOMKHOCTH

OTobpaxats MMeHa NonbL3oBaTensun

Tun oTyeTa | TOpPWU3OHTANLHLIM ¥

ChopMHpoBRaTE OTHET | | OTMEHS |

Figure 4.18: Report on company organization structure.

e TNogpa3meneHue, HaYMHASA C KOTOPOIro OyIEeT CO30aBaThCs OTYET (II0 YMOJTYAHHUIO, BEIIEJIEHHBIN 9JIEMEeHT
mepeBa). g BeIOOpPa 3HAYEHUS HAHHOI'O MOJISA ITOIb30BATEI0 ITPEAOCTaBISIETCS KHOIIKa BEIOOpa
9JIeMeHTa OpPTraHU3aIlMOHHOM CTPYKTYPHI.

* Number of levels in organization structure to be shown in the report or check “Show all levels”
check box to toggle display of all levels in the organization structure. If this check box is checked,
field to enter number of levels is not active. By default, the report is formed for all levels.

e OTMeuaeTcs, JOJIKHEBI I BOUTH B OTUYET (UJIHAJIEI, PyKOBOOUTEIN IIOoApa3uee i, JOIXKHOCTH (3a
9TO OTBeYaloT nepekmoydaTenu «OTodpaxkaTts punmuans», «OTo6pazxKaTh PyKOBOOUTEIEH ITOAPa3IeIeHUH»
«OTobGpaxkaTh OOJIKHOCTU» COOTBETCTBEHHO).

* Check check box “Show names” to toggle display of user surnames in the report.
* Choose report type: horizontal or vertical.

Click ”"Create report” button to open a new browser window with the report. The figures below show
possible versions of the reports.
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LieHTp 3f0poBoro oGpaza MUIHKU |

JAenapTameHT no JenapTameHT no CBA3AM C
npounakTM4e ckum 00WecTEEHHOCTEID
nporpammam |
| | | OTAEeNn KOMMYHMKALMWA N OThen pegaKTMpPOEaHUA U
OpraHu3ayuoHHo- OTgen npogunaKTMYe cKNX |>‘HEGHO-TFEHMHFOEhIﬁ LeHTp ‘ nponaraigesl 30K BhINYCKa NEYaTHLIX U34enui
MeToguYECKUIA oTaen nporpamm | ‘
S — T E— ]
|TpEHED | |M9Tc,q|ncT| ‘ﬂmaaﬁHep | |Pe,qa><Tup |
|Cr|eu,|na.an‘ |I'naBHb||i cneu,ma.nmn‘ |Cneu,|na.an| |I'naBHb|ﬁ cneu,ma.nmn‘ | | Anppess A E | |
| | Ocnavos E. C HTypcuHﬁaeaa F.FP | WeTkina K. P |XacaHnB P.A ‘ | HukmTuna 1.1 ‘

Epmonenxo H. H Magues E. 4 Bacuneesa /1. @ Apeictanos U M

MyewrHoea H. M Mykaroea K. M Opmanroe XK. T.

Figure 4.19: Structure report variant (vertical)

OpraHn3aumMoHHo- _E Cneunanuet

MeTouueckii o1Aen I NABHEIA cneuManieT |

JlenaprameHt no O1/1e N NPOPHNAKTHUECKUX Cneymnanuer |
— | npothunaKkMueckum —|
nporpammam nporpamu TnasHkIA cneguantet |

Yuet - TpeHep
— | YuyeGHO-TPEHUHTOBLIA LIEHTP }—[
MeTogmueT

__|Otpen KOMMYHMKALIMA 1 __
Llentp 3aopoeoro oGpaza MUIHW |— nponarai/ikl 30

JlenapTameHt no CEAAM C

| 06UECTBEHHOCTLI __ BT —— { Anzaiinep

BbINYCHa NeYarHbIX H3,ﬂeﬂ“i.| PenakTop

CneunanicT No Kaapoeksim

| .ﬂﬂlllntHInlCl'pal'HEHﬂ— pecypcam
= = X03ANCTBEHHLIA oTen
| | DMHAHCOBO-XO3ANCTBEHHBIA | | Jenonpon3eognTens
AenaprameHt
— O1Aen Gyxrantepun |
—|HOpuanueckwil otaen |

Figure 4.20: Structure report variant (horizontal)

4.4.3 Remote companies

Pa3pen npepHa3HadeH OJIs HACTPOMKM HOCTYyIa K XPaHWINILY yOaleHHBIX KoMmIaHuii. Heobxomumo
yKa3aTh Ha3BaHUe, aJpec cepBepa opraHu3alul u rogpasfesieHne, K KOTOpoMy OyOeT IIpefocTaBieH
moctyI. ITo yMOI4aHUIO B CIIMCKe IPUCYTCTBYET JIOKaJIbHAS OPraHU3alus C COOTBETCTBYIOIIEN OTMETKOU
B HaCTpPOUKaX.




ARTA SYNERGY Administrator Manual 61 /246

Ha rnaenyio

OpraHuzauum
[~
| + | n -
HaumeHosaHWe opraHu3aaumn Ypn cepBepa opraHuaalam
TNokansHas opraHn3auna local.local g S

Figure 4.21: Settings for remote companies
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Ha rnaenyio

PepnaktupoBanue uHdopmMaumm o6 opraHn3aLuu

* -

HaumeHnosanue oprasusalmm

MokanbHan opraHu3auna \:ﬁ:l
Ypn cepeepa opraHvaauun local.local

# oKankHan KoMMaHUA
Moapaspnenexne

| oA nopnepswmu monogexu ¥

Figure 4.22: Settings for remote companies

AT,
o =i
Ha3zBanue YOoalleHHOU KOMIIaHHWM YKa3bIBa€TCsd II0 YMO/IYAaHHWIO, IIO0 HaXKaTHUI0 Ha KHOIIKY CIIpaBa =&,

OTKPEIBAETCA OJKHaJIoOr0OBOE€ OKHO <<HepeBO,'E[bI>>, KOTOpO€E COOEPXKUT B cebe Ta6J'II/I].[y C JIOKAJIAMHU ¥ 3HaYEHUAMU
I1epeBogOB B COOTBeTCTBYIOH.Ieﬁ JIOKAJIHN.
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Figure 4.23: TlepeBonsl

4.5 Settings

Settings section contains System global settings. They are:

4.5.1 General settings

The section has one setting: “Application URL’. The system will e-mail notification to user on gener-
ating login and password and include the address from “Application URL’ setting to the letter. Also,
this setting used in works notifications at document hyperlinks.

Note

HeBanupgubeii URL unu ero OTCYyTCTBHE MOXKET IIPUBECTU K TOMY, UTO CCHIJIKA B yBEIOMJIEHUSIX
OymeT He paboueti.
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Hactpoiku

URL npmnoermH‘ |

CoxpatiTs

Figure 4.24: Application URL settings

4.5.2 [ocTtyn K obbekTaMm KoHdurypaumm

IIaHHBIN pa3men COOEPXUT Clenyolire 00beKTH KOHQUTYyPaITUN:

e ['pymmsl
* Opr.cTpykKTypa

LocTyn K 06LeKkTaM KoHHrypauuu

Cpynnel
Opr.cTpykTypa

Figure 4.25: JocTyn K 00beKTaM KOHGUTYPALTUHN

ITo HaxkaTnio Ha OOBEKT OTKPHIBAETCS CIIELVIOIMU 3KpaH, KOTOPHIM COONEPIKUT AePeBO UMEIIIUXCS
00BEKTOB KOHGUTYPAIIUY U TAOIUITy 10 HaCTPOUKE IIPUBUIIET UM,
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Ha rnaexyio

€ JocTtyn K o6beKTam KoHUrypaumu

2 Opr.cipykTypa
06aBUTL rpynn
1= doHA NOAREDPKKN MONOAERH A pynny
‘OTpen paboThl ¢ HACENEHWEM

=
ABMUHACTPATHBHLIA OTAEA Mpynna Ytenue MameneHne Haanaderne npas Haanadenwe / yponsHeH|

AOMUHUCTPATOP CUCTEMEI s Ty o« v
Moppepxka ¥ v
HauankHuim v

Figure 4.26: JocTyn K 06beKTaM KOHGUTYPALTUHN

Iyt Toro, 9yToOHB MPENOCTAaBUTh KAKOU-TUOO0 MOCTYI Ha BHIOPAHHEBIM ClieBa OOBEKT KOH(UTYpaIluH,
Heo0XoguMo m00aBUTH I'PYINY U BKIIIOUNTL HAIIPOTUB HEE COOTBETCTBYIOIINE TAJIOYKN:

e “UYreHue”;

* “NU3meHeHME”;

* “Ha3HaueHue mpas”;

* “HazHaueHue/ymaneHue” (TOIbKO AJisi 00beKTa THla “Opr. CTpykTypa”).

ITonb30oBaTenu, KOTOPBEIM 3aal0TCS OIIpeeIeHHEIe ITpaBa B MaHHOM pa3ferie, CTAHOBSATCS JIOKAaIbHEIMHU
agMUHHUCTPATOpaMu. 15 JIOKaIbHEIX aAMUHHUCTPATOPOB OyeT 0ToOpaxkaThCA TEKyIee AIMUHUCTPATUBHOE
IIPUIOKEHUE, 3a UCKIIIOYEHNEM TOT'0, YTO BUOUMBEIMU B HUX OCTAIOTCS TOJILKO T€ Pa3fenbl, K 00beKTaM
KOTOPBIX UMEETCS HOCTYII.
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Ha rmaeHyo

I L

i KapToTeka kgj XpaHunuuye
Ynpasnexue NonsL3oBaTenAmMi Mpynnst
CrpykTypa

Figure 4.27: ADMUHHUCTpaATUBHOE NIPUJIOKEHUE OJIs afMUHUCTPaTOpa, MMEIOUer0 OOCTYI TOJIBKO K
ob6wekTaMm Tumna “I'pynna” u “Opr.cTpykTypa”

4.5.2.1 Groups

Note

ABTOI"pynHaM BO3MOZKHO Ha3Ha4Y€HHe IIPaB TOJIBKO Ha YTEHHNE U Ha3Ha4YeHHue IIPaB.

HacTpotiku npuBHUIeTUN MOXKHO 3aaTh AJI KaKou-1ubo rpymnnsl (qanee 2pynna), B T.4. OJIsT KOPHEBBIX
TPYIIIL.

YTeHune

* IIPOCMOTP 2pYyNnbl ¥ €€ COONePRKUMOTO B pa3fesie “XpaHunuile” — “I'pynnel” KOHPUTypaTopa U agMUHUCTPE
[IPUJIOKEHUS;

¢ HCIIOJIb3OBaHHE 2pynnsl U BXOOAIIINUX B HEE oJIb30BaTeiell B Ka4ueCcTBe IIapaMeTpoB KOH(I)I/IpraI_II/II/I:

- “IloGaBuTh rpynny” mpu HACTPOUKE AOCTYyIla K 00beKTaM KOH(MUTYPAIUH;
- CIIMCOK I'DYII B IIpaBax Ha MalKyu;

- “Ho6aBuTL” B IIpaBax Ha PeecTp;

- “BriGpaTh rpynmny”’ B GUIbLTPE CIIMCKA II0JIb30BaTeJIeH;

- “[Io6aBuTh rpynny” B KapTO4YKe IIOJIb30BaATEIS.

* oroOpakeHue 2pynnbl B pe3ybTaTax IIOUCKA.
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Crnenymolye 0elCTBUASA OOCTYIIHBI B pa3fesie afMUHNCTPATUBHOTO IpUioxkeHusa “Kaproreka” — “YpaBieHHe

IONIb30BaTEeIIMU”.

¢ IIPOCMOTP CIIKNCKa OIb30BaTeNel, BXOOAIIHUX B 2pynny, B T.4. YOAaJIEHHBIX.

IIpumeyvaHue:

BmecTo punbTpa mogpa3gesieHud O0oIKeH OBITh (GUIIBTP C BEIOOPOM I'PYIIIH. [lepeBo I'PYII
OOJIKHO OBITH OTPAHMYEHO COTJIaCHO IIpPaB Ha rpynnbl. I1o yMoOJT94aHHIO, B 3TOM QUIIETPE
IoJiKHa OBITH BEIOpaHa IepBas OOCTYIHAsA Ipymra.

Cnenymomue 0eiCTBUS HEOOCTYIIHHL:

mobaBrieHMEe KOPHEBOU I'PYIIIH (OTCYTCTBYET KHOIIKA N00aBIeHUs);
yoaneHue KOPHEBOM TPYNIH (OTCYTCTBYET KHOIIKA YOAJIEHUSsT);

IIpumeuyanue

9T OedCTBUS OOCTYIIHH TOJIBKO CYIIEPMETOHOJIOTY U CYIIePagMUHUCTPATODY.

M3MEHEeHWEe CBOUCTB 2pynnbl (OTCYTCTBYET KHOMKA COXPAHEHMST);
ymameHue epynnsl (OTCYTCTBYET KHOTIKA YOaIeHUsI);

“3MeHEeHUEe COCTaBa 2pynnsl (0OTCYTCTBYIOT KHOIIKY f00aBJIeHUs TPYHIE, JoOaBIeHUS II0JIb30BaTEIen
B I'PYIILY ¥ YOAJIEeHUs BIOKEHHEIX II0JIb30BaTeNled U I'PYII).

B pa3gene agMuHHCTpaTUBHOTO nNpuoxeHusa “Kaproreka” — “YmupaBieHue moab30BaTeIIMR”:

moOaBlieHre HOBOTO II0JIb30BaTeNIsA (OTCYTCTBYET KHOMNKA “+”);
OTKPBITHME KaPTOYKHU I10JIb30BaTeEJIsdA, U B HeHu:

- U3MEeHEeHNe CBOMCTB KapTOUKU (OTCYTCTBYET KHOMKA COXPaHEHUS);

- U3MEeHeHNe IIapaMeTPOB aBTOpU3alluu (OTCYTCTBYeT KHonKa “IlapaMeTprl aBTOpU3aluu”);

- U3MeHeHHUe JOCTyIla K opraHu3aluusaM (0TCYTCTByeT KHOIKa “IloCTyl K opraHu3anusam”);

- U3MeHeHUe ITapaMeTpPOB yIIpaBlIeHUA MOOYISIMU (OTCYTCTBYEeT KHOIKa “YIpaBJieHre MOOYIaMu”);

- U3MeHeHUe NapaMeTPOB CUCTEMHBIX ITOKa3aTenel (OTCyTCTBYeT KHONKa “CUCTEeMHBIE TOKa3aTenun”);
yoaneHue y4eTHOU 3anucu (OTCYTCTBYET KHOIIKA “YOanuTh y4YeTHYIO 3alluch”);

MaCCOBOe reHepUupoBaHue JIOTUHOB/IIaposiel (0TCyTCTByeT pa3men “I'eHepupoBaHue TOTUHOB/Iaposei”).

N3MeHeHune

31O IIpaBO aBTOMATH4YE€CKH BKJIIIOHYAET IIPaBO YTeHne u mOmOoIHSET ero ClIeoyIIIUMHU BO3ZMOXHOCTSAMHU:

U3MeHeHHe CBOMCTB 2pynnsl (Ha3BaHMe U MaKCUMalbHEIN pa3Mep daiina);
M3MeHeHHe COCTaBa 2pynnul (oGaBIeHNEe, U3MEHEHME U yajleHUe BJIOKEHHBIX TPYII U ITOIb30BaTeIel).

B pa3gerne agMuHMCTPaTUBHOTO NpuioxeHusa “Kaproreka” — “YmupaBineHue moab30BaTeIAMR”:

moOaBJieHre HOBOT'O II0JIb30BATENIS - OH OymeT nobaBjieH B Ty TPYIITY, KOTOpas BeIOpaHa B QUIILTPE;
M3MeHeHNe KapTOYKH M0JIb30BaTeIs;
MacCOBOe TeHepHUpPOBaHUe JIOTUHOB/TIapoiei.
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Ha3HayeHue npas

310 IIPpaBO aBTOMATH4YE€CKH BKIIIOHYAET IIPaBO YTeHne u mOmOoIHSET ero CJIeoyIIIHUMHU BO3ZMOXKHOCTSAMHMU:

* Ha3HaueHUe J1I060ro Habopa nIpaB (UTeHUe, U3MeHeHNe, Ha3HayeHue IIpaB Ha 2pynny);

* OTKpPBIBAET MOCTYII K pa3geny “IlocTyn K o0bekTaM KoHpuryparmuu” — “I'pymmnsl” Kak B KOHpUTypaTope,
TaK ¥ B aIMUHUCTPATUBHOM IIPUJIOKEHHUU.

IIpumeuyanue
[TapaMeTpel y4eTHOU 3allMCH II0Ib30BaTEN

* “MeToponor”
* “ApMuHHCTpPaTOp”

a TaKXKe:

e “JlomOMHUTENBHBIN OOCTyIT”

* “CoTpymHUK KaHUEIApun”

» “IloCTyI K CIIPaBOYHUKY IIOKa3aTenen”
e “IIocTyl K cTpaterun”’

e “CoTpymHUK OTHejla KagpoB”

OOJIZKHBIL OBITh BHU I MBEI (I/I, COOTBETCTBEHHO, U3MEHSIEMBI) TOJTLKO CyliepagMUuHUCTPATOPOM.

4.5.2.2 Opr.cTpyKrtypa

Hactpoiikyu npuBuiIeruii MOXKHO 3afaTh AJIsT KaKOoro-nubo 3jeMeHTa OpPr.CTPYKTYPH! (manee y3.ia), B
T.4. IJIST KOPHEBOTO TTOOpPa3e/IeHus.

YTeHune

* IPOCMOTP y3./d U €r0 COOEPKUMOIO B pa3fejie agMUHUCTPATUBHOIO Npunoxenusa “Kaproreka” —
“CtpykTypa”;

* HCIIO/Ib30BaHMeE y3/1ad B Ka4eCTBe lTapaMeTpa KOHQUTypaluy (HaopuMep, IIpU reHepaliuy oT4YeTa I1o0
OpT.CTPYKTyp€E U T.O.);

“PomuTenbcKoe moapasnesieHre” B nHGOPMAIINU O ITopa3deleHuH;
- “Tlogpa3penenue” B nHPOPMALUU O JAOJIKHOCTH;

- ”BBI60p HOJIpa3JIeJ'IeHI/IH" B OHaAjiore BI:I60pa IIOJIB30BATEJIAd IIPDU HA3HAYEeHHHU CIIenHaJZINCTa Ha
OOJIZKHOCTDE;

- “HauaTs c mogpa3gesieHnus” B OTYETE 10 OPI.CTPYKTYpeE.

Cnepyiolye OeHCTBUS HEIOCTYIIHEI:

* U3MEHEHUEe CBOUCTB y3/1d (OTCYyTCTBYyeT KHOIIKa COXPaHEHUs);

* M3MeHeHUe ITapaMeTPOB YIIpaBIeHUs MOOY/ISIMHU (OTCYTCTBYeT KHOIIKA “YIIpaBlieHHe MOOyIaMu”);
* M3MeHeHUe MapaMeTPOB CUCTEMHLIX ITOKa3aTeneu (0OTCYTCTBYeT KHONKa “CucTeMHbIe TToKa3aTenu”);
* M3MeHeHUe TIpaB Ha gena (0TCyTCTByeT KHomnKa “IlpaBa Ha memna”);

* ypmaJjieHue y3.1ad (OTCYTCTBYeT KHOIIKA yOaleHUs);

* M3MeHeHUe cocTaBa y3.d:

= OJid y3/1d - mmogpa3fgesieHud: OTCYTCTBYIOT KHOIIKK 2106aBJ'IeHI/ISI JJIEMEHTA, PEedaKTUPOBaHUA U
yYoaJlIeHusa IIogpa3faeJieHnsd;
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= OJId y3/1d - JONIZKHOCTHU: OTCYTCTBYIOT KHOIIKKM HAa3HAYEHHUA Ha OOJIZKHOCTB, CHATHUA C OJOJIZKHOCTH,
PEeOaKTUPOBaHUA U yYOaJIEHUA OOJIZKHOCTH.

N3MeHeHune

310 IIpaBO aBTOMATHU4YECKH BKIIIOHYAET IIPaBO YTeHne u mOmomHSET ero ClIeoyIIIUMHU BO3MOXHOCTSIMHU:

¢ M3MeHeHUe CBOMCTB y3.1da (Ha3BaHUe, pyKoBoguTesb, M.0., 3aMeCTUTe TN, KOTUYECTBO IITAaTHBIX €TUHUI]
U T.0O.), a TaKXe:

H3MEeHEeHHe IIapaMeTPOB YIIPAaBJIEHUSA MOOYJIAMHU;
HU3MEeHEeHHNE ITapaMeTPOB CUCTEMHEIX IoKa3aTeJen;
KU3MEeHEeHHe IIpaB Ha Oejla;

* U3MEHEeHUe COCTaBa Y314 - TofApa3faeieHus: no0aBIeHne, U3MEeHEeHNE U yoaJleHre B HeM IIopa3aesieHui
U OOJIZKHOCTEH.

Ha3HayeHne / yBOJIbHEHME

310 IIPaBO aBTOMATHU4YE€CKH BKJIIIOYAET IIPAaBO YTeHue u OOmOoIHSAET ero CJIeoyIIIUMHU BO3MOXHOCTSIMU:
¢* U3MEHEHHEe COCTaBa y3./1d - OOJIZKHOCTH: Ha3HAa4Y€HHNEe U CHATHUE C NOJIZKHOCTH.

IIpuMmeuyanue

9TO0 IIPaBO MOXKeET OBITH HA3HAYEHO U Ha rmogpas3neiieHue. B atom Cliydae OHO GYJIGT OTHOCHUTBECHA
KO BCEM €ro OOJIZKHOCTAM.

Ha3HayeHune npas

310 IIPABO aBTOMATHU4YE€CKH BKJIIIOYAET IIPABO YTeHue u OOmoIHAET ero ClieayIIuMu1u BOSMOXKHOCTAMMU:

* Ha3HaueHwHe M060T0 Habopa mpaB (YTeHUEe, U3MeHeHNe, Ha3HaueHue/yBONTbHEHE, Ha3HAYeHUe TTPaB)
Ha y3eu;

* OTKpPHIBAeT OOCTYII K pa3geny Konpuryparop — Hactporiku cucteMsl — [10CTyII K 00beKTaM KOHDUTYpaIUY
— Opr.cTpyKTypa.

4.5.3 Notification settings

If «Notification settings» is clicked the following page is opened:
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HacTpoiiki yBegomneHuiA

MapameTpbl pacchblIkn

CepBep 0TnpaBku CooBLLEHWH

MouToBkIit agpec oTnpaBuTens

Mopt 25

MpoTokon smtp v
Wcnone3oeate STARTILS

Heo6x0gHMa aBTOpH3aLKA
Norux

MNapons
IMyTb K XPAHUAKLLY CEPTUCPHKATOR
MCMONL30BATE PACCHIKY YESAOMASHNI B Axabbep
Xmpp cepeep
Norux
MNapons
OTNPaBUTENL COOGLLEHNI

CoxpaHnTe

Figure 4.28: Notification settings tab

Mailing parameters:

¢ CepBep OTHPABKHU COOOIIEHW. YKa3bIBaeT afjpec CepBepa OTIPaBKH IIOYTOBBIX COOOIIIEHUH C YBEIOMIIEHH S
0 HOBBIX COOBITUSAX B CucTeMe. IT0UTOBBIN afpec, Ha KOTOPBIM OYOYT IPUXOOUTE COOOIIEHUSI, COTPYIHUKHU
YKa3bIBAIOT B IMYHBLIX HACTPOWKax. HanpuMmep: HavyaabHUK ITOCTABUJI MOOYMHEHHOMY 3amauy. Ecmu
Y HIOMYMHEHHOTO B €T0 TUYHBIX HaCTPOMKAaX YKa3aHa OMIUS OOBEIeHUs 0: « PyKOBOOUTETh ITOCTaBUIT
BaM HOBYIO 3afauy», To CucTeMa aBTOPU3YyeTCS Ha CEPBEpPe OTIIPaABKU COOOLIEHUMN M OTIIPAaBIISET
Co00IIIeHre 0 MOCTAaHOBKE 3aJayy Ha MMOYTOBBIM SIITUK ITOIb30BATES.

e E-mail of sender. Sets an account for the System to authorize on server. You can set up a new
account on corporate mail server or use any other server for this task.

e Port. Enter number of port to send notifications.
e Protocol. Select protocol of notifications. Default notification protocol is smtp.
* Hcnonb3oBath STARTTLS. N'amouka o3Ha4daeT, UTO HY2KHO OKHIOaTh KOMaHAY KJIKeHTa (II0JIb30BaTes).

* Authentication required. If checked, login and password fields below are active, and authentication
is enabled.

* Login. The field is active if the check box ”"Authentication required” is checked. Name of account
for mail server authorization can be entered.
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¢ Password. The field is active if the check box ”“Authentication required” is checked. Password for
account for mail server authorization can be entered.

¢ Certificate store location.

* Use Jabber for notifications. If unchecked, fields XMPP server, login, password, and sender cannot
be modified.

* XMPP server - XMPP server address.
* Login - account for the system on the XMPP server.
¢ Password - password for the account.

* Sender - account which will send messages.

4.5.4 User service settings

| «» HacTtponku cnyx6bl noaaepxkn

Anpec cnywbel nn,u,,u,epy-:k:n| |

CoXpaHWTk

Figure 4.29: User service settings

B pazgene «HacTpoiKu CiTy2K0b HOOOEPKKHU» HYKHO YKa3aTbh afpec CIIyKObI moamepRKu 1 « COXpaHUTh».
Ha yka3aHHBIH agpec OyOyT OTIIPABASTHCS CO00IeHMs 00 ommnbKax MiIu 3alIPOCH Ha U3MeHeHUe (QYHKIMOHA]
0T Ionb30BaTesielt yepeld «CupaBKy» -> «OTIpPaBUTh 3aIlIpoC».




ARTA SYNERGY Administrator Manual 72 /246

4.5.5 Security

Ha rnaeHyo

Be3zonacHocTb

MWHWManeHasa ANWHa NOrnHa |5 |
MWHUManNebHas ANKHa Nnapons |5 |
MWHUMaNbHOE KONWYECTBO UM(POBLIX CUMMBONOB B Napone |D |
MWHUMansHOe KONUYeCcTBo ByKB BEpPXHEro perncTpa B napone |D |
MWHWUManNbHOE KONUYecTBO BYKE HWXKHErD perncTpa B napone |D |
MWHWUMaNbHOE KONWYECTBO CNeunanbHblX CMMBONOE B Napone |D |
MakcMManbHOE KONWYECTBO NOCNenoBaTeNbHbIX OAMHAKOBLIX |D |
CMMBONOB
MakcMManbHOEe KONMYeCcTBO NocnenoBaTeNbHbIX OAWHAKOBbIX |D |
CMMBONOB OHOIM0 Knacca

| 3anpeT coBNageHuA Napons ¢ orMHOM

| 3anpeT coBNageHUA Napons ¢ haMuIWeid NoNbL3oBaTens

- 3El]'lpET COBNaaeHKA Napona ¢ MMeHeM NoNb30BaTENA

- 3El]'lpET coenageHnA NaponA C oT4eCTEOM NONE3I0BEATENA
KonuyecTBo Heya4yHblX NonbITOK |D |
TaAmayT NpY AOCTMHEHNW KONWYECTBa HeYAa4HblX NoNbITOK (B |3n |
CeKkyHaax)
NporpeccMeHbIA TanmayT (Hanpumep: t+2 + 1) | |
Nepwop cbpoca KONWYECTBa HeyAa4YHbIX NOMNBITOK C BPEMEHK |D |

nocnegHen Heyaa4yHon asTopu3aunm (B Yacax)

MpogonsUTeNeHOCTE CECCHK (B MWHYTAX) | |

3anpeTuTe NONLI0EATENAM 380aBaTh NPOACMKHTENLHOCTE CECCHK

CoxpaHWTh

Figure 4.30: HacTpoiiku 6e300aCHOCTH

This section has the following settings

* MuHuManbHas OjIMHA JIOTUHA;
* Minimal password length;

¢ Minimal number of numerical characters in password;

Minimal number of uppercase symbols in password;
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* Minimal number of lowercase symbols in password;

¢ Minimal number of special symbols in password;

¢ Maximal number of consequential similar symbols;

¢ Maximal number of consequential symbols of the same class;
* Forbid match of login and password;

e Forbid match of password and user surname;

e Forbid match of password and user name;

* Forbid match of password and user patronymic;

e Number of failures to login;

* Timeout at number of failed attempts to login exceeded (in seconds);
* Progressive timeout (For example: t*2 + 1);

e Ilepuon copoca KonMHUYeCcTBa HeyIaYHEIX IIOMEITOK C BpEMEHH IociemHed HeyoayHOW aBTOPHU3alluU
(B gwacax);

e [TpomoMKUTENbHOCTb CECCHUH (B MUHYTAaX);

° 3aHpeTI/ITB IIOJIB30BATEJIAM 3adaBaTh IIPOOOIZKUTEIIBHOCTE CECCHUU.

4.5.6 WHTerpaumsa c SharePoint

Ha rnaenymw

WuTterpauynsa ¢ SharePoint

¢!  icnonbaoBaTs COBMECTHOE pefakTipoBaHWe OOKyMEHTOB ?

Xocr 192.168.3.63 |
Lomek SYNERGYO |
Mopt )60—|
TNoruH bdminist{ator |

|

Mapone

UneHTudmkaTop 11661F206-BB2E-412D-0f

CoxpanuTs | MNpOBEPWTL COBANHEHKE C CEPREPOM

Figure 4.31: Mail settings
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B aToM pa3gerie mOCTYIHBI HACTPOMKY IMOOKII0UeHUsT SharePoint [j1st BO3MOXKHOCTH COBMECTHOTO PEIaKTHUPO
daiinos:

¢ QraxkoK «MCronb30BaTh COBMECTHOE penakKTupOBaHUE OOKYMEHTOB». Ilo YMOJI9aHHUIO, OH BBEIKJIIOYEH,
BCe€ OCTaJIbHEBIE II0JIS U KHOIIKHW HEOOCTYIIHEI OJIsd PEOaKTUPOBaHUA 160 HaXKaTHs.

CnpaBa oT (bHa}KKa 0T06pa}KaeTcs{ UKOHKa «?», KOTOpasa COOEPXKUT Ciieayrliiiee cooO0IeHune:

CoBMeCcTHOE pemakTupoBaHue OyaeT gocTymHo ays dainoB Microsoft Office (2013 u HOBee)
u3 Synergy 4yepe3 IYHKT MeHI0 “HadaTh COBMeCTHOe pefakKTupoBaHue” npu momoirnu Share-
Point.

[71 BKJIIOUEHHOTO (pIakKa CTAHOBATCS OOCTYIHBIMU OJI PeOaKTUPOBaHUS CJIeOyIOIIHue II0Jis BBOAA:

XocT

L]

[omeH
MopT

e JloruH
* [laponb

NopeHTudukatop

Bce mons BBoma 00s13aTeTbHEL oy BBoma. [1o HaxKaTHio Ha KHOIIKY <<COXpaHI/ITL>> IIPOBOOUTCHA IIPOBEPKaA
Ha HaJIM4He IIYCTOI'O 3HAYEeHMs: II0JIsA BBIOEJIAI0TCA KPAaCHBIM, BEIBOOUTCHA o61.ua5{ ommobKa:

3anonHnte obAa3aTenbHbie Nong

ITpumeyuaHue: 6osee noOpobHy uHPopmayuw o Hacmpolikax coeOuHeHus Synergy-Sharepoint, 8
m.4. onucaHue moeo, omkyda 6pamb 3Ha4eHu s 015 nosell 8800a, cM. 8 coomaemcmayrw,ell UHCMpPYKUUU

ToJbKO [IJIsT BKITFOYEHHOTO (pr1azkka « M cIoib30BaTh COBMECTHOE PEeOaKTHPOBAHME TOKYMEHTOB» U TOJIBKO
IIPX YCJIOBHH, YTO BC€ I10JI 3alIOJIHEHHI U TEKYIIIYME U3MEHEHN A COXPaHeHEI, JOCTYIIHA KHOIIKa <<HpOBepI/ITB
coemUWHEHUE C cepBepoM». [10 ee HaXKaTHUIO OCYIIECTBIISIETCS IIPOBEPKa coenuHeHus ¢ Sharepoint.

Ecnu Bce HaCTpOfIKH KOPPEKTHHL X1 COeIUHEHNEe YCIIEIITHO YCTAaHOBJIEHO, TO II0 KHOIIKOU 0T06pa}KaeTCH
COOTBETCTBYIOIIIEE COOGH.IGHI/IG 3€JIEHOI' 0 IIBETa:

* CoeiuHeHMe yCTaHOBJIEHO

Ecnu ke coemuHeHne He OBIJIO YCTAHOBIEHO, TO 0TOOpazkaeTcs cOoOIeHe KPacHOro IIBeTa:
e CoeguHeHUe He YCTaHOBJIEHO:

U manee uaeT repedncaeHre OIMIn0OoK:

* YKa3aHHbIM XOCT HEepoCTyneH
* N0 yKasaHHOMY xocTy/nopTy Sharepoint HepocTyneH
¢ sharepoint He HacTpoeH, nNuB0O HAaCTPOEH HEBEPHO

* Nnojib3oBaTesylb C yKa3aHHbMM JIOTUHOM U NapoJieM He cCyuecTByerT, nmbo He wuMmeeTt npaB Osia Bbl
NoSIHEHUs OeNnCcTBUS



http://tdd.lan.arta.kz/docs/synergy/trunk/admin-manual/html/appendix.sharepoint.html
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4.5.7 Mail settings

HacTpoilku nouts!

VHTepEan 3arpy3kin NouToBEIX COOBLLEHNHA 180000
KonuuecTBo NOUTOBEIX COOGLLEHWA, 3arpyKaeMElX 33 0WH pas -1
MaKCHMankHOe KONWYECTEO NOMBITOK 3arpy3uTe NUCEMO 5
MakcHMankHEIR paimep Tena nucbMa 0
MaKCHMANEHBIR pasMep 3arpy><aemoro nuckma 20971520

MoMmy4aTk NMMCbMa OT COBCTBEHHOMD afpeca

MakeHManbHoe BPEMS KUZHN COOGLLEHUS B OUEPESM jms 600000

CoxpaHiTs

Figure 4.32: Mail settings

This section has the following settings

e “HHTepBan 3arpy3Ku MOYTOBLIX COOOIIIEeHHUH” - IT0JIe BBOAA CO 3HaYeHHeM o ymondanuio “180000”(Mmc).

¢ “Komn4yecTBO IOYTOBHEIX COOOIIEHWI, 3arpyzKaeMbIX 3a OOWH pa3”’-mojie BBOJa CO 3HAYEHHEM II0
yModaHuio “-1”(HeT orpaHUYeHUs).

* “MaxkcuMasibHOE KOJINYECTBO IIOMBITOK 3arpy3uTh MUCHMO”-I10JI€ BBOOA CO 3HAYEHUEM 110 YMOJIYaHUI0
MSII .

* “Maximum message body size allowed” — field with default value of “0” (not limited).
* “Maximum downloadable message size” — field with default value of “20971520” (20 Mb).
* “Download self-sent messages” — check box which is not checked by default (“no”).

* “Maximum message lifetime in JMS queue” — field with default value of “600000”.
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4.5.8 Storage

XpaHunuie

HazeaHWe KOpHEBOro 3NeMeHTa XpaHuniwa |::{paHmnmu_|,e

XpaHWTk BOCCTAHOBMNEHHLIE Bepcln (aHeR) |?‘

WabnoH nyTw K goMalwHed nanke |faisewicefhomef[userld]

MakcuManeHelil pasmep daina (MB)

OrpaHuYeHne Ha xpaHunuie (Mb)

OrpaHnuYeHne Ha nodTy (MBG)

|
|
OrpaHMYeHne Ha gomM. nanky (Mb) |
|
|

Kon-eo EFEFICHIH B OOM. Nankax

[Mcnons20BaTe 3KCNEpUMEHTaNEHEIR NPOCMO TP
OOKYMEHT OB

CoxpaHnTe  |ObHOBWMTE

Figure 4.33: Store settings

Store settings include the following:

* Name for the root element of store;
* Number of days to store recovered file versions

¢ Home folder path template

If the personal folder for the user is not explicitly set (see Users management), its path will be
automatically generated using template set in the option.

The template shows path to generated folder using real storage nodes (usually, it is a special path
/aiservice/home) and substitution values such as [userld] — user unique identification number. You
can see full list of substitution values by hovering template field.

* Maximum file size. Allows to set maximum allowed size of files uploaded to the store. Storage
quota, Home folder quota, and Mail quota set quota limits for storage size on server. Version count
for files in home folders can be also limited.
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* HMcnomnb30BaTh 3KCIIEPUMEHTAJIBHBII IPOCMOTP AOKYMEHTOB. IIpefocTasisieT BO3MOXKHOCTEL PeHIepUHTa
(monyuenwust usobpaxkenus) mokyMeHToB PDF cpegcrBamu HTML5/JavaScript. AHanmoru4yHbi 4eKO0KC
IPUCYTCTBYET U B HACTPOUKaX IToIb30BaTenbcKou nogcucteMel «<ARTA SYNERGY». [Ipu ycTaHOBIIEHUN
rajiouku B JaHHOM IIOJIe, II0 YMOJIYaHWIO HacTpauBaeTCs NaHHasa GyHKINUS y BCEX IIOJIb30BaTeNlen.
[TepconanbHas HaCTPOUKa AJIsI KaXKA0I0 I0JIb30BaTes JOCTYIIHA B HACTPOMKAaX MMOIb30BaTeIbCKOU
MO CUCTEMEI.

4.5.9 XMPP settings

XMPP HacTpo¥KHU IIpefHa3HavYeHbl OJI CHHXPOHU3alluM YYETHHIX 3allicel moib3oBaTenie CUCTEMEL U
cepBepa 00MeHa MTHOBEHHBIMHU COOOIIeHUsIMHU. [IJ15T aKTUBAITUU HACTPOUKHY, HY?KHO IIOCTABUTh TaJIOUKy
B mosie «MHTerpupoBaHHBIM CEPBEP» M 3alONIHUTH monsd «JJomeH», «IlopT». s HCIOIb30BaHUSA
mr¢ppOBaHHOTO COeQUHEHN, Hy?KHO YKa3aTh raJIoOdKy B COOTBETCTBYIOIIIEM IIOJIE.

XMPP HacTpoikn

Il iHTerpupoBaHHEIR cepeep

Oomen localhost{lP cepeepa)
Mopt 9020
Il Mcnone3oBaTe WHHPOBAHHOE COEAUHEHNE

CoxpaHWTe | OBHoBNTL

Figure 4.34: XMPP settings

4.6 Reports

A report is a HTML page with hierarchy of company divisions and positions related to them. In order
to edit, add, or delete report data, you have to click on “Report” item, which will open the following

page:

Mone3oBaTeNbCcKHUe 0TYETEI A

4 |OGHOBUTL CMCTEMHLIE OTYETHI 11

Om4er
OTUET 06 NCNOAHMTENL KO AUELMNMHE

2

OTHET N0 NOpY4EHNsIM
SKcnopT B Excel

Figure 4.35: Report window

In order to edit report template, you have to click edit button, which will open the following page:
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4= || [-]|OT4eT 06 McnonHUTENLCKOR AUCLMNNMHE

Ha pycckom Assike OTUeT 06 MENONHNTENLEKOA AUCLMNANHE
Ha ka3axckoM A3blke OT4eT 06 NENOAHNTENLCKOA AUCUMNANHE
Ha aHrnuiickom Azklke OT4eT 06 CNOAHNTENLECKO AUCLMNANHE
Mopyne DOKYMEHT v
Thn 3arpyski 3arpyauTe thain v

¥ DOPMNPOBATE OTUET, KOTAA HET BEIENEHNS

| [locTyneH BCcem NoNk30BATENAM
Macka otchet ob ispolnitelskoi distsipline pdf
@arin oTyeTa | Choose File | Mo file chosen
Tvn MCTO4HMER AaHHBIX SOL coegnHenne v
¥PA METOUHNKA AAHHEIX

Crauare

< haiinel otuera

HazgaHue napameTpa

Figure 4.36: Add or edit report template

* Name of template report in Russian, English, and Kazakh. You can enter template name in the three
languages.

* Module. Name of module which can be used to run report generation.

e Tum 3arpy3ku. EcTh iBa BO3MOXKHEIX BapraHTa. 3arpy3uTh Qaiiy - OTUeT CKauMBaeTCsa Ha KOMIIBIOTED
II0JIB30BATEJIsA, BBI3BABIIIETO OTYET. COXpaHI/ITB B XPaHUJIUINE — aBTOMAaTH4Y€CKHX COXPaHUT OTYET B
yKa3aHHOM 3apaHee MecCTe.

» Accessible to all users. If checked, the report is accessible to all users; otherwise, only the user
who formed the report can access it.

¢ File mask for name of automatic reports. Default name for created reports.

¢ Report file. XML file with code for automatic report generation.

4.7 Monitoring

Pazmen «MOHUTOPUHT» HYKEH IJId OTCJIeKMBAHUS CTAaTUCTUKU COOBITHH B CucTeMe. MOHUTOPUHTY
IoJjiexkaT Bce MeMCTBUS II0JIb30BaTesiell B Cucreme.

JlorupoBaHUe, KOTOPOE UCTIOJIL3YETCS IJIsI MOHUTOPUHTA, HacTpauBaeTcs omniueli application log e
nabled B TaGmuite options. Eciu maHHAas OmMITUSA OTCYTCTBYET, Tu00 UMeeT 3HadeHue true, JorupoBaHue
BKJIIOYEHO; BO BCEX OCTAJIBHEIX CIIy4asX JIOTMPOBaHNE BHIKITIOUEHO. Db@EKT Iociae U3MeHeHUsI ONIIUU
CTaHET 3aMeTeH B TeUeHue 3 MUHYT.

IMpuMmeuanue. OTKIIIOYATE JTIOTUPOBAHKWE CTOUT B KpaifHeM ClIydae U TOJILKO €CIIH BEl 3HAeTe,
3a4YeM 3TO HeoOXOOUuMO.

BrIGOPKY AJ1sI MOHUTOPHHTA MOXKHO CHIeNIaTh ITI0 BpEMEHH (3afaeTcs IIepruo), o OITpeaeIeHHOMY UCTOYHUKY
U COOBITHIO.

B03MOXKHBEIE HCTOUYHHUKKA COOBITHIH:
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e AHTHUBUDYC

* Security

e JlenmerupoBaHue

* KaneHpgaps

e KaHnensapusa

* Koudurypartop

e Jlorrep BHEITHUX IIPUIOKEHUS
¢ TToTtoxu paboT

e TIpOEeKTEI

* Qauel

» Storage

* Ilenu u moka3aTenu

Hampuwmep, Oj1st MOHUTOPHHTA IeHCTBUM B Moayiie «[IoToKu paboT», a UMEHHO IeHCTBUM 110 U3MEHEHHUI0
cTaTycoB paboT, HeoOXOOMMO CHa4aJjla 3afaTh HyKHBIN IIEPHUO]I, HaJjiee B nojie «MCTOYHUK» BHIOPATh U3
BBITIJIBIBAIOIIETO CIIMCKa NMYHKT «[loToku paboT», a B mone «CoOvITHE» - MYHKT «MI3MeHeHue cTaTyca»
U HaxXkaTb KHOMIKY MIOMCKa.

Ha rnag

CobuiTis
jp101.15 0 ¥ - 311215
WcTounmk | MoTokn pabot ¥ | CobuiTre | Mamerenne craTyca
16 ¥ |k »
Bpema McTouHKK WmA noneaoeatens CobbiTve OnucaHue Xoct ID 3anucu
2015-11-18 15:13 MoTokw patot ABmpewes I1.C. Vamenenue cTatyca ’::ig::;j 1 MoMERAT CTATYC PAGOTH! TSPIMKSHOSKYY KOPTABANPOASHIENPORE 192 168.3.83 3614
2015-11-18 15:13 MoTokw patot ABmpewes I1.C. Vamenenue cTatyca ’::ﬁg:;ﬁj 1 MoMSRAT CTATYC PAGOTH! TSPMMKSHOSKYY KOPABANPOASHIENPORS. 192 168.3.83 3612
2015-11-18 15:02 MoTokw pabot AbnpeweH I1.C. W3ameHeHwe cTatyca Abgpeluen I1.C. uamennn cratyc paboTsl 123 Ha 3aseplieHo 192.168.3.83 3541
2015-11-18 19:01 MoTokw padot AbnopeweH 1.C. MameHeHwe cTatyca AbgpeweH I1.C. namexnn cratyc paboTsl 123 Ha 3aseplieHo 192.168.3.83 3526
2015-11-18 15:00 MoToku padot AGnopeweH N.C. Wamenenue cTaTyca AbgpelweH N.C. uamenun cratyc paboTel 123 Ha 3aeeplueHo 192.168.3.83 3517
2015-11-18 14:59 MoTokw paGoT AbBapeweH N.C. WameHeHue cTaTyca ABapeweH NN.C. uameHun cratyc paboTsl 123 Ha 3aBepleHo 192.168.3.83 3508
2015-11-18 14:57 MoTokw pabot AbnpeweH I1.C. W3ameHeHwe cTatyca Abgpeluen I1.C. uamennn cratyc paboTsl 123 Ha 3aseplieHo 192.168.3.83 3498
2015-11-18 14:55 MoToku pabot AbBnopeweH I1.C. WMameHeHue cTaTyca AbgpewweH I1.C. uamenun cratyc paboTel 123 Ha 3aeepluieHo 192.168.3.83 3488
2015-11-18 10:44 MoTokw paGot Bobpos C.E ViameHeHwe craTyca f;’:;‘::eif WIMEHWN CTaTYC paGoTel NPOBECTH yTPeHHEE CoBelLaHMe Ha 192.168.0.127 3373
2015-11-18 10:44 MoToku padot BoGpoe C.E. Wamenenue cTaTyca Bofpoe C.E. uamenwn cTatyc paboTul Tema NpoToKONa Ha 3aseplueHo 192.168.0.127 3371
2015-11-18 10:44 MoTokw paGoT Bobpoe C.E WameHeHue cTaTyca Bobpos C.E. uamenun cTaTyc paGoTel TeMa NpOTOKONa Ha 3aBeplUeHo 192.168.0.127 3369
2015-11-18 10:44 MoTokw patot Botipoa C.E. Vamenenue cTatyca f;g;:eif WIMEHWT CTATYC paboTel [pOBECTH YTPEHHEE CoBELaHVE Ha 192.168.0.127 3367
2015-11-18 10:44 MoToku padot Eobpos C.E. Mametenme cTaTyca f;g::eif W3MEHUN CTATYC paboTLl [POEECTH YTPSHHEE CORBUIAHNE Ha 192.168.0.127 3365
2015-11-13 17:50 MoToku padot Eobpos C.E. Mametenme cTaTyca f;g::eif W3MEHUN CTATYC paboTLl [POEECTH YTPSHHEE CORBUIAHNE Ha 192.168.0.127 3069
2015-11-13 17:32 MoToku padot Eobpos C.E. Mametenme cTaTyca f;g::eif W3MEHUN CTATYC paboTLl [POEECTH YTPSHHEE CORBUIAHNE Ha 192.168.0.127 3066
20151112 17:13 MoToku padot Eobpos C.E. Mametenme cTaTyca f;g::eif W3MEHUN CTATYC paboTLl [POEECTH YTPSHHEE CORBUIAHNE Ha 192.168.0.127 3034
2015-11-10 12:36 MoTokw paGoT AbBapeweH N.C. WameHeHue cTaTyca ABapeweH NN.C. uameHun cTaTyc paboTl 3aperucTpMpoOBaHO Ha 3aBepLUSHO 2861
2015-11-06 14:41 MoTokw pabot Bobpos C.E W3ameHeHwe cTatyca Cemenoe C.C. nameHun cratyc paboTel DDDD-3 Ha 3aseplueHo 192.168.0.127 2807
2015-11-06 14:41 MoToku pabot BoBpos C.E. WMameHeHue cTaTyca Bobpoe C.E. uamenwn ctatyc pabotul gfhfghg Ha aaseplueHo 192.168.0.127 2806
2015-11-06 14:41 MoToku padot BoGpoe C.E. Wamenenue cTaTyca Cemenoe C.C. MaMeHun cTaTtyc paGoTel DDDD-2 Ha 3aseplueHo 192.168.0.127 2805
2015-11-06 14:41 MoTokw pabot Bobpos C.E W3ameHeHwe cTatyca BoGpos C.E. namexwn craryc paboTsl ggggg Ha 3aBeplueHo 192.168.0.127 2804
2015-11-06 14:41 MoTokw pabot Bobpos C.E W3ameHeHwe cTatyca Cemenoe C.C. nameHun cratyc paboTel DDDD Ha 3aBeplueHo 192.168.0.127 2803
2015-11-06 14:41 MoToku padot BoGpoe C.E. Wamenenue cTaTyca Bofpoe C.E. MameHwn cTaTyc paBoTul SS55 Ha 3aBEpLUEHO 192.168.0.127 2802
2015-11-03 11:32 MoToku padot AGnopeweH N.C. Wamenenue cTaTyca Abgpelwwen NN.C. uamenun cratyc paboTel 2.2 Ha 3aBepLUEHO 192.168.0.127 27534
2015-11-05 11:30 MoTokw pabot AbnpeweH I1.C. W3ameHeHwe cTatyca Abppelen N1.C. uamennn craryc pabotsl 111111 Ha 3aBepuieHo 192.168.0.127 2749
2015-10-30 14:18 Moo paGor BacHeuios LW VameHenme cTaTyca f::::j:::“ M3MEHNN CTATYC paGOTb! [IU3alik BLICTABOUHOMO NABUNEORA KA 495 453 3 157 2560
Raruanno 14 14 uauauun rratur nafinTul Carnarnoause nnnerta Ewarnnuaa A

Figure 4.37: Event Monitoring section

Event list can be also filtered by search string value. It is used in filtering by description field.
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4.8 System management

4.8.1 Database management

IIpotecc obHoBneHus Bl ornuuaercs B Bepcusax 0o 3.11 u ot 3.11 u BHIIIIE.

¢ O6uoBnenue B s Bepcuii oo 3.11
e O6uoBnenue B]I mns Bepcuit ot 3.11 u BhIlIE

4.8.1.1 OGHoBneHue B, pna Bepcui go 3.11

In order to update database to the current version, select “database management” in the ”"System
maintenance” section (see main menu of administrator module) and click "Update DB” button.

YnpaeneHwe B[ MNpoBepHTb MHAEKCHI

Texkywan eepcua BI: 132
Doctynnaa sBepcua BJ: 142

OfHoeNTE B

| ] jdk-6u31-linux-x64.hin v D Bce 3arpyakn... 9%

Figure 4.38: database generation

ITocne HaxaTusa KHOOKU «OOHOBUTEH BIl» cTpaHuIla 3alpOCUT IIOATBEPXKIOeHHe. Eciu BhI OTBETHUTE
YTBEPOUTENIbHO, HAUHETCS reHepanus. [10 Xomy BEHIIOTHEHUS U3MeHeHUs OyayT 0ToOpakaThCsi B OCHOBHOM
o6GacTy 3TOU MaHEeIH.
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Ynpasnexue B poBepNTL MHIeKCLI

Texywan sepcna Bl: 128
Hoctynuan sepcun B 128

OGmoanTs BO

2012-01-05 14:20; Executing: "INSERT INTO object_types (typelD, namery, namekz, nameen) VALUES (32, noneacearane’, nose3osatens’, none3aosatene) ON DUPLICATE KEY UPDATE
nNameru=nonk3cearens’, namekz=nonk3ceaTtens’. nameen="nons3oeaTens’ "

2012-01-05 14:20: Executing: "INSERT INTO object_types (typelD, nameru, namekz, nameen) VALUES (64, meponpuatne’, ‘eponpuatue’, ‘meponpuamve) ON DUPLICATE KEY UPDATE nameru='seponpnaTie’,
namekz="mepanpuATue’, nameen=mMeponpuaTie'

2012-01-05 14:20: Executing: "INSERT INTO object_types (typelD, nameru, namekz, nameen) VALUES (128, 'noprgomuo’, noptonue’, noprponme) ON DUPLICATE KEY UPDATE nameru=noprdanna’,
namekz="noprdonne’, nameen=noptdonme’ "

2012-07-05 14:20: Executing: "INSERT INTO object_types (typelD, namer, namekz, nameen) WALUES (256, 'nnav’, 'nnaw’, ‘inaw) ON DUPLICATE KEY UPDATE nameru=Tunan’, namekz="nnau’, nameen=nnax’"
2012-071-05 14:20: Executing: "INSERT INTO object_types (typelD, nameru, namekz. nameen) VALUES (1024, ‘aokyment’, ‘nokyment’, gokymest) ON DUPLICATE KEY UPDATE namen=gokysment’,
namekz=gokymeHt’, namesn=pokymeHt "

2012-071-05 14:20: Executing: "INSERT INTO object_types (typelD, nameru, namekz. nameen) WALUES (512, npouece’, 'npoyece’, npoyecc) ON DUPLICATE KEY UPDATE nameru='npoyecc’, namekz="npougcc’
nameen=npoygce' "

2012-D1-05 14:20: Executing: "DELETE FROM object_types WHERE typelD NOT IN (4, 2, 32, 16, 8, 64, 128, 256, 1024, 512)"

2012-07-05 14:20; Executing: "INSERT INTO sexes(sex_id, name_ru, name_kz, name_en) VALUES (0, e yxasak’, We yxasad' ‘e yreasad) ON DUPLICATE KEY UPDATE name_ru='ve ykasan', name_kz="He
yxazak', name_en="we yxazan"

2012-071-05 14 20; Executing: "INSERT INTO sexes(sex_id, name_ru, name_kz, name_en) VALUES (1, wencuei’, sencknit’, wenckni) ON DUPLICATE KEY UPDATE name_ru='wexcimil’, name_kz="seHckui’,
name_en='wexckui”

2012-01-05 14:20: Executing: "INSERT INTO sexes(sex_id, name_ru, name_kz, name_en) VALUES (2, wyscroi’, mysckoi’, myscroi] ON DUPLICATE KEY UPDATE name_ru=nysckoi'. name_kz="wysckoi’,
narme_an=mMysckoi’”

2012-01-05 1420 Executing: "INSERT INTO task_repeat_types(typelD, nameru, namekz, nameen) VALUES (1, Wawaeih gens’, Kaxnwih gens', Kanaeh gess) ON DUPLICATE KEY UPDATE nameru="ranasin
AeHe', namekz="Kaeqwi geds’, nameen="Kaxnui gaus’ "

2012-01-05 14:20: Executing: "INSERT INTO task_repeat_types(typelD, nameru, namekz, nameen) VALUES (2, Tlo pabouns gHam’, Tlo paBauui guam’, Ta paBouns geau] ON OUPLICATE KEY UPDATE
nameru=Tlo pabounm guam', mamekz=Tlo pabousm guam’, nameen=Tlo pabousm guam' "

2012-01-05 14:20: Executing: "INSERT INTO task_repeat_types(typelD, nameru, namekz, namean) VALUES (3, EwxexegensHo’, Exenegensyn’, Exerepenso’) ON DUFLICATE KEY UPDATE
nameru=EmxexeaansHo’, namakz=EmeHeg enso’, nameen="Exanagansmo’”

2012-01-05 14:20: Executing: "INSERT INTO task_repeat_types(typelD, namearu, namakz, namean) VALUES (4, Exemecavso’, Ewemecavno’ ‘Examecauso) ON DUPLICATE KEY UPDATE

nameru=ExemecAdno’, namekz= ExemecAuHe’, nameen=ExemecAuno’ Crpanuya 9/ 50 - 2.2 06H
2012-01-05 14:20: Executing: "INSERT INTC task_repeat_types(typelD, namaru, namakz, namean) VALUES (5, Tlo noHagensHHEam, cpegas i NATHRLAM', Tlo noHegensHikam, cpagam o nATHALaM', Tla
noHegenkHUkam, cpegam u nAtHAuaw| ON DUPLICATE KEY UPDATE nameru="Tlo noHegensHukam, CPaAIM W nATHUUAM', namakz="Tlo n HUKAM, CPaAam W uam', nameen=Tho foHs R Muwarkam,

Figure 4.39: After database upgrade

4.8.1.2 OOGHoBneHue B, pna Bepcuit oT 3.11 n BbilLe

Ctpanuia “Yupasienue BIl” oToOpaxkaeT cBegeHHus: 00 aKTyalbHOCTH TeKyied BI:
e Ecnu Bce o6HOBNeHus Bl Oblmu IpUMeHEeHBI, To OyZeT oToOpaxkeHo CooOlIIeHue:

Baunia Bepcusi Bl akTryajibHa
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Ha rnaeuyio

Ynpaeneune Bl MpoeepuTE MHAEKCEI

Bawa sepcua Bl akTyansHa
ObHoBUTL B[

Figure 4.40: Bup okHa IIpU OTCYTCTBUU HEIIPUMEHEHHBIX 0OHOBIIEHMH

e Ecnu ecTh HeMpUMeHeHHEIe 0OHOBIEHHUsI, TO OyIeT oToOpaxkeHo COoObIIeHue:

Bawa Bepcuda B[l HeakTyanbHa.
Cnepyowne 06HOBMEHUSA elle HE MPUMEHEHDI:
%1d% - Scomment$

ITomne %id comepKUT Ha3BaHKe OOHOBIIEHUS, IIOJIEe SCOmMmMeNt% - KOMMEHTapuH K HeMy (ecu ObII yKa3aH
B KOHQurypaimnonaHoM ¢aiine). IIpu 3TOM eciu KOIHYEeCTBO TPeOyeMbIx OOHOBJIEHUH IIPEBHIIIAET 5
(ISATH), TO HOMOHUTEIILHO OyOeT yKa3aHo: “H elie 00HOBJIEHHH: %Count%”, rme Scount% - KOIU4ecTBO
TpeOyeMEIX, HO He IIePeUYUCIIEHHBIX IBHO OOHOBIIEHU.

s npruMeHeHUs 0OHOBIEHUH HYKHO HaXKaTh Ha KHOIIKY “O0HOoBUTE BII”. B cltydyae HEBO3MOXKHOCTHU
mpuMeHeHust 00HoBNeHu Bl BEIBOOSTCS CBeOeHHs BO3HUKIINX OIuOKax (Mn. “Bup okHa B cimydae
omrboK BO BpeMs OOHOBIIEHU”):

%ITTIT-MM-II1 Y494:MM%: OOHOB/IEHHE IIPEPBAaHO CO CIEeAYIONIEH OIIHOKOM: STEKCT 0ownMbKn%
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Ha rnasHyw

¥npaenenue bJ] MpoBepUTL MHAEKCHI

Bawa sepcua Bl HeakTyansHa

Cnegywiue oOHOBNEHWUA ellle HE NPUMEHEHBIL:
update?2 - sTopoe oGHOBNEHWE

update3 - TpeTee 0OHOBNEHKE

ObHoenTe B

2016-11-01 10:58: OGHOENEHWE NPEPBAHO Co Cneyolei ownbroi: Some sql exception

Figure 4.41: Bup okHa B ciydae omInb0K BO BpeMsi OOHOBJIEHUS

OOHOBIIEHUS, IIpOou3BEeOE€HHBIE 1O BOSHUKHOBEHUA OILTHMOKM, CUUTAIOTCS IIPUMEHEeHHBIMU. ITocsie BOSHUKHOBE
OIIHOKHM IIponecc OGHOBJIEHHUST OCTaHaBJIMBAE€TCH, U OCTAaBIINECS OGHOBJIEHUS CUUTAIOTCS HEIIpUMEHEHHBIMH.

CBenmenusi 00 00OHOBIIEHUSX COOmepzKaTcs B KOHurypamuonHoMm xml-daiine B momynne synergy-ejb,
BHYTpH KaTtasnora kz.arta.synergy.db.updates.

4.8.2 YnpaBJsieHUe UHOEKCOM AOKYMEHTOB

Hauunas c Bepcuu 2.65, B ARTA Synergy mis moucka JOKyMEHTOB UCIIOIb3yeTCSA OTHEeIbHBIN NHIOEKC,
KOTOPHIN HYKHO CTeHepPUPOBaTh. 1 TOTo, YTOORI 3TO CHeiaTh, HEOOXOOUMO HaXKaTh KHONKY «IIpOuMHOEeKCU]
BCe DOKYMEHTEI» U NOXKOAaThCsI OKOHYaHUS [Ipoliecca UHAEKCUPoBaHua. 110 Xooy BEIIIONIHEHU A U3MEeHEeHU
OyoyT oToOpaXkaThCsl B OCHOBHOM 00JIacTH.

HNupekcupoBaHue ocyiiecTBiseTcs 61okamu 10 200 mOKyMEHTOB.

B ARTA Synergy 2.66 nns reHepaliuyl nHOeKca ObUIM fo0aBlIeHbl HOBble BO3MOKHOCTH:

1. BO3MOXKHOCTh IIPOOOJNIKUTL MHAEKCUPOBaHNE C MOMEHTA IIOCJIefHENW OCTaHOBKH. [0 HaxkaTus
KHOUKM «IIpomMHIOEKCHMPOBaTh BCe HOKYMEHTEI» OTMEThTE€ COOTBETCTBYIOIIYIO OIIIMIO TaJIOYKOM.
OcTaHOBKa MHOEKCUPOBAaHUSA MOXKET OLITH BEI3BaHa:

* OcTaHOBKOM cepBepa npuiaoxenuit ¢ ARTA Synergy
e Py4HOU OCTaHOBKOM MHAeKcaluuM (KHOIKa «OCTaHOBUTH NHAEKCHUPOBaAHUE).
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2. Ecnu IIponecC MHOEKCHUPOBAHUSA CIIUIIIKOM CUJIBHO 3aMeJIdeT pa60Ty CHUCTEMEBI, MO2KHO YCTAHOBHUTD
II0CJIe HTHOEKCHUPOBAaHUA O4YePeagHOro 6110Ka OOKYMEHTOB. II1s1 3TOTO BBEAUTE 3HAUEHUE 3aJJepxXKKHU
B MUJINIMCEKYHOaX B II0JI€ <<1'[ay3a MeXOy MHOEeKCHUPOBaHUEM yacTen OOKYMEHTOB».

MpogomsuTe NpesgyIlgWi NpoUyece MHOSKCUPOBAHWMA (HAYMHanA ¢ 200 gokymeHTa) &

May3a mex gy WHOSKCUPOBaAHWEM YacTel OOKYMEHTOR (MC) 0
MpoWHOeKCHPOBATE BCE OOKYMEHTLI

OCTaHOBWTL MHAE CHpOBaHWE

Figure 4.42: YupaBieHue HHOEKCOM DOKYMEHTOB

4.8.3 YnpaBsneHue uHpekcom copm

Hauwunas c Bepcum 3.11, B ARTA Synergy s yCKOpeHUs: paGoThl GUITETPOB 110 pEECTPaM UCIIOIb3yeTCs
OTHOENbHBLIN MHAEKC, KOTOPHIY HY2KHO TeHEPHUPOBaTh. ITO MelaeTCs B pa3mene “YipaBlieHHe NHIEKCOM
dopM”. Pa3pgesn comepKUT:

1. CTAaTUCTUKY COCTOAHUA OJaHHBIX:

e Pasmep uHOekca 8 balimax: TIpU UCIIOIb30BaHuM Lucene (ycTaHaBIMBAETCS 10 YMOJTYaHUIO) 0TOOPakaeTcC:!
IpOoYepK; IIpu ucnonb3oBanum Elasticsearch - Tekymuii pa3mep nHIEKCa.
* Obuwee Kosiuyecmaso 3anucell: o6111ee KOJIMUYECTBO MOKYMEHTOB 110 (popmam.

* Kosauuecmaeo yoaneHHblX 3anuceli: KOIN4eCTBO NHAEKCOB, yOaJIeHHBIX TPU U3MEeHEHUY NHAEKCUPYEMBIX
DaHHBIX. B cioydae, ecnu aTo uucio 6oiiee 4eM B [[Ba pa3a IIPeBHIIaeT 00Iee KOINUECTBO 3alucel,
PEeKOMeHyeTCs 3aHOBO IIPOUHAEKCUPOBAThH BCE IOKYMEHTEHI 10 (hopMaM.

1. OOIIOJITHUTEJIbHBIE HEICTpOI:IKPI IIpounecCa MHOEKCUPOBaAHUA:

* [Ipodoascumbs npedvldyw,utl npouecc uHoekcuposaHus: ¢iar, II03BOJISIOIINY IIPOJOIXKUTEL paHee
3aHymeHHbIﬁ Y OCTAHOBJICHHBIHA IIponecCc HHOEKCUPOBaHUA.

IIpumeyanue:

» Ecnu panee MHOEKCHPOBAHHE HE OCYIIECTBIISIOCH, UIH HET paHee 3alyIleHHOT0
¥ OCTAHOBJIEHHOTO IIpoIiecca, ¢pJiar HeJOCTYIIEH.

» Ecnu mociemHu IPoIlecc MHOeKCUPOBAaHUS OB/ OCTAHOBJIEH, TO PSIIOM C (hJIaroM
yKa3aH HOMeP MO3UIINHU, C KOTOPOH IIPOHOIXKUTCS NHAEKCUPOBaHUE.

* Ecnu nocnemHuim IIponecC MHOEKCHUPOBAHUA ORI OCTAHOBJIEH, a (bnar OTKIJIIOY€EH,
TO ITPO1IeCC MHOEKCUPOBaHUA HAaYHETCsA 3aHOBO.




ARTA SYNERGY Administrator Manual 85/ 246

° HGySG Meofcdy UHOQKCUPOB(]HUGM yacseti 3anuceli (MC): YHCJIOBOE II0JI€e BBOOA, B KOTOPOM YKA3bIBAETCSA

BpeMs HeoOXOOUMOU Iay3Hl B IIPOIlecce MHAeKCUPOBaHMUs. MHIeKCUpOBaHKe OCYIIeCTBIAETCS O7I0KaMu
o 500 DOKyMEHTOB.

1. kHOTIKM 3allyCKa U OCTaHOBKH IIPOILieCCa MHOEKCHUPOBaHUA.

Ha rnaeHyw

YnpaeneHue MHAEKCOM AaHHLIX hopm

Pa3mep vHaekca B GalTax: -

Obuiee KoMMuecTBO 3anucei: 15584

KonuuecTBO yAaneHHbX 3ankcei: 19849
MpofonHKTE NPebIAYLLWA NPOLECe MHASKCUPOBAHWA

May3a Mex gy WHLEKCUPOBAHWEM YACTER 3anucei (Mc) |0

MpouHgeKCHPOBATE BCE AaHHLIE (DOpM

OCTAHOBHTL MHOEKCHPOBAHWE

Figure 4.43: YnpaBneHue MHOEKCOM JaHHBLIX GopM

I71s1 3ammycKa MHAEKCUPOBaHUS HEOOXOOUMO HaXKaTh Ha KHOMKY “[IponHOeKCUpPOBaTh BCe JaHHBIE hopm”.

ITo xony BEHITIOJIHEHUS U3MeHeHUs OynyT 0ToOpaXkaThCs B OCHOBHOM 06/1acTH, a TakKe OyOyT oToOOpaxKaThCs
BCIUIBIBAIOIIEe OKHA CO CBENEeHUSIMU O XOofe IIpoliecca.

Hpouecc OCTaHABJIMBAETCA B OBYX CJIy4addX:

1. PyuyHas ocTaHOBKA - 10 HaXKaTHUIO Ha KHONKY “OCTaHOBUTHL HHAEKCUpOBaHue”. IIpu 5TOM B TaHEIH
uHGOpMaluu BEIBOOUTCS COOOIIEHUE:

“IIpo1iecc MHAEKCUPOBaAHUS OCTAaHOBIIEH”

HomMep mo3uiyu, Ha KOTOPOH IPOoIiecc ObIJI OCTaHOBJIEH, 3alIOMHUHAETCS, ¥ B MaJIbHEHIIIeM HHIEeKCHPOBaAHNEe
MOKHO IIPOOOJIXKUTE C 9TOH IO3UITUH JIM00 HauaTh 3aHOBO.
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VIHAEKCMPOBAHWE AaHHLIX 3aBEpLIEHO.

YnpagneHue MHAEGKCOM AaHHLIX (hopm + O6uiee KonuuecTeo 3anuced 15 575, NPOMHASKCUMPOBaHO 3 500 3a 32 cekyHa.
+ O6uiee KonuuecTeo 3anuced 15 575, NPOMHASKCUMPOBAHO 4 000 3a 37 cekyHa.

Pasmep vHgekca B GadTax: -
OBLee KoNWYecTso 3ankcei: 15584
KonuuecTeo yaaneHHbIx 3ankceid: 24648
MpogenxuTe NPesAYLIMA NPOLECe HASKCMPOBAHWA (HaurHan c 4000 3anvck) |«
May3a Mexay WHIEKCUPOBAHWEM UACTER 3anncen (Mc) |5000
TpOMHAEKCHPOBATL BCE AaHHLIE (OPM |
OCTAHOBMTL MHOEKCHPOBAHIE
OTnpaeneH 3anpoc Ha WHAEKCMPOBaHKe JaHHbIX (DopM
WMHIeKkcupoBaHve 3anvcel Havato 2017-01-13 10:37. 3aiMeT NPUMEPHO 2 MUHYTLI Ha kagsle 2000 aokyMmeHToR. B Baweid Gase 15 575 sanucen
Ofiuee KoNM4ecTeo 3anMceid 15 575, npovHaekcuposaqo 500 3a 0 cekyHp.
OfLee KONMYECTBO 3anvceid 15 575, NpovHAeKcMpoBaHo 1 000 3a 6 cekyHa.
OfLee KONMUECTBO 2anMceil 15 575, NpoMHgeKcMpoeaHo 1 500 3a 11 cekyHa,
OfLee KONMUECTBO 2anMceil 15 575, NpoMHAEKCMPORaHD 2 000 3a 16 cekyHa,
OfLee KONMUECTBO 2anMceil 15 575, NpoMHAEKCMPORaHD 2 500 3a 21 cekyHa,
Ofuee konuMuecTeo 2anmceil 15 575, npoukgexkcupoeato 3 000 3a 27 cekyHa,
Ofiuee konnuecTeo 3anuceil 15 575, npouHaekcupoeaHo 3 500 3a 32 cekyH,
Ofiuiee konnuecTeo 3anuceil 15 575, npouHaekcupoeaHo 4 000 3a 37 cekyH.
MpouecCc MHAEKCUMPOBAHWA OCTAHOBNEH

Figure 4.44: TIponecc MHOEKCUPOBaHUS OCTAHOBJIEH

1. Bce maHHBIe TPOUHOEKCUPOBAHEI - IIPOIIECC 3aBEPINAETCsS CaMOCTOSATeNbHO. [Ipu 9TOM B ITaHen
UHGOPMAIIUH BHIBOTUTCS COOOIIEHUE:

“MHpeKcupoBaHUe 3aBeplleHo. MHOeKcupoBaHue %0011ee KOJIMYeCTBO 3amnucei% 3anucen
3aHA710 %M% MuHyT”
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Ha rnasHyio

YnpaeneHne UHAEKCOM AaHHLIX thopm

Pazmep uHgexca B GanTtax: -
Obuee konmuecTBo 3anucei: 15585

KonuuecTeo yaaneHHslx 3anucei: 11574

MpoAOMHMTE NPEALIYLLWA NPOLECT MHAEKCUPOBAHUA

May3a Mex gy UHAEKCUPOBaHWEM YacTell 3anucei (Mc) |0

[ MpoUHAEKCHPOBATE BCE AAHHBIE I:DDpMi

OCTaHOBMTL MHAEKCHPOBaHWE

OTnpagnex 3anpoc Ha WHASKCWPOBAHWE faHHbIX thopm
MHgekcupoBanue 3anKcei Hauato 2017-01-13 10:38. 3aimeT NpUMepHo 2 MUHYTBI Ha Kakasle 2000 gokymeHToe. B saweit 6aze 15 575 zannucei

O6wwee konuuecTeo 3anucei 15 575,
O6wee konuuecTeo 3anucei 15 575,
O6wee KonuuecTBo 3anucei 15 575,
O6wee konuuecTeo 3anucei 15 575,
O6wee KonuuecTeo 3anucei 15 575,
O6wwee konuyecTeo 3anucei 15 575,
O6wee konuuecTeo 3anuceit 15 575,
O6wwee konuuecTeo 3anucei 15 575,
O6wee konuuecTeo 3anucei 15 575,
O6wee KonuuecTBo 3anucei 15 575,
O6wee konuuecTeo 3anucei 15 575,
O6wee KonuuecTeo 3anucei 15 575,
O6wwee konuyecTeo 3anucei 15 575,
O6wee KonuuecTeo 3anucei 15 575,
O6wwee konuuecTeo 3anucei 15 575,
O6wee konuuecTeo 3anucei 15 575,
O6wee KonuuecTBo 3anucei 15 575,
O6wee konuuecTeo 3anucei 15 575,
O6wee KonuuecTeo 3anucei 15 575,
O6wwee konuyecTeo 3anucei 15 575,
O6wee KonuuecTeo 3anucei 15 575,
O6wwee konuuecTeo 3anucei 15 575,
O6wee konuuecTeo 3anucei 15 575,
O6wWwee KoNMUecTBO 3anucei 15 575,

nponHaekcuposado 4 500 3a 0 cekywg.
npowHgexkcupoeaHo 5 000 za 0 cekywg,.
npovHaekcupoeado 5 500 3a 0 cekywg.
npowHgexkcupoeaHo 6 000 za 1 cekywg,.
nponHgekcupoeado 6 500 3a 1 cekywg,
npovHaekcuposado 7 000 3a 1 cexywg.
npovHgexkcupoeaHo 7 500 2a 1 cekywa,.
npovHaekcuposado 8 000 3a 2 cekywg.
npouvHgekcupoeaHo 8 500 za 2 cekywg,.
npovHaekcuposado 9 000 3a 2 cexkywg.
npouHgexkcupoeaHo 9 500 za 2 cekywg,.

nponHgexkcupoeado 10 000 3a 3 cekyHa,
npovHaekcuposado 10 500 3a 3 cekyHa,
npovHgexcupoeado 11 000 2a 4 cekyHg,
npovHaekcuposado 11 500 3a 4 cekyHa,
npowHgexkcupoeado 12 000 3a 4 cekyHg,
npovHaexkcuposado 12 500 3a 4 cekyHa,
npowHgexkcupoeado 13 000 3a 5 cexkyHg,
nponHgekcupoeado 13 500 3a 5 cekyHa,
npovHAekcuposado 14 000 3a 6 cekyHa,
npovHgexcupoeado 14 500 3a 6 cekyHg,
npovHaekcuposado 15 000 3a 6 cekyHa,
npouHgexkcupoeado 15 500 3a 6 cexkyHg,
npovHaexkcuposado 15 575 3a 6 cexyHm,

MHaekcupoBaHue 3asepleHo. MHgekcupoeadne 15 575 3anuceil 3aHANo 0 MUHYT

Figure 4.45: TIponecc "HOEKCUPOBaHUS 3aBepIIeH

4.8.4 YnpaBneHue uHpekcom cdaunnos

INonuas nogmepskKKa HHOEKCcAllMu JaHHLIX MoAysisa “XpaHunuile” B Elasticsearch ocymiecTBneHa B Bepcun
3.13. B pazgen “O6cnyxkuBanue CUCTeMbl” fo06aBieH HOBHIM ITYHKT “YIIpaBiieHue nHAeKCOM ¢aiiios”,
KOTOPBIY ITO3BOJISAET IPOBECTU NHAEKCAIUIO BCEX 3JIEMEHTOB pa3gesnoB “@aunel” u “IJOKyMEeHTH”:




ARTA SYNERGY Administrator Manual 88 /246

Ha rnaeHywo

¥npasneHue UHAEKCOM halinos

Pazmep WHAekca B GaiTax: -
O6LUee konWuecTBo 3anucei; 8029
KonuuecTeo yaaneHHLlx 3anucei: 326

MpogonkuTe NpeqbAyLLWE NpoLece WHEEKCUPOBaHIA

May3a Mexgy WHOEKCMPOBaHNEM YacTeil sanuceil (Mc) |0

MponHABKEMPOEATE BCe thalinel

QCTaHOBNTE MHASKCHDOBRHNE

Figure 4.46: Bun okHa “YmnpaBneHue nHOeKcoM (aitmoB”

OkHO “YupaBieHHe MHOEKCOM OaHHBIX GOpM” COOEPZKUT TEKYIUIYI0 CTaTUCTUKY COCTOSHUS NaHHBIX,
nmapaMeTpEl ¥ KHOIIKY 3allyCcka ¥ OCTaHOBKHU MHIEKCHUPOBAHUS, a TaKXKe IaHenb nHPOpMaluu.

Cmamucmuka cocCmosiHust 0aHHbIX

1. Pasmep uHOekca 8 batimax: Ipu UCTI0JIb30BaHuu Lucene (yCTaHaBIMBAETCS II0 YMOJTYAHUI0) OTOOpazKae
npodepk “-”; nmpu ucnonb3doBaHum Elasticsearch - Tekymuii pasamep UHOeKca.

2. Obwee Koaudyecmeo 3anuceti: obiree KOIUIECTBO GaMioB.

3. Koauuecmao yadﬂeHHle 3anuceil: KOITUYECTBO UHIEKCOB, YOaJIEHHBIX ITPYU U3MEHEHUU NWHOEKCUPYEMBI:
OaHHBIX.

3anycx u OCMmMaHoOBKa um)excupoeaﬂuﬂ

1. IIpodoaxcumsb npedvldywuti npouecc uHoekcuposaHuA: ¢piar, I03BOJIAIONUN IPOLOIXKUTEL paHee
3aHYIlIeHHbeI U OCTAHOBJICHHBIN IIponecC MHOEKCUPOBaHUA.

» Ecnu paHee HHIEKCUPOBaHUE He OCYIIIECTBIISAIIOCH, UJIM HET PaHee 3allyIIeHHOT0 ¥ OCTaHOBIIEHHOTO
mporiecca, ¢iar HegoOCTyIIEeH.

e Ecnu mocnemHu IpoIiecc MHAEKCUPOBaHUsI OBII OCTAHOBJIEH, TO PAOOM C (hJIaroM YKa3aH HOMEep
TMO3UIIUH, C KOTOPOM HMPOMOIKUATCS UHAEKCUPOBAHUE.

* Ecnm nmocnegHUt IIponecC MHOEKCUPOBaHUA OBIJTI OCTAHOBJIEH, a (1))'[&1" OTKJIIO4YE€H, TO IIponecC
WHOEKCHUPOBAaHUA HAYHETCA 3aHOBO.
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2. Ilay3a meacdy uHOeKkcuposaHuem yacaell 3anuceli (Mc): YMCIIOBOE II0JIe BBOAA, B KOTOPOM YKa3kIBAETCS
BpeMs HeoOXOuMOI ITay 3kl B IpoIecce HHOeKCcupoBaHusa. OOHOM “JacThI0” CYUTAETCS HHIEKCUPOBaHU
200 DOKyMEHTOB.

[Tpoiiecc 3amycKaeTCs 10 HaXKaTHIo Ha KHONKY “IIpoMHIeKcupoBaTh Bee daibl”. CrucTeMa 3ampaliiBae
MMOATBEPXKAEHNE NEeUCTBUA:

“Bbl meCTBUTENBHO XOTUTE IPOUHIEKCHUPOBATh BCe 3anucu?”

Ecnu momb3oBaTenb MOATBEPKOAET OeHUCTBUE, MPOIEeCcC MHAEKCUPOBaHUs HauyuHaeTcs. IIpu aToMm B
raHesu HHGOPMaIuu 0TOOpakaeTCs CBeIeHMs 0 IPoIecce HHIEKCUPOBAHMS KaXkI0i YacTu B popMarTe:

“OTnpaBiieH 3alIpoc Ha UHOeKCcUpoBaHue dainos”

“NupekcupoBaHue 3anucei HadaTto %I TTT-MM-IIT Y9:MM%. 3aiiMmeT IpuMepHO 2 MUHYTHI
Ha kaxpele 2000 fokyMeHTOB. B Bamei 6a3e %001iee KoImdecTBO 3anuceii% 3anucei.”

“Ob111ee KOIMUEeCTBO 3anucel %o011ee KOINYECTBO 3anuceii%, IPpONHIEKCUPOBaAHO %KOJINUECTBO IIPC
3a %ss% cekyHn”

“O0b111ee KOIMYeCTBO 3anuceit %o011ee KOJINYECTBO 3anuceii%, IPOMHIEKCUPOBAHO %KOJINUYECTBO TIPC
3a %ss% cexyHO”

B cnyuae, eciu B IpoIlecce WHAEKCUPOBAHUS OYePEIHOM YaCTH BO3HUKIIN OMIUOKH, TO UX TEKCT OyOeT
oToOpaXkeH B OTHAEIFHOM Cc0o00IeHnu 06 ommbke. [Ipu 9TOM MHAEKCUPOBaHUE OyIeT MPOOIKEHO.

Hpouecc OCTaHABJIMBAETCA B OBYX CJIy4daddX:

1. PyuHas oCTaHOBKA - IT0 HAaXKaTHIO Ha KHOMNKY “OCTaHOBUTL HHAEKCHUPOBaHue”. IIpu 9TOM B ITaHeIn
WHGOPMAIIUH BHIBOJUTCS COOOIIEHNe:

“IIpo1iecc MHAEKCUPOBaAHUS OCTaHOBJIEH”

Howmep mo3utiuu, Ha KOTOPO¥ mpoIiecc ObII OCTaHOBIIEH, 3alIOMUHAETCS, ¥ B laTbHEHIIIeM HHIEKCUPOBaHNIE
MOZKHO MTPOMAOIKUTE C 3TOM MO3ULIMHK MO0 HaYaTh 3aHOBO.

1. Bce maHHBIE TPOMHOEKCUPOBAHEI - IPOIIECC 3aBEPIIAETCS CAMOCTOSTENbHO. [Ipu 93TOM B HaHEIH
WHGOPMAIIUHU BEIBOTUTCS COOOIIEHNE:

“MHOeKCcupoOBaHUeE 3aBepIineHo. MHOeKcupoBaHue %00I1ee KOITUYECTBO 3amnucein% 3amnucei
3aua10 %M% MunyT”

IMomuMo nmanesm nHGOPMAIUH, COOOIIEHUS O TPOrpecce MHOEKCUPOBAHUS BHIBOJSATCS KaK YBEIOMJIEHHUS.
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Mpouecc WHEEKCUPOBAHWA 0CTAHOBNEH

YnpasneHue UHAeKCOM halinos

Pasmep wHpekca B Gaitax: -
OfLLee konuyecTBo 3anuceii: 13797
KonuuecTeo yaaneHHsx sanucei: 1422

MpogomknTe NpegElgyLLWA NPOLECT WHAEKCUPOBAHNS (HauwHas c 5600 zanucn) ¥

May3a Mexay WHAEKCUPOBaHMeM yacTeld 3anuceii (Mc) |0

MponHAEKCHPOBATE BCe thaink

OCTaHOBMTE MHOEKENPOBAHNE

OTnpaeneH 3anpoc Ha WHAeKcUpoBaHue aiinee

MHAekcupoBaHue 3anncei Havaro 2017-02-07 20:54. 3afiMeT NpPUMEPHO 2 MUHYTHl Ha Kakable 2000 AokymMeHTos. B Balled 6aze 8 937 zanucei
OBl ee KoNWYECTBD 3anncel B 937, nponHaexcupoeado 200 3a 1 cekyHa.
O6Lee konudecTBo 3anucei 8 937, nponHgercrpoBado 400 3a 2 cekyHy.
OBl ee konMuecTBo 3anucei 8 937, nponHgercrpoBano 600 3a 3 cekyHy.
O6LLee konMUecTBO 3anucei 8 937, nponHgercrpoBaHo 800 3a 4 cekyHy.
O6LLee koNMUECTED 3anucei 8 937, nponHgexkcnpoeano 1 000 3a 6 cekyHa,.
OBl ee KonuuecTBO 3anuceil 8 937, nponHgercupoBako 1 200 3a 7 cekyHa.
OBLyee konuuecTBO 3anuceil 8 937, nponHgexkcupoBako 1 400 3a 8 cekyHa.
OBl ee KoNWYeCTBO 3anuced B 937, nponHgexcupoeano 1 600 3a 9 cekyHa.
OBl ee KoNWYECTED 3anncei B 937, nponHaexcupoeado 1 800 3a 10 cekyHs.
OBl ee konmvecTBo 3anucei 8 937, nponHgercupoeado 2 000 3a 12 cekyHy,.
O6Lee konuuecTBo 3anucei 8 937, nponHgercrpoeano 2 200 3a 13 cekyHy.
O6Lyee konMUecTBO 3anucei 8 937, nponHgercrpoeado 2 400 3a 14 cekyHy.
O6Lee koNMUeCTBO 3anuceid 8 937, nponHgercnpoeado 2 600 2a 15 cekyHy.
OBl ee Konu4ecTBO 3anuceil & 937, nponHgercupoBako 2 800 3a 16 cekyHs.
OBLyee konu4ecTBO 3anuceid 8 937, nponHgexcupoBaHo 3 000 3a 18 cekyHs.
OBl ee KONWYECTBO 3anucei B 937, nponHgexcupoeano 3 200 3a 19 cekyHs.
OBl ee KoNWYECTED 3anncei B 937, nponHaexcupoeano 3 400 3a 20 cekyHs.
OBl ee koNMYecTED 3anuced B 937, nponHaexcupoeano 3 600 3a 21 cekyHs.
OBl ee konuvecTBo 3anucei 8 937, nponHgercrpoeado 3 800 3a 22 cekyHp,.
O6Lee konMUecTBo 3anucei 8 937, nponHgercrpoeado 4 000 3a 23 cekyHy.
O6Lee koNMUeCTBO 3anucei 8 937, nponHgercnpoeado 4 200 2a 24 cekyHy.
OBl ee KonM4ecTBO 3anuceil 8 937, nponHgexrcpoBaHo 4 400 3a 25 cekyHs.
OBLyee koNM4ecTBO 3anuceil 8 937, nponHgexcupoBaHo 4 600 3a 27 cekyHs.
OBl ee KONWYECTBO 3anucei B 937, nponHaexcupoeano 4 800 3a 28 cekyHs.
OBl ee KoNWYECTED 3anncei B 937, nponHaexcupoeano 5 000 3a 29 cekyHs.
OBl ee koNMYecTED 3anuced B 937, nponHaexcupoBano 5 200 3a 30 cekyHs.
O6Lee konuvecTBo 3anucei 8 937, nponHgercrpoeado 5 400 3a 32 cekyHy.
O6Lee konMUecTBo 3anucei 8 937, nponHgercpoeado 5 600 3a 33 cekyHy.
Mpougcc MHAEKCUPOBAHNA OCTAHOBNEH

Figure 4.47: Tlponecc nHOEKCUPOBaHUS OCTAHOBJIEH
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¥npaeneHne uHgeKcoM taiinos

Pasmep wHgekca B Gaitax: -
O6LLee koNWYeCTBO 3anuceii: 13797
KonwuecTeo yhaneHHslx sanuceii: 1490

MpogomknTE NpedbgyLL i NpoLece MHAeKCUPOBaHUS

May3a Mexay WHEEKCMPOBAHWENM YacTed sanuceii (mc) |n

MpPONHAEKCMPOBATE Bee thalink

OCTAHOBNTE MHABKCHPOBAHNE

OTNpaened 3anpoc Ha MHAEKCHPOBaHWE chaiinos

MHAekcnpoeaHie sanuced Hadaro 2017-02-07 20:41. 3aAMeT NPUMEPHO 2 MIHYTLI Ha kg kle 2000 fokymenToe. B Bawed Gase 8 937 sannced
O6Lee kKonWuecTBO 2anuceil 8 937, nponHaekcupoBado 200 3a 18 cekyHg,.
O6LWee konnuecTeo 3anuceil 8 937, nponHaekcupoeado 400 3a 21 cekyHg,.
O6LWee konnuecTeo 3anuceil 8 937, npowHaekcupoeado 600 3a 22 cekyHg,.
OBl ee KonMUecTBo 3anncei 8 937, nponHaekcupoeado 800 3a 29 cekyHs,.
OBl ee KonuyecTeo 3anuced 8 937, nponHaercupoeano 1 000 3a 31 cekyHg.
O6Lee kKonwuecTeo 3anucei 8 937, nponHgekcupoeado 1 200 za 33 cekyHp.
OB ee konwyecTeo 3anucei 8 937, nponHgekcupoearo 1 400 3a 34 cekyHp.
OBl ee KonMUecTBO 3anuced 8 937, nponHaekcupoBao 1 600 3a 36 cekyHa.
OBl ee KonuyecTeo 3anuced 8 937, nponHaercupoeano 1 800 3a 38 cekyHg.
O6LLee KONWUECTBO 2anuceil 8 937, nponHaekcupoeado 2 000 2a 39 cekyHp.
O6Lee kKonwuecTeEo 3anucei 8 937, nponHgekcupoeado 2 200 za 40 cekyHp.
OB ee konwyecTeo 3anucei 8 937, nponHaekcupoearo 2 400 3a 42 cekyHp.
OBl ee KonuyecTeo 3anuced 8 937, nponHaercupoeano 2 600 3a 43 cekyHg.
O6LLee KONWUECTEO 2anuceil 8 937, nponHaekcupoeado 2 800 2a 45 cekyHp.
O6Lee kKonwuecTeo 2anucei 8 937, nponHgekcupoeado 3 000 3a 47 cekyHp.
OB ee konwyecTeo 3anucei 8 937, nponHaekcupoearo 3 200 3a 48 cekyHy.
OBl ee KonMUecTBO 3anuced 8 937, nponHaekcupoBano 3 400 3a 49 cekyHa.
OBl ee KonuyecTeo 3anuced 8 937, nponHaercupoeano 3 600 3a 50 cekyHg.
O6LLee KONWUECTBO 2anuceil 8 937, nponHaekcupoeado 3 800 2a 52 cekyHp.
O6Lee konwuecTeo 3anucei 8 937, nponHgekcupoearo 4 000 3a 53 cekyHp.
OBl ee KonMUecTBO 3anuced 8 937, nponHaekcupoBano 4 200 3a 54 cekyHa.
OBl ee KonuyecTeo 3anuced 8 937, nponHaekcupoeano 4 400 3a 55 cekyHg.
O6LLee KONWUECTBO 2anuceil 8 937, nponHgekcupoeado 4 600 2a 56 cekyHp.
O6Lee konwuecTeo 2anucei 8 937, nponHgekcupoeado 4 800 3a 57 cekyHp.
OB ee konwyecTeo 3anucei 8 937, nponHgekcupoearo 5 000 3a 59 cekyHp.
OBl ee KonMUecTBO 3anuced 8 937, nponHaekcupoBao 5 200 3a 60 cekyHa.
OB ee KonMuecTeo 2anucei B 937, nponHagekcupoBado 5 400 2a 61 cekyHa.
O6Lee kKonwuecTeEo 2anucei 8 937, nponHgekcupoeado 5 600 3a 62 cekyHp.
OB ee konwyecTeo 3anucei 8 937, nponHaekcupoeado 5 800 3a 64 cekyHp.
OBl ee KonMUecTBO 3anuced 8 937, nponHaekcupoBano 6 000 3a 65 cekyHa.
OBl ee KonuyecTeo 3anuced 8 937, nponHaercupoeano 6 200 3a 66 cekyHg.
O6LLee KONWUECTEO 2annceil 8 937, nponHaekcupoeado 6 400 2a 67 cekyHp.
O6Lee konwuecTeEo 3anucei 8 937, nponHgekcupoeado 6 600 3a 68 cekyHp.
D6Wee kKonMuecTBo 3anucel B 937, nponHaekcupoBado 6 BOO 3a 69 cekyHa.
OBl ee KonuyecTeo 3anuced 8 937, nponHaercupoeano 7 000 3a 73 cekyHg.
O6LLee KONWUECTBO 2annceil 8 937, nponHaekcupoBado 7 200 2a 74 cekyHp.
O6Lee kKonwuecTeo 3anucei 8 937, nponHgekcupoeado 7 400 3a 75 cekyHp.
OB ee konwyecTeo 3anucei 8 937, nponHgekcupoeado 7 600 3a 76 cekyHp.
OBl ee KoNMUecTBO 3anuced 8 937, nponHaekcupoBano 7 800 3a 78 cekyHa.
OBl ee KonuyecTeo 3anuced 8 937, nponHaercupoeano 8 000 3a 79 cekyHa.
O6LLee KONWUECTBO 2anuceil 8 937, nponHaekcupoeado B 200 2a 80 cekyHp.
OB ee konwyecTeo 3anucei 8 937, nponHaekcupoearo B 400 3a B1 cekyHp.
OBl ee KonMUecTBO 3anuced 8 937, nponHaekcupoBaHo 8 600 3a 82 cekyHa.
OBl ee KonuyecTeo 3anuced 8 937, nponHaercupoeano 8 800 3a 83 cekyHa.
O6LLee KONWUECTBO 2anuceil 8 937, nponHaekcupoBeado B 937 2a 85 cekyHp.
MHAekcupoBaHue 3ageplleHo. MHgekcupoeaHie 8 937 sanucel 3aHano 1 MuHyT

Figure 4.48: IIponecc "HOEKCUPOBaHUS 3aBepIIEH




ARTA SYNERGY Administrator Manual 92 /246

Bo-BTOpPBIX, HE00XOOMMO pPearn30BaTh NePEeKITI0YeHne HHIEKCAaTOPOB ITIOCPEACTBOM KOHQUTYPaIIMOHHEIX
daiinos:

e MHpekc mokyMeHTOB: arta/esb/docIndex.xml

e NHpekc xpanunuiia: arta/esb/fileIndex.xml
IIpuMmeuanue:
ITpu mepekIIoYeHUH peanu3alliy HHIeKca HeoOXoauMa IIoIHAsI IepenHIeKcalus JaHHEIX.

B-Tperbux, Heo6x0quMO 0OHOBUTH KOHGUTYPALIMOHHEIH ¢atin arta/elasticConfiguration.xml, mo6aBus
B HET'O CeKInH, COOTBETCTBYIOLIIHE HaCTpOf/‘IKaM WHOEKCHUPOBaHUA (I)&IZJIOB U OOKYMEHTOB.

4.8.5 Processes

II7151 TOTO, 9YTOOHI TPOCMOTPETD, aKTYaJIbHEI JIU IIPOIleCcCH B CuCTeEMeE, IOCTaTOYHO HaXKaTh MYHKT «[Ipoieccsr
B pazgene «O0CTyKUBaHUE CUCTEMBEI».

| & | Mpouecchl

Mpouecc ID npouecca OnucaHue B axTyansHom cocToRAHuKM OGHOBWTE
acquaintance-single 2630001 InemeHT 03HaKoMMNeHUA Aa OGHOBUTE
action 2630012 CTaHOgapTHOoe NopydYeHue Aa OGHOBUTE
agreement-single 2630281 JnemeHT COrMacoBaHus Aa OGHOBUTE
approval-single 2630336 InemeHT YTEEDPHOSHUA Aa OGHOBUTE
assignment 200058 MopyyeHne (Kak aneMeHT MapLipyTa) Aa OGHOBUTE
assignment-single 760374 InemeHT nopyJyeHua Aa OGHOBUTE
blocking 450001 BNoKWpYWWA Npolecc Aa OGHOBUTE
calendar-appointment 330001 Hasnauenwe wecTaHpapTHoro pabovero rpacpuka [a OGHOBUTE
choose-user 370001 Brifop oTBeTcTBEHHOMO 32 padoTy Aa OGHOBUTE
common-process-by-form 330007 QbwWwmA Npouecc NpW 3anycke no gopmam Aa OGHOBUTE
condition 2630346 YCNOBHLIA Nepexol Oa OGHOBUTE
copy-to-card 510388 KonupoeaHwe B KapTouky Aa OGHOBUTE
copy-to-priolder 330013 Mpouecc KONMPOBaHWA B NanKy Nons3osaTens Aa OGHOBUTE
log-process 510394 Mpouecc NorMposaHuA Aa OGHOBUTE
plan-approvement 200077 YTeepxaeHve npoexTa Aa OGHOBUTE
plan-approvement-slave 200083 CnyxeOHLIA 3NeMeHT yTBEPHOSHUA NpoeKTa Aa OGHOBUTE
plan-work 200089 PaGota npoekTa Aa OGHOBUTE
pointers-input 360001 Beog aHayeHWA Nokasatena Oa OGHOBUTE
position-appointment 330019 HassaueHue NonL30BaTeNdA Ha OOMKHOCTL Aa OGHOBUTE
position-discharge 330025 YBONBHEHWE NOMNB30BATENA C OMTKHOCTH Oa OGHOBUTE
position-transfer 330031 Mepeson Nonk3cBaTeNs ¢ JOIMKHOCTH Ha OOMKHOCTL Ja OGHOBUTE
protocol-approvement 200143 YTeepwaeHHe npoTokona na OB6HOBUTE
query-result 330037 PeayneTart 3anpoca Aa OGHOBUTE
reassign-work 510400 MepeHazHayeHwe padoT Aa OGHOBUTE
register-event 320037 CofbiTve peecTpa Aa OGHOBUTE
registration 760498 3Tan perucTpauuKn JoKymeHTa na OB6HOBUTL
regisiration-single 730510 PervcTpauus JokymeHTa Aa OGHOBUTE
resolution-action-single 2190001 JnemeHT pesonouua-padoTa Aa OGHOBUTE
resolution-single 730521 Peaonwouna Oa OGHOBUTE
route 690001 MapipyT Oa OB6HOBUTE
route-template 490070 LWabnox mapwpyTa Aa OGHOBUTE
route_step 7603035 3Tan maplwpyTa Aa OGHOBUTE
send-document 510544 OTnpaeka OoKyMeHTa NonsL3osaTeno Oa OGHOBUTE
send-document-by-form 510550 OTnpaeka AoKyMeHTa NoNk30BaTenam U3 opMel Na OB6HOBUTE
survey-work 200184 PaBoTa AnA aHkeTMpoBaHnA Oa OGHOBUTE
timer 410007 Tanmep Oa OGHOBUTE

Figure 4.49: Process update

If any process status is not actual, click it can be updated by clicking “Update” button.
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4.8.6 Application status

B IIYHKTEe «CocTossHuE IIPHUJIOZKEHUA» pPa3paeia <<O6CJ'Iy}KI/IBaHI/Ie CHUCTEMEI» MOZKHO OTKJIIOYUTH HJIN
IMOOKIIIOYUTE OOCTYII K Cucreme HaxkaTHeM OOHOM KHOIIKH.

CocToAHWE NPUNOXKEHWA

Tekywes cocToAHMe npunoweaHua: ocTynHo

BulkNOYWTE NPHUNOMEHWE

Figure 4.50: Turning application off and on

4.8.7 Backup management

Backups are managed in “Backup management” section of "System maintenance” module. "Backup”
button on the right of the top panel runs back up of data store in system. This section also shows
backups performed. You can restore data from back-ups if the working copy of data is lost for some

reason or delete them if they are no longer required.

PeiepBHble konun

Pes konuposanme | )

MonesoBaTens
Admin Admin Admin
Admin Admin Admin
Admin Admin Admin
first_backup

loToBo

Data

22.06,2012 11:35
15.05.2012 14:44
15.05.2012 14:25
15.05.2012 13:12

Mpogon#unTensHocTe Pasmep

34m 844,9Mb
Im 262,9M6
Im 262,9M6
3m 262,9M6

Figure 4.51: Backup control panel

BOCCTaHOBUTL
BOCCTaHOBNTL
BoccTaHoBUTEL

BoCCTaHOBMTE

Ynoannte
Ynoannte
Ynanutb

Yaanute

At update of system from packages, additional packages from back-up will be pulled according to their

dependences.

Manual setting of backup parameters can be performed at:

/opt/synergy/utils/configs/backup/backup.conf
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ITocMOTpeTh ImapaMeTphl KOH(PHUIa MOXKHO B pasfeye OIMHMCaHHOM Bhime (cM. Co3maHue pe3epBHOMH
KOTINH).

Note

The system will be halted during backup or restoring, so we do not recommend to perform
these operations in the middle of working day.

4.8.8 WUHdopMaumsa o 1MLEH3UMU

B paspmene «MHGOpMAaIMsa 0 CHCTEME» MOXKHO ITPOCMOTPETh Ha3BaHWE MPOOYKTa, KIUEHTa, JaTy BeIayH,
HOMED ¥ YCJIOBUSI JTULIEH3WH.

WHpopmauma o nMUeH3numn
HaunmeHoeaHne 3HaueHne
Hassanue npooykTa ARTA Synergy
Knnent Arta Software
[aTa Bbigaqv NULEeH3MKu 2013.08.20
Homep nuueHsum 50092c03-cde6-49a2-bcB7-97728ddBe6ed
YcnoewA nuueH3Inn ﬂmu,eHamn orpaHiyeHa
MaKcumansHoe KOMWYECTBO NOMb30BATENbCKUX MULEH3UA 20
Konu4ecTBO AOCTYMNHLIX NONE30BATENLCKUX MULIEH3NA 0
MakcumankHas gaTta Mcnonks3oBaHusA 2021.04.04

Figure 4.52: Backup control panel

TakzKe TPOCMOTPETDH TapaMeTPHI JINIEH3UHU MOKHO I10 afipecy:

httpl[s]://server url:[port]/Synergy/licence

4.9 Storage

4.9.1 Groups

Groups are used to view, create, edit and delete named user lists which are subsequently used when
giving rights to folders.

Ha rnaatyio

Fpynne! A

+ -

pynna
AOMHHWCTPATOP CHCTEMBI mn
BCe 14/14

HavansHukm 0/2

x| | % [¥ X

Moanepxxa 112
@OHA NOAAEPHKK MOMOASKHA 1172

Figure 4.53: Pazgen «I'pynnbi»
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Title of this window shows search field and a standard paginator below. It is active when the full list
of groups is large not to fit on single page.

. +
s moGaBrieHUsST HOBOM T'PYINHLI MCIIONIB3YETCS KHOIIKa , OJII pemakTupoBaHUs (POPMEI - KHOITKA
“PepaKkTUpoOBaTh”, KOTOpPas BHI3LIBAET CJIEMYIOIIyI0 (hopMy:

4= | [ Noppepxka

HazsaHue NMoajepxka

Kog podderzhka

MaKxcHMankHsIA pasmep daina (MG)

4 || # MNonbzoeatenu rpynnbi h

©.1.0.
Tex.nogaepxka - /1 d ®
Lastnamel_1373 Namel_1373 *

Figure 4.54: Pa3znmen «I'pynnel» - opMa pefakKTUPOBaHUS T'PYIIIILI

B aTo#t hopMe yKa3bIBaeTCs Ha3BaHMWe, KOO U MaKCUMaJIbHEIHM pa3Mep (atina, mocne 4ero qo6aBiIsiioTCs
MMOIb30BATEIU B TPYIITY JINOO0 BJIOXKEHHBIE TPYIIIEL. 71 mo6aBIeHU T HOBOM BIIOKEHHOM I'PYIIITEI HY2KHO
HaxkaTh Ha KHONKY «J00aBUTh I'PYIIIY», a AJs f00aBIeHus HOBOTO ITOJIb30BATES B TEKYIIYIO T'PYIIITY
- KHOTIKY “[o6aBUTh ITOJIb30BaTENI”. DTO BEI30BET CIIMCOK I10JIb30BaTEIEW CUCTEMHBI:
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Beibop nonb3oBatens

l1ma
Admin A A,

LInknown L.
Abgpewen J1.C.
Bobpoe C.E.
BacHeuoe .M.
[aboynnuH A
Meanoe .M.
Kypymbaee M.C.
Camatoe E.A.

Chnenakoe K.

1000000000

||HUWC'{| ] |¢'DH,:|, M0 e PHKM rvmm:ud

MNogpasgeneHue

Ctoen paboTel © Hace. ..

MoHL NOLLEPEHKA MO,

Ctnen paboTel © Hace. ..

AOMWHWCTRPATHEHEIN OT..

ALMWHWCTPATHEHEIA OT ..

Ctnen paboTel © Hace. ..

AOMWHWCTRPATHEHEINA OT..

ALMWHWCTPATHEHEIA OT ..

10

Non#HoOCTE

HavaneHuk oTgena
[eHEpaNbHEIA LUPEKTO. ..
Cneuwanuct no pabote. ..
Byxrantep, 3am_1
Byxrantep

Crneuwanuct no pabote. ..
CHabmeHey

HavaneHWK oToena, 3...

BeibpaTe |'DTI'--'IEHE

Figure 4.55: Choose users to add to group

B s3TOM OKHe, B II0JIE TIOMCKA B 3ar0JIOBKE, MOXKHO BBLITIOJIHUTE IIOUCK I10JIb30BaTEJIe! 110 UMEHH, (l)aMI/I_TII/II/I
HJIK OTYECTBY, IIOCJI€e 9Yero HaxKaThb <<HpI/IH5{Tb>> O JIOG&BJ'IGHI/IH II0JIb30BATEJIA B CITUCOK IIPenbIayIIero

okHa. Ilocme moGaBiieHHs BCeX HEOOXOOMMEIX MOJIL30BaTesIel, W HaXKATHUS KHOIKH
OymeT coxpaHeHa.

rpymnmna

B CTPOKE TI'PYIIIBI YKAa3bIBA€TCsA KOJIMYECTBO IOIb30BaTENEH, IIpuHagjiexKalnuxXx KOHKPEeTHO OaHHOU
T'pyIiiie, a 4epe3 CJIell - KOJIM4YeCTBO BCeX TI0JIb30BaTeNeM, BXOOSAIIINX B OaHHYIO I'DYIIITY.

Kpowme Toro, B CucTeMe CyIIeCTBYIOT HeyaisieMbie ClTyKeOHble (aBTOMaTUYEeCKHUe) TPYIIIE Ha OCHOBAaHUU




ARTA SYNERGY Administrator Manual 97/ 246

IIOApa3fe/IeHu OPrCTPYKTYPLL. [IJIs JaHHBIX IPYIII €CTh BO3MOXKXHOCTb PeIAaKTHPOBAHMS TOJIBKO KOa
¥ MAaKCHMAaJIbHOT'0 pa3Mepa ¢aria.

4.9.2 Monitoring

To show statistics, for example, how many times a document in the Store was opened, shown, etc.
there is Monitoring tab (see below):

MoHWUTOpWHr &

[ara Mmna obbekra CyeTtunk MMyt
MnaHsl K¥pannnuwe/Tpoekr

faisenvice/companion/entity/ed/7 df7 a/ed7 d7 aba-72z

33 BCe BpemMA
Otyet no nnay.html

Hefcrave Otuet no nnauy.html Jaisenice/companion/entity/2{/B9/cli289c3b-8c80-+4
Hobasnenne = OID: {00b3h459-3054-479f-heeB-38d228d5768a)
Teket Whtopmayua Jaisenice/companion/entity/41/c4/01/41c401bd-117
| MUEkMa 0T KaMnaHUM _Me3oHuH_ faisenvice/companion/entity f2/f3/69/f23699a-4261-4
OUMETHTS Mporpamma meponpuaTis Jaisenice/companion/entity/3f04/b7 /304b7 cd-32ec
Me3aHKH faisenvice/companion/entity/c0/9f70/c09f7077-Base
OBHOBUT

MnaH paboTel faisenvice/companion/entity/17/ec/75/17 ec75e8-392
faisenvice/companion/entity/biff1/09/kff1 098f-f446-45
faisenvice/companion/entity/79/7 c/ab/T97 cabs1-e7 &
faisenice/companion/entity/d7/81/59/d78159d6-0b7
faisenvice/companion/entity f0/16/1a40181a80-9a9a
laisenice/companion/entity/e2/82/e9/e282e916-234
faisenvice/companion/entity/71/7 ¢/7 d/i7 17 c7 de0-33C
faisenice/companion/entity/59/7 1/ba/597 1baed-71c
faisenvice/companion/entity/709/c2/709c2dd-8h0b
faisenice/companion/entity/fa/da/Bc/fadaBebB-5a15
faisenvice/companion/entity/7 df915/7 df915c5-11a2-
faisenice/companion/entity/07 /1 e/d7/07 1 ed7 ef- 608
faisenvice/companion/entity/Ob/da/81/0kdag15a-f721
faisenvice/companion/entity/95/ek/a5/95ebaSad-ceC
faisenvice/companion/entity/7b/d8/dd/Fbd8dd2c-c17
faisenvice/companion/entityfd/3c/66/d3c669b-E3df
Jaisenice/companion/entity/be/a3/51/bea35192-7 3

[MnaH paboTel
kﬂwcwo-umopmauwﬂ
WMHhopmalynoHHoi nMckMo
Brogawee nucemo oT komnaniy _MESCOHMH_
Muckmo oT komnanum _MesoHnH_
MUEBME 0T KoMRaHUM _Me3oHUH_
Muckmo oT komnanum _MesoHnH_
MUEkMa 0T KaMaHUM _Me3oHnH_
Muckmo oT komnanum _MesoHnH_
MUEkMa 0T KaMaHUM _Me3oHnH_
Muckmo oT koMnanum _VesoHnH_
MUEkMa 0T KaMaHUM _Me3oHnH_
MUEkME 0T KoMRaHHM _ME3oHUH_
MUEkMa 0T KaMaHUM _Me3oHnH_
MUEkME 0T KoMRaHHM _ME3oHUH_

Muckmo oT komnauum "MesoHur"

Figure 4.56: Monitoring tab

4.9.3 Forms

Iyt Toro, 4ToOH co3maBaTh ()OPMEI CTAporo oOpasila B XpaHuJIHIIe HeoOXOOMMO B 3TOM pa3fmesie
ITOCTaBUTh raJIOUKy Hmepen HacTporikoi “Co3ngaBaThk popMel cTaporo obpa3siia B pa3mene” ®atiner”’. dPopma
co3faHHas IoJib30BaTeieM B pa3zfesie” ®aibl” oToOpaxkaeTcs B 3TOM pasfesie. AIMUHUCTPATOP CUCTEMEL
MOZKeT yYKa3aTh C IIOMOIIBIO TajlouKy GopMy OonyOIMKOBaHHOM UIU yKa3aTh (OpMY yCTapeBIIe.
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DopMbl @uneTp | | <

D Vims Ony6NHKOEEHD YeTapeno Onncaxme [on. MHCpopMaLR

(4] I»

¥ Cozgasars thopMsl cTAporo 06pasya 8 pasgene “®aink" CoxpaHnTe

Figure 4.57: Forms

4.9.4 File change notifications

st paGoTe! GyHKIIMOHATEHOCTH “HanmoMmuuanme 06 06HOoBNEeHNH (aiina” B daiine $jboss home/jboss/
standalone/configuration/standalone-onesynergy.xml mponucaTh CIeOyIOLIyI0 OUYepenb:

<jms-queue name="FileUpdate”>
<entry name="queue/FileUpdate”/>
<entry name="java:jboss/exported/jms/queue/FileUpdate”/>
<durable>true</durable>

</jms-queue>

and update DB version. The subsequent settings are changed by a methodologist in the Configurator
(see Methodologist manual).
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Chapter 5

BO3MO>XHbIe Npo0sieMbl U NYTHU UX peLue

PeBususa VCS: f1b0113a2

5.1 Owubkmu npu ctapte JBoss/ Wildfly

5.1.1 TauMayT OXXMAaHUA CTaOMJILHOCTU KOHTEWHepa

Coo0111eHne B jI0TE:

ERROR [org.jboss.as.controller.management-operation] (Controller Boot Thread) WFLYCTLO348: <«
Timeout after [300] seconds waiting for service container stability. Operation will roll <«
back.

Pemienwue:

B koudurypanmonsom ¢atine /opt/synergy/jboss/bin/standalone. conf qo6aBuTh CIIeOYIONIIUIN ITapaAMET]
U nepe3amnycTtuTth JBoss:

JAVA OPTS=$JAVA OPTS -Djboss.as.management.blocking.timeout=600

3ameuaHue: pelieHue SIBISIETCS 00XOOHEIM, PEKOMEHIYETCS UCCIIEI0BATh IIPUYUHEI [IOJITOT'0
memnros JBoss.

5.1.2 TaumayT pennos

CooO011eHue B jIore:

ERROR [org.jboss.as.server.deployment.scanner] (DeploymentScanner-threads - 1) JBAS015052: <
Did not receive a response to the deployment operation within the allowed timeout period «
[500 seconds]. Check the server configuration file and the server logs to find more <«
about the status of the deployment.

Pemnienwue:

YBenuuuth napameTp deployment-timeout B Konpurypaumonaom datine /opt/synergy/jboss/stan
dalone/configuration/standalone-onesynergy.xml:

<subsystem xmlns="urn:jboss:domain:deployment-scanner:2.0">
<deployment-scanner path="deployments” relative-to="jboss.server.base.dir” scan «
-interval="5000" deployment-timeout="500"/>
</subsystem>
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3ameuaHue: pelleHUe SIBIsIETCS 00XOOHBIM, PEKOMEHIYETCS UCCIIEN0BATh IIPUYNHEI [IOJITOT'0
memnnos JBoss.

5.2 OwuOKM Npm Bbirpy3ke ne4yaTHbiX BEPCUN O,0KYMEHTOB

5.2.1 Benasa cTtpaHuua B bpay3epe

Coo01ieHue B jIore:

ERROR [arta.synergy.web.filters.PrintFilter] (default task-465) null: java.lang. «
NullPointerException
at arta.synergy.web.filters.qrcode.QrCodeUtil.getQrCode(QrCodeUtil.java:171) [ «
management.jar:]

Pemienmue:

o6aButs B PKK T mOKyMeHTa.

5.2.2 Owunbka “HeBepHbi 3anNpoc” Npu Bbirpy3Ke Nne4aTHoOro npeacraBj/ieHus

B 6pay3epe ITPH IIOIIBITKE BBIIPY3UTH II€4YaTHOE IIPEACTaBJIEHNUE BEIXOOUT COOﬁH.IGHI/Ie BHOaA

{"errorCode”:"13"”,"”errorMessage”: "HeBepHbii 3anpoc. [poBepbTe COOTBETCTBME NepefaBaeMblx <
napaMeTtpoB (Habop, Ha3BaHWS, TWUMbl OaHHbLIX) AOKyMeHTauuu"}

U B JIOT€e IIPUCYTCTBYET COOGH.IGHI/IG BHOa

Caused by: java.lang.NoClassDefFoundError: Could not initialize class kz.arta.information. «
processor.converter.viewer.o000.0fficeHelper

Pemmenue:
1. BrIsIcHUTS pid nporecca LibreOffice:

# ps aux| grep jboss

jboss 16053 0.0 0.0 2384 380 ? S Janll 0:00 /bin/sh /opt/synergy/jboss <«
/bin/standalone.sh -b 0.0.0.0 -c standalone-onesynergy.xml
jboss 16145 0.0 7.7 4901232 2555892 ? Sl Janll 1476:33 /usr/lib/jvm/java-8- «

oracle/bin/java -D[Standalone] -server -Djava.net.preferIPv4Stack=true -Dresteasy. «
preferJacksonOverJsonB=true -Djboss.modules.system.pkgs=0org.jboss.byteman -Djava.awt. <«
headless=true -agentlib:jdwp=transport=dt socket,address=8787,server=y,suspend=n -Xmslg <«
-Xmx2g -XX:MetaspaceSize=512M -XX:MaxMetaspaceSize=1g -Dfile.encoding=UTF-8 -XX: «
ReservedCodeCacheSize=64m -Dorg.jboss.boot.log.file=/opt/synergy/jboss/standalone/log/ +
server.log -Dlogging.configuration=file:/opt/synergy/jboss/standalone/configuration/ <«
logging.properties -jar /opt/synergy/jboss/jboss-modules.jar -mp /opt/synergy/jboss/ «
modules org.jboss.as.standalone -Djboss.home.dir=/opt/synergy/jboss -Djboss.server.base. «
dir=/opt/synergy/jboss/standalone -b 0.0.0.0 -c standalone-onesynergy.xml

--> jboss 16575 0.0 0.4 319136 133004 ? SlU 15:54 0:01 /usr/lib/libreoffice/ +
program/soffice.bin -accept=socket,host=127.0.0.1,port=2002;urp; -env:UserInstallation= «
file:///tmp/.jodconverter socket host-127.0.0.1 port-2002 -headless -nocrashreport - <«
nodefault -nofirststartwizard -nolockcheck -nologo -norestore

1. oCTAaHOBUTL €Tr0 C IIOMOIIBLI0 KOMaHakl kill:
kill -9 16575

1. mepe3anyctuts JBoss.
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5.3 OwuOKMu npm ncnonb3oBaHum Synergy Agent

5.3.1 HepoCTynHOCTb areHTa

B ciyuae, ecnu mpH MOIBITKE MOAIKCAHUSA OOKyMeHTa ¢ momoIlnbio JLIIT Beixomut coobmenue “Iis
marHOro nnpunoxeHus ARTA Synergy He yCTaHOBJIEH II0JIb30BaTEIbCKUY areHT Synergy. YCTaHOBUTE U
HaCTPOUTE areHT U IOBTOPHUTE IMONBITKY.”, HO IIPX 3TOM areHT YCTAaHOBJIEH U 3allyllleH, HY?KHO OTKPHITh
KOHCOJIb Opay3epa.

Ecnu B KOHCOJIM BHIXOUT OIMMOKA pa3pelleHuss UMEeHH,

©O3QaTh OOrOBOP Ha 3aKyn

i O 14 = CoxpaHuts Mognucats - X

B paGory
C037aTk JOrOBOP Ha 3aKyn

Wecnonezoeate 3N
Pesonouma —

| » PKK | ® Wcnonsaoeats Synergy Agent

3aBepnTb .
) Mcnonszoeate NCALayer
OTnpaBnTL ¥ Xop B
HasgaHu [na gasHoro npunoxexua ARTA Synergy He ycTaHOBMeH 3aeeplucHle 3aeepu
KapTouka MOML30BATENLCKWA areHT Synergy. YCTaHoBWTE M HACTDOWTE areHT U
co3aarhb J NOBTOPUTE MOMBITKY.
co3aal

= Mpunomenns (0)
cosgal AnA Toro, YToGkl YCTAHOBMTE areHT Synergy, ckauaiTe ero ans OC,
YCTAHOBNEHHOM Ha BallemM KOMMLHTEpS:

R ﬂ Elements Consocle Sources Network Performance Memory Application Security Lighthouse Recorder & Performance insights &

M ® top¥ | @ | Filter
© »GET https://local.arta.pro:8389/7TYPE=INFO net::ERR_NAME NOT RESOLVED

kS

Figure 5.1: Omm6Ka pa3penieHus uMeHU

cnepnyeT mo6aBuTh B daiin hosts cTpoky
127.0.0.1 local.arta.pro

Ecny B KOHCONMM BBIXOOUT OH.II/I6K8., CBsA3aHHadA C HEBAJIMTHBIM CepTI/I(I)I/IKaTOM,
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[aTh OOrMOBOp Ha

i (@) < = | CoxpaHuts
Mognucats - X

B paGoty
CO30aTk JOTOBOP Ha 3aKyn

Pesonwuma Wcnonesoeats SLMN

> PKK
® Mcnone3osats Synergy Agent
3aBeplnTb
O Mcnone3osats NCALayer
OTnpaBnUTL ¥ Xon Bi
AEEZEITE [inA naHHoro Npunoxenna ARTA Synergy He ycTaHoBNeH STIETIELE =
Kaprouka cosparn|  MOMb3OBATENLCKWR AreHT Synergy. YCTAHOBWTE W HACTPOVTE areHT U
NOBTOPWUTE NOMBITKY.
< Mpunowenus (0) ¥ coanal
Co3pa AnA Toro, yto0bl YCTAHOBWTL areqT Synergy, ckavante ero ana OC,
Mognucats YCTaHOBMEeHHOW Ha Bawem koMmnsoTepe:
Windows
£\ | B coapars forosop Ha 3a... & Nognucats Hebianinunt
l__" ﬂ Elements Console Sources Network Performance Memory Application Security Lighthouse Recorder A Performance insights &
Defau

I ® [ topy | @ | Fitter

i DevTools failed to load source map: Could not load content for http://192.168.3.83:8888/Synergy/symbolMaps/D7EFAB3021866B430920A22 770387284 sourceMapB. json:
net: :ERR_HTTP_RESPONSE_CODE_FAILURE

© »GET http://192.168.3.83:808808/5ynergy/light/images/route/sequent.png 484 (Not Found)

@ »GET https://local.arta.pro:8389/7TYPE=INFO net::ERR_CERT DATE INVALID

Figure 5.2: HeBanunHbM cepTUdUKaAT

HYXKHO CKadaTh X YCTAHOBUTH aKTyallbHBEIM Synergy Agent
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Chapter 6

YCTaHOBKA U HACTPOUKA MOHUTOPMUHrA
ARTA Synergy

PesBusus VCS: f1b0113a2

6.1 YcTaHOBKAa M HacTpoukKa

IInsa mouuTopuHra rmiatdopmel ARTA Synergy ucrmonb3yeTcst maket arta-synergy-health-monitor
ing, pa3paboTaHHHM Ha ocHOBe pmm-client, B couetanuu ¢ PMM-Server. arta-synergy-health-
monitoring mpegHa3HaudeH [Oji1 MOHHUTOPHMHIA OCHOBHEIX CEPBUCOB M WHCTPYMEHTOB, MCIIOJIb3yEeMbIX
Synergy: MySQL, JBoss/Wildfly, nginx, Cassandra, Elasticsearch, a Takxke onepamuoHHO! CHUCTEMEI
cepsepa.

[aHHEIA TaKeT COOePKUT Hab0op 3KCIIOPTEPOB METPUK, XapaKTEPU3YIOIINX COCTOSTHUE BHIIIEIIePEeYUCIIEHHEIX
CEPBUCOB, a TaK¥Ke KOHCOJIbHEIN UHCTPYMEHT pmm-admin, TO3BOIAIOMNY HACTPOUTE OTIIPaBKy METPUK

Ha cepBep MoHuUTOpuHra. CoOpaHHEIe METPUKU COXpaHsioTcs B Prometheus, 3aTem mpu momorrnu
Grafana ctposiTcst rpadUKU COCTOSTHUM, KOTOPHIE MOXKHO ITPOCMaTpUBaTh B Gpay3epe.
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Figure 6.1: ApxutekTypa MOHUTOpHHTa Arta Synergy

6.1.1 YctraHoBka PMM-Server
6.1.1.1 YcrtaHoBka Docker

PMM-Server peKoOMeHOyeTCs yCTaHaBJIMBaTh Ha OTHAENIbHOM cepBepe. [nsa ero paborwer Tpebyercs
Docker.

ITpemBapuUTEIbHO CIIEOYET YCTAHOBUTH HEKOTOPHIE [OMOTHUTEIIBHBIE TTAKETHI:

aptitude install apt-transport-https ca-certificates curl software-properties-common
Ianee no6aBuTh K04 Oy1s xpanunuiia Docker:

wget https://download.docker.com/linux/debian/gpg

apt-key add gpg

3aTeM IMOOKIIOYUTD peno3uTtopuii Docker:

echo "deb [arch=amd64] https://download.docker.com/linux/debian $(lsb_release -cs) sta
ble” | sudo tee -a /etc/apt/sources.list.d/docker.list

OOHOBUTH CIIMCOK IIaKeTOB U yCTaHOBUTH Docker:
aptitude update
aptitude install docker-ce

Ilocne YCTAHOBKH 3allyCTUTh U BKIIIOYUTH Docker OJIsd 3allyCKa IIPU 3arpy3Ke:
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systemctl start docker

systemctl enable docker

6.1.1.2 Co3paHue KoHTenHepoB PMM-Server

st yctanoBKU co6cTBeHHO PMM-Server’a Hy>KHO moTyuuTh ero o6pa3 ¢ Docker Hub:
docker pull percona/pmm-server:latest
3aTeM co3maTh KOHTEHHED A1 OOHOBJISIEMBIX JAHHBIX MOHUTOPHUHTA:

docker create \

-v /opt/prometheus/data \

-v /opt/consul-data \

-v /var/lib/mysql \

-v /var/lib/grafana \

--name pmm-data \
percona/pmm-server:latest /bin/true

IIaHHas KOMaHIa AefiaeT clieaymiiee:

e docker create co3maéT KOHTeWHEep Ha OCHOBE YKa3aHHOTr0 00pa3a;

e OIIIUS -V MHULIMAJIU3UPYET TOMA [Jis XPaHeHUs JaHHBIX B KOHTEeHHePe;

e ONIIUSA - -Name 3amaéT UM IOJIsT KOHTeHHepa, B JaHHOM ciiydae pmm-data;

e percona/pmm-server: latest yka3siBaeT Ha3BaHHUE U BePCHUI0 00pa3a, Ha 0CHOBE KOTOPOT'0 CO3TaETCs

KOHTEUNHeD.

OTOT KOHTEWHED 3aIlyCKaTh He HY>KHO, OH CYIIIECTBYET [JIs1 COXPaHEeHU I JaHHBIX MOHUTOPUHTA
B Clly4ae, HanpuMmep, o0HoBneHus: o6pa3a PMM-Server. He ymansiiTe u He Imepeco3gaBauTe
KOHTEUWHEP, eC/IX BEl He HaMepeBaeTeCh HadaTh MOHUTOPUHT CHavasia, OOHY/IUB JaHHEIE.

Cnenyolllasd KOMaHa CO3aéET U 3allyCKaeT KoHTeliHep PMM-Server:

docker run -d \

-p 8080:80 \
--volumes-from pmm-data \
--name pmm-server \
--restart always \
percona/pmm-server:latest

* onuu4 -d 3amyckaeT KOHTeNHeD B (GOHOBOM PEXKUME;

* OIIIUS -P OIpepesisieT MOPT AJis gocTymna K PMM-Server yepes 6pay3ep, B mpumepe 310 mopT 8080;
e onum4 - -volumes-from mpUMOHTHUPYET TOMa U3 paHee CO3MaHHOI 0O KOHTelHepa pmm-data;

* onums - -nhame 3afaé€T UMS OJig KOHTeMHepa, B JaHHOM CjIydae pmm-server;

e onuu4 --restart ompegenser MOMUTHUKY Nepe3alycKa KOHTeMHepa; always o3HadaeT, 4To Docker
3aIlyCTUT KOHTEUHED IIPU 3allyCKe U B ClIydae OTKIIUYEeHUs KOHTeWHepa.

e percona/pmm-server:latest yka3riBaeT Ha3BaHME U BePCHUI0 00pa3a, Ha 0CHOBE KOTOPOT'O CO3MaETCS
KOHTENHED.
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ITocne atoro B 6pay3epe 1o ampecy http://host:8080 gmosmkHa OBITH HOCTYIIHA CTApPTOBAsi CTpaHUIla
Percona Monitoring and Management:

88 Home Dashboard - [

Interval  auto~ Host  All~ 52 Query Analytics S 0S SMySQL = MongoDB =PosigreSQL S=HA =Cloud = Insight = PMM

Percona Monitoring and Management

General information

Starred and Recently used Dashboards Systems under monitoring
Overview
P >rm for managing and monitorin MongoDB performance, and provides

t Home Dashboard

Monitored DB Instances
Documentation

Please constheofcia P documantstin o eam e about M. Alsoofnaret ar e lease nfes and S—— no value

Community and Blogs
On the PMM Commun elp from Perconians and the Community at large. Further, we publish PMM announcements an
regularly on the Pe B

Updates

GetHelp from Percona Current version: 1.17.1 February 20, 2019
Are you looking at co esponse-time guarantee? Let our Support team help you! Already a customer? Log in to your Pe
Pl
ck: July 16,11:57

Environment Overview

Host CPUBUSY Mem Avail Disk Reads Disk Writes Network I0 DB Conns DBQPS Virtual CPUs RAM Host uptime DB uptime

1748/s 28MB/s 81.18/s no value no value 4 23.46 6iB no values

28MB/s 81.18/s 23.46 GIB

Figure 6.2: CtaptoBas cTpanuna PMM

Bornee moapoOHBIE HHCTPYKITUY 110 paboTe ¢ PMM-Server MOKHO HalTu Ha oduIlnaabHOM canTe Per-
cona.

B Kopo6ounyio Bepcuio PMM-Server Hy?KHO UMIIOPTUPOBATh HEOOXOOMMBIE HAaUIGOPIHEI AJ1T MOHUTOPHUHTA:
JBoss, nginx, Cassandra, Elasticsearch.

I mMIIOpTa HYKHO HaXKaTh Ha3BaHHE TeKYIero mamobopaa B JIEBOM BePXHEM YIJIy ¥ BEIOpATh IyHKT
Import dashboard:

@ Recent
Y Filter by:

88 Home Dashboard insight | | Percona

=?‘_ New dashboard

[ New folder

Figure 6.3: mmopT mambopaa

B oTtkpriBmemcst okHe HaxaTh Upload .json File, BbIOpaTh HYKHBIM HamOOpPH ¥ yKa3aTbh UCTOUHUKOM



https://www.percona.com/doc/percona-monitoring-and-management/deploy/server/docker.html
https://www.percona.com/doc/percona-monitoring-and-management/deploy/server/docker.html
resources/JBoss.json
resources/Nginx.json
resources/Cassandra.json
resources/ElasticSearch.json
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manHbIX Prometheus, 3aTem HaxxaTth Import:

s
rf‘ Import 1file or Grafana.com

Importing Dashboard from Grafana.com

Published by

Updated on

Options

Name JBoss

Prometheus @ Prometheus

Figure 6.4: Bri6op json-daiina

6.1.2 YcTaHOBKa KJIMeHTa Ha cepBep Synergy

IIna ycTaHOBKM makeTa arta-synergy-health-monitoring Hy>kHo mo6aButh B /etc/apt/sources.list
CIIEYIOIIYIO CTPOKY:

deb [allow-insecure=yes] http://deb.arta.kz/tengri shm main contrib non-free
3aTeM OOHOBUTH CIIMCOK ITAKETOB U YCTAHOBUTh HYXKHHBIU ITAKET:

aptitude update

aptitude install arta-synergy-health-monitoring

6.1.3 HacTpoka MOHUTOpPMHIra Ha cepBepe Synergy

PMM-Server monxkeH OLITH OOCTYIIEH C CEpBepa Synergy, 3T0 MOXKHO ITPOBEPUTH, HATIPUMepP, KOMaHI oMU
ping.

B nepByio ouyepenb HYKHO YCTaHOBUTH COeIMHEHUE MeXAy cepBepoM Synergy u PMM-Server. [Ina
3TOTO MCIOJIB3yEeTCS KOHCOJIbHAS KOMaHa:

pmm-admin config --server=server|[:port]

Ecnu coenmHeHNe YCIEIIHO YCTaHOBUJIOCH, B KOHCOIU AOJI2KEH MOSBUTHCS MONOOHBIN BHIBO/;:
root@client:~# pmm-admin config --server=192.168.2.234:8080

0K, PMM server is alive.

PMM Server | 192.168.2.234:8080
Client Name | client
Client Address | 192.168.2.84

ITocme 9TOT0 MOXKHO IOOKITIOYaTh MOHUTOPUHT TPeOYyEeMBIX CEPBUCOB.
CMOTpeTh CIIUCOK U COCTOsTHUE HabIiomaeMbIX CEPBUCOB MOXKHO KoMaHAoM pmm-admin list.
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6.1.3.1 MoHuTOpMHr Linux n MySQL

[I7151 MOHUTOPUHTA OTIEePAIMOHHOM cucTeMEI 1 MySQL B KOHCOIH HY?KHO BHIIIOJTHUTE KOMAaH/Y, UCIIOJIB3Y S
JIOTWH ¥ IIapoJIb II0JIb30BATENS OJIT mysql:

pmm-admin add mysql --user root --password root

Ecnmu MOHUTOPUHT 3TUX CEPBUCOB yCIIEITHO qo0aBuiics, KomaHaa pmm-admin list pmomkHa mokasaThb
MopoOHEBIM CIIUCOK:

root@client:~# pmm-admin list
pmm-admin 1.17.1

PMM Server | 192.168.2.234:8080
Client Name | client
Client Address | 192.168.2.84

I

Service Manager | linux-systemd

___________________________________________________________________________________ <_)
SERVICE TYPE NAME LOCAL PORT RUNNING DATA SOURCE —
OPTIONS
___________________________________________________________________________________ <_>
mysql:queries client - YES root:***@unix(/var/run/mysqld/mysqld.sock) =

query source=slowlog, query examples=true, slow log rotation=true, retain_ slow logs=1
linux:metrics client 42000 YES -
mysql:metrics client 42002 YES root:***@unix(/var/run/mysqld/mysqld.sock)

6.1.3.2 MoHuTopuHr JBoss/Wildfly

s morutopunra JBoss/Wildfly HyxkHo moGaBuUThH ciemylomiue CTpoku B /opt/synergy/jboss/bin/
standalone.conf:

JAVA OPTS="$JAVA OPTS -Xbootclasspath/p:/opt/synergy/jboss/modules/system/layers/base/org/ «
wildfly/common/main/wildfly-common-1.4.0.Final.jar”

JAVA OPTS="$JAVA OPTS -Xbootclasspath/p:/opt/synergy/jboss/modules/system/layers/base/org/ «
jboss/logmanager/main/jboss-logmanager-2.1.4.Final.jar”

JAVA OPTS="$JAVA OPTS -Djboss.modules.system.pkgs=org.jboss.byteman,org.jboss.logmanager”

JAVA OPTS="$JAVA OPTS -Djava.util.logging.manager=org.jboss.logmanager.LogManager”

JAVA OPTS="$JAVA OPTS -javaagent:/opt/synergy/jboss/standalone/lib/ext/ <«
jmx_prometheus javaagent.jar=58080:/opt/synergy/jboss/standalone/configuration/jboss. <«
yaml”

3aTeM cpoenaTh OOCTYIIHOM CTAaTUCTUKY UCTOYHUKOB OHaHHBIX, foOaBuB statistics-enabled="true”
o SynergyDS u StorageDS B /opt/synergy/jboss/standalone/configuration/standalone-ones
ynergy.xml:

<xa-datasource jndi-name="java:/SynergyDS” pool-name="synergy ds” enabled=" <«
true” use-ccm="false” statistics-enabled="true”>
<xa-datasource-property name="URL">
jdbc:mysql://127.0.0.1:3306/synergy?useUnicode=true&amp; <
characterEncoding=utf8

</xa-datasource>

”n

<xa-datasource jndi-name="java:/StorageDS” pool-name="storage ds” enabled=" <«
true” use-ccm="false” statistics-enabled="true"”>
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<xa-datasource-property name="URL">
jdbc:mysql://127.0.0.1:3306/storage?useUnicode=true&amp; <
characterEncoding=utf8

</xa-datasource>
IMocne atoro HyXkHO nepe3anyctuts JBoss/Wildfly.

ITo ymonyanuio KOHGUTYpPaLUMOHHLIH ¢aiin jboss.yaml u sKcropTep MeTPUK jmx prometheus javaa
gent.jar HaxoOsaTcs B BHILIEYKa3aHHOM pacIiooxkKeHUuU. Ecnu Bh IlepeMelliaeTe UX, YKaxKUTe HOBBIU
nyTh B standalone.conf. 3geck Takke MOXKHO yKa3aTh OPYTOH IOPT OJid Iepegadu METPHUK.

CobupaeMble METPUKH TOCTYIIHEI [JIsI IPOCMOTPa B Opay3epe mo agpecy http://server:58080/metr
ics. Ecnu B standalone. conf ucnonb3yeTcss Apyrou IOpT, B apeCcHOM CTPOKe HYKHO yKa3bIBaTh €TO0.

[Manee cnenyeT mo6aBuTh MOHUTOPUHT JBoss/Wildfly B PMM-Server, B 00111eM clTydyae KOMaHAa BEITISIAUT
Tak:

pmm-admin add external:service --service-port=58080 jboss testserver-jboss, roe

¢ jboss - ums 3amanus st Prometheus;

* testserver-jboss - Ha3BaHUe HHCTaHCa. TaK Kak aHAJIOTUYHBIN 9KCIIOPTEP UCIONIb3yeTcsa U myia Cas-
sandra, Hy>KHO yKa3aTh Ha3BaHue IBHO, YTOOH MeTpuKH JBoss/Wildfly u Cassandra He cMeIuBaiuch
Ha rpadukax.

6.1.3.3 MOHUTOPMHI nginx

711 MOHHUTOPUHTA NginxX HYXKHO H00ABUTH CJIEOYIOIINEe CTPOKU B /etc/nginx/nginx.conf B cekIuio
Logging settings:

log format shm '$remote addr - $remote user [$time local] '’
""$request” $status $body bytes sent '’
""$http referer” "$http user agent” ’
"$request time $hostname’;

Ianee B daiine /etc/nginx/sites-enabled/synergy-base B pa3gene location /Synergy mo6aBuTh
B OITMCaHUe JIora synergy.access.log onpenenéHHbIl I1aroM paHee ¢opMaT, B JaHHOM ciiydae shm:

location /Synergy {
proxy_pass http://127.0.0.1:8080/Synergy;

access_log /var/log/nginx/synergy.access.log shm;

YToOBl M3MEHEHUS BCTYIIUIU B CUTy, HY>KHO IIepe3anyCTUTh nginx:
/etc/init.d/nginx restart

B koudurypaumonHom datine /etc/prometheus-nginxlog-exporter.hcl HyxkHoO yKa3aTh TapaMeTpPHl
app u instance, Tak:Ke MOXKHO Ha3HaAYUTh OPYyro# nopt (rmo ymomuanuio 4040):

listen {

port = 4040

address = "0.0.0.0"
}

namespace "synergy” {
format = "$remote addr - $remote user [$time local] \"$request\” $status $body bytes sent «
\"$http referer\” \"$http user agent\” $request time $hostname”
source files = [
"/var/log/nginx/synergy.access.log”
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]

labels {
app = "nginx284”
instance = "testserver-nginx”
}
histogram buckets = [.005, .01, .025, .05, .1, .25, .5, 1, 2.5, 5, 10]

}

3aHYCTI/ITI> MOHHUTOPHUHTI 3aIIPOCOB nginx:
systemctl start prometheus-nginxlog-exporter.service

Cobupaemble METPUKH OOCTYIIHEL IJIsI ITPOCMOTPa B Opay3epe mo aapecy http://server:4040/metr
ics.

Ianee cnegyeT mo6aBUTh MOHUTOPUHT nginx B PMM-Server, B o01eM ciydyae KOMaHOa BHITJISOUT TakK:
pmm-admin add external:service --service-port=4040 nginx testserver-nginx --interval 10s

ITapameTp --interval ykaswiBaeT mHTEpBaa cOopa MeTpukK B PMM-Server, ojsi skcmopTepa nginx
JIydlle yKa3aTh MHTePBaJl MeHbIIle, YeM UHTEePBal 10 YMOJIYaHUI0, KOTOPEIY paBeH 1 MUHYyTE.

6.1.3.4 MoHuTOopuHr Cassandra

s mouuTopunra Cassandra HyxkHO mo6aBuTh B /etc/cassandra/cassandra-env.sh cTpoky:

JVM OPTS="$JVM OPTS -javaagent:/usr/share/cassandra/lib/jmx_ prometheus javaagent.jar=7070:
/etc/cassandra.yaml”

3aTeM 3aKOMMEHTHUPOBATh B /etc/init.d/cassandra cTpoku:

# Read Cassandra environment file.
#. /etc/cassandra/cassandra-env.sh

#if [ -z "$JVM OPTS” 1; then

# echo "Initialization failed; \$JVM OPTS not set!” >&2
# exit 3

#fi

BrIOTHUTE OOHOBJIIEHME KOHGUToB systemd:
systemctl daemon-reload

[Nepezanyctuts Cassandra:
/etc/init.d/cassandra restart

ITo ymonmuaHuio KOHQUrypannoHHEN daiin cassandra.yaml u sgcmopTtep MeTpuK jmx_prometheus
javaagent.jar HaxomsaTCs B BHILIEYKAa3aHHOM PacCIIOJIoOKeHUM. EcCIu BH llepeMeniaeTe UxX, yKaXuTe
HOBBIY IIyTh B cassandra-env.sh. 3gech TakkKe MOXKHO yKa3aThb APYTOU IOPT AJISI MOHUTOPUHTA.

CobupaeMble METPUKHU IOCTYIIHEI [jIs1 TpOocMOTpa B 6pay3epe 1o ampecy http://server:7070/metr
ics. Ecnu B cassandra-env.sh ucnonbs3yeTcs Opyroy IOPT, B aApPeCHOU CTPOKe HYXKHO yYKa3hIBaTh
ero.

[anee cnenyet no6aBuTh MOHUTOPUHT Cassandra B PMM-Server, B 06111eM ciiydae KOMaHOa BEITTISIUT
Tak:

pmm-admin add external:service --service-port=7070 cassandra testserver-cassandra

Tak KaK aHaJIOTUYHLIN 9KCIIOPTEP UCHONb3yeTcs U Oiisd JBoss/Wildfly, Hy?kKHO yKa3aTh SIBHO Ha3BaHUE
WHCTaHCa (B JaHHOM ciiydae testserver-cassandra), uto6wur metpuku JBoss/Wildfly u Cassandra zHe
CMeITuBaJIuCh Ha rpaduKax.
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6.1.3.5 MoHuTopuHr Elasticsearch

3amyck cbopa meTpuk Elasticsearch ocyiecTBiseTcsi ¢ mOMOIITbI0 KOMaH/IbI:
systemctl start prometheus-elasticsearch-exporter.service
IMob6aBnenue MoHuUTOPUHra B PMM-Server:

pmm-admin add external:service --service-port=9114 elasticsearch

6.2 OCHOBHbIE€ METPUKHU

B pasperne onucaHbl OCHOBHBIE METPHUKH, HCIIONb3yeMEIe Ha rpaduKkax. [10IHBIM mepedeHb BO3MOXKHBIX
METPUK MOXKHO ITOCMOTPETH B Opay3epe 10 yKa3aHHBIM B IIPEeALIAYIIEM Pa3fene CChlJIKaM U J00aBUTH
ITPY HeOOXOOMMOCTH B [OIIOTHUTEIbHEIE TPAGUKH.

6.2.1 )Boss

6.2.1.1 WNCTOYHMKM AAHHbIX

datasource _pool available count - KonuuecTBO HOCTYIHEIX COEOUHEHUN B IIyJIe.

datasource pool active count - KOJIMYECTBO aKTUBHBEIX COEOUHEHWM; KaX[0Oe CoequHeHue ubo
HCIIOJTh30BaHO HNPUJIOKEHUEM, TUO0 OJOCTYITHO B IIyJIe.

datasource pool max used count - MakKCHMaJIbHOE KOTUYECTBO UCIOJIh30BAHHBIX COEIUHEHUN.
datasource pool max creation time-MaKcuMasbHOE BpeMS CO3[aHUsI COeQUHEHNS, B MUJUIUCEKYHIAX.
datasource pool average creation time-cpenHee BpeMs CO30aHUS COEOUHEHUS, B MUIIUCEKYHIAX.

datasource pool average blocking time - cpegHee BpeMs GJIOKUPOBAHUS ITPU IIOJIYYEHUU ITOTHOMN
OJIOKMPOBKH ITyJIa.

ITU MEeTPUKM Ha rpadukax BeIBeOeHHl oTaenbHo Onst Bl synergy, storage u jbpmdb.
datasource pool total creation time - o0iee BpeMs CO3maHUS COEOUHEHUN B MUJIIMCEKYHIAX.

datasource pool total blocking time - obmiee Bpemsi 6JI0KMPOBaHUS COEAUHEHUH B MUJLIUCEKYHAAX.

6.2.1.2 TpaH3aKuum

transaction aborted transactions - gwucio npepBaHHBIX TPAH3aKIIUU.

transaction application rollbacks - 4ucio TpaH3aKIUli, OTKa4YeHHBIX Ha3a[ 3alIpOCOM IIPUJI0KEHM .
BxirogaioT B ce0s1 ¥ Te TpaH3aKIUH, OJIs1 KOTOPEIX UCTEKJIO BPEMS OXKUOAHUS.

transaction timed out transactions -4mcTo TpaH3aKIUM, OTKAT KOTOPHIX IPOU30IIEN U3-3a TaMayTa.
transaction _committed transactions - uucno moaTBepXKIOEHHBIX TPaH3aKIHN.
transaction inflight transactions - 4ucro TpaH3aKIUli, KOTOPEEe Ha4alucCh, HO €11€ He 3aBEePUINIINCE.

transaction resource rollbacks - 4ucio TpaH3akKIWi, OTKaYeHHHIX Ha3ad u3-3a c060s pecypca.
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6.2.1.3 JVM

jvm _memory pool bytes used - ucnonbp3oBaHue IIyia MaMATU B 6aliTax.

jvm memory pool bytes max - makcumyM Iiyna mamMsiTa B 6aiiTax.

jvm _memory pool bytes committed - BrmenmeHHOE KOTMYECTBO ITyJia TaMsaTH B OaiiTax.
jvm _memory pool bytes init - mcxomHoe KonM4ecTBO IIyJia NaMATHU B OalTax.

jvm memory bytes used - ucnonb3oBaHUe BEHOEIEHHON 00JIacTH IaMsATU B GalTax.

Ha rpadukax moka3aHHB IIPOIEHT UcCIoab30BaHHOTO Old Generation, KOIWYeCcTBO HCIIOIHE30BaHHOU
namMaTu JVM, ucnonb30BaHue MaMSaTH B 3aBUCUMOCTHU OT cerMeHTa (heap u non-heap).

jvm _gc_collection seconds count - KonudecTBo 3amnyiieHHBX GC.
jvm _gc_collection seconds sum - BpeMs, KoTopoe GC BEIIOIHSITUCE.

jvm_threads current - Texymiee KOIM4eCTBO IIOTOKOB B JVM.

6.2.2 nginx

synergy http response count total - o6miee KonmmdecTBO 3aBepiéHHbx HTTP-3ammpocos/ oTBETOB.
Kpome rpaduka cpegHero BpeMeH! OTKJINKA UCIOJIb3yeTCs OJI CBOOKU KomoB cocTossHusa HTTP.

synergy http response size bytes - o0iiee KonnuecTBO IIepefaHHOr0 KOHTEeHTa B 6aliTax.

synergy http response time seconds - cBogKa Bcex BpeMEH OTKJIMKa B ceKyHaax. Ha rpadukax Re-
sponse Times (quantiles) nuauamu 0.5, 0.9, 0.99 oTmMedeHO BpeMs, 3a KOTOPOe yCIIeBaeT BHIIIOIHUTLCS
cootBetcTBeHHO 50, 90, 99 % 3ampocos.

6.2.3 Cassandra

6.2.3.1 MeTpUKU KJINEHTOB

clientrequest latency count - oGuiee Bpems 3afepzKeK IIPU BHIIOTHEHUN 3alIPOCOB.

clientrequest latency mean - cpemHee BpeMs 3adepzKeK ITPH BHITIOJTHEHUHU 3aIIPOCOB.

clientrequest latency 95thpercentile-95-nipoiieHTHas 00 3aAeP2KeK IPHU BEIIIOITHEHNU 3aIllPOCOB.
columnfamily rangelatency mean - 3aiepkKa CKaHMPOBAHUS JIOKAJILHOT'O AUaTia30Ha [JjIsi 3TOM TaOTUIIHL.
clientrequest unavailables count - konmuuecTBO 06HApPYKEHHBIX UCKTIOUYEHUN U3-3a HEOOCTYITHOCTH.
clientrequest timeouts count - Konu4YecTBO OOHAPYKEHHBIX TAlMayTOB.

clientrequest timeouts mean - ycpegHEHHOE KOJIMYECTBO OOHAPYXKEHHBIX TAMayTOB.

6.2.3.2 Storage

storage exceptions - KOIM4YeCTBO BHISIBIEHHBIX BHYTPEHHUX UCKJIIOYeHUH. [Ipy cTaHOapTHHEIX UCKITIOYEHUS
3Ha4YeHUe OOJIZKHO PaBHATHCS HYJIIO.

storage load - pa3aMep maHHBIX, KOTOPEIMU YIIPABIISET OAHHLIN Y3€JI, Ha QUCKe B OaiTax.

storage totalhints - KommuecTBO COOOIIEHNY C HAIOMUHAHUSIMY, 3alIMCAHHBIX HA 3TOT Y3€JI C MOMEHTa
(pe)cTapTa cepBepa.

storage totalhintsinprogress - Komu4eCTBO HAaIOMUHAHUM, KOTOPOE OTIIPABASIETCS B TAHHBIA MOMEHT.
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6.2.3.3 YnnotHeHue (compaction)

YrunoTrHeHue - mpoiecc ocBOOOXKAOEHUS MecTa IIyTEM CNUSHUSA Oonbiiux ¢GaiioB JaHHBIX. B xome
ornepanuu ynaoTHeHus ¢arinsl SSTable cimuBaroTcsa: MPOU3BOOUTCS 00beINHEHNE KITFOUEH ¥ COOTBETCTBYIOIIT
UM CTOJIOIOB, CO3MaHNe HOBOIO MHAeKca. [locie yrninoTHeHus 00beIUHEHHBIE MaHHBIE COPTUPYIOTCS,

Hag HUMHY CTPOUTCS HOBBLIM MHIEKC, ¥ TOJILKO YTO 00beIUHEHHBIE, OTCOPTUPOBAHHBIE U ITPOUHIEKCUPOBAHHEI
maHHBIE 3aIllMCHIBAIOTCS B HOBHIM (aiin SSTable.

Emé omHa BaxkHas (GyHKIMS YIIJIOTHEHUS - MOBHIIIEHWE IIPOU3BOOUTENBHOCTH IIYTEM COKPAIEHUS
YmCJIa Olepanui moucka. [j1st HaxoXKIOeHus CToI01a JaHHbIX C YKa3aHHBIM KJTIOUOM HY2KHO ITPOCMOTPETH
orpaHMYeHHOe Konu4decTBO ¢aiinoB SSTable. Ecmu aTOT cTON0EI] YaCTO U3MEHSIETCSI, TO BIIOJIHE MOXKET
0Ka3aThCsI, UYTO BCE BEPCUHU HAaXOMOSITCS B COPOIIeHHBIX Ha MuCK daiinax SSTable. YnnoTHeHue mo3BonIsieT
0a3e maHHBIX He ITPOCMATPUBATh Kaxkabik ¢atin SSTable B momckax yKa3aHHOTO KITI0OYa ¥ He BEIOMpPATh
M3 HUX caMoe IIoCefHee 3HaUYeHNe Kaxaoro cTono1a.

B mpornecce ynnoTHeHusT HaOIIOgaeTCss KpaTKOBPEMEHHBIN BCIIJIECK MHTEHCUBHOCTH BBOMA-BEIBOMA U
M3MeHeHNe 3aHSTOr0o Ha ICKe MecTa - 9TO YUTAIOTCS CTaphie 1 3allMChiBalOTCs HOBRIE datinbl SSTable.

compaction pendingtasks - pacuéTHOe KOJIMYECTBO VIIJIOTHEHUM, OCTABIINXCS [OJIS1 BHIIOTHEHUS.
compaction completedtasks - KonuuecTBO 3aBEPIIEHHEIX YIIJIOTHEHNY C MOMEHTa (pe)cTapTa cepBepa.
compaction bytescompacted - o6iee gyucso 6aiiTOB, YIJIOTHEHHBIX C MOMEHTA (pe)cTapTa cepBepa.

compaction totalcompactionscompleted - mpomyckHasi cioCOOHOCTh BHIIIOTHEHHBIX YIJIOTHEHUN C
MOMeHTa (pe)cTapTa cepBepa.

6.2.3.4 ®dunbTp Bnyma

®unbTpe BryMa ciiyKaT it MOBHIIEHU S TPOU3BOOUTEIBHOCTU UTEHUSA. ITO OUYeHb OBICTPHIN HEleTEPMUHU]
QITOPUTM, KOTOPBIHM IPOBEPSIET, ABISETCS X HEKUHM 00BEKT 37IEMEHTOM MHOKeCTBa. HeeTepMIHMPOBAHHO
CBs3aHa C TeM, 4To GuneTp biyMa MoxKeT faBaTh JTOXKHOIIONIOXKUTEIbPHEIE OTBETE, HO HUKOTa HE JaéT
JIOKHOOTPUIIATENbHLIX. [IpuHIMI paboTh ¢punbTpa biyMa 3akmiodaeTcss B 0TOOpakeHUHW 3HAYEHUHN
371€eMEHTOB MHOKECTBa B OUTOBBIN MAaCCUB U B CKaTUU OOJIBIIIOr0 KOJTUYECTBa JaHHbIX B CTPOKY-TalqKeCT

C IIOMOIIBIO X3MI-GYHKIINK. [lakKecT, IO ONpefesieHNIo, 3aHMMaeT ropa3fo MeHbIle IMaMaTH, YeM
HCXOOHBIE JaHHBIe. QUIBTP COXpaHSAETCA B NaMATH U IIO3BOJISET IIOBEICUTH IPOU3BOOUTENIHLHOCT,
IIOCKOJIbKY He Kazk[asi oleparins IIoucKa Kirroda TpebyeT MeIJIeHHOI'0 OCTyIIa K OuCcKy. Takum ob6pazom,
¢buneTp Bnyma siBnsgeTcst ocOOBIM BUIOOM KIIIIa.

columnfamily bloomfilterfalsepositives - KOIM4ecTBO JT0KHO-TIOT0XKUTEJILHBIX PE3YTHTAaTOB B PUIBTPE
TaOIULIBL.

columnfamily bloomfilterfalseratio - mpomopius TI0KHO-IIOJIOXKUTENBHEIX PE3YILTATOB B QUIILTPE
TaOTUIIEL.

columnfamily bloomfilterdiskspaceused - guckoBoe IIPOCTPAHCTBO, 3aHATOe ¢unbTpoMm briyma, B
OariTax.

columnfamily bloomfilteroffheapmemoryused - mamMaTh BHe Ky4uH, UCIIOIb30BaHHAA GunbTpoM briyma.

6.2.3.5 TIlyn noTokos

Cassandra pa36uBaeTt paboTy OIPeIeIEHHBIX TUIIOB Ha COOCTBEHHHBIH ITYJI IOTOKOB., ITO 00ecneynBaeT
ACUHXPOHHOCTH 3alTPOCOB Ha y37ie. COCTOSTHIE ITOTOKOB BaXXHO OTCJIEKUBATh, TaK KaK OHO ITOKAa3kIBAET,
HACKOJIbKO HACHIIIEH y3e7l.

threadpools completedtasks - Komu4uecTBO 3aBEpPUIEHHLIX 3a7a4.
threadpools pendingtasks - konmuuecTBO 3afgayd B OUepenu.

threadpools activetasks - konuuecTBO aKTUBHEBIX 3a7ad.
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threadpools totalblockedtasks - konuuecTBo 3azmay, OJIOKMPOBAHHBIX U3-3a HACHIIIEHUS O4YepPenu.

threadpools currentlyblockedtasks - KonugecTBO 3amay, KOTOPHIE GJIOKMPOBAHLI B HACTOSIIEE BPEMST
M3-3a HACHIIIEHUS odyepeny, HO OymyT pa30I0KMPOBaHEI IIPU IIOBTOPHOM IMTOIBITKE.

6.2.3.6 K>wi

cache hitrate - koapdunmeHT MoMagaHmMs B K311 3a BCE BpeMS.
cache size - o0mwuii pa3Mep, 3aHATHIN K31IeM, B OaiiTax.

cache hits - ofmee KonmM4YeCcTBO MMOTAgaHUM B KIIII.

cache requests - o0lllee KOIWYECTBO 3alIPOCOB K3IIIa.

cache _entries - o0iiee KOMTUYECTBO 3alCEN B KIlIle.

6.2.3.7 TabGnuubl namMaTn

columnfamily memtablelivedatasize - o6mwuit 06BbEM KUBHIX JAHHBIX B TaOIUIlE TAMATH, UCKIIOYAS
00BIe 3aT0JIOBKUA CTPYKTYPHL TaHHBIX.

columnfamily memtablecolumnscount - o6iee Konu4ecTBO CTONOIIOB B TaONUIle IaMSITH.

columnfamily memtableonheapsize - o6muii 00beM JaHHBIX B TabIuIle TaMsATH, KOTOPHIM HAXOOUTCH
B Kyde, BKJTIOUasi OTHOCSIIIUICS K CTOI0IlaM 3ar0JI0BOK U Nepe3anruCcaHHbIe Pa3fesib.

columnfamily memtableoffheapsize - o6muit 06bEM HaHHBIX B TAOIHIE TAMSATH, KOTOPBIM HAXOOUTCS
BHE KY4H, BK/IIO4asd OTHOCHH_II/IfICSI K CTOJIGI_[aM 3aroJIOBOK U IIepe3allMCaHHbI€ Pa3eJIbl.

columnfamily memtableswitchcount - ckonmbko pa3 cHpPOC maHHBIX IPUBOAUI K BHIKJIIOYEHUIO.

columnfamily livesstablecount - konuuectBo SSTable Ha mucke O DaHHOU TaGIUITHL.

6.2.3.8 CQL

cql regularstatementsexecuted - KOMTMYECTBO BHIIIOJIHEHHBIX HETIOATOTOBJIEHHEIX OTIEPATOPOB.

cql preparedstatementsexecuted - KOMTUYECTBO BHIIOJTHEHHHIX ITIOATOTOBJIEHHEIX OIIEPATOPOB.

6.2.4 Elasticsearch

6.2.4.1 CucTeMHble MeTPUKHU

process cpu_percent - mpouenT ucnonbloBanusa CPU nponeccom Elasticsearch.
jvm _memory used bytes - Texymiee ucnonb3oBaHue namMaTtyu JVM B GaliTax.

jvm memory committed bytes - sadpukcupoBanHas nmamsaTs JVM B GaiiTax.
jvm_memory max_bytes - MakcuManbHOe UCIONIb30BaHue aMATu JVM B GaiiTax.
filesystem data available bytes - mocTynHOe npocTpaHCTBO Ha OUCKe B OaliTax.
filesystem data size bytes - pa3mep gucka B GaiiTax.

transport tx size bytes total - ob6iiee KonuyecTBO OTIIPaBIeHHEIX 6AUTOB.

transport rx _size bytes total - o6miee KonuyecTBO IOTyYeHHEIX 6QTOB.
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6.2.4.2 JlOKyMeHTbl U onepauuu

indices docs - 4mcio HOKYMEHTOB Ha JaHHOM y3JI€.

indices indexing index total - obuiee 4uCIO MHOEKCHEBIX BHI30BOB.
indices docs deleted - uucro ymanéHHBIX JOKYMEHTOB Ha JaHHOM Y3JI€.
indices merges total - ofIee YKCIIO CIUSTHUAM.

indices search query total - o0uiee 4uCIO TOUCKOBEIX 3aIIPOCOB.
indices search fetch total - obmee urcio BEIOOPOK.

indices refresh total - obmee gnucmo 0OHOBIEHUN.

indices flush total - o6mee yucmao cOpPOCOB.

6.2.4.3 Bpemsn

indices search query time seconds - 06miee BpeMsi BEIIIOJTHEHUS IIOUCKOBOTO 3aIIpOca B CEKYHaX.
indices_indexing index_ time seconds total - coBokynHOe BpeMs MHOEKCUPOBAHMUS B CEKYHOAX.

indices merges total time seconds total - o6mee Bpems, IoTpadyeHHOe Ha CIUSHNE, B CEKYHaX.

6.2.4.4 Kbdw

indices fielddata memory size bytes -ucnonb3oBaHMe TaMaTH OIS K3llla JaHHBIX IToy1el B 6aiiTax.
indices fielddata evictions - BEITecHeHUe U3 IOJSA JaHHBIX.
indices query cache memory size bytes - ucnonb3oBaHmMe TaMsATH OJIs K3IIa 3alIpOCOB B OaliTax.

indices _query cache evictions - BeITeCHEHUE 13 K3Illa 3alIPOCOB.

6.2.4.5 Tlyn noToKoB

thread pool rejected count - 4ucno OTKIOHEHHBIX OIlepalii.
thread pool active count - 9uCnO aKTHBHEIX Ollepalluy.
thread pool queue count - gucrno omepanuii B ouepenu.

thread pool completed count - yncno 3aBepUIEHHLIX Ollepallnii.

6.2.4.6 Garbage Collector

jvm _gc _collection _seconds count - KonudecTBo 3anylileHHBX JVM GC.
jvm _gc_collection_seconds sum - BpeMs BeinonHeHus GC B ceKyHOax.

CCBINIKY U HUCIIOJIb30BaHHBEIE NCTOYHUKM:

Tpausaknuu JBoss
HcTtouHuKU gaHHBIX JBOSS
IMonuwIM crnucok MeTpuk Cassandra

IMonuwiii cicok MeTpuk Elasticsearch

AR

Ix. Kapnertep, 9. XprouTT - Cassandra. [TonHoe pyKOBOACTBO



https://access.redhat.com/documentation/en-us/red_hat_jboss_enterprise_application_platform/7.2/html-single/managing_transactions_on_jboss_eap/index#view_transaction_statistics
https://access.redhat.com/documentation/en-us/red_hat_jboss_enterprise_application_platform/7.2/html/configuration_guide/reference_material#reference_of_datasource_statistics
http://cassandra.apache.org/doc/latest/operating/metrics.html
https://github.com/justwatchcom/elasticsearch_exporter/blob/master/README.md
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Chapter 7

NMpuno>xeHusn

PeBusus VCS: f1b0113a2

7.1 WUcnonb3oBaHue apt-offline pna ycraHnoBku naketoB Debian
Ha MaLlMHbI 0e3 NoAKJIoYEeHUA K CeTHn

3aMeuyaHHe:

910 npunoxkeHue HanucaHo B popmate HOWTO, unniocTpupyioliee UCIOJIb30BaHUE YTUIIUTE
apt-offline Ha mpakTHKe

7.1.1 lMpepBapuTesibHble YC/NOBUSA
HMmeeMm Ha cTapTe:

* Yncrasg yctaHoBneHHas MamuHa offline ¢ Debian squeeze (+ sagpo u3 wheezy). YcranosmneH apt -
offlinemapt-offline-gui Bepcuu 1.2 (Toxke u3d wheezy) - mammtaa 6e3 HTEPHETA (BCE PEIIO3UTOPUHU
HEIOCTYIITHEI)

* Moii pabGouuii kKommsoTep - undertaker.dev.lan.arta.kz - gocTym Ko BceM HYKHBIM PETIO3UTOPUSIM
UMeeTcs, TakKe ycTaHoBeH apt-offline 1.2

3apava - yCTaHOBKA ITakeTa arta-synergy-synergy. M3-3a Toro, 4To Ha Maiuse of fline HeT akTyaTbHBIX
CIIMCKOB TIAKETOB AJIsd YKa3aHHLIX PEMO3UTOPHEB, HAaM MPUOETCS AEWCTBOBAThH B 2 Iara - MOJIYYHUTh
CIIMCOK TTIAKETOB, a 3aTEM YCTAHOBUTH HEIIOCPEICTBEHHO CaM ITakKeT arta-synergy-synergy.

7.1.2 Xop BbINOJZIHEHUA

HacTpoiika peno3uTtopues

1. Iob6aBnsieM B ¢aiin /etc/apt/sources.list nnst MaIuHb 663 UHTEPHETA CJIEOYIOIe CTPOKH:

# 3pecb ykKa3aHbl BHYyTpeHHuWe peno3uTopum B cetu lan.arta.kz;

# ecnu ycTtaHoBKa OypeT BbINONHATLCA He M3 odpuca ARTA, ciopa HYXHO

# 6bygeT BMMcaTb 4TO-TO Bpofe

# deb http://ftp.de.debian.org/debian squeeze main contrib non-free
# ©n panee nNo TeKCTy
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deb http://apt-cache.lan.arta.kz/debian wheezy main contrib non-free

deb http://apt-cache.lan.arta.kz/security.debian.org wheezy/updates main contrib non- «
free

deb http://apt-cache.lan.arta.kz/debian wheezy-updates main contrib non-free

deb http://apt-cache.lan.arta.kz/debian wheezy-backports main contrib non-free

# Peno3utopun ARTA Synergy
# Mpocneonte, 4Tobbl M3 TOro MecTta, rpge Bbl OypeTe 3arpyxaTb NakeTbl gns
# ycTtaHoBku, 6bi1 goctyn K deb.arta.kz

deb http://deb.arta.kz/tengri stable main contrib non-free
deb http://deb.arta.kz/tengri stable-updates main contrib non-free

. Co3paém curnatypy apt-offline nnss o6HOBIEHHUSI CITMCKOB ITAKeTOB (- -update) 1, 3a0mHO, YCTaHOBKHU

00HOBIIEHUM A1 cTabunbHOTO BRITyCcKa Debian (- -upgrade) Ha maimnmHe 6€3 HHTEPHETA:

apt-offline set --update --upgrade update-filelists.sig

. IlepenocuM KakuM-nu60 o6pasoM dain update-filelists.sig Ha MallIUHY, TIe €CTh OOCTYII K HYKHBIM

penosutopusMm (undertaker.dev.lan.arta.kz), u popmupyem apxus gnst o6HoBneHus (lists-
bundle.zip):

apt-offline get update-filelists.sig -s /var/cache/apt/archives
-t 4 --bundle lists-bundle.zip

. HepeHOCI/IM APXUB OJId OOHOBJIEHUS Ha MalllUHY oe3 OOCTYyIIa B CETh M 3arpyzxkaeM II0JIy4eHHO€E B

APT (ua deb.arta.kz noka Het GPG-mtognucei, moatoMy - -allow-unauthenticated):

apt-offline install lists-bundle.zip --allow-unauthenticated

. OOHOBMNsIEM IIOIyYEeHHBIM CIKCOK ITIaKeTOB Ha MallnHe 0e3 IOoCTyIla B CETH:

apt-get update

¥YcranoBKa Synergy

1

l'enepupyeM CUTHATYypy OJig YCTAHOBKM IakeTa arta-synergy-synergy Ha MaiinHe 6e3 JocTyma B
CeTh:

apt-offline set --update --install-packages arta-synergy-synergy -- synergy-
install.sig

. TlepeHOCUM TONTy4YEHHYIO CUTHATYPY Ha MAIIMHY C AOCTYIIOM K HYKHBEIM perno3utopusm (undert

aker.dev.lan.arta.kz) u dopmupyem apxuB (synergy-bundle.zip):

apt-offline get synergy-install.sig -s /var/cache/apt/archives --bundle sy
nergy-bundle.zip

3arpyxaem B 6a3y APT synergy-bundle.zip Ha mamuHe 6e3 JOCTyIla B CETh:

apt-offline install synergy-bundle.zip --allow-unauthenticated

. YcTaHaBnmMBaeM Ha MallinHe 0e3 OOCTYyIIa B CETh:

apt-get install arta-synergy-synergy
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7.1.3 [0 ONONHUTEJNIbHO

Onucanue mpoliecca oOHOBIeHUS arta-synergy-synergy u3 rpadudeckoro unurepdeiica apt-offl
ine-gui ocTaBisieTCcs B KaUueCTBe yIIPaXXHEeHUS YUTaTEII0

7.1.4 WNCTOYHUKM MH(PopMauum (KpaHe peKOMeHAYyeTCA U3YUYUTDb)

¢ man apt-offline
* http://www.debian-administration.org/article/Offline Package Management for APT

7.2 HacTtpo#ka BCTpoeHHOMW naHenu JBoss Management

I MmoHUTOPUHTA cocTosTHUSA JBoss/ Wildfly MoXHO BOCIIOITB30BaThCSI BCTPOEHHOM ITaHEe b0 YIIPaBlIeHU .
YToOBI BKITIOYUTD €€, HYKHO B (hatine /opt/synergy/jboss/standalone/configuration/standalone-
onesynergy.xml HalTU CTPOKY

<socket-binding name="management-http” interface="management” port="${jboss. «
management.http.port:9990}"/>

u 3aMeHuThb interface="management” Ha interface="public”, 3aTem nepe3anycTuth JBoss.

ITpu mepBOM OTKPHITUY B Opay3epe maHesnu 1o agpecy http://server ip:9990 mosBuTcs coobIeHue
0 TOM, UTO HET II0JIh30BaTENS C OCTYIIOM K TTaHeJIH.

Welcome to WildFly

Your WildFly Application Server is running.

However you have not yet added any users to be able to access the admin console.

To add a new user execute the add-user.sh scriptwithin the bin folder of your WildFly installation and enter the
requested information.

By default the realm name used by WildFly is "ManagementRealm" this is already selected by default.

After you have added the user follow this link to Try Again.

Figure 7.1: IlepBoe oTKprITHE B Opay3epe

s pobGaBneHUs MOIb30BaTesIsI HYKHO B TEPMUHAJIe 3allyCTUTh cKpunt /opt/synergy/jboss/bin/
add-user.sh 1 3alIOTHUTL JaHHLIE:

What type of user do you wish to add?
a) Management User (mgmt-users.properties)
b) Application User (application-users.properties)
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(a): a

Enter the details of the new user to add.
Using realm 'ManagementRealm’ as discovered from the existing property files.
Username : newadmin
Password recommendations are listed below. To modify these restrictions edit the add-user. <«
properties configuration file.
- The password should be different from the username
- The password should not be one of the following restricted values {root, admin, <+
administrator}
- The password should contain at least 8 characters, 1 alphabetic character(s), 1 digit(s) «
, 1 non-alphanumeric symbol(s)
Password
Re-enter Password
What groups do you want this user to belong to? (Please enter a comma separated list, or <«
leave blank for none)[ 1:
About to add user ’'newadmin’ for realm 'ManagementRealm’
Is this correct yes/no? yes
Added user ’'newadmin’ to file ’'/opt/synergy/jboss/standalone/configuration/mgmt-users. <«
properties’
Added user ’'newadmin’ to file ’'/opt/synergy/jboss/domain/configuration/mgmt-users. <
properties’
Added user 'newadmin’ with groups to file '/opt/synergy/jboss/standalone/configuration/ <+
mgmt-groups.properties’
Added user ’'newadmin’ with groups to file ’/opt/synergy/jboss/domain/configuration/mgmt- <«
groups.properties’
Is this new user going to be used for one AS process to connect to another AS process?
e.g. for a slave host controller connecting to the master or for a Remoting connection for <«
server to server EJB calls.
yes/no? yes
To represent the user add the following to the server-identities definition <secret value=" <«
TmltZGExMjMh" />

ITocne moGaBneHus MOIb30BaTe ST 0OHOBHUTE CTPAHUILY B Opay3epe, HOJIKHO OTKPHITHCSI OKHO aBTOPHU3AIINHU:

Authentication Required x

http://192.168.4.59:9990 is requesting your username and password. The site says:
“ManagementRealm”

UzerMawm:| |

F355word:l| l

Cancel 0K

Figure 7.2: OKHO aBTOpU3aIUU

B JBoss 7 (Synergy Bepcum 4.0 m HuXKE) HUCIIOIb3yeTCS IIPOCTOM KOHTPOJIb JOCTYIIa, KOTrma 1000
aBTOPU30BaHHLINM afMUHUCTPATOP UMEET BCe IIpaBa:
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(0) Messages

JBoss Application Server 7.1 Profile Runtime

= Server

Manage Deployments

Standalone Server

Server: monitoring
Server configuration status. In some cases the configuration needs to be reloaded in order to become effective.
B Status
VM
Datasources The server configuration is up to date! "
JPA
JMS Destinations Code Name: Steropes Release version: 7-1.3.Final-SNAPSHOT
JNDI View
Transactions Server State: MUNNINGg
Web

Webservices Extensions | Environment Properties

= Runtime Operations
Name
05Gi
org.jboss.as.clustering.infinispan

org.jboss.as.cmp
org.jbess.as.configadmin
org.jboss.as.connector
org.jboss.as.deployment-scanner
org.jboss.as.ee

org.jbess.as.ejb3

org.jboss.as.jacorb

1-8of28 [+ [*

Figure 7.3: Ilanens yupasneHusa B JBoss 7

B JBoss/ Wildfly (Synergy Bepcuu 4.1 u BEIllIe) MOXKHO UCIIOJIb30BaTh KaK IIPOCTON KOHTPOJIb HOCTyIIa
(BKJIIOYEH II0 YMOJTYaHUI0), TaK U KOHTPOJIb HOCTYyIIa, OCHOBAaHHBIM Ha POJIAX.

YT0O6H HACTPOUTL OOCTYII K IIaHEJIN I10 POJISAM, HaAO BEIIIOJIHUTE CHIEOYIOIINEe IIaru:

1. moGaBUTH TEKYIIETO IIOJIL30BAaTENs B CIKCOK II0JIb30BaTenel Ha BKiagke Access Control - Users,
kHonka Add User, yka3aTs ponb SuperUser:
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Add User

@ Help

Name * | |1ewadmi|1|

Realm

Include v

SuperUser

Exclude v

Required fields are marked with *

Figure 7.4: [lo6aBneHue II0IH30BaTENS

Ecnu IIPOIIYCTHUTDL 3TOT ILIArl, ITPU ITEPEKIIIOYEHU N Ha OJOCTYII I10 POJIAM 6y,ueT HEBO3MO2KHaA aBTOPHU3alluiA
B KOHCOJIH.

1. mepekmounTh KOHTPOJB mocTyra Ha RBAC (Role Based Access Control), mocre 4ero rnepe3arpy3urhb
JBoss;

Runtime P g Access Control

Browse By User (1) @z
Users
Users > /A This system is currently configured to use simple access controls, which will not utiize changes mad i this section. In arder to utilize RBAC related settings, you will need to enable role based access contrals.
nawadmin > Enable P@
Groups >
What a management user is permitted to do is determined by the roles to which the user is assigned. A system of includes and excludes based on the user membership determines to which role a user belongs
Roles >

Auseris considered to be assigned to a role if
1.The user is:
o listed as a user to be included in the role, or
© amember of a group that s listed to be included in the role.
3. The user is not:
o listed as a user to exclude from the role, or
© amember of a group that s listed to be exdluded from the role.

Exclusions take priority over indlusions,

Figure 7.5: Ilepekntoyenue Ha RBAC
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II719 HaCTPOMKHU IIOJIb30BATENsI, KOTOPHIM OBl MMeN HOCTYI TOJBKO K cocTostHuio JBoss/ Wildfly Ges
BO3MOZKHOCTU BHOCUTDL U3MEHEHUS B HACTPOUKH, HYKHO:

1. co3pmaThk mob30BaTeNns Yyepe3 CKpunT add-user. sh (aHAaJIOTMYHO MPUBEIEHHOMY BEIIIIE);

What type of user do you wish to add?

a) Management User (mgmt-users.properties)

b) Application User (application-users.properties)
(a): a

Enter the details of the new user to add.
Using realm 'ManagementRealm’ as discovered from the existing property files.
Username : monuser
Password recommendations are listed below. To modify these restrictions edit the add-user. <«
properties configuration file.
- The password should be different from the username
- The password should not be one of the following restricted values {root, admin, <+
administrator}
- The password should contain at least 8 characters, 1 alphabetic character(s), 1 digit(s) «
, 1 non-alphanumeric symbol(s)
Password
Re-enter Password
What groups do you want this user to belong to? (Please enter a comma separated list, or <«
leave blank for none)[ 1:
About to add user ’'monuser’ for realm 'ManagementRealm’
Is this correct yes/no? yes
Added user ’'monuser’ to file ’'/opt/synergy/jboss/standalone/configuration/mgmt-users. <«
properties’
Added user 'monuser’ to file ’'/opt/synergy/jboss/domain/configuration/mgmt-users.properties <«

Added user 'monuser’ with groups monitoring to file ’'/opt/synergy/jboss/standalone/ <«
configuration/mgmt-groups.properties’

Added user 'monuser’ with groups monitoring to file '/opt/synergy/jboss/domain/ <«
configuration/mgmt-groups.properties’

Is this new user going to be used for one AS process to connect to another AS process?

e.g. for a slave host controller connecting to the master or for a Remoting connection for <«
server to server EJB calls.

yes/no? yes

To represent the user add the following to the server-identities definition <secret value=" «
VXNlcmlvbjEyMyE=" />

1. mo6aBUTHL 3TOTO IMOJIb30BaTENs Ha BKiIagke Access Control - Users, yka3aB eMy poiib Monitor:
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Add User
® Help
Mame * monuser

Realm

Include

Maonitor

Exclude

Required fields are marked with *

Figure 7.6: [ToGaBneHue 110OIb30BaTENSA AJI1 MOHUTOPUHTA

HoBoMy monb30BaTeIO TaHeNlh 0TOOPa3uTCs IPUMEPHO B TAKOM BUIE:

WildF

Homepage

WildFly Application Server

Deployments
Add and manage deployments

Deploy an Application Start@
Deploy an application to the server

1. Use the 'Add Deployment wizard to deploy the application
2. Enable the deployment

Runtime

Monitor server status

vMonior the Server Start®

View runtime information such s server status, JVM status, and server log files.

1. Select the server
2. View log files or VM usage

Configuration
Configure subsystem settings
Create a Datasource Start@
Define a datasource to be used by deployed applications. The proper JDBC driver must be deployed and registered.

1. Select the Datasources subsystem
2.Add a NonXA or XA datasource
3.Use the "Create Datasource wizard o configure the datasource settings

Need Help?

General Resources GetHelp

Home
Doeum:

Figure 7.7: Bup gnsg monb30BaTensa C pojibio Monitor
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Kpowme Toro, ons npenoTBpallleHus CIy4alHBIX U3MeHeHUU yepe3 aHeJb [I0JIb30BaTeslb C POJIbI0 Su-
perUser MoXKeT MeHSITh 0OTOOpazkKeHne B COOTBETCTBUU C APYTHUMH POJIIMH, Hanpumep, Monitor:

Active roles: SuperUser

Run as
Administrator
Auditor
Deployer
Maintainer
Morkor
Operator
SuperUser

Clear run as role

Logout

Figure 7.8: Bribop ponu

IMTogpo6GHOE omucaHue MTOCTYIIHBIX POJIed MOXKHO HaWTH B JOKyMeHTauun Wildfly

st ymo6cTBa 06beAUHEHUS POJIEH U M0JIh30BaTENIeN MOXKHO CO3aBaTh I'PYIIILI C YKa3aHUEM HYKHBIX
porneii:

Add Group
@ Help
Name * monitoring

Realm

Include

Monitor

Exclude

Required fields are marked with *

Figure 7.9: Co3pmaHue rpynn
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ITo YMOJIYaHHUIO He OJId BCEX IIOOCHUCTEM BKIIIOUEH C60p CTaTHUCTHUKHU. B Takmux CJIy4dasX KakK IIPaBHUIIO
OOoCTyIlHa KHOIlKa Enable Statistics.

Statistics Disabled

Statistics are not enabled for data source test_ds. You can enable them by clicking the button below. This will modify the data source configuration
and you will need to reload the server.

Enable Statistics

Figure 7.10: Enable statistics

IMocne eé HaxkaTus HY>XKHO epe3anycTuthb JBoss/ Widlfly.

INauens ynpasnerus Jboss/ Wildfly mo3BonsieT cieguTh 3a COCTOSTHUEM:

* BLITEJIEHHOM IIaMSTH

Runtime

Server Monitor

Status @ Refresh
@ localhost View | v Status View
Batch s
Datasources
1334 07 2021 MB
EB >
Commited 2021 of 2021 MB
° - |
JAX-RS. >
Threads
INDI Daemon 101 0f 360 Threads.

Log Files >

Messaging
Security

Transaction

Web

Webservices

Figure 7.11: ITamaATh

e coeguHEeHUuMN
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Deployments & ation Runtime

Server Monitor Datasource

synergy_ds g
@ localhost View | Status A ree
@ AMDS
C=th > Connection Poo
Datasources >
EB >
@ Seravd View | - Prepared Statement Cache
i B Hit Count 00f0Count
@ testds
JAX-RS > Miss Count 000 Count
INDI
|PA
Log Files >
Messaging

Figure 7.12: CoeguHeHUsa B jaTacopcax

Hampumep, eciiu B KITHEHTCKOM YaCTH He OTKPHIBAIOTCS 3alIMCH PeEecTpa, ¥ camMa Synergy OTKpPHIBaeTCs
ME[JIEHHO, BEPOSTHON MPUYUHOM MOXKET OBITh HEXBaTKa CoemuHEeHu. [Ipu 9TOM TyJT COEIUHEHUHN Ha
TTaHEIU CTAaHOBUTCS KPACHBIM:

Runtime

Server Monitor Datasource

synergy_ds  Refrest

A Datasource

© localhost View | Status
@ AMDS
> Connection Pool

Batch

Datasources >
P B
EB
@ Synerevds view | Prepared Statement Cache
@ ‘ Hit Count. 0ofoCount
@ testds
JaxRS N Miss Count 00f 0 Count
NDI
JPA >
Log Files > 3
Messaging

Figure 7.13: HexBaTKa CoeIMHEHUN

* 10TOKOB EJB
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Runtime

Server Monitor BB 6B CrRefresh |-
© foelres — o _, AlAVChangedObjectListener Thread Poo

el o /-l

Datasources >

EB

o >

JAX-RS >

JNDI

. \ 6750

Log Files > 3

Messaging N

Security N

Transaction

Web s

W Active B Complated M Queus M Rejected
Webservices >

Current Thread Count 180f 18 Threads

____________________________________________________Ji
Figure 7.14: Tlotoku E]B

* KOJIM4YeCTBOM HOHKJ’[IO‘-IGHI/II;I:

Runtime

Server Monitor Worker

default & Refresh
@© localhost View | - Status default

Threads
Batch N Core Pool Size 20f64 Thread Pools
Datasources ? Max Pool Size 64 0764 Thread Pools
EB >

10 Thread Count 8of 8 Threads
0 b 1 ——
JAX-RS

Connections
DS 201 (204
JPA > 0 (2147483647 /2147483647

0z
Log Files
Messaging
Security
Y >

Transaction |3
Web N
Webservices >

Figure 7.15: TlogknoueHus

7.3 WHcTpyKUMA no HacTpouke df-ex

7.3.1 OnucaHue

DFEX (DocFlow EXchange) - Mmomgysib n3Ha49aabHO OBIT pa3paboTaH OJjIsT MHTETPaluy KaHIEISIPUU C
CUCTEMOM TOKyMeHTO0000poTa “IBpUAOK”, TaK XKe Ha HaHHBIM MOMEHT OH HCIIONIb3yeTCcs Ajsi oOMeHa
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OOKyMEeHTaMU MeXXAy KaHIeIdpusIMU, PAcIoj0oXKeHHBIMU Ha OOHOM HUJIM HECKOJIBKMX 39K3eMIUIsIpax
ARTA Synergy.

7.3.1.1 OnpepeneHusn

Opranu3anusi — 3TO CTPYKTypHOe IIOfpa3felieHre, BeOyllee COOCTBEHHYIO KaHIenspuio. B opr.
CTPYKType opHoro sk3eMiisipa ARTA Synergy MoxeT ObITh OOHA UJTU HECKOJIBKO opraHu3anuii. [Ipeamnonara
4TO €CJIM Ha OOHOM CepBepe OOJIKHO MPUCYTCTBOBATh HECKOJIBKO OpPraHMW3allui, TO OJI KaXKOOU U3

HUX HaCTpauBalOTCS XKypPHaJIbl BXOOAIINX U UCXOOSAIINX JOKYMEHTOB U Ha 9TU XKypHAaJkl JaloTCs IIpaBa
COTPYOHUKAaM KaHIEJISPUU COOTBETCTBYIOILINX OPraHU3alluu.

I'pynmna opraHu3anui — 3TO UMEHOBaHHOE 00beIuHeHNe HeCKOIbKUX OPraHu3alluil, HaXOm X ST
Ha OJHOM u/unu pa3Hbix cepBepax ARTA Synergy.

HOJ’IY‘-IaTeJ'IeM OOKYMEHTA MO2KET BEICTYIIATh KdK OPIraHU3allvi, TaK U I'PYIIIIa Opl"&HPI?:ElLIPIfI, OTIIpaBHUTeEJIe
— OJHa OpraHu3alusd.

7.3.1.2 OOMeH pOoKyMeHTaMm

OOMeH OOKyMeHTaMM IPOUCXOOUT dyepe3 ImouTy. Ilocie perucTpanuu qOKyMeHTa oTipaBurteneM df -
ex GopMHUPYeT ITOUTOBOE COOOIIEeHNe U OTIIPABJISIET ero Ha ITOYTOBEIE agpeca moayJdaTesne.

MoyToBOoe coobueHne comepxuT BO BROXeHUsX XML ¢ain C nonsiMM KapTOYkKM OOKYMeHTa <
oTnpaBuTens. 3Tu nons Heobxooumbl ONs WMHTerpauumum C «3BpUMABOK». B cnyyae, ecnm <«
nonyyarteneM OOKyMeHTa fiBnseTtcs opraHu3sauums ARTA Synergy, u3 3Tux nonem bypget <«
B3ATO TONbKO none Subject, 3HayeHune KoToporo OGypeT 3anuMcaHO B KpaTkoe <
cogepxaHne OOKYMeHTa nosy4vartens.

Bnoxenwnst mokymenTa ARTA Synergy mo6aBiisiloTCSI B IOYTOBOE COOOIIEHNE TaK K€ KaK BJIOKEHHUS.
Ecnu pa3mep daiina BiaoxkeHus npeseimaetr 10MB, To ou 6seTcsa Ha yactu 1o 10MB u Kaxmast 4acTh
OTIIPaBISAETCS OTHEIbHBIM IIMCHbMOM.

TpeOoBaHus K dopMe KaPTOYKH JOKYMeEHTa:
1. O6s13aTeNbHO OOJI2ZKHO ITPUCYTCTBOBATH IIOJIE TO, CCHIJIaOIIIEeeCd Ha 3HA4YEHUSA CIIPaBOYHHKA ExtD
tiOrganization.

2. MoxkeT comepzaTh moyie Subject, 3HaueHue KOTOpOro OGyIOEeT 3almrcaHo B KPaTKOe ComepxKaHue
BXOMSIIEro JOKyYMeHTa IIoIy4daTes.

7.3.1.3 Y4acTHUKM oOMeHa JOKyMeHTaMu

YyacTHUKM oOMeHa JOKyMeHTaMu (OpraHu3aliiy U IPYIIIIE OPraHu3alui) XpaHsSITCA B Synergy B CIpaBOUYHUE
c kogoMm ExtDtiOrganization.

HaHHBIN CIIPAQBOYHHUK COIOEPZKHUT CIIEOYIOIINe I10JIsA, XaPaKTEePU3YIoIle Y4aCTHHUKA:

Koa moisi cipaBOYHHKA Ha3Banue Onucanue

CTpoKa, oMK Ha OBITh
NpenTrduKaTop yyacTHHKA
Id YHUKaJIbHa

Ko He umeeT 3HaueHUS
DecCode A

Haspamue IONMXKHO UMETh IEePEBOILl U OHU
Name OOJI2KHBI OBITH 3AMIOJIHEHEI
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Kopg moisi conpaBoOYHHKA Ha3Banue Onucanue

ITouToBBEIM ampec
y4yacTHUKa.[l1s opranu3aiui
email HaXOOSIIIUXCS Ha OJHOM
9K3eMnsape AS IOYTOBHIN
aJipec OOJIKeH COBIIafaTh.

DecMail

CTpoKa, COOTBETCTBYIOIIASA TUILY
BXOOAIIEro JOKyMeHTa
Opra’Hu3alUu-IoIydaTess.
3HaueHUe MOXKeT OTCYTCTBOBaTh
OBYX ClIydasx:

KOJI TUIA JOKyMeHTa * eciin JZ[aHHLIfI II0JIy4aTellb
DocTypeCode SIBJIIETCS TPYIIION

* eCJIH OJIsi JAaHHOTO
rmojiy4yaTess: TUI JOKyMeHTa
3amuT B Gopmy (CM. HUXKE
nogpa3men «Kom tuma
OOKyMeHTa»)

IepeKIYaTellb «SIBISETCH JIU
TPYIION» - €CJIN HaHHBIN
mapaMeTp UMeeT 3HaueHue true,
3HAYUT JaHHAas OpraHu3allus.

IsGroup Tpynna

Oprasau3anuu 00bEIUHSIOTCS B IPYIIIIL Yepe3 JOIOTHUTEIbHEIN CITPaBOYHUK ¢ KogoM ExtDtiOrgani
zationGroup. [JaHHBIN CIIPABOYHUK, MOJIKEH UMETh IIOJI:

e Id - umeHTHU(UKATOP 3allMCH B JaHHOM CIIPaBOYHUKE
* OrgRecordId - umentudukaTop nNojaydaTess us cupaBouyHuka ExtDtiOrganization (ue rpymnmosr)
e Groupld - ugpeHTH(PUKATOD IIOIydaTens U3 cuipaBouHuka ExtDtiOrganization (rpymmer)

HUpenTtrdukaTopkl mosydaTesnel cupaBouynuka ExtDti0Organization u upenTudguKkaTOph CIpaBOUYHUKA
ExtDtiOrganizationGroup OosKHbI OBITH YHUKAIbHEL.

7.3.1.4 Kop Tuna fOKyMeHTa

Lyist ToTO 4yTOOBI 0OMEH OOKYMEHTaMH pa60TaH KOPPEKTHO HeO6XOJII/IMO IIPABUJIBHO HACTPOUTE 2KYPHAJIBL
BXOOAIINX U UCXOOAIITUX JOKYMEHTOB U M03ab0TUTLCS YTOOLI OJIsA 9TUX 2KYPHAJIOB OBLITH CO3aHBbI THUIIBI
OOKYMEHTOB C IIPAaBUJIBHBIMU KOOaMH.

Kon Tulla JOKYMEHTOB [JIs1 JKypPHa/Ia BXOISIIIINUX

Kop Tuma mOKyMeHTOB [Jisd )KypHajia BXOASIIINX MOXKeT OBITh yKa3aH ABYMs crioco0aMu: Kak 3HaYeHUe
nonst DocTypeCode cripaBOYHMKA OpTaHU3AIMH WITH 3aITUT B GOPMY UCXOOAIIETO AOKyMeHTa. PacCMOTpUM
nogpoOHee oba ciydasd.

1. 3HayeHHe KOJa THIIa TOKyMeHTa B mojie DocTypeCode cnpaBounuka ExtDtiOrganization

IaHHLINA croco0 Haubojiee IIPOCT B MCHOIL30BaHuKU. ET0o He0OX0OHMMO BEIOPATh €CJIN €CTh HE0OXOTUMOCTh
CyIlleCTBOBaHUS HECKONbLKHUX OPraHU3aIii Ha OJTHOM cepBepe JTH00 [ KaKIoM OpraHu3aIlni JOCTAaTOYHO
HaJIn4¥e OOHOI'O 2KyPHalla BXOOAIIUX NOKYMEHTOB.

ITpu ucrionb30BaHUHU 3TOr0 coco0a KaxKaas OpraHu3alusa MOXKeT UMETh TOJIbKO OOUH XKypPHAaJl BXOOSIITHUX
U OOUH XKYPHaJ UCXOIOSAIINX TOKYMEHTOB (MMEIOTCSI BBULY Te, KOTOpPhIe OyAyT yd4acTBOBaTh B 0OMeHe
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OOKyMeHTaMHu. He yJacTByIOIIHUX B 00MeHe MOKYMEHTaMHU XKyPHaI0B MOKeT OBITh CO3TaHO HEOTPaHUYEeHHOe
KOJINYECTBO)

2. 3HayeHHe KOJa THIIA JOKYMEHTAa 3alIUTO B (OPMYy HCXOOAIIEr0 DOKyMeHTa

Tun OOKYMEHTA «3alllUT B (I)OpMy» O3HA4YaeT, YTO THUII NOKYMEHTa, IIPOIIKMCaH B (’popMe ucxogdiiero
OOKYMEHTa Uy nr000ro II0JIy4daTeJid TUII JOKYMEeHTa C JaHHBIM KOOOM OOJI2KEH CYIIIEeCTBOBATE. CTpOKa,
COOTBETCTBYKOIIIas KOOY ONOKYMEHTa, IIPOIIKMCEIBAETCA B JaHHBIX (bOprI TaKuUM O6p8.30M:

<DocDataType>DocAnswer</DocDataType>

3uauenueMm DocDataType sBnsieTcs He caM KOA THUIla AOKYMEHTa, a ero 4acThb. B Tabnuile HUXKe
onucaHo cooTrseTcTBUe DocDataType u Kozma Tulla JOKyYMEHTA.

DocDataType Kop tTuna mokymeHTa
DocAnswer ExtDtilnDocAnswer
Doclnc ExtDtilnDoclInc

9ToT cnocob YKa3aHud THUIla JOKYMEHTa MO2KHO MCIIOJIb30BAaTh €CJIN KazXKaasi OPraHu3allisd HaXOOUuTCA
Ha BEIAEJIEHHOM CEepBepe U CyIlleCTBYeT H806XOJII/IMOCTB B MCIIOJIb30OBAHUU OBYX 2KYPHAJIOB OJIA BXOOAIIINUX
OOKYMEHTOB.

B atom ClIy4dae Ha KaKIOOM 3K3eMIIJIdpe AS BBI MOMT2KHEBI GYJIGTG CO30aThb THUIIBEI IOKYMEHTOB C IIEPEYHNCIIEHHBIM
BEBIIIIE€ KOOaMH XU COOTBETCTBYIOIIIHE UM 2KYyPHAaJIbl BXOOAIITNX.

Kopa Tulla JOKYMEHTOB /IS X KYPHa/Ia HCXOJSIITUX

Kon tumna OOKYMEHTOB [OJId 2KYPHaJla UCXOOAIIINX OOJIZKEH OBITh BI:I6paH HCXOoOd U3 OIIMCaHHBIX HHUXKE
IIPABUJI, UHA4Y€e — II0CJI€ PErucCTpalium JOKYMEHTAa, OH HeE 6YI[6T OTIIPABJIEH IIOJIy4YaTeJIsAM.

Ecnu Ha omHOM 3Kk3eMmisipe ARTA Synergy cyiecTByeT TOJIbKO OfHA OpTaHU3aIlUusa-yIaCTHUK 00MeHa
OOKyMeHTaMH, TO KOJI TUIIa HOKyMeHTa HoJxkeH OvlTh ExtDtiOutDocInc.

Ecnu Ha ogHOM 3k3eMInspe ARTA Synergy cyliecTByeT HECKOIBKO OpraHuU3allnii, TO KoM TUIla JOKYMEHTa
monxkeH uMeTh BuA ExtDtiOutDocInc - umeHTHUGUKATOP OpraHU3aluU

7.3.2 YcTaHOBKa UM KOHUMrypuposaHue
7.3.2.1 YcTaHOBKa nakerta

ITOT makeT co3maeT HeoOxomuMble OubMuoTeku Oyst paboTel DFEX momyns. [Iis yCTaHOBKM ITakeTa
HY2KHO IIOCTaBUTh akKeT arta-synergy-dfex Ha cepsepax ecex yuacmHuKax uHmeezpauuu.

YcramaBnuBaeM maketT dfex:

aptitude install arta-synergy-dfex
B pe3ynbTaTe yCTaHOBKU ITAKETOB CO3MAI0TCS (haliIh:

1. /opt/synergy/jboss/standalone/configuration/arta/dfex/dti.xml

2. /opt/synergy/jboss/standalone/deployments/Synergy.ear/dt-int-model.jar
3. /opt/synergy/jboss/standalone/deployments/Synergy.ear/df-ex-ejb.jar

4. /opt/synergy/jboss/standalone/deployments/Synergy.ear/df-ex-web.war

Taxk ke aBTOMaTU4YECKHU BHOCSITCH clieqyriye u3MeHEeHHNsA OJIsd KaXKI0T0 Y4aCTHHUKA UHTerpaluun:
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1. ABTOMaTHYECKHU cO37aeTcs ouepenn B ¢aiisie standalone-onesynergy.xml

<jms-queue name="AS EXT DTI Inbox">
<entry name="queue/AS EXT DTI Inbox"”/>
<entry name="java:jboss/exported/jms/queue/AS EXT DTI Inbox”/>
<durable>true</durable>

</jms-queue>

<jms-queue name="AS EXT DTI Outbox”>
<entry name="queue/AS EXT DTI OQutbox"/>
<entry name="java:jboss/exported/jms/queue/AS EXT DTI Outbox”/>
<durable>true</durable>

</jms-queue>

2. ABTOMaTHYecKu mobGaBisieTcss MOOyb B daii /opt/synergy/jboss/standalone/deployments/
Synergy.ear/META-INF/application.xml

<module>
<ejb>df-ex-ejb.jar</ejb>
</module>
<module>
<ejb>dt-int-model.jar</ejb>
</module>
<module>
<web>
<context-root>/df-ex-web</context-root>
<web-uri>df-ex-web.war</web-uri>
</web>
</module>

3. B daun /opt/synergy/jboss/standalone/configuration/arta/docflow-observe-configura
tion.xml DoGaBIAIOTCS CTPOYKH:

<?xml version="1.0" encoding="UTF-8"” standalone="yes"”?>
<docflow-observe-configuration>
<listeners>
<listener>
<listenerClass>kz.arta.synergy.ext.dfex.bp.BPListener</listenerClass>
<sources>df-ex</sources>
</listener>
<listener>
<listenerClass>kz.arta.synergy.ext.dfex.bp.BPOutgoinglListener</listenerClass>
</listener>
</listeners>
</docflow-observe-configuration>

7.3.2.2 HacTpOMKM Ha cepBepe MHTerpauum

7.3.2.2.1 CospaHue popMbl

1. 3axogum B «SynergyAdmin»:

1. maem npaBa «COTPYOHUK KaHIENApUN» U «MeTomoJior» IIoab30oBaTento Admin
2. co3maeM Ipymiy B «XpaHumuiie» 1 godasiseM B Hee Imoab3oBaTesss Admin

2. 3axomuM B «Configurator»:
HOaem «ITonHBIN HOCTYII» OJIs TPYHIEL Tonb30BaTens Admin B «Xpanunuiie» - «ITankm»

3. 3axoguM B «Synergy»:
BrikiagbiBaeM GOpPMEL B «XpaHUIUIIE»
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4. Bo3BpamiaeMcs B «SynergyAdmin»:

IMepeiiTu B Moayib « DopMel» (XpaHunuiie — ®opMEI) ¥ HAIIPOTUB 3TUX (POpM B TabIulle BEICTABUTD
yeKOOKC B cTOOIe «Omy6GIuKOBAaHO» M COXPAHUTh U3MEHEHUs HaxkKaB Ha KHOMNKY «COXpPaHUTH»
non TaOIuIe.

7.3.2.2.2 Co3paHue TUNOB AOKYMEHTOB U )XXypHaJioB

INepexomum B «Configurator»:

1. Co3gaeM «CUueTUYUKU» OJISI BXOOSIIUX U UCXOOSIINX.
2. Co3maem «IITa6moH HOMepa» C CO3TaHHBIM «CUETUYHKAMU».

3. Co3gaem «XKypHanbl». [I71 KaXKOo¥ opraHu3aliiy co3faeM KypHal « BXogamux muceM» C TUIIOM
KypHasna «BXOOAMui» U XKypHan «Mcxogamux nuceM» C TUIIOM XypHaja «UCXOmAmmi». s
BCeX XKypHaJIoB BhIOpaeM «111abJI0oH HOMepa» CO3[aHHEBI paHee. [laeM Bce IIpaBa AJIs [10Ib30BaTeNsI
Admin, gms Dpyrux mOIb30BaTENIER COTJIACHO TPEOOBAHUSAM OPTaHU3AIINH.

4. Ina kaxporo 2KypHana co3maeM «Tun mokymenta». B mone Kopg BBomum TekcT ExtDtiInDoc
Inc - umenTUUKaATOP OpraHU3alUuU O KypHanoB «Bxomsamux nucem» u ExtDtiQutDocInc -
UOeHTHOUKATOP OpTraHU3aIuy oI KypHaIoB «Mcxonsamux nucemM». BeibupaeM COOTBETCTBYIOIIMH
«XKypran» u «®opMy DOKyMeHTa», gaeM «JoCTyI».

>llpuMeyaHue: > >Tun JOKyMeHTa OONKeH ObiTb MOEHTWYHBM B «SynergyAdmin» - « <
OokyMeHTO060pOT» - >«Tunbl QOKYMeHTOB» - none Kop u server:5000 — none <+
DocTypeCode.

7.3.2.2.3 HacTtpo#ka dti.xml

IlepexomuM B KOHCOJIL cepBepa. Heobxomumo HacTpouTh dti.xml B 4eTKOM COOTBETCTBUY C HACTPOUKAMHU
TTOYTHI:

nano /opt/synergy/jboss/standalone/configuration/arta/dfex/dti.xml

INone <organization-id> 3anonusieTcsa udeHmugpukamop opzaHulauuu. IIpu HacTpoiike dtint-con
trol mamuble 3TOrO MO Hamo OymeT BBecTH B mojsie ID.

<?xml version="1.0" encoding="UTF-8" standalone="yes”?>
<configuration xmlns="http://www.arta.kz/xml/ns/as/ext/dti”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xsi:schemalLocation="http://www.arta.kz/xml/ns/as/ext/dti dti.xsd”>
<organization-id>upeHTudukatop opraHumsauum</organization-id>

<mail>
<!-- napaMeTpbl YTEHUS NOYTH -->
<inbox>

<protocol>imap</protocol>
<host>imap.arta.kz</host>
<port>143</port>
<use-ssl>false</use-ssl>
<connection-timeout>300000</connection-timeout>
<timeout>300000</timeout>
<user>no4yrta</user>
<password>naponb</password>
</inbox>
<!-- nmapaMeTpbl oA OTMNPaBKW MOYTHl -->
<outbox>
<protocol>smtp</protocol>
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<host>smtp.arta.kz</host>
<port>25</port>
<use-ssl>false</use-ssl>
<connection-timeout>300000</connection-timeout>
<timeout>300000</timeout>
<user>no4yrta</user>
<password>naponb</password>
</outbox>
<l-- MHTepBan NpoBepkKWM HOBbIX cCoobWweHuUn -->
<fetch-interval>10000</fetch-interval>
<!-- ocTaBnaTb coobueHns Ha cepBepe (noka He paboTaeT)-->
<remove-from-server>false</remove-from-server>
<!-- IMAP nanka-->
<imap-folder>INBOX</imap-folder>
<!-- MaKCMManbHbIM pa3Mep [aHHbIX, OTnpaBnsembix 6e3 cxatTusa-->
<max-unpacked-size>10485760</max-unpacked-size>
<!-- pa3mep TOMa (NpuM apxuMBMpPOBaHUM) -->
<part-size>10485760</part-size>
</mail>
</configuration>

7.3.2.2.4 HacTtpo#ka dt-int.json

,]:[J'IH HaCTpOﬁKH II0JIE30BaATeEJId, OT UMEHH KOTOPOI'O 6YJIYT BEITIOJIHATBECSHA PA3JIMYHEIE 3alIPOCHI, HalIpUMe:

¢ Ha IMOJIy4€eHHEe TUuIlla JOKYMEHTa,;

¢ Ha IIOJIY4YEHHE II€4YaTHOI'O IIPEeACTaBJIEHUS;
¢ Ha 3alluCh JIOT'a B X0/ BEIIIOJTHEHHW A ;

* U T.I.

OTpemakTupyuTe Gau:

nano /opt/synergy/jboss/standalone/configuration/arta/dfex/dt-int.json

ITo ymomuauuio, ¢paiii COmepKUT:

"url”: "http://127.0.0.1:8080/Synergy”,
"username”: "1",
"password”: "1”

}

Heo6xomuMo BBECTU JIOTUH U IIaPOJIb II0JI30BATEJIA.

7.3.2.2.5 HacTtpouka dt-int-control

dtint-control - momonHUTENBHEBIN UHTEPGENC OIS [IeHTPaIn30BaHHOM PaCCHIJIKYA CIIPABOYHUKOB Y4aCTHUKE
oOMeHa.

s ycranoBku dtint-control MoryT moHamoOUTHCS OOTOIHUTEIILHEIE TaKEeThH

aptitude install supervisor
aptitude install python-pip
aptitude install python-virtualenv

Insa ycranoBku dtint-control BBeguTe KoMaHOy

aptitude install arta-synergy-dtint-control
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7.3.2.2.5.1 HacTtpouka oTnpaBKHU NO4ThbI

II7151 HaCTPOMKM MOYUTHI OTPEeOaKTUPyHTe daiin:

nano /opt/dt-int/app/app/__init .py

app.config[ "MAIL SERVER’] = '192.168.1.223' //no4ToBbl1 CepBep
app.config['MAIL PORT'] = ’'25' //nopT pns oTnpaBku smtp

app.config[ 'MAIL USERNAME'] = ’'s int7’ //wMa nonb3oBaTtens
app.config[ 'MAIL PASSWORD'] = '1234' //naponb (MOXHO 3aKOMMEHTMPOBATb, €CJ/IN HE HYXHO)

app.config[ "MAIL USE TLS'] False //HacTpOiKM NOOKIIOYEHUS
app.config[ '"MAIL USE SSL'] False //HacTpoiKku NOOKIOYEHUS
app.config[ "MAIL DEFAULT SENDER’] = ’'admin@arta.pro’ //0T 4bero uMeHu OTMpaBAfATb MUCbMa

B mpanHOM (1)&1711'[8 MO2KHO PeHaKTHPOBATE 3HAYEHHUA TOJIBKO BEIINIEYKA3aHHLBIX [TIAPaMeTPOB, OCTAJIbHEIE
IIapaMeTpPhl USMEHATH HE HY2KHO.

711 TpuMeHeHUs HaCTPOEK IIociie u3MeHeHus ¢aiina init  .py:

supervisorctl restart app

[Tepe3arpy3ure cepBep.

Ianee nepexonum B 6pay3ep, HabupaeMm agpec http://<ip server>:5000 u HacTpauBaeM OpraHU3alNHN
ob6MeHa MOKyMEHTaMu:

1. ymansem BCe UMeIOIIUECS 3aIlluCH.

2. moGaBisieM HOBYIO 3anuch (Opranusanuu — J[100aBUTh).

3. mone Id - udenHmugukamop opzaHu3zayuu, DONIXKHO OBITH UIEHTUYHO MO0 <Organization-id>
u3 ¢datina dti.xml.

4. none DocTypeCode - upeHTUYHEIM B « SynergyAdmin» - «[JoKyMeHTO000pOT» - « TUIIBI IOKYMEHTOB»
- mone Kog === ExtDtiInDocInc- udeHmugpukamop opz2aHu3ayuu.

mosst Name ... - 3aIlONHSIOTCSA Ha3BaHMEM OpPTaHU3aITHH.
nose Email - gomXKHO COOTBETCTBOBATh HaHHBLIM M3 ¢atina dti.xml.

HaXuMaeM «JJoOaBUTL».

© N o v

eCJIM Y HaC HeCKOJIbKO OpraHU3allhi, TO IMOBTOPSEM HYHKTHI C 2 IO 7, IPU 3TOM y4YHTHIBas ID
3aBeeHHbIe Ha OPYTUX CepBepax.

IIpumeuyanue

[t mpocTOTH MOHMMaHUA Bcex ID npenmaraeM UCIIOTb30BaTh eNUHBIN UIEHTU(PHUKATOP OpraHu3al
OJIs Kofa TUIla JoOKyMeHTa u3 /SynergyAdmin, mnsg <organization-id> u3 ¢aiina dti.

xml u mst monst Id 3 HacTpoek opranmu3anuu B http://<ip server>:5000.

9. mocie OKOHYaHMs BBOOA BCEX OpraHMU3allui HaKMMaeM KHOMNKY «Sync» U ecliy Bce OBIJIO CIeIaHo
npaBuiibHO, TO B «CrnpaBouHukax» (Configurator — Ipoiteccekl — CIipaBOYHUKM) TOIKHO J00aBUTCS
TPU CIIPaBOYHMKA C KOOJaMMU HadyKWHAaIOIMuMucsa Ha ExtDti.

3axoouM B ITOIb30BATENBCKYIO YacThb Synergy Ilepexonum B Xpauunuile — [[okyMeHTH — 2KypHabl
U B CITMCKE MOJIXKHBI OBITh XKyPHAaH «Bxomsiei mouTel» U «CXOOSsIen TOYThI».

ITpoBepsiem paboTy.
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7.3.2.3 [ononHuTeNbHblie HACTPOUKHU. JlormpoBaHue

II719 HaCTPOMKM JIOTUPOBAHUS AEeMCTBUH 110 OTIIPaBKe U MOJIYYEeHUIO OTKpPoUTe daiin:

nano /opt/synergy/jboss/standalone/configuration/standalone-onesynergy.xml

B anemenT subsystem xmlns="urn:jboss:domain:logging:1.1"” mo6aBbTe clemymollee:

<periodic-rotating-file-handler name="integration-handler”>
<formatter>
<pattern-formatter pattern="%d{HH:mm:ss,SSS} %-5p [%C] (%t) %s%E%n”/>
</formatter>
<file relative-to="jboss.server.log.dir” path="integration.log”/>
<suffix value=".yyyy-MM-dd"/>
<append value="true"”/>
</periodic-rotating-file-handler>
<logger category="kz.arta.synergy.ext.dfex"”>
<level name="TRACE"/>
<handlers>
<handler name="integration-handler”/>
</handlers>
</logger>

BRITIOTHUTH CIEOYIOUINM 3alpocC:

use synergy;

update sc_application log provider set alp jndi='java:app/df-ex-ejb/ «
DTIApplicationLogProviderEJB!kz.arta.synergy.ejb.log.ApplicationLogProvider’ WHERE <+
alp_id="EXT DFEX';

YTOOBI TOCMOTPETH JIOTH

tail -f -n 100 /var/log/supervisor/app-stderr---supervisor-...log

7.4 Busyanusauua paHHbiX B ARTA Synergy

s gist BU3yanu3alluu JaHHBIX B Synergy UcIonb3yeTcs KomOuHaums nHctpyMeHToB Elasticsearch
u Kibana.

Elasticsearch (ES) - 3To MOUIHBLIM MHCTPYMEHT AJIS IOJIHOTEKCTOBOI'O IIOMCKa M aHalu3a [aHHBIX.
OH mo3BosieT OBICTPO 3arpyzKaThb, BHIIIONHATH MOMCK W aHAIU3WPOBATh 0OJIbININE OOBEMBI HAaHHBIX.
Opuako ES He uMeeT crieiuaabHOMN BU3yaJIbHOM 000I09KHU, U €TI0 UCII0Ib30BaHUe BO3MOXKHO C IIOMOIILI0
Habopa cremnuanbHbIx APIL.

Kibana - aTo mnaTdopma o1 aHanM3a ¥ BU3yanusaliuu gaHHeX. Kibana o6pabaTeiBaeT maHHBIE, 3aTPYKEHHE
B ES, u paboTaeT TONIBKO MapanienbHo ¢ HUM. Ecmu pabota ¢ ES mpeqmomaraeT MCIOIb30BaHUE
CIIeInaabHOT0 CHHTaKcuca KoMaHy, To Kibana mo3BomnsieT o6pabaThiBaTh T€ XKe JaHHBIE C IIOMOIIIBIO
Bu3yanbHOro nHTepdeiica. [Tpu sTom Kibana cogepkuT nHTEPIPETATOP, ITO3BOJISIOMINY UCIIOIb30BaHUE
BCEeX BO3MOIKHOCTEM U crenuanbHBIX KoMaHy ES.

HNupekcanust © 00paGoTKa MCXOOHBIX OJAaHHBEIX Synergy IIPOM3BOOUTCS C HMOMOINbio ES, mampHeRui
aHaNMu3 U BU3yanus3anusd - ¢ nomomnisio Kibana.

B HacTosIeM IOKyMeHTe OyIyT paCCMOTPEHEI TOJIbKO HEKOTOPLIE U3 BO3MOXKHOCTEH 3TUX HHCTPYMEHTOB,
HEIIOCPeOCTBeHHO OTHOCSIIINECS K 3ajladye BU3yaIu3alluy HJaHHBIX. 171 TOOPOOHOr0 N3yYeHHU T BCeX UX
BO3MOXKHOCTEH B CIIOCOOO0B MCITOIb30BaHUSA PEKOMeHOyeM o0paIaThCsa K OpUIIMaIbHON JOKYMEHTAIlNH!:

¢ Elasticsearch;

¢ Kibana.



https://www.elastic.co/products/elasticsearch
https://www.elastic.co/products/kibana
https://www.elastic.co/guide/en/elasticsearch/reference/current/getting-started.html
https://www.elastic.co/guide/en/kibana/current/introduction.html
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7.4.1 System requirements

71 peanusanuu guarpaMM HCHOb3yioTca NponyKTh Elasticsearch (MHOekcamus DaHHBIX U IIOKCK)

u Kibana (Bu3dyanu3zanus mauubix). Haubosbime cucteMHble pecypchl 3aHuMaeT Elasticsearch (ES).
st ero paboOTHE pEKOMEHIYETCS UCIIOIL30BaTh OTHEJNIbHLIN cepBep. Hanbonee KpUTUYHEIM PECYPCOM
s ES aBisieTcs onepaTUBHAS IaMATh: MUHHMAJILHBIN TOIIYCTUMBIH pa3Mmep - 8Gb, pekoMeHTyeMbli
-oT 16 go 64 Gb.

II7151 XxpaHeHUsI UHOEKCOB PeKOMEHIYEeTCS BEIOENATh OTAENbHBIN AucK unu RAID-Maccus, mpuyieM xKejaTelbH
HCIIoNIb30BaTh SSD.

AKTyaJ'[I:HbIe CUCTEMHEIE Tpe6OBaHI/IH IIEPEeYUnCIIEHHI 30ECh.

7.4.2 NopknwyeHue nakeToB Elasticsearch u Kibana

IMTakets! Elasticsearch u Kibana, mongroToBieHHEIE A1 UHTET DAY U Synergy, a TakKe ITakKeT yCTaHOBKU
Java 8 pacnomnararorcs B perno3uTopuu unstable. [17151 KOppPeKTHOM yCTAaHOBKHY yOeOUTECH, YTO B aiisie
/etc/apt/sources.list nmpomnucaHsl ¥ He 3aKOMMEHMPOBAHEI CIeAyIolue CTPOKU:

deb http://deb.arta.kz/tengri minsky main contrib non-free

OOHOBUTE PEIIO3UTOPUM, BEITIOJITHUB KOMAaHIY:

aptitude update

7.4.2.1 YcTaHOBKa Java

PekoMeHIOyeTCs IpeaBapuTENbHO YCTAaHOBUTE Java. [t pabotel ES HeobxomuMa 8 Bepcus Java.
YcTaHOBKA U3 NOJK/IIOYEHHbIX PEIIO3UTOPHUEB
Bepcueir Java mo ymMom4aHuIO JOIXKHA CTaTh 8-, IIO9TOMY BHIIIOJIHSIEM B CJIEOYIOUIEM MOPSAOKE:

aptitude install oracle-java8-installer

L5151 TOTO, YTOOBI IIPOBEPUTH, YTO Java I10 YMOJITYaHHUIO 8-51, BHLITIOJIHSIEM KOMaHOy:

java -version

BriBoq MoIXKeH OLITh TAKUM:

java version "1.8.0 111"
Java(TM) SE Runtime Environment (build 1.8.0 111-b14)
Java HotSpot(TM) 64-Bit Server VM (build 25.111-b14, mixed mode)

Ecnu Java mo yMOT9aHuIo TOJIyYnsia IPYTyI0 BEPCUIO, BEIBOOUM CIIHCOK YCTAHOBIEHHBIX BEPCHI, BEIIIOJTHUB
KOMaHLY:

update-java-alternatives --list

CIuCcoK yCTaHOBJIEHHEIX Bepcuil OyIeT BEIBEIEH B CIEOYIOIEeM BUTE:

java-1.7.0-openjdk-amd64 1071 /usr/lib/jvm/java-1.7.0-openjdk-amd64
java-8-oracle 1081 /usr/lib/jvm/java-8-oracle

HepeKmquM BEPCHUIO Ha HYZXKHYIO, BBEIIIOJTHUB KOMaHY:

update-java-alternatives --set java-8-oracle



https://www.elastic.co/guide/en/elasticsearch/guide/master/hardware.html
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7.4.2.2 YcTtaHoBKa u HacTtpomka Elasticsearch

IInsa koMmmnekcHoM yctaHoBKM Java8 u Elasticsearch Heo6xonmuMo yCTaHOBUTE OOIIM MaKeT:
aptitude install arta-synergy-indexator-elasticsearch

ITOT ITaKeT II0 3aBUCUMOCTSIM YCTAHOBUT ITaKeThl 0racle-java8-installeruelasticsearch, a Takxe
YCTaAHOBUT BEePCHIO Java II0 YMOIYaHUI0 U HACTPOUT KOHPUTyYpaloOHHEIe (ailyb.

3anyck ES ocymecTtBisieTcss KOMaHOOU:

/etc/init.d/elasticsearch start
KoMaHAOHE OCTaHOBKH, Ilepe3allyCcKa U IIPOBEPKHU cTaTyca ES aHamorm4HbI UCIIONb3YEMBIM OIS jboss:

* stop - oCTaHOBKS;
* restart - mepesanyck (komOuHanus Komang stop u start);
e status - mpoBepka Tekylero craryca ES.

ITo ymonuanuio ES goctynen no agpecy localhost:9200. U3MeHUTH 9Ty HAaCTPOMKY MOXKHO B ¢aiine
/etc/elasticsearch/elasticsearch.yml.

ITpoBepuTsh 3anyck ES MoxkHO, mepelns B Opay3epe mo agpecy Llocalhost: 9200 1u60o BLIITOITHUB KOMaHIY:
curl localhost:9200

BrIBon MoIzKeH OBITh TaKUM:

{
"name” : "RFSWkzt"”,
"cluster_name” : "elasticsearch”,
"cluster _uuid” : "r67YbmerQvyNHdx1zDIt3A",
"version” : {
"number” : "5.1.2",
"build hash” : "c8c4cl6”,
"build date” : "2017-01-11T20:18:39.146Z",
"build _snapshot” : false,
"lucene_version” : "6.3.0"
}I
"tagline” : "You Know, for Search”
}

7.4.2.3 YcTaHoBKa M HacTpouka Kibana

B KOHCOM cepBepa BHITIOTHUTE KOMaHMY:

aptitude install kibana

ITo ymonuanwuio Kibana 3amyckaeTcs mmo agpecy localhost:5601, ampec ucmonbs3yemoro ES - localh
0s1t:9200.

s obecrereHus: 6€30IaCHOCTHA JaHHLIX Mbl HACTOSITEILHO PEeKOoOMeHaOyeM U3MEHUTDL 9TU H&CTpOfIKPI

U HCIIOJIb30BaTh BMecTo nopTa 5601 agpec <host>/kibana. 3Tu HacTpoMKK yKa3bIBalOTCS B KOH(MUTYPaILMOH]

daiine Kibana: /etc/kibana/kibana.yml.

Ecnu Heob6xogumo, yToOb Kibana 6nila mocTymHa MO TOKATBHOM CETH, HYKHO U3MEHUTH ITapaMeTp
server.host, ykazaB mnsa Hero IP-ampec cepBepa Kibana # pacKoOMMeHTHPOBAB COOTBETCTBYIOIIYIO
CTPOKY:
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# Kibana is served by a back end server. This setting specifies the port to use.
#server.port: 5601

# Specifies the address to which the Kibana server will bind. IP addresses and host <
names are both valid values.

# The default is ’'localhost’, which usually means remote machines will not be able to <+
connect.

# To allow connections from remote users, set this parameter to a non-loopback address.

server.host: "127.0.0.1"

# Enables you to specify a path to mount Kibana at if you are running behind a proxy. <+
This only affects

# the URLs generated by Kibana, your proxy is expected to remove the basePath value <+
before forwarding requests

# to Kibana. This setting cannot end in a slash.

server.basePath: "”/kibana”

# The maximum payload size in bytes for incoming server requests.
#server.maxPayloadBytes: 1048576

# The Kibana server’s name. This is used for display purposes.
#server.name: "your-hostname”

# The URL of the Elasticsearch instance to use for all your queries.
#elasticsearch.url: "http://localhost:9200"”

# When this setting’s value is true Kibana uses the hostname specified in the server. <«
host

# setting. When the value of this setting is false, Kibana uses the hostname of the <+
host

# that connects to this Kibana instance.

#elasticsearch.preserveHost: true

3anyck Kibana ocyuiecTBisieTcst KOMaHOOM:

/etc/init.d/kibana start

KOMaHI[BI OCTAaHOBKH, IIepe3allyCKa U IIPOBEPKH CTaTyCa Kibana aHamIoOru4yHEBI UCIIONIB3YEMBIM [OJIA
jboss u ES.

IIpuMmeuanue:

Bo Bpewmsi 3amycka u pa6ots Kibana o6s13aTenbHO qoKeH ObITh 3anyiieH ES, nHaue BOSHUKHET
omubKa:
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Figure 7.16: Omubxka “Status: RED”

7.4.2.4 3awumTa Kibana

Kibana He uMeeT BCTPOEHHBIX CPEACTB IJIsI KOHTPOJISA DOCTyIIa: IIPU IIepexofe 110 agpecy 1000
TTOTb30BaTEIb UMEET TOJTHEIE TPaBa Ha 3aliCh, PeJaKTUPOBAHUE U yIaleHue JaHHbX. Eciu TpebyeTcs
obecrmeyeHue 3alUTH], TPelaTaeM UCII0Ib30BaTh CPEACTBA Nginx reverse proxy.

Hwuzke npuBenéM nmpuMep C yCTAHOBKOM 3alIUTH OT BXOZa B MOOYJIb Ipu moMoinu web-cepBepa nginx,
ero momyned http auth request module, headers-more-nginx-module u metoma REST API Synergy
rest/api/auth/{role}. Bymem nmpenmosaraTh, YTO UCIOJIF3YETCS CTAaHAAPTHHIM KOH(GUTYPALIMOHHBIN
dain g nginx, mocTaBngeMbIl BMecCTe ¢ Synergy, synergy-base.

7.4.2.4.1 BBopHas 4acTb
Be6-cepBep nginx BCTPOEHHBIMHU CPEACTBAMMU ITO3BOJISAET OTPAHUYNBATE NOCTYII K CEPBEPY UJIU KAKOMY-

6o location-y c IpoBepKOM UMEHU IT0JIb30BaTe s U ITapos no nporokony “HTTP Basic Authentica-
tion”, omHaKo cTaHmapTHHIY Monyib ngx _http auth basic module mo3BomnseT 3ajaTh TOIBKO CTaTUUECKUE



http://nginx.org/ru/docs/http/ngx_http_auth_request_module.html
https://github.com/openresty/headers-more-nginx-module
http://tdd.lan.arta.kz/docs/synergy/trunk/sdk-doc/swagger/#!/system/get_api_auth_role
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Iapkl SI0M MH : Naposib B TapoJibHOM datinie. Ml Ke XOTUM UCI0JIb30BaTh JaHHBIE YUETHEIX 3allicel Syn-
ergy, ¥ B 3TOM HaM IIOMOKeT Monyiab Nngx http auth request module. 3ToT MOmynb OrpaHUYMBAET
OOCTYII ITyTEM BEITIOJTHEHM S IIOA3aIIpoca CO BCEMHU 3arojIoBKaMy OPUTHHAIBHOTO0 3anpoca. Eciu KomoMm
OTBeTa Ha Ioa3amnpoc 6ymeT 2XX, TO ayTeHTUDUKAIUA OyOeT CUYUTAThCS MPOMAEeHHOM, B ClIy4dae, ecliu
rnop3arpoc Bo3BpartaeT 401-i1 ko omMMOKY, B OTBET Ha OPUTMHABHEIN 3apoc OyAeT mepefaH 3arojI0BOK
WwWW-Authenticate u3 nogzampoca.

CnenmanbHO OJIsi MOOOOHBIX CIIydaeB B Synergy mpemycMmoTpeH meton API rest/api/auth/{role},
roe BMecTo {role} MoxkHO mepepath user, administrator umm methodologist. B cnyuae, ecnu
IMONTb30BaTENbCKUE JaHHBIE aBTOPU3AllNU, IepeJaHHble B 3arojioBKe Authorization, cooTBeTCTBYIOT
[IOJIb30BaTEJI0, KOTOPBIA

1. ©UMeeT ODOCTyII B CUCTEMY U
2. obrnapaeT yKa3aHHOM POJIBIO,

MeTOoI BepHET kKop 200, B oOpaTHOM ciydae - 403, a Ipu oTCyTCTBUM 3aroioBka Authorization - 401.

Mogyne headers-more-nginx-module moHamoOUTCST HaM OJIS TOTO, YTOOB 3aMEHUTH COOEPIKUMOE
3aronoBka WWW-Authenticate, koTopoe nepemaér API Synergy - B IlenfX yIPOIIEHUS HWHTETpaIuu
BHEIITHET 0 IMPOUTPLIBATENIA TaM celiuac nmepemaércss None BMecTo Basic, a cTaHmapTHast DUPEKTHBA
nginx, add header, He cpabatsiBaeT ipu 401 Kozie oTBETa OT IIPOKCH.

7.4.2.4.2 HacTtpouka

I Havyama HeoOXOOUMO YCTAaHOBUTD ITaKeT Nginx-extras. Bo3amMoxkeH KOH(IUKT C ITakKeToM nginx-
full (ecnu oH y Bac yCTaHOBJIEH) - B 3TOM CJIy4ae CMeJI0 3aMeHsNUTe MOCIeaHuM Ha nginx-extras -
OH COLEPIKUT BCE TO XKe caMoe, 4To 1 nginx-full + momonmHUTEeNIbHbBIE MOIOYIIH.

# aptitude install nginx-extras

ITocne ycTaHOBKY BaM HE0OX0OUMO H00aBUTh B KOHQUTYPAIIMOHHKIN (aii synergy-base crnegyroiiue
OUPEKTUBKI:

# editor /etc/nginx/sites-enabled/synergy-base

[ ... 1]

server {
server_name synergy.arta.pro; #DO NOT CHANGE. use dpkg-reconfigure arta-synergy-synergy

[ ... ]

# HoBbin location, ucnonb3yeMsii pas ayTeHTudukaumu

location = /auth-kibana {
proxy_pass http://127.0.0.1:8080/Synergy/rest/api/auth;
more _set headers -s 401 'WwWW-Authenticate: Basic’;
proxy_pass_request body off;
proxy set header Content-Length ""”;
proxy set header X-0riginal-URI $request uri;

}

# W B cekuuw, KoTopas cooTBeTcTByeT Kibana
location ~ ~/kibana/(.*)$ {
rewrite /kibana/(.*) /$1 break;
proxy_pass http://127.0.0.1:5601;
proxy http version 1.1;
proxy_set header Upgrade $http upgrade;
proxy set header Connection 'upgrade’;
proxy set header Host $host;
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proxy cache bypass $http upgrade;
auth_request /auth-kibana;

[ ... ]

Ha aToM HacTporka 3aKOHUEeHa, epe3arpy3uM KoHdurypamuio nginx u kibana:

# /etc/init.d/nginx reload
# /etc/init.d/kibana restart

Teneps ons moctyna K /kibana/app/kibana Heo6xommmo BBECTH JIOTHH U ITAPOJIb aKTUBHOM YUETHOM
3alucu Synergy.

7.5 HacTpouka mHaekcaTopoB

[T ycKOpeHus TOUCKa 1 0TOOpaXkeHusI JAaHHBIX B Synergy - @opM, GhaiioB ¥ HOKYMEHTOB - UCIIOJTB3YIOTCST
uHOekcamopbl. T1o yMOT4aHUIO UCTIONIB3yeTCs nHAeKcaTop Lucene. I1pu He06XOAMMOCTH, €CITH HEOOXOAUM
OBICTPHIM ITOUCK IO GOJIBIIIOMY 00BbEMY HaHHBIX, Lucene MoxkeT ObITh 3aMeHeH Ha Elasticsearch.

KoHburypupoBaHue HHOEKCAaTOPOB BHIIIOJIHSAETCS B COOTBETCTBYIOIUX Xxml-darinax:

e /opt/synergy/jboss/standalone/configuration/arta/luceneConfiguration.xml
e /opt/synergy/jboss/standalone/configuration/arta/elasticConfiguration.xml

7.5.1 HaCTpOﬁKa KoJinyectBa CUMBOJIOB AJid NTOUCKa U COPTUPOBKMU TEKCTa

II/IuHa TEeKCTa OJIsI MO/IHOTO COBIAaAeHUs1

Hactpoinka exactStringlLength perynupyeT MakcMManbHy OfMHY TeKCTa AN MOUCKa <+
TOYHOro coBnapgeHusi. Becb TekcT 6onbwen pgnuHbl obpe3aeTcH.
Mo yMon4aHuMlw MCNonb3yeTcd 3HavyeHue 100 CuMBONOB.

[711 m3MeHeHUs 3TOr0 3HAYEHUS HYXKHO B KOHGUTYPAIIMOHHEIN (aljl MHAEKcaTopa J00aBUTh HOBYIO
HaCTPOUKY BHAa <exactStringlLength>HoBoe konuyecTBO cumsosnioB</exactStringlLength>

ITpumep Hactpoiiku ansa Elasticsearch:

<?xml version="1.0" encoding="UTF-8" standalone="yes"”?>
<configuration xmlns="http://www.arta.kz/xml/ns/ai”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xsi:schemaLocation="http://www.arta.kz/xml/ns/ai http://www.arta.kz/xml/ns/ «
ai/index.xsd”>
<!-- URL poctyna K cepsepy Elasticseach -->
<url>http://localhost:9200/</url>
<exactStringlLength>500</exactStringLength>
<forms>
<l-- ... -->
</forms>
<files>
<l-- ... -->
</files>
<docs>
<l-- ... -->
</docs>
</configuration>
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OauHa TEeKcTa OjIst COPTHPOBKH

HacTpoika sortStringlLength perynupyetr MakcuManbHyl0 OJIMHY TeKCTa AN CPaBHEHUA M <«
COPTUPOBKKU CTPOK. Becb TekcT Gonblei onuHbl obpe3aeTcs.
Mo yMon4yaHui MCnonb3yeTcsa 3HayeHue 50 CuMBOMOB.

[711 m3MeHeHUs 3TOr0 3HAYEHUS HYKHO B KOH(GUTYPAIIMOHHBIN (aljl MHAeKcaTopa J00aBUTh HOBYIO
HACTPOUKY BUpa <sortStringlLength>HoBoe kKonuyecTtBo cuMBonoB</sortStringlLength>.

IMTpumep Hactporiku ansa Elasticsearch:

<?xml version="1.0" encoding="UTF-8" standalone="yes"”?>
<configuration xmlns="http://www.arta.kz/xml/ns/ai”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xsi:schemalLocation="http://www.arta.kz/xml/ns/ai http://www.arta.kz/xml/ns/ <«
ai/index.xsd"”>
<!-- URL poctyna Kk cepBepy Elasticseach -->
<url>http://localhost:9200/</url>
<sortStringLength>300</sortStringLength>
<forms>
<l-- ... -->
</forms>
<files>
<l-- ... -->
</files>
<docs>
<l-- ... -->
</docs>
</configuration>

7.5.2 HacTtpouka KonuuyecrtBa pennuk B Elasticsearch

71 KaxKaol U3 UHOEeKCUPYEMBIX CYIIHOCTeM - ¢popM, dhalioB U DOKYMEHTOB - pennukaiuio B Elastic-
search MoXkHO HacTpauBaTh OTOENbHO. DTa HACTPOMKAa BBIMIOIHSETCS C IMOMOIIBLIO CeKimi <shards-
count>u <replicas-count> B ¢aiine koupurypauuu elasticConfiguration.xml:

* <shards-count> perymupyeT KOTM4YECTBO MIAPHAOB. I10 yMOTYaHUIO YCTAHOBIEHO 3HaYeHue 1, U3MEHSITh
eT0 He PEKOMEHOYETCS;

* <replicas-count>perynupyer KOIH4eCTBO PeIlINK. PEKOMEHIyeTCs UCII0JIb30BaTh 3HaYeHNE PaBHOe
KOJIMYECTBY N-1, TIe n - KOMUYEeCTBO HOM B KiacTepe. Ecnu Hom 6osmbie 4 - To n/2+1.

ITpumep datina koupurypanum elasticConfiguration.xml:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<configuration xmlns="http://www.arta.kz/xml/ns/ai”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xsi:schemaLocation="http://www.arta.kz/xml/ns/ai http://www.arta.kz/xml/ns/ «
ai/index.xsd”>

<l-- ... -->
<forms>
<l-- ... -->
<!-- KonunyecTBO Wwappos. PekoMeHOyeTCs WUCMONb30BaTb 3HAYEHUE MNO-YMOJSTYAHUI - ->
<shards-count>1</shards-count>
<!-- KonunyecTBo Pennuk. pekoMeHOyeTCs UCMNONb30BaTb 3HAYeHMe paBHOE KOIMYeCTBY n-1 <«

roe n- KoOAM4ecTBO HOQ B KiacTepe. ecnu Hop 6onbwe 4 - 10 n/2+1 -->
<replicas-count>1</replicas-count>
<l-- ... -->
</forms>
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<files>
<l-- ... -->
<shards-count>1</shards-count>
<replicas-count>1</replicas-count>

</files>

<docs>
<l-- ... -->
<shards-count>1</shards-count>
<replicas-count>1</replicas-count>

</docs>

</configuration>

Bonee mompo6Hy!o nHbopMaluio o kinactepe Elasticsearch MoKHO IMOTyYUTh 30€CH:
https://www.elastic.co/guide/en/elasticsearch/guide/current/replica-shards.html
https://www.elastic.co/gquide/en/elasticsearch/guide/current/distributed-cluster.html

7.6 HacTtpouka cuHxpoHu3sauum c Active Directory

7.6.1 BBepeHue

ITaHHas rIaBa PyKOBOMACTBA agMUHMCTPATOPa PacCKa3biBaeT 0 BO3MOXKHOCTH UMITIOPTa 00beKTOB ARTA
Synergy u3 CTOPOHHMX KaTaJloroB mocpencTBoM Active Directory. B Hel geTanbHO OMMCAHO KakK
HaCTPOUTH U 3KcITyaTupoBaTh LDAP a pamkax ARTA Synergy.

7.6.1.1 Y4710 Takoe LDAP

LDAP - aTo a66peBuatypa ot Lightweight Directory Access Protocol. Kak crmemyer u3 Ha3BaHus,

3T0 00JIETYEHHEIN IIPOTOKOJI OCTYIIA K CJTy2K0aM KaTaJIoToB, IpeqHa3HaYeHHBIH IJI HOCTYIIa K CITyK0aM
KaTaJioroB Ha ocHoOBe X.500. LDAP pa6oTaeT noBepx TCP/IP unu opyrux opueHTUPOBaHHBIX Ha COeUHEHNE
CeTeBBIX IPOTOKOIOB. LDAP cTanmapTu3upoBaH B KadecTBe ImpoTokona IETF.

HNudpopmanuonnas mogenbt LDAP ocHoBaHa Ha 3amucsx (entry). 3amuch - 3TO KOJIIEKIIUsS aTPpubyTOB
(attribute), o6namatomias yHuKanbHEIM uMeHeM (Distinguished Name, DN).DNrnoGanbHO-YHUKAIbHO
OJIST BCETO KaTajioTa M CIIYZKUT OJIsT OOHO3HAYHOTI'0 YKa3aHWs Ha 3alucb. KaXKOpli aTpuOyT 3amucu
rMeeT CBOM THIl (type) 1 0HO UM HEeCKOJILKO 3HaueHu (Value). OOBIYHO TUIIH - 9TO MHEMOHHYECKHE
CTPOKH, B KOTOPHIX OTPa’*keHO Ha3HadveHWe aTpubyTa, HAIpUMeEP CN - AJIs OOIIETIPUHSITOT0 UMEHU
(common name), unu mail - Ost agpeca 3JIEKTPOHHOM MouThl. CHMHTAKCUC 3HAYEHUM 3aBUCUT OT THUIIA
aTpubyTa.

3anucu kaTanora LDAP BEICTpauBaloTCA B BHe HepapXUYeCKOM IPEBOBUIHOM CTPYKTYPEL. TpamguIlnoHHO,
9Ta CTPYKTypa OTpaxKaeT reorpadpudeckoe U/uim OpraHu3alioOHHOE YCTPOUCTBO XPaHUMEIX JaHHBIX. B
BepIINHE JepeBa paclionaraloTcs 3allcy, IpeacTaBsomue co00l cTpadsl. ITog HUMU pacronaramTCcs
3anucy, IPEeOCTaBIIAIoNINe 00JIAaCTH CTPAH U OpraHu3auny. Eme HUXKe paciosiaraioTCs 3alUCH, OTPazKaroIu
rogpasmeeHns opraHu3alui, Iomel, IPUHTEPH], JOKYMEHTHI, WU IPOCTO BCE TO, YTO BEI 3axoTHUTE
BKJIIOUUTH B KaTaJor.

Kpowme Toro, LDAP, mocpencTBoM cremnuanbHOTro aTpubyTa objectClass, Mo3BoisieT KOHTPOIUPOBATh,
Kakve aTpuOyThl 00s3aTeNIbHE M KaKue OOIYCTHUMEL B TOM WJIM MHOM 3amucu. 3JHadYeHus atpudyra
objectClass onpemensitoTcs IIpaBUIaMM CXeMbI (Schema), KOTOPBHIM OJKHBI TOAUYUHSITHCS 3alIUCH.

B LDAP ompeneneHbl onlepaliuy OJjisi onpoca U oOHOBIEeHUs KaTanora. K 4uciy mociaemgHuX OTHOCSTCS
ornepanuy foOaBIeHus U yOaJeHU 3alliCH U3 KaTaaora, U3MeHeHH s CYIIeCTBYIOeH 3alluCy U U3MEeHEeHUSI
Ha3BaHus 3anucu. OmHaKo, 60nbIIyIO YacTh BpeMeHu LDAP ucmonb3yeTcs Ojist moucKa uHopManuu B
KaTtamnore. Ormeparuu nmoucka LDAP mo3BONSIOT ITPOMU3BOAUTE ITOUCK 3alliCel B ONPENeleHHON YacTu
KaTaJjiora 10 pa3/InYHbIM KPUTEPHUSAM, 3aJaHHBIM ITOMCKOBEIMY QUIbTPaMu. Y KaXKOao¥ 3aluCH, HalJeHHOU
B COOTBETCTBUU C KPUTEPUSIMH, MOXKET OLITE 3aITpollleHa MHGOPMalUs, comepKalliasics B e€ aTpubyTax.



https://www.elastic.co/guide/en/elasticsearch/guide/current/replica-shards.html
https://www.elastic.co/guide/en/elasticsearch/guide/current/distributed-cluster.html
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7.6.1.2 LDAP u Arta Synergy

ITpu cuaxpoumnsaruu LDAP u Arta Synergy MOXKHO BHIIEIUTh HEKOTOPBIE OCOOEHHOCTH:

* Cuaxponu3zanus LDAP u Arta Synergy ocymecrtBuMa u3 LDAP kaTtanora B ARTA Synergy, npudeM 3a
TOT IIEPUOM, KOTOPHIM YKa3aH B KOHQUTypaloHHOM ¢aiie.

° CI/IHXpOHI/I3aLII/I$[ BO3MOXHa Cpa3y C HECKOJILKUMMU KaTaJIOTaMH.

¢ COMCKU CHUHXPOHU3WPYEMBIX IIOJIb30BaTeNIell U T'PYIIl OIpenesioTcss GuiIbTpaMu, yKa3saHHBIMHU B
KoHGUTrypaumuoHHOM aiise.

¢ Kmnrou cooTBeTCTBUS (110JIE, IO KOTOPOMY OyAET OIpenessiThCs cBsA3Ka “O6beKT KaTanora LDAP <->
[Tonb3oBaTendb Synergy”) HacTpauBaeMbIl, HalpuMep, MOXKHO MCIOIb30BaTh O 3Toro MHMH.

e Tlaponu momb30BaTesledl He CUHXPOHU3UPYIOTCS, aBTOPHU3ALUs ITPOUCXOOUT HEIMOCPEICTBEHHO Ha
LDAP kaTanore mocpenctsoMm Simple Bind.

e [loMuMO cTaHOApPTHHIX IIOJIeM KapToukKu monb3oBaTrens (PO, mocTym B CUCTEMY U T.II.) MOIKHO
CUHXPOHM3UPOBATH MPOU3BOJIBHEIE MOJIS - C MOOABIEHNEM B KaPTOYKY I10JIb30BaTelNd Ha popmax.

7.6.1.3 YcTaHoBKa v HacTpouka Active Directory

Active Directory — LDAP-coBMecTuMas peanusalus CIyKObI KaTaJloroB Kopropaliuu Microsoft gis
OIepalnoHHEIX cucTeM ceMmeiicTBa Windows Server. Ilo3BonsieT agMUHUCTPATOpPaM HCIIOIb30BAaTh
TPYIIIOBBIE TIOJIUTUKY [JI 00ecIieue s eTMHOO0OPa3usi HACTPOUMKH IT0Ib30BaTEILCKOM paboueli cpesl,
pa3BopadYmBaTh IPOrpPaMMHOE 00ecIiedeHe Ha MHOXKECTBE KOMITLIOTEPOB YePe3 IPYIIIIOBLIE ITOTUTUKH
unu mocpenctBoM System Center Configuration Manager, ycTaHaBIuBaTh OOHOBIIEHUS OIIEPAIlMOHHON
CUCTEMEBI, NIPUKJIaJJHOTO U CEPBEPHOTO IIPOrpaMMHOr0 obecliedyeHUsI Ha BCeX KOMIIbIOTEpax B CETH,
ucnonb3lys Cnyx0y obHoBnenuss Windows Server.

ITogpo6GHO pacCMOTPUM YCTAHOBKY U HAacTPOUKY Active Directory 8 OC Windows Server 2012 R2.

1. IMepeugute B Server Manager u HaxxMmuTe Ha Add roles and features.

2. OTKpOG‘TCH MacCTep YCTAaHOBKHU poneﬁ 1 KOMIIOHEHTOB.

3. B mare Installation Type BriOepuTe yHKT Role-based of feature-based installation.

4. B mare Server Selection BEIO€pPUTE MYHKT CePBEP, [AJIsT KOTOPOTro OyeT yCTaHOBIEeHA POJIb.

5. B mare Server Roles Bribepute yHKT Active Directory Domain Services.

6. ITogTBepmuTe mobOaBlIeHNe KOMIIOHEHTOB PO/IM, HaXkaB Ha KHONKY Add Features.

7. Ilponyctute mar Features v IoATBepAUTE YCTaHOBKY ponu Active Directory.

8. TTocne ycmelHoOM YCTaHOBKY POJIM MacCTep YCTAaHOBKK OTOOPA3UT OKHO MOOTBEPKIECHHUS.

9. TTocne ycnemHo¥ yCTaHOBKM HeoO0xomuMo HacTpouThk Active Directory. OTkpotite Server Man-
ager 1 HaXKMUT€ Ha IIUKTOIPDaMMy (bnara. B OTKPHBIBIIEMCHA BBIIIQOAIOIIeM CIIMCKE HaXKMHTE Ha
Promote this server to a domain controller.
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10. B oTKpHIBIIIEMCST MacTepe HacTpouku Active Directory mo6aBbTe HOBEIM nec. s 3TOTO B IIare
Deployment Configuration Beibepute IyHKT Add a new forest m yKaXXKuTe Ha3BaHHE KOPHEBOTO
IOMeHa.

11. Bmare Domain Controller Service 3amaiTe mapoib OJIs peXrMa BOCCTAaHOBIIEHHU S CITy2K0 KaTaoroB.

12. B mare Additional Options n3menute umsa gomeHa NetBIOS.

13. B mare Paths ykaxuTe nanku 6a3bl JaHHBIX, GainoB xxypHana u SVSVOL.

14. B mare Review Options 0oToOpPa3uTCs CHIUCOK BCEX HAaCTPAMBaEMBIX OITI[UH.

15. B mare Prerequisites Check nmogTBepauTe HaCTPOUKY BEHIOpPAHHBIX OMIIIMA.

16. Tlocne ycrmenrHoM HaCTPOUKH KOMITBLIOTEDP OyeT mepe3arpyzKeH aBTOMaTU4IEeCKH.

7.6.1.4 Co3paHue nonb3oBaTenen B Active Directory

ITocrne ycmeumHbIX YCTaHOBKY U HacTpoiiku Active Directory mo6aBuM Imonb3oBaTeel Ojid AOCTyIa K
ARTA Synergy.

1. OtkpotiTe Active Directory Users and Computers.

2. BrimenuTe Homy Baliero moMeHa (B mpuMepe synergy.tm) u HaxXMHUTe KHOIIKY Jo0aBIeHUS Togpa3aeeH:

3. BBenuTe Ha3BaHUe OyOyIIEro MOOpa3aeIeHus.

4. BI:IGpaB HOBO€ CO3DaHHOE IIogpa3aesieHrne, Ha2KMHUTEe Ha KHOIIKY CO3OaHUuA IOIb30BaTENIEeN.

5. Vkaxurte nMs, paMunnio u J0ruH OyOymiero nojab30BaTes.

6. 3agaiTe maposb ¥ BKIOYKTE GJiar, 0TBEYAIOMINH 3a YCTapeBaHUe Maposis (€C/Iu BKIIOYEH - TapO0JIb
HUKOTTa He yCTapeBaerT).

7. IlooTBEpOUTE CO3OaHue HOBOTI'O II0JIb30BaTENs.

8. IToBTOpuB M. 4-7 co3gaiiTe TpeOyeMEBIX TOJTh30BaTeJIEH.

9. Teneps HEOOXOOUMO BHIIATH 9TUM ITOIB30BATENSIM AOCTYI B cucteMy ARTA Synergy. s aToro
HaXXMUTe Ha KHOIIKY CO30aHUs HOBLIX I'PYIIIL.
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10. YkaxuTe Ha3BaHue OyOyIed rpynnsl. B gaHHyio rpynny 6ymeT BXOOUTb AgMUHUCTPATOp Active
Directory.

11. HaxMuTte Ha KHOTIKY Add.

12. BBeguTe uM4 MOIb30BaTENA U HaXKMUTe Ha KHONIKY Check Names.

13. MaCTep ABTOMATHU4YE€CKH OOIIOJIHUT 3HAYEHUEe yquHoﬁ 3allMCHU COOTBETCTBYIOIIET O IIOJIb30BATEeJIA.

14. Co3pgaiiTe ellle OOHY IPYIIY OJIS OOCTyIla BCEX IOJIb30oBaTesnell K cucteMme ARTA Synergy.

15. IToBTopuB nm. 11-13 go6aBbTe BCEX MTOIb30BaTEJIEN B IPYIILY OOCTYyIIA.

7.6.2 PaboTta c LDAP-kaTanoramm

s pabotsi ¢ LDAP-KaTamoraMu BO3MOXKHO HCIIOIE30BaTh TI000H KIIUEHT C moamepkkoi LDAP-ipoTokoa.
OmHUM UX TaKUX KJIHUEHTOB sBiseTcss JXplorer.

JXplorer - kpoccunaTdopMennbii LDAP Gpay3ep u pemakTop C HOAAep2KKoi 6e30macHOCTH (B TOM
gucie SSL, SASL u GSSAPI), mnepeBoma Ha MHOTHE SA3BIKY, OHIaUH-IIOMOIIbI0, KOMMEPYECKOH TOAOEePKKOM,
[IO0Ib30BaTENbCKUMU (G OpMaMU U MHOTUMU OPYTUMHU BO3MOXKHOCTSIMU.

CooTBeTCTByeT OOIIINM CTaHaapTaM KitueHTOB LDAP, KoTOphIe MOXKHO UCITOIb30BATh [IJIsI ITOMCKA, YTEHUS
U pegaKTUPOBaHUS II000T0 cTaHmapTHOTo KaTamora LDAP umu mro6oi cinyxkO0b1 KaTanoroB ¢ LDAP umu
uHTepdericom DSML.

PaCCMOTpI/IM ero (bYHKLII/IOHaJIbHOCTb Ha IIpuMepe IMOKCKa IIOJIb30BaTeJId B OOHOM N3 KaTaJIOTOB.

1. TTomkIIOYMMCS K CepBepy C JaHHBIMU ADMUHHCTPATOPA:
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@ @ Open LDAP/DSML Connection

Host: 192.168.7.105 Port: 389
Protocol: LDAP v3 o

Optional Values

Base DN: dc=test-ad,dc=kz

Read Only:
Security
Level: User + Password o

User DN: CM=adm aaa,CN=Users,DC=test-ad,D!

Password: ssssssas

Use a Template

Save b Delete Default

OK Cancel Help

Figure 7.17: Pucynoxk 1

1. B oTkphIBIIE#HCS 3aKmagke Explore oTo6pa3uiock oepeBo co BceMu 0ObEKTaMU KaTaJjiora, JOCTYITHLIE
aBTOPH30BaHHOMY AOMHUHHCTpPATOPy. [Ipu BrIOOpe 06beKTa U3 HaBUTATOpPa B OCHOBHOM paboueit
0061acTH 0TOOPA3UIINCH BCe aTPUOYTH JaHHOTO 00BEKTA, a TaKXKe WX 3HAYEeHU:
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[ ] [ ] J¥plorer -
& S&E Y B R B x O S cn :v .. E Quick Search
esults chema iew able Editor
#4 Resul Sch B HTML Vi E3ak Edi
@ World attribute type value
v ® kz €n Users
instanceType 4
s St_ad nTSecurityDescriptor
¥ objectCategory CN=Container,CN=5chema,CN=Configuration,...
» 81111122222 objectClass top
AAAAAA S55555 objectClass container
ad_userl lastname g_esc_riprioz - E:‘fanlr corg?:iner for Zpg;:ad:d user accounts
istinguishedMame =Users,DC=test-ad,DC=kz
- orePropagationData X
e dSCoreP ionD 16010101000000.0Z
0 ad_user3 lastname isCritical SystemObject TRUE
ad_user4 lastname4 name Users
adm aaa objectGUID (non string data)
adminsn showlnAdvancedViewOnly FALSE
jadmi systemFlags -1946157056
a!a min uSNChanged 5685
= LR uSNCreated 5685
B whenChange .
€ Alex Felner henChanged 20140626042639.0Z
g ar whenCreate .
henC d 20140626042639.02
arta adminDescription
DnsAdmins adminDisplayName

allowedAttributes

Dinslipeatakmxy allowedAttributesEffective

krbtgt allowedChildClasses
MMMMMM MMMMMM allowedChildClassesEffective
NNNNNN NNNNNN bridgeheadServerListBL

&5 proverka prov canonicalName

createTimeStamp

smagulov t. m
g defaultClassStore

.

Synelrgy ) directReports

t. beisekina displayName
test-003 displayNamePrintable
test-004 testov dSASianature

¥ ¥ ¥ ¥ Y Y Y ¥ Y Y Y Y Y YYYYYYIYIYIYTIYY

Testl Tester
[ Submit Reset Change Class Properties

CN=Users,dc=test-ad,dc=kz: (45)

Figure 7.18: PucyHoOK 2

IIpuMmeuanue
ITonHBIM CIIMCOK BO3MOZXKHBIX aTPUOYTOB ITPENCTaBJIeH 3[IeCh

1. BrI30BeM OKHO ITOMCKa I10 KaTanory - Search -> Search Dialog. B oTKpHIBIIEMCS AUajIOre yKaxkeM
0a30BEIN y3ell IIOUCKa, OT KOTOPOTr'o OH OyIeT OCyIIeCTBISATLCH, U caM GUILTD:
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® @ Search
Filter Name: Untitled
Start Searching From: CN=adm aaa,CN=Users,dc=test-ad,dc=kz
Alias Options Search Level
| Resolve aliases while searching. Select Search Level:
| Resolve aliases when finding base object. Search Full Subtree B
Information to retrieve: None B
== Build Filter  £3 Join Filters BERE= 81
More
CN=adm aag| Less
Save
Load
View
Search Cancel Help

Figure 7.19: PucyHnoxk 3

1. KnneHT aBTOMAaTHYECKH IIepeliesI Ha BKIIaaKy Results ¢ HalqeHHLIMY Pe3yabTaTaMH 3almpoca:
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[ ] [ ] J¥plorer -
& S&E Y B > 0O e cn - . d Quick Search
o Explore | TResults™| @4 Schema [&] HTML View Table E
& World attribute type value
v ® kz cn adm aaa
instanceType 4
v st—ad nTSecurityDescriptor
v l_Jsers objectCategory CN=Person,CN=5chema,CN=Configuration,DC...
objectClass top

objectClass
objectClass
objectClass
accountExpires
adminCount
badPasswordTime
badPwdCount
codePage
countryCode
displayName
distinguishedName
dSCorePropagationData
givenName
lastLogoff
lastLogon
logonCount
memberOf
memberOf
memberOf

name

objectGUID
objectSid
primaryGrouplD
pwdlLastSet
sAMAccountName
sAMAccountType
sn

Submit

CMN=adm aaa,CN=Users,dc=test-ad,dc=kz: (0)

Reset

Figure 7.20: Pucynoxk 4

7.6.3 OnucaHuve KOHcdpUrypaumoHHoro cpauna

person

organizationalPerson

user

9223372036854775807

1

130886669910395498

0

0

0

adm aaa

CN=adm aaa,CN=Users,DC=test-ad,DC=kz
16010101000000.02

adm

0

1308B6670526911450

0

CN=arta,CN=Users,DC=test-ad,DC=kz
CN=ApMmuumucTpaTopsl goMeda,CN=Users,DC=t...
CN=ApmuumcTpaTopsl, CN=Builtin,DC=test-ad,...
adm aaa

(non string data)

(non string data)

513

130724192222906990

adm

B0O5306368

EEE]

Change Class Properties

711 KOHDUTYPUPOBAaHUS CUHXPOHMU3AIIUU UCTIONb3yeTcs ¢aiin /opt/synergy/jboss/standalone/con

figuration/arta/ldap-sync.xml.

ARTA Synergy mopnep>XuBaeT OODHOBPEMEHHYIO CHHXPOHM3alWI0 C HecKonbkKuMu LDAP katanmoramu.
Bcst koHdurypanusa xpaHUTCS B ogHOM (aiisie ¥ pa3aeneHa Ha ceknuu (item). Cekiuu ke OOKHBI
UMeThb YHUKaJNbHEIM HoMep (ID). ITo ymondyanuio aii comepkuUT ABe ceKuu — nepsasd ays 0penLDAP,
BTOpas O Active Directory. [laHHBIE CEKIIMU YKa3aHBI OJIs IPUMepPa U OTKIIIOUEHHI.

O003HaYEeHUs TEroB:

Ter 3HaYeHHEe M CoAepKaHHue

<item> </item> Cekuusi mapaMeTPOB CHHXPOHHU3AIlHH

<id> </id>

ID cekumu (yHUKaIbHBIN)

<domain> </domain>

IHoMeHHOE UMS CepBepa

<sync> </sync> Ceknusi mapaMeTpPOB CHHXPOHHU3anuu c host
<host> </host> IP-agmpec host OpenLDAP
<user-dn> </user-dn> IlaHHBIE YYETHOM 3alKUCH IS ITOOK/II0YeHus K host

<password> </password> ITaponb OT y4eTHOM 3alluCH, YKa3aHHOU B TeTe <user-dn>
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Ter 3HadYeHHe U CoaepKaHUue
ITapameTp BKIIOUEHUA / OTK/II0UeHuA paboTel ceknuu (true
<active> </active> / false)

. . HUHTepBajl CUHXPOHU3AIINY (B MUJIUCEKYVHIAX
<interval> </interval> p p O ( yH[Iax)

Pacmrcanve cuHXpoHMu3aluu (110 BpeMeHU CepBepa),
<schedules> </schedules> aIbTePHATUBHHEIM MHTEPBAIy CUHXPOHU3AIUN

IIapamMmeTp nnepexona o CChUIKaM (II0 YMOJITYaHUIO i nore
<referral> </referral> p b I1ep r (o y 9 )

HpeJIOCTaBHHTb JIX UMIIOPTUPYEMBIM II0JIb30BaTEJIAM OOCTYIL
<defaultAccess> B CHCTeMY, IT0Ka Imo3BonseT nuieH3us (true unm false)

Kogp rpynmsl monb30BaTelel, B KOTOPOYIO Hy2KHO BKIIIOYUTD
<defaultGroup> BCEX UMIIOPTUPOBAHHLIX IIOJIb30BaTEJIEN

<access> </access> ITapamMmeTpsl gocTyma

O6I111ast TPyIIa AOCTYIIA - ITOJIb30BATENSIM JaHHOM T'PYIIIH
OymeT pas3pelneH AOCTYyII B cucteMy (06s13aTEIbHO
objectClass=group)

<allow> </allow>

I[TapaMeTpHl YYETHBIX 3amucel, KOTOphblie Oyoy MMETD IIpaBa
<admin> </admin> ApvmunauctpaTtopa B ARTA Synergy (mobas rpymmna)

<account> </account> ITapaMeTphI MOTHL30BaTEIeH

ATpubyt o6bekTa LDAP, KOTOpEIHM OymeT UCIIOIb30BaH B
KauecTBe 1D monbs3oBaTensa ARTA Synergy (ecnu mycTo -
ucrosb3yetcsa md5 ot DN)

3HaYeHUs OJAaHHOTO aTpuOyTa HOIXKHBI OLITh YHUKAJTbHEL
OTHOCUTEJIBHO [I0JIb30BaTesien

<id> </id>

ATpubyt o6bekTa LDAP, KOTOpEIHM OyOeT UCIIOIb30BaH B
KadecTBe JIoTMHa nonb3oBaTensg ARTA Synergy (o

<login> </login> YMOJIYaHHUIO CN)

. . HMs monb3oBaTesisa
<firstname> </firstname>

. . OTuecTBO IIOJIL30BATEIIA
<middlename> </middlename>

OaMUINA I0JIb30BATEIISA
<lastname> </lastname>

. , ITouTa monb3oBaTes (IIPU HATUYUN)
<email> </email>

Ba30BuIl y3e HoucKa
<base> </base> y

QuUIBLTP OIS CUHXPOHU3aIUHU (1o ymosadaHuio objectClass=
<filter> </filter> inetOrgPerson)

<group> </group> IlapamMmeTpsi rpynn
ID rpynnel (ecnu mmycTo - ucnonb3lyercsa hashCode ot DN)

<id> </id>

HNMmopTUpOBaTh MU TPYMIIH (eciu yKa3aHo false, To mpu

<importGroups>/ WMIIOPTE TPYIIE OyAoyT MPOUTHOPHUPOBAHHKI)

<importGroups>

M4 rpynnsl
<name> </name> by
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Ter 3HadYeHHe U CoaepKaHUue
YeHEl IPYIIIIEL

<member> </member>

baz3oBuIll y3e1 moucka
<base> </base> y

®unIbTPaANUsa UMIOPTUPYEMEIX KJIACCOB OOHEKTOB,
HampumMep, (objectClass=groupOfNames)

ITone LDAP, u3 kotoporo OyzmeT 3anucaH KOJI I'PYIIH (CM.
<code></code> IIPUMEP CEKIUHU <Jroup> HuxKe)*

<filter> </filter>

Il Bepcu# Synergy, HaumHasa ¢ hamming - kof
IpUIoXKeHUs, Kyna OygeT 3anrcaHa rpynmna (CM. IpuMep

<application> </application> CEKITAM <group> HuKe)*

Koudurypanuonubii ¢aia Lldap-sync.xml ¢ moasimu <code> u <application>

?xml version="1.0" encoding="UTF-8" standalone="yes"”?>
<configuration xmlns="http://www.arta.kz/xml/ns/as/ldap-sync”

<l-- ... -->
<!-- cuHxpoHu3sauus c OpenLDAP -->
<item>
<l-- ... -->
<group>
<l-- ... -->
<!l-- none ldap, u3 koToporo 6ymeTr 3anucaH Kopg rpynnsl -->
<code>group_ code</code>
<!-- Kop npuwnoxeHusa, Kypa OypmeT 3anucaHa rpynna -->
<application>appl</application>
</group>
</item>
<l-- ... -->
<configuration>
IIpuMmeuyaHusi

* - ecnu napameTp MNycT WAM OTCYTCTBYeT, B Kopg rpynnel 3anuceiBaetca ‘ldap_ $shal($DN)‘,

T. e. mpedukc ldap u shal-xam or Distiguished Name o6bekTa. MoxHO 3anucaTh B <code> Ha3BaHUE
atpubyta LDAP, u3 KoTOoporo 6yaeT B3sT KO IPynnkl. [Ipu mMIopTe AJist Kofa ITPOBOAUTCS BaTuOALIM s
Ha YHUKAJIBHOCTHL ¥ COOTBETCTBUE IIpaBuiiaM Kofa. Eciu Banupanus He IIpOIia, HeBaJIUAHASA Ipylna
MIPOIYCKaeTCs, B JIOT 3allUChIBaeTCs omnbKa, a UMIOPT IIPONOJIKAEeTCH.

*¥* - obA3aTenbHbli MapaMeTp, MOXET MCNOMb30BaTbCA HECKONbKO pa3. Kop rpynnsl B Synergy
OymeT copMUPOBAH IO CIEOYIONIUM IIPaBUIaM:
1. ecmu yKa3aHO I1oJie <code>, To ITpu UMIIOPTE B KO I'PyIIkl OymeT mobaBieH npeduKC KOga IPUI0KEHUS

Hamnpumep, appl group code;

2. ecnu MPUJIOXKEHUE He yKa3aHo, Tub0 yKa3aHOo mpuioxeHue 1mo ymondanuio (default applicat
ion), mu6o kox chopmupoBan u3s ldap $shal($DN + $application code), mpedurc qoGaBasITHCA
He OymeT;

3. ecnu yKa3aHHOTO IPUJIOXKEHU B Synergy HeT, B JIOT 3allChIBAETCS OIMHNOKA;

4. ecnu IPUIOKEHUE He yKa3aHo, rpynma OymeT moGaBneHa B MPUIOKEHUE TT0 YMOJTYAHUIO IPH €TI0
HaJIW4IUH.
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®aiin KoHpUTrypalluy ITPEACTABIEH B OOHOM UX CIEAYIONINX BEPCU:

1. ConmocTraBjieHHe nojib30BaTeisi LDAP mons30BaTenio ARTA Synergy TOJIBKO IIO €ro HaAeHTU(PUKa
B ARTA Synergy:

<?xml version="1.0" encoding="UTF-8"” standalone="yes"”?>
<configuration
xmlns="http://www.arta.kz/xml/ns/as/ldap-sync”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xsi:schemalLocation="http://www.arta.kz/xml/ns/as/ldap-sync ldap-sync.xsd”>
<!-- cuHxpoHusauus c OpenLDAP -->
<item>
<!-- id CcMHXpOHM3auuu -->
<id>1l</id>
<!-- poMeH -->
<domain>test. ldap.com</domain>
<!-- CcuHXpoOHM3aUKNA -->
<sync>
<!-- LDAP xocT -->
<host>10.20.30.1</host>
<!l-- yyeTHad 3anucb OnNd NoAKNwyeHus K Katanory LDAP -->
<user-dn>cn=syncuser,dc=test,dc=1ldap,dc=com</user-dn>
<!-- naponb -->
<password>password</password>
<!-- aKTMBHO, HEAKTUBHO -->
<active>false</active>
<!-- WMHTepBan CMHXPOHM3ALUM B MC -->
<interval>1800000</interval>
<!-- pacnucaHve CUHXpPOHM3aUWW; NapaMeTp yka3aH, MO3TOMYy WMHTEpBaN CUHXPOHU3ALUU <
UrHopupyetcsa -->
<schedules>19:00,00:00</schedules>

<!-- cnepoBaTtb CChJIKaM - ->
<referral>ignore</referral>
<!-- Kop rpynnbl Nonb3oBaTenen, B KOTOPyw OyayT BKIOYEHb BCE MMMOPTUPOBAHHbIE <

nonb3oBaTenu -->
<defaultGroup>client access</defaultGroup>

<!-- npepocTaBnAaTb NI UMNOPTUPOBAHHLIM MOSIb30BATENAM AOCTYM B CUCTEMy, Moka <
no3poniseT NULEH3us -->
<!-- nocne npeBblLEHUS NUMUTA MoOSib30BaTeNu OyayT WMMMNOPTMPOBAHLI, HO y HuX bGypeT <

3ab6N10KMpPOBaH OOCTYNn B CUCTeMy -->
<defaultAccess>true</defaultAccess>

</sync>
<access>
<!-- rpynna poctyna -->
<allow>cn=aiusers,ou=Groups,ou=People,dc=test,dc=1dap,dc=com</allow>
<!-- rpynna agMWHOB -->
<admin>cn=aiadmin, ou=Groups,ou=People,dc=test,dc=1dap,dc=com</admin>
</access>
<!-- nonb3oBartenu -->
<account>
<!-- none id nonb3oBaTens, ecnu nycto - bymet ucnonb3oBaTbcad md5 oT DN (kKak <+
paHbwe 6bI10), MHavye md5 oT mona -->
<id></id>
<!-- none NOruH -->
<login>cn</login>
<!-- none wMa -->
<firstname>firstName</firstname>
<!-- none oT4yecTBO -->
<middlename>middleName</middlename>
<!-- none damunua -->

<lastname>sn</lastname>
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<!-- none no4yta -->

<email>mail</email>

<!-- 6a30Bb y3en -->
<base>dc=test,dc=1ldap,dc=com</base>

<l-- ¢unbTp -->
<filter>(objectClass=inetOrgPerson)</filter>

</account>

<!-- rpynnsl -->
<group>

<!-- none id rpynnbl, ecnum nycto - 6ynet ucnonb3oBatbCca hashCode oT DN (kak paHbwe <

6bin0), uMHaye hashCode ot nonsa -->
<id></id>

<!-- npu uMnopte MrHopupoBaTb rpynnsl -->
<importGroups>false</importGroups>

<!-- none uma -->

<name>cn</name>

<!-- none u4neHvl -->
<member>member</member>

<!-- ba3oBbLK y3en -->
<base>dc=test,dc=1dap,dc=com</base>

<l-- ¢unbTp -->
<filter>(objectClass=groupOfNames)</filter>

</group>

</item>

<!-- cuHxpoHu3auma c Active Directory -->

<item>

<id>2</id>
<domain>msad.com</domain>
<sync>

<host>10.20.30.2</host>
<user-dn>Administrator@msad.com</user-dn>
<password>secret</password>
<active>false</active>
<interval>1800000</interval>
<referral>follow</referral>

</sync>
<access>
<!-- userAccountControl yka3eiBaeT Ha none "AkTuBeH” B AD, BMECTO HEro MOXHO

Ucnonb3oBaTh MPOCTO rpynny -->

<allow>userAccountControl</allow>
<admin>CN=aiadmin, CN=Users,dc=msad,dc=com</admin>

</access>
<account>

<id>objectGUID</id>
<login>sAMAccountName</login>
<firstname>givenName</firstname>
<middlename>initials</middlename>
<lastname>sn</lastname>
<email>mail</email>
<base>dc=msad,dc=com</base>
<filter>(objectClass=person)</filter>

</account>
<group>

<id>objectGUID</id>

<npame>cn</name>
<member>member</member>
<base>dc=msad,dc=com</base>
<filter>(objectClass=group)</filter>

</group>

</item>
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</configuration>

1. ComocTaBiieHHe mojib30BaTeJisi LDAP mosis30Bartexio ARTA Synergy mo 11000My IOJIIO 00BEKTa,
II0/Iy4YeHHOro u3 LDAP:

<?xml version="1.0" encoding="UTF-8" standalone="yes"”?>
<configuration
xmlns="http://www.arta.kz/xml/ns/as/ldap-sync”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
version= "2"
xsi:schemalLocation="http://www.arta.kz/xml/ns/as/ldap-sync ldap-sync 2.xsd”>

<!-- Habopbl CMHXPOHM3aALMK, TaKUX MOXET ObiTb HECKOMbKO -->
<item>

<!-- id CMHXpOHM3auun -->

<id>1</id>

<!-- pOoMeH -->

<domain>test.ldap.com</domain>

<!-- CMHXpOHM3auua -->

<sync>
<!-- LDAP xocT -->
<host>10.20.30.1</host>
<!-- yyeTHaa 3anucb ONa NOOKMK4YeHUs K Katanory LDAP -->
<user-dn>cn=syncuser,dc=test,dc=1ldap,dc=com</user-dn>
<!-- naponb -->
<password>password</password>
<!-- aKTMBHO, HEAKTWUBHO -->
<active>false</active>
<!-- WHTepBan CUHXPOHM3aALUN B MC -->
<interval>1800000</interval>
<!-- cnepoBaTb CCbUIKaM - ->
<referral>ignore</referral>

</sync>

<!-- poctyn -->

<access>
<!-- rpynma poctyna -->
<!-- 3HayeHume userAccountControl B 3TOM none yka3biBaeT Ha none "AktuBeH” B AD, <«

BMECTO Hero MOXHO
ncnofb3oBaTb MPOCTO rpynny
-->
<allow>cn=aiusers,ou=Groups,ou=People,dc=test,dc=1dap,dc=com</allow>
<!-- rpynna agMWMHOB -->
<admin>cn=aiadmin, ou=Groups,ou=People,dc=test,dc=1dap,dc=com</admin>
</access>
<!-- nonb3oBatenun -->
<user>
<!-- 6a30BbIM y3en noucka B LDAP -->
<base>dc=test,dc=1dap,dc=com</base>
<l-- ¢unbTp -->
<filter>(objectClass=inetOrgPerson)</filter>
<!-- Mo KakoMy nofiw CpaBHUBaATb Nofib3oBaTenen -->
<identity>
<!-- 0Tkypa u3 Synergy 6paTb nosie Ons CpaBHEHUs, W3 YYETHOW 3anucu -->
<source type="account”/>
<!l-- nubo M3 MPOM3BOSILHON KApPTOYKM
<source type="personalrecord” id="id nuyHoW KapTouku”/>
-->
<!-- Nona pna cpasBHeHus. brnok id MoxeT ObITb TONbLKO OAWH B 3TOM bBnoke. -->
<id>
<!-- NpeHTupmukatop nons Synergy. [Ons Tuna MCTOYHMKa account BO3MOXHble <«
3HaveHusa: id, login, email.
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Ons Tuna uctoyHuka personalrecord — upeHTUGMKATOP nons GopMbl KApTOUKKM <

nofb3oBaTtens.
-->
<synergy>id</synergy>
<!-- TMone id nonb3osatena u3 LDAP, ecnu nycto - bypetr <
ucnonb3oBatbcs md5 ot DN obbekTa. EcnuM yka3laHHOe none <
OTCYTCTBYET B MMNopTupyeMoM obbekTe, nnbo OHO fABNAETCH MYCTbIM, <
TO UMMNOPT 3TOro obbekTa He MPOM3BOAUTCA, O YEM fenaeTca 3anucb <
B Nnor -->
<ldap></1ldap>
</id>
</identity>
<!-- ConocTaBfieHue nonen Y4Y€THOW 3anucu -->
<account>
<!-- nome noruH -->
<login>cn</login>
<!-- none uwMma -->
<firstname>firstName</firstname>
<!-- none oryecTBO -->
<middlename>middleName</middlename>
<!-- none ¢amunua -->
<lastname>sn</lastname>
<!-- none noyrta -->
<email>mail</email>
</account>
<!-- ConocTaBnieHue nonen KapToO4Yku nonb3oBaTens. bnokos personalrecord <«
MOXeT OblTb HECKOJIbKO
-->
<personalrecord>
<!-- lpeHTudukaTop KapTo4ykuM nonb3oBatensd. 06A3aTenbHO OQONXeH ObiTb <
HenycTbM - ->
<id>kakon-To id</id>
<!-- bnok field yka3biBaeT Ha cBA3b nons u3 LDAP c noneM KapTouyku <
nonb3oBatensa. Takux 6nokos MoxeT ObiTb HECKOMbKO -->
<field>
<ldap>IIN</ldap>
<synergy>form-iin</synergy>
</field>
</personalrecord>
</user>
<!-- rpynnsl -->
<group>
<!-- 6a30Bbii y3en -->
<base>dc=test,dc=1ldap,dc=com</base>
<l-- ¢unbTp -->
<filter>(objectClass=groupOfNames)</filter>
<!l-- none id rpynnel, ecnu nycto - 6ypeTt mucnonb3oBaTbcA hashCode oT DN ( <+
Kak paHbwe 6b1o), nmHave hashCode ot nona -->
<id></id>
<!-- none uMmqa -->
<name>cn</name>
<!-- none 4neHsl -->
<member>member</member>
</group>
</item>
</configuration>

7.6.4 HacTpoukKa CMHXPOHMU3aLUUMU

llaHHaHIUHHM&CORGFDKHTIUHCTPYKHHH)DI)HaCTpOﬁKB(HHHXpOHHBBlHUZIIpa3HeHeHa}HiEBaJIOﬂpa3HeHa:
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* CcO3gaHMe IPYyIIIH II0JIb30BaTeIen OJid IIOCHenyloilell cuHXxpoHu3aumum ¢ LDAP kaTtamoramu;
* HACTPONMKa KOH(MUTypaluoOHHOIO (aiina.

I711 HacTPOMKW CHHXPOHMU3AIIMKU HEOOXOOMMO MMETh IpaBa AmmuHucTparopa AD. Ilepen Hawajom
HACTPOUKK HACTOSTEILHO PEKOMEHOyeTcs cIejlaTh pe3epBHYI0 Konuio 6a3bl mySQL, 4ToOk B ciiydae

BO3HHUKHOBEHHUS OIIHOOK MMETh BO3MOXKHOCTh BOCCTAHOBIIEHUS 0A3bI OO TeKyIlIero COCToOAHuA.

7.6.4.1 Co3panue rpynn B JXplorer

1. Tlogkm0OYMMCSI K CEPBEPY C JAaHHBIMU AIMUHUCTPATOPA:

® _© Open LDAP/DSML Connection

Host: 192.168.7.105 Port: 389
Protocol: LDAP v3 o

Optional Values

Base DN: dc=test-ad,dc=kz

Read Only:
Security
Level: User + Password o

User DN: CM=adm aaa,CN=Users,DC=test-ad,DI(

Password: ssssssss

Use a Template

Save e Delete Default

OK Cancel Help

Figure 7.21: Pucysnok 1

1. Bri3oBeM MEHIO CO3[0aHMUs I'PYIIIHL:
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J¥plorer -
JEd| > 0O .5;1. [ ] cn :v .. B Quick Search
m @& Results % Schema By Table Editor HTML View
& World attribute type value
v ® kz instanceType 4
v e testiad nTSecurityDescriptor
T objectCategory CN=0rganizational -Unit,CN=5chema,CN=Con...
> Builtin objectClass top
> Computers objectClass organizational Unit
> n Domain Controllers ou Fpynnsbi
> ForeignSecurityPrincipals disringuishedNa}me OU=lpynnel,DC=test-ad,DC=kz
> Infrastrucrure g:::nirePropagatlonData ﬁg}?r}rﬁ;}jmﬂﬂﬂﬂﬂﬂ.ﬂz
L LostAndFound objectGUID (non string data)
» B NTDS Quotas uSNChanged 98417
> Program Data uSNCreated 98416
» System whenChanged 20141108080300.02
» tesrtima wher_|Createn_:I ) 20141108080300.0Z
- adminDescription
> Users i
adminDisplayName
\ m Al allowedAttributes
» By ¥ Add to Bookmarks "B allowedAttributesEffective
» B #h Search ~F allowedChildClasses
> i allowedChildClassesEffective
» B B New @B |bridgeheadServerListBL
5¥% B3 Copy DN ~¥ | |businessCategory
Create a new entry. |
& Cut Branch ~U canonicalName
Copy Branch A0 ||en
& Paste Branch ~P Egunthode
B Paste Alias createTimeStamp
X pelee  ||defutcroap
Rename *M | |desktopProfile
< Refresh ~R | |destinationindicator

Submit

Reset Change Class Properties

OU=lpynnel,dc=test-ad,dc=kz: (3)

Figure 7.22: PucyHoK 2

1. Yka3riBaeMm yHUKanbHOe ums DN:
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createTimeStamp
defaultGroup
description
desktopProfile
destinatinnindicatar

Submit Reset Change Class

Properties

& S&E Y B [ x 0 E-3HL cn - < Quick Search
s - #hResults @4Schema HTML View ADICEC
& World attribute type value
v ® kz instanceType 4
v e testiad nTSecurityDescriptor
T objectCategory CN=0rganizational -Unit,CN=5chema,CN=Con...
> Builtin objectClass top
> Computers objectClass organizational Unit
» & Domain Controllers ou rovnn
> ForeignSecurityPrincipals e e Set Entry Object Classes wnnel,DC=test-ad,DC=kz
[ Infrastructure Suggest Classes? :01000000'02
]
e oS tAnCEound Parent DN: OU=lpynnsl,dc=test-ad,dc=kz ring data)
» E5NTDS Quotas
> Program Data Enter RDN: CN:S\merg\A
L Syste?m Available Classes: Selected Classes: lggggg;ggg;
L tesmma account top ’
> Users aCSPolicy group
v aCSResourcelLimits
groupl aCSSubnet
group2 addressBookContainer
Synergy
test Add Remove
> Wean Meanos
0K Cancel Help
countryCade

CN=Synergy,OU=Ipynnsl,dc=test-ad,dc=kz: (0)

Figure 7.23: PucyHoxk 3

. 3anmonmHUM Bce 00si3aTebHBIE TapaMeTPHI (BEIAEIEHHE XKUPHBIM HaUePTaHUEM):

* groupType;

* instanceType;

* nTSecurityDescriptor;
* objectCategory;

* objectClass;



https://msdn.microsoft.com/en-us/library/ms675935(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/ms676204(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/ms679006(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/ms679011(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/ms679012(v=vs.85).aspx
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e _ @ J¥plorer -
g [§Baiae m X (D= &4 @ cn - . B
& World attribute type value
v @ k2 groupType
instanceType
v e t_est—E}d. nTSecurityDescriptor
» B Builtin objectCategory
» & Computers objectClass group
» & Domain Controllers objectClass top
» B3 ForeignSecurityPrincipals CN . Synergyl
» By Infrastructure s e
L tAndFound adm!nD_escnpnon
> =glos adminDisplayName
» € NTDS Quotas allowedAttributes
> Program Data allowedAttributesEffective
> System allowedChildClasses
» tesrtima all_owedChlIdCIasstEffectlve
~ Users bridgeheadServerListBL
canonicalName
¥ controlAccessRights
groupl createTimeStamp
group? description
Synergy desktopProfile
test directReports
_ displayName
> &g Wean Usanos displayNamePrintable
distinguishedMame
dSASignature
dSCorePropagationData
extensionName
flags
fromEntry
frsComputerReferenceBL
fRSMemberReferenceBL
{fSMORnleOwner
Submit Reset Change Class Properties

CN=Synergy,OU=Ipynnsl,dc=test-ad,dc=kz: (0)

Figure 7.24: PucyHok 4
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groupl
group?
Synergy
test

> Wean Meanos

controlAccessRights
createTimeStamp
description
desktopProfile
directReports
displayName
displayNamePrintable
distinguishedMame
dSASignature
dSCorePropagationData
extensionName

flags

fromEntry
frsComputerReferenceBL
fRSMemberReferenceBL

{SMORaleOwner

JXplorer -
[ > 0 -ﬂ:‘ [ ] cn v . B Quick Search
m @& Results % Schema B Table Editor
& World attribute type value
v ® kz groupType -2147483646
_ instanceType 4
Vo St E}d_ nTSecurityDescriptor
> Builtin objectCategory CN=Group,CN=5chema,CN=Configuration,DC...
» € Computers objectClass top
> n Domain Controllers objectClass group
» By ForeignSecurityPrincipals CN . Synergy
» & Infrastructure G
LostAndFound adminDescription
L o adminDisplayName
> £ NTDS Quotas allowedAttributes
> Program Data allowedAttributesEffective
> System allowedChildClasses
» tesrtima allowedChildClassesEffective
~ U bridgeheadServerListBL
SEIS canonicalName
v

Submit Reset Change Class

Properties

CN=Synergy,OU=Ipynnsl,dc=test-ad,dc=kz: (0)

Figure 7.25: PucyHoKk 5

1. [To6aBuM MOJIL30BATENEHN B IPYIIY:
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B X | D= s @

J¥plorer -

e 7). B

Quick Search

m @& Results %Schema

HTML View RESEL S LHG]

& World
v & kz
¥ @ test-ad

Builtin
Computers
% Domain Controllers
ForeignSecurityPrincipals
Infrastructure
LostAndFound
NTDS Quotas
Program Data
B System
B testtima
Users
& Tpynnsi

groupl

group?

test
> Wean Meanos

L4
L 4
L4
>
>
L4
>
L4
>
>
L4
v

attribute type value
controlAccessRights
createTimeStamp
description
desktopProfile
directReports
displayName
displayNamePrintable
dSASignature
extensionName

flags

fromEntry
frsComputerReferenceBL
fRSMemberReferenceBL
fSMORoleOwner
groupAttributes
groupMembershipSAM
isCriticalSystemObject
isDeleted
isPrivilegeHolder
lastKnownParent

mail

managedBy
managedObjects
masteredBy

member CN=Alex Felner,CN=Users,DC=test—ad,DC=kz{

memberOf

modifyTimeStamp
msCOM-PartitionSetLink
msCOM-UserLink
msDFSR-ComputerReferenceBL
msDFSR-MemberReferenceBL

Submit Reset Change Class

CN=Synergy,OU=Ipynnsl,dc=test-ad,dc=kz: (0)

1. I'pynna ycneuiHo co3maHa:

Figure 7.26: PucyHoxk 6
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@ & JXplorer -
ﬁ ﬁ é ‘Xﬁ B @ [ > 0 -ﬂ;‘ . hd . E Quick Search
w @4 Results @4 Schema HTML View
& World attribute type value
v ® kz groupType -2147483646
instanceType 4
v e t_est—’:}d. nTSecurityDescriptor
> Builtin objectCategory CN=Group,CN=5chema,CN=Configuration,DC...
» By Computers objectClass top
» & Domain Controllers objectClass group
» B3 ForeignSecurityPrincipals o Synergy
> Infrastrucrure distinguishedName CN=Synergy,OU=Ipynnsl,DC=test-ad,DC=kz
dSCorePropagationData 16010101000000.0Z
L LostAndFound member CN=Alex Felner,CN=Users,DC=test-ad,DC=kz
> NTDS Quotas name Synergy
> Program Data objectGUID (non string data)
> System objectSid (non string data)
» testtima sAMAccountName $M31000-9RVCL46B471R
~ Users sAMAccountType 268435456
o uSNChanged 135267

¥ & Tpynnsl uSNCreated 135264

groupl whenChanged 20151030052238.0Z

group2 whenCreated 20151030052143.02

test
> Wean Meanos

adminCount
adminDescription
adminDisplayName
allowedAttributes

allowedAttributesEffective

allowedChildClasses

allowedChildClassesEffective

bridgeheadServerListBL
canonicalName
controlAccessRights
createTimeStamp
description
desktonPrafile

Submit Reset Change Class Properties

CN=Synergy,OU=Ipynnsl,dc=test-ad,dc=kz: (0)

Figure 7.27: Pucynok 7

7.6.4.2 Co3paHue rpynn B Active Directory

1. Bri30BEM MEHIO CO30aHUS I'PYIIIIHL:
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B Active Directory - Nnonb30BaTEnNy ¥ KOMNbIOTEPbI ! £

KoHcone  dedctewe Bua  Cnpaexa

'L IR IEREE N I R ek ek

Active Directory - NONE30BATENH K KOl | MmMA | Thn | ONHCaH1eE |
__' COXpaHEHHBIE 3aNPOCk! l) 11111 22222 Monb3oBaTen:
i test-ad k2 L, anaaaa 555555 Mone3osatens
(¥ (] Builtin 2 adm aaa Mone30BaTens
g "J Eg:i:tgnsntrullers l) a.drn'n_in rlone3oearens
- ) ) 52, aiadmin Mpynna bezona...
:;I J' :z;te;ilﬁs:jﬁvlﬂrlnclpals fi{aiusers Fpynna Bezona, ..
& [ Program Data 3_, flex Felner NonbsoBaTENE
B ) System :?_,ar pynna Gesona...
| w 52 arta rpynna Gesona. ..
21 r  Aenervposare ynpasnenna. .. Frins Fpynna Besona,..  TPynna aAMHHACTRATORD. .
B N HadTa.. dateProxy Mpynna 6esona,..  DNI-KNHEHTEI, KOTOPEIM ...
Onne 2o aTe s YueTHaA 3anMce cnyubel ...
CozaaTh KomnetoTep o
Bce 3aaaqm 4 KoHTaKT .
s , IEE N ..
InetOrgPerson -
OBHOBHTE MceBaoHHM 04epeAn MSMOQ eno
SKCNOPTHRPOBATE CAMCOK. .. MNprHTED -
CeofcTea g;::.?n:_::b ::
Crpaeka ]ester Nonb3oBaTens
!, WONWIAOW WYY TonbsoeaTtens
_1) AAMHHHCTRATOR MNonesoBaTens BCTpoeHHan y4eTHaa 3an...
82 AarMHACTpATOPE! AoMeHS Mpynna Gezona... HasHAYeHHBIE 3AMHHHCTR...
iﬁnnmnm-:'rpa'ropm npeanp... [pynna 6esona... HasHadYeHHEE SAMHHACTR. ..
_L' | ﬁ %}HHMHHHETDETDDH CXEME Mpynna Ee3ona. “ Haanaqeuuéle SAMMHHCTR. ..

Figure 7.28: PucyHnoxk 1

1. B okHe CO3maHUs TPYIIL YKAa3bIBAEM UMS ¥ TapaMeTPHI TPYIIITHL:
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CsovcTBa: Synergy k4 E3
O6vexr | BesonacHocTe I FeaaxkTop arpubyros ]
O6wue HaeHe! rpynne I Haen rpynn I Ynpaenaetca I

Y neHel rpynnet:

Mrma | MNanka gomMeHHb cnyxG Active Directory |
i, Alex Felner test-ad.kz/Users
?_; smagulov L. m test-ad kz/Users

i, t. beisekina test-ad.kz/Users
i) Cepuk Mdpaee test-ad kz/Users

NoSaeuTe... I Unanure

oK OTrmeHa MpumeHUTE Crpaska

Figure 7.29: PucyHOK 2

1. Hob6aBinsieM MOb30BaTENIM B JaHHYIO T'PYIIY, KOTOphle OYOYT UMeTh JOCTyH K miaTdopme ARTA
Synergy:
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CeorcTBa: Synergy HEH

O6wue I Y neHel rpynnit | Yaen rpynn ] Unpaenaerca 1
Oénexr | EesonacHocTe PeaaxTop aTpubyros
ATpUtYTEL
ATpuiyT IHayeHue -~
accountMN ameHistorny {HEe 330aHO>
adminCount <{HE 3a0aHo> i
adminDescription <{HE 3a0aHo>
adminDisplayM ame {HEe 330aH0>
altS ecurityldentities <{HE 3anaHo>
ch Synergy
controlccessRights <{HEe 3a0aHo>
description {HE 3303H0>
desktopProfile <HE 3a0aHo>
displayN ame {HE 3a0aHo>
displayMN amePrintable <HE 3a0aHo>
distinguishedN ame CN=Synergy.CN=Users DC=test-ad DC=kz
dSASignature <HE 3a0aHO>
dSCorePropagationD... 0x0=( ) —
i I Ll_l
MNpocmorp PuneTp I
oK I Ormena I [lpyumeHUTE I Cnpaexa

Figure 7.30: Pucynoxk 3

1. IInsg uMmnosib30BaHUA GUIbTPAIUU MOJIb30BaTesel A o6beKTa NoOHagoOUTCs yHUKAIbHOe UMS
DN. [Inst aTOTO IepeiimeM Bo BKIanOKy “PemakTop aTpuOyTOB”:
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HoBbii 06bekT - Npynna [ X|

QR Cosaatb B: test-ad.kzfUsers
ed

MMa rpynnel:

| Synergy]

MMA rpynnel (npea-Windows 2000):

I Synergy

—~0OBnacTe ASHCTEHA rPyNnbI ~Tvn rpynnel
" NokanbHas B A0MEHE (¢ pynna BesonacHoCTH
{* TnobansHan (" Tpynna pacnpocTpaHeHna
" YHueepcansHas

| OK I OTMEHa

Figure 7.31: Pucysnoxk 4

7.6.4.3 HacTtpounka KoHcpurypaumoHHoro ¢ganna

1. TlepexoauM B KOHCOJIbL CEPBEpA.

2. OTkpeiBaeM ¢aini ojisa KOHQUTyPUPOBaHUS CUHXPOHU3AIUN:
nano /opt/synergy/jboss/standalone/configuration/arta/ldap-sync.xml

3. ViaMeHuM [maHHBIN (haiiyl B COOTBETCTBHUHU ITOCTABJIEHHON 3amayu (HoOaBieH KOMMEHTapPUi U3MeH
€HO):

a. Be3 dbmiabTpanuu - ecnu HeoOXoguMa IIOJIHAS CUHXPOHM3AlUsI CO BCEMU IIOIL30BATEJISIMU U
TpyIIaMu:

<!-- cuHxpoHusauyma c Active Directory -->
<item>
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<id>2</id>

<!-- N3MeHeHo -->

<domain>test-ad.kz</domain>

<sync>
<!-- W3MEeHeHOo -->
<host>192.168.7.105</host>
<!-- N3MeHeHo -->
<user-dn>adm@test-ad.kz</user-dn>
<!-- W3MEeHEeHOo -->
<password>123456Qw</password>
<!-- W3MEeHeHOo -->
<active>true</active>
<!-- N3MeHeHo -->
<interval>900000</interval>
<referral>follow</referral>

</sync>

<access>
<!-- userAccountControl yka3bBaet Ha none "AktuseH” B AD, BMecCTO Hero
MOXHO WCMOMb30BaTb MPOCTO rpynny
-->
<allow>userAccountControl</allow>
<!-- N3MeHeHo -->
<admin>CN=Users,dc=test-ad,dc=kz</admin>

</access>

<account>
<id>objectGUID</id>
<login>sAMAccountName</login>
<firstname>givenName</firstname>
<middlename>info</middlename>
<lastname>sn</lastname>
<email>mail</email>
<!-- W3MEeHeHOo -->
<base>dc=test-ad,dc=kz</base>
<!-- N3MeHeHo -->
<filter>(objectClass=person)</filter>

</account>

<group>
<id>objectGUID</id>
<name>cn</name>
<member>member</member>
<!-- W3MEeHEeHOo -->
<base>dc=test-ad,dc=kz</base>
<filter>(objectClass=group)</filter>

</group>

</item>

b. C dbunbTpamnue - ecinu HeoOX0IUMa CUHXPOHU3AIINS TOJILKO C TOIL30BATEISIMHU, KOTOPEIe OYOyT
UMeTh JOoCTyII K mnaTtdopme ARTA Synergy (peKoMeHOyeTCs):

<!-- cuHxpoHu3auua c Active Directory -->
<item>
<id>2</id>
<!-- W3MeHeHo -->
<domain>test-ad.kz</domain>
<sync>
<!-- W3MEeHEeHOo -->
<host>192.168.7.105</host>
<!-- W3MEeHEeHOo -->
<user-dn>adm@test-ad.kz</user-dn>
<!-- N3MeHeHo -->
<password>123456Qw</password>
<!-- W3MEeHEeHOo -->
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<active>true</active>
<!-- W3MeHeHo -->
<interval>900000</interval>
<referral>follow</referral>

</sync>

<access>
<!-- userAccountControl yka3biBaeT Ha none "AkTuBeH” B AD, BMeCTO Hero
MOXHO WCMONb30BaTb MPOCTO rpynny
-->
<allow>userAccountControl</allow>
<!-- W3MEeHeHOo -->
<admin>CN=Users,dc=test-ad,dc=kz</admin>

</access>

<account>
<id>objectGUID</id>
<login>sAMAccountName</login>
<firstname>givenName</firstname>
<middlename>info</middlename>
<lastname>sn</lastname>
<email>mail</email>
<!-- W3MEeHEeHOo -->
<base>dc=test-ad,dc=kz</base>
<!-- W3MEeHeHOo -->
<filter>(member0f=CN=Synergy,CN=Users,DC=test-ad,DC=kz)</filter>

</account>

<group>
<id>objectGUID</id>
<name>cn</name>
<member>member</member>
<!-- W3MEHEeHOo -->
<base>dc=test-ad,dc=kz</base>
<filter>(objectClass=group)</filter>

</group>

</item>

IIpuMmeuyanue
Iauuble O GunbTpa 6epyTcs u3 aTpuOyTOB I'PYIIIIHL.

c. be3 Ha3BaHHUA IPyNNbI - €CJIM HET HEOOXOOUMOCTH B OoToOpaXkeHUU Ha3BaHuu rpynn B ARTA
Synergy:

<!-- cuHxpoHusauuma c Active Directory -->
<item>
<id>2</id>

<!-- W3MEeHEeHOo -->

<domain>test-ad.kz</domain>

<sync>
<!-- W3MEeHEeHOo -->
<host>192.168.7.105</host>
<!-- N3MeHeHo -->
<user-dn>adm@test-ad.kz</user-dn>
<!-- n3MeHeHo -->
<password>123456Qw</password>
<!-- W3MEeHeHOo -->
<active>true</active>
<!-- W3MeHeHo -->
<interval>900000</interval>
<referral>follow</referral>

</sync>

<access>
<!-- userAccountControl yka3biBaeT Ha none "AkTuBeH” B AD, BMecCTO Hero
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MOXHO WMCMOMb30BaTb MPOCTO rpynny
-->
<allow>userAccountControl</allow>
<!-- N3MeHeHo -->
<admin>CN=Users,dc=test-ad,dc=kz</admin>
</access>
<account>
<id>objectGUID</id>
<login>sAMAccountName</login>
<firstname>givenName</firstname>
<middlename>info</middlename>
<lastname>sn</lastname>
<email>mail</email>
<!-- W3MEeHeHOo -->
<base>dc=test-ad,dc=kz</base>
<!-- N3MeHeHo -->
<filter>(member0f=CN=Synergy, CN=Users,DC=test-ad,DC=kz)</filter>
</account>
<group>
<id>objectGUID</id>
<name>cn</name>
<member>member</member>
<!-- W3MEeHeHOo -->
<base>dc=test-ad,dc=kz</base>
<!-- N3MeHeHo -->
<filter>(objectClass=NONEXISTENTANDWILLNOTEXISTFOREVER)</filter>
</group>
</item>

1. Ilepe3amyckaeM jboss.

B npunoxennu agMuHHCTpaTopa Synergy “Kaproreka -> YmpaBieHHe HOJIb30BaTEIIMU” MOSABUTCS
CIIMCOK IT0JIb30BaTenel. CHHXPOHMU3AIMS OCYIIIECTBIISIETCS B OTHOCTOPOHHEM ITOPSAOKe: IPU T00aBIeHUHN
monb3oBaTeisa B AD, on oTroOpaxkaeTtcs B ARTA Synergy, HO He HAa0OOPOT.

7.6.5 WMCTOYHMKM M ponoJsiHuTeNbHas uHdopmMmauua

[TpoekT Pro-LDAP
CraTtpg Ha Bukunenuu
HUcnonv3oBanue LDAP-punsTpos
ATpubyTst Active Directory

7.7 TpoBepKa Xesne3a

ITpu nmepBOHAYaIBLHOU yCTAHOBKE U GYHKIIMOHUPOBAHUN Synergy HeoOXOoOuMO CIIeOUTh 3a Ka4eCTBOM
HCII0JIb3YEeMOT'0 allliapaTHOro 06eceYeHusI.

7.7.1 lpoBepKa AUCKa

[I71 IPOBEPKY [UCKa ClIefyeT UCIoNb30BaTh yTunuty «dd» (dd — nmpocrtas yTunuTa, KOTopasi BXOOUT
B cocTaB GosybinuHCTBa Unix-momoOHEIX omepaliolHHbeIX cucteM — Linux, FreeBSD, Solaris u 1.1. Ee
IIpefHa3HauyeHUe — YTeHUe NaHHBIX U3 OJHOTO YCTPOMNCTBa UiIn ¢dalina U 3alucCh B OPYIOH).

C moMoIIbI0 KOMaH/IhI df -h moxHO IIPOCMOTPETE BCE€ TOYKU MOHTHUPOBAHUA.



http://pro-ldap.ru/
https://ru.wikipedia.org/wiki/LDAP
http://social.technet.microsoft.com/wiki/contents/articles/8077.active-directory-ldap-ru-ru.aspx
https://msdn.microsoft.com/en-us/library/ms675090(v=vs.85).aspx
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®aitjr.cucreMa Pasmep HNcnonn3oBadecT PICnonbaoBanog)MOHTHPOBaH[o
[0)
udev 7,8G 0 7,8G 0% /dev
0,
tmpfs 1,6G 9,5M 1,6G 1% /run
/dev/mapper/ubuntu- - 901G 820G 36G 96% /
vg-root
0,
/dev/sdb2 237M 126 99M 56% /boot
0,
/dev/sdbl S1IM 3.4M S08M | 1% /boot/efi

IMeperimeM Ha TOYKY MOHTHPOBAHMS AHUCKa, KOTOPBIM HEOOXOIMMO MPOTECTUPOBATE.
# nna npuMepa npoTtecTtupyeM guck /dev/sdb2, KoTopbii cMOHTMpoBaH B /boot

cd /boot

Haxomsice B IIPUMOHTHUPOBAHHOM OJUCKeE ClIeAyeT CO3a4aTh TECTOBBIU (bafm (KOTOprfI II0CJI€ IIPOBEOEHU A
TeCTa HeO6XOJZ[I/IMO y,[[aJ'II/ITb), IIPKX CO30aHUHU KOTOPOT'O BEIBOOUTCA HeO6XO,'E[I/IMaH HaM CTaTHCTHKA.

II71s1 9TO Hy2KHO BEIIIOJITHUTH KOMaHOY:
dd bs=100M count=256 if=/dev/zero of=test

B pe3ynbTaTe co3paThes ¢aiin test pasmepom 100*256 MB
or
dd bs=1G count=10 if=/dev/zero of=test

B pe3yibTaTe BHIIOIHEHUS 3TOM KOMaHOH co3maeTcs dain pa3mepom 10GB.

IIpumeuyanue
HNneanbHBIN BapuaHT pa3Mep datina 80% eMKOCTH ITPOBEPSIEMOT0 MMCKa, MUHUMAaIbHO PEKOMEHIOBAaHH
pa3Mep 5% OT eMKOCTH OuCKa.

ITpu BEIOJTHEHUY KOMAaHIB Ha 9KpaH OyOyT BEIBEIEHH! CIeOyIOIIne HaHHbIe:

10+0 samnucey cayuTaHO

10+0 3anucey HaTKUCaHO

ckommpoBaHo 10737418240 6a#it (11 GB), 334,522 ¢, 32,1 MB/c

Oco000 BaxxHOe 3HaUYEeHHE NMeeT ociegHee 4YUCJIO B HUXKHEU CTPOKE — OHO YKa3bIBaeT CpegHee
3Ha4YeHHne CKOPOCTHu YTEeHUS/3alluCu C JUCKa.

CrnenyeT MIpUOEePAKUBATHCS CIIEOYIOMNX 3HAYEHNI:

¢ <100 MB— guck HeoOX0OUMO 3aMEHUTD

* 100-150 MB— BO3MOKHO UCIIO/Ib30BaHUe 6€3 Harpy3Ku. TeCcToBbIE CTEHIBI UJTH 0 5 OHHOBPEMEHHEBIX
rmosib3oBaTeJielt cucteMul (mpumMepHo 20-30 monb3oBaTenei Synergy), npu ckopoctu 100-120 Heo6xoaumo
Ha4yMHAaTh IIJIAaHWPOBATh 3aMeHy OuCKa T.K. pecypc OHCKa IIOOXOOUT K 3aBEePIIeHHIO.

¢ <350 MB— B Synergy cmoxkeT KoMGOpTHO paboTaTh B paiioHe 20-30 KOHKYPEHTHHIX IT0JIb30BaTEJIEH.
100-200 mmonb30BaTENE B CUCTEME.

ITpu ycranoBke production ready cuCTeMBI C HU3KHM BpeMeHeM OOCTYIIHOCTU CleOyeT IIPOBOOUTH
TECTHI Ha MPOTSAKEHUH 2X CyTOK. /I TECTUPOBAHUS MOXKET OBITh peaIn30BaH CKPUIIT, 3alTMCHIBAIOIIIH
jioTu B ¢aiin. 3HaYeHUs He JOJIKHEI OT/IMdaThCcs 6onee yeMm Ha 5%.

CrocoObI perreHusi npodjaeM: 3aMeHa OUCKa Ha UCIIPaBHBIM, 3aMeHa [ArCcKa Ha 00Jiee IpOU3BOANTEIIbHEIN
(pekoMmeHnpmoBaHHEBle nucK WD Black nipu moctaTouHo BEICOKOM OromkeTe WD Raptor).
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7.7.2 TlpoBepKa namMaTH

[7st TpOBEPKM MaMSTH HET HUUETO JIydIlle mporpaMMel Memtest.

Memtest 3anvceiBaeT B KaXKIOHM OJI0K MaMsaTH WHGOPMAIUIO, a 3aTEM CUUTHIBAET €€ U IIPOBepseT
Ha ommOKHU. B mpolecce TeCTMPOBaAHUS YTUJIMTA COBEPIIAET HECKOJIPKO IIPOXOMOB, YTO IIO3BOJISET
BBISIBUTH U COCTABUTh CIIUCOK IIJIOXUX OJI0KOB maMsTu B popmaTe BadRAM.

Penrenue npoﬁneM: 3aMe€eHa IIaMATH, YUCTKAd KOHTAKTOB IHU3JIEKTPUKOM.

7.7.3 TpoBepKa BbIYUCAUTEJIBHOIO annapara

s nmpoBepku CPU M0OXKHO UCIIOIb30BaTh YTUIUTY cpubern ¢ moMoIIbi0 KOTOPOM MOKHO 3agaTh 100%
HarpysKy.

IIpumeuyanue
O06s13aTeNnbHO 03HAKOMbBTECE C TOKyMeHTalllel O Hee.

3anyck Harpy3KH Ha 8 sgepHOU MallluHe IPOUCXOOAT IPUMEPHO TakK:
burnP6 & burnP6 & burnP6 & burnP6 & burnP6 & burnP6 & burnP6 & burnP6

[71st TecTUPOBaHUS MPOIIeCCOPoB Intel Heo6GxoMMMO UCTIOMBb30BaTh U APyTHe cpeacTBa cpu bern. TecT
OOJ’KEeH TPOU3BOOUTHCS HE MeHee 6 YacoB.

PelrteHue mpoo/1eM: B ClIydae BO3HUKHOBEHHE OIIMOOK HEOOXOOUMO MEeHSATh(YMHUTL) CEPBED.

7.7.4 OO6wan npoBepka namatum + CPU

II7151 TECTUPOBAHUS BEIYHCIIUTEIILHON IPOU3BOOUTEIILHOCTY Oy IeM UCII0Ib30BaTh CIeAYyIONIIyI0 KOMaHOy:
7z b

B pesynbpTaTe KOMaHIH IOIYyYUM.

Hanpuwmep:

1 TecT

RAM size: 48379 MB, # CPU hardware threads: 12

RAM usage: 2551 MB, # Benchmark threads: 12

Dict Compressing [ Decompressing
Speed Usage R/U Rating | Speed Usage R/U Rating
KB/s % MIPS MIPS | KB/s % MIPS MIPS

22: 17000 825 2003 16537 | 216204 1177 1656 19497
23: 16751 842 2026 17068 | 217714 1193 1668 19915
24: 17273 905 2051 18572 | 215650 1194 1674 20004
25: 17954 986 2079 20499 | 212323 1189 1678 19963
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Dict Compressing [ Decompressing
Speed Usage R/U Rating | Speed Usage R/U Rating
KB/s % MIPS MIPS | KB/s % MIPS MIPS

22: 18670 908 2000 18162 | 220062 1194 1661 19845
23: 17026 848 2046 17348 | 218180 1196 1669 19958
24: 17539 923 2044 18858 | 215647 1195 1673 20004
25: 17469 961 2074 19945 | 212711 1191 1679 20000

Avr 910 2041 18578 1194 1671 19951

Tot 1052 1856 19265

3 Tect

RAM size: 48379 MB, # CPU hardware threads: 12

RAM usage: 2551 MB, # Benchmark threads: 12

Dict Compressing | Decompressing
Speed Usage R/U Rating | Speed Usage R/U Rating
KB/s % MIPS MIPS | KB/s % MIPS MIPS

22: 16913 929 1771 16453 | 218529 1195 1649 19706
23: 17365 866 2043 17693 | 217496 1192 1668 19895
24: 17701 930 2046 19032 | 215352 1192 1675 19976
25: 17852 984 2071 20382 | 213452 1195 1680 20069

Inst 6oylee TOYHOTO pe3yibTaTa He0O6XOOUMO MTPOU3BECTH 0K0JI0 20 TECTOB.

IIpumeuyanue

Mexkaoy TeCTaMu PEKOMEHAYETCS 3allyCTUTh YTUINTY cpubern, paboTy KOTOPO¥# HEOOXOOAUMO
IpepBaTh epen OYepemHBIM TECTOM, a MeXAy HeKOTOPhIMU mogoxkaaTh 10-15 MuHyT.

[I715s1 HaC 0COOBIN HHTEPeC MPeaCTaBJIsieT MOCIeHsIsI CTPOKA. M3MepeHus TPOUCXOIST B ITOMyTrasX.
O611Me mpaBUia TAKOBHI, YEM BHIIIIE TPEOOBAHUS K CUCTEME (IOCTYITHOCTHU M CTaOUITLHOCTH), TEM HUXKE
OOJIZKEeH OBITH MPOIEeHTHBIM pa30poc o 00IITUM IToKa3aTessaM. IIpumenbHeIM pa3bpocom siBisieTcs 0.6%

Hatimem mpoIileHTHBIH pPa36poc ITo HAIllMM IToKa3aTensM. Hac uHTepecyeT mocieqHee YHCiIo B HUXKHeH
CTpOKe. 3a 3TaJIOHHLIH TEeCT OepeTcsi TECT Y KOTOPOI'0 HY2KHEIH HaM II0Ka3aTeslb Haubonee mpubInkKeH
K cpemHeapudMeTryeckoMy. B HarreMm cinydae 3TO 3i TECT.

Pacuet cienyeT IMPOU3BOOUTE TOJIBKO HOJIA MAaKCHUMAJIbBHOTO U MUHHWMAJIBHOTO 3HAYE€HHUA IIOIIyI'a€B B
TecTe.

B HameMm npumepe:

IMpubnuxkeHHOE K cpepHeapudmeTnyeckomy — 19151 (3 Tect)

MaxkcuManbHOe 3HaueHue 19265 (2 tecT)

MunumanbHOe 3HaueHue 19007 (1Tect)

Haxopum genbra o TecTy (0T MAaKCHMaIbHOT'0 3HAYEHUSI OTHUMAaeM IPUOJINKeHHOe K CpelHeapudpMeTrniecs
1) 19265 — 19151 =114

HaxopuMm NpoLIEHT M CPaBHUBAEM C IPUAEJIBHBIM pa3tpocoM:

2) 114*100 /19151 = 0.595% <0.6% (nIpumeILHBLIA Pa30poc)

HaxoguMm genbTa OT MUHUMAJIbHOTO 3HAaYEHUS O:
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1) 19151 — 19007 = 144
HaxopguM ITPOIIEHT ¥ CPaBHUBAEM C ITPUOETLHEIM Pa3dpocoM:
2) 144*100 /19151 = 0.751% >0.6% (upumeILHbIA Pa30poc)

U B mepBOM, U BO BTOPOM ClIy4dae pe3yJsbTaT A0JIXKeH ObITh MEHbIIE TPUAeIbHOr0 pa3bpoca, B IPOTUBHOM
cnydae He0OXOIMMO TPUMEHSATh MEPHI.

Croco051 pellleHusA npoﬁneM: OGCJ’[y}KI/IBaHI/IH allllapaTHOTI' O obecrieyeHnus (YMCTKA, IIpoMa3Ka cepBepa),
3aMeHa IMIaMsATH, 3aMeHa MaTepI/IHCKOﬁ IIJIaTHI, 3aM€Ha IIpo1eccopa.

7.8 CraHpapTHbIX KOH(UrypaumoHHbin pann nginx

# IT0 CTaHOBAPTHbIK KOHOUTypaumnoHHbiM dann ARTA Synergy
server {

# MpocnywunBaHne 80-ro mopTa Ha BCeX WMHTepdencax
# CM. Huxe KakK BKMYUTb HTTPS
listen 80;

# Wms cepsepa. MoxanyncTta, obpaTuTe BHUMaHWe, 4TO

# HeobxoouMo mucnonb3oBaTb pa3peweHHoe wuMma DNS, B

# NpOTUBHOM cny4yae ucnonb3lynte IP-agpec (He pekomeHpyeTcd)

server name $hostname; #HE W3MEHATb. Wcnonb3yute dpkg-reconfigure arta-synergy-synergy

# Bknio4veHne HTTPS

# YbeonTtecb, 4TO K04 U cepTuPuKaT

# pacnofioXeHbl MO yKa3aHHOMY MyTwu

listen 443 ss1;

keepalive timeout 70;

ssl certificate /etc/nginx/ssl/artasynergy com apache.crt;
ssl certificate key /etc/nginx/ssl/artasynergy com_apache.key;

# lNepenanpasnenne Bcex 3anpocoB HTTP Ha HTTPS
if ($scheme = http) {
return 301 https://$server name$request uri;

}

# MakcuManbHO [OMYCTWMbI pa3Mep KIMEHTCKOro 3anpoca
client max _body size 100m;

# HacTpauBaeMble cTpaHuubl ownbok. Wcnonb3lyeTtcs, Korpa
# QOHOBLIA Npouecc He oTBevaeT
error_page 502 504 = @service;

location @service {
rewrite ~/(.*)$ /index.html break;
root /opt/synergy/utils/errorpage/;

}

# HacTpovku obpaTHOro mpokcu-cepsepa

proxy set header Host $host;

proxy_set header X-Real-IP $remote addr;

proxy set header X-Forwarded-For $proxy add x forwarded for;
proxy set header X-Forwarded-Proto $scheme;

proxy redirect http:// $scheme://;

# MNepeHanpaBneHue Ha /Synergy/, €Cnu MPOUCXOAUT Nepexopn Ha /
location = / {
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return 301 $scheme://$server name/Synergy;

}

# naBHoe npunoxeHne ARTA Synergy
location /Synergy {
proxy _pass http://127.0.0.1:8080/Synergy;

# 3anncb BCeX KJIMEHTCKUX 3anpocCcoB ([ONnsd aHanvM3a M oTnagku)
access_log /var/log/nginx/synergy-requests.gz synergy gzip;
# Takxe Heob6xoOMMO 3anucbiBaTb 3anpochl U B FlaBHbIA Nor
access log /var/log/nginx/synergy.access.log;

}

# AOMUHUCTpPATUBHOE NpuNoxeHue Synergy
location /SynergyAdmin {

proxy _pass http://127.0.0.1:8080/SynergyAdmin;
}

# KoH¢urypatop Synergy
location /Configurator {

proxy_pass http://127.0.0.1:8080/Configurator;
}

# Synergy static files, serving directly
location /synergy-static {

alias /opt/synergy/jboss/standalone/deployments/Synergy.ear/synergy-static.war;
}

# Toyka pocTyna npoTokona WebDAV
location /webdav {

proxy_pass http://127.0.0.1:8080/webdav;
b

# Touyka poctyna npoTokona CalDAV
location /CalDAV {

proxy pass http://127.0.0.1:8080/CalDAV;
}

# llcnonb3oBaHWe BHewWwHeW aBTopu3auumu na moboro nNpuIoxeHus,
# He MoaoepxuBawWEro aBTopu3auuio BOBCe, HanpuMmep aisuite
location = /user-auth {

proxy _pass http://127.0.0.1:8080/Synergy/rest/api/person/auth;
proxy pass request body off;

proxy_set header Content-Length "”;

proxy set header X-0riginal-URI $request uri;

}

# TecTupoBaHWe W MUCMpaBJ/IEHUE MNPUNOXEHUS aisuite
#location /aisuite {

# proxy_pass http://127.0.0.1:8080/aisuite;
#

# # This will require ARTA Synergy login and password

# # to access

# auth_request /user-auth;

#}

# ARTA Information
location /Information {

proxy_pass http://127.0.0.1:8080/Information;
}

location /Wizard {
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proxy_pass http://127.0.0.1:8080/Wizard;
}

# 3anucb rnaBHoro poctyna
access log /var/log/nginx/synergy.access.log;

7.9 WHCTPYKUMA NO BKJIOYEHUIO 3arnywku XpaHmnuwa

7.9.1 OnucaHue

[anHas MHCTPYKIIUS OIUCHBAET OeicTBUs, TpebyeMble B Cllydasix Korfga HeoO0X0OuMO OTKPEITE, IPOCMOTPET!
KapTouKy fokyMeHTa (2KypHansl, PeecTpsl ¥ T. A.), HO IIPX 9TOM HEJOCTYITHO XPaHUJIUIIE 10 TON UJIU
WHOU IIPDUYMHE U OPYTUX BAPUaHTOB yXKe HeT.

BHHUMAHME!

38.1"J'IYHIKY OJIsd XpPaHUWJIMIIa MOZKHO IIPDHMMEHATH TOJIBKO Ha TECTOBOU MaIlIMHE, UCIIONIBb3Y A
OaMII 608B0171, TaK KaK HCIIOJIb30OBaHKME MOZKET IIPHMBECTU K HEIIOIIPABMMEBIM U3MEHEHUAM.

7.9.2 BkKJlOo4YeHUe 3arnyLwKm

1. Ilepesitu B mysql: mysql -uroot -proot synergy

2. Bumonuutek SQL 3anmpoc: INSERT IGNORE INTO options(id, value, type) VALUES ('auto c
reate document if absent’, ’'true’, 2);

3. BriviTu u3 mysql

4. Tlepe3amnyctutsh Jboss: etc/init.d/arta-synegy-jboss restart
3auTH B CHUCTEeMY II0[ IIOJIb30BaTeJIEM U IIPOCMOTPETH KaPTOYKY HY2XKHOI'O IOKyYMEHTa.

IIpumeuanue:

KoHTelHep Oisi JOKyMeHTa CO3[acTCs IIyCcTou, T.e. ¢aiiyoB, moamuce, ¢ainoB mo ¢popMme
¥ JOOMN. KapTOYKM BHl HE YBUOHWTE, T.K. (QU3MUECKH HX BCE ke HeT. [Ipu moBpexKIeHHOM
XPaHUIUIIE B PEOKOM CiIydae BO3MOXKHO 0ToOpazkeHUe (OPMBI JOKYMEHTA.

7.9.3 OTKJ/II0O4EeHMe 3arnyLwKm

[aHHLIA MYHKT IPAKTUYECKHA He MCIOIb3YeTCs B CBSI3H C TEM YTO, 3aTJIYIIKy IPUMEHSIOT B KpalHeM
cnydae, 4TOOB pa3odpaThCs C TPOOIEMOH.

1. Ilepesitu B mysql: mysql -uroot -proot synergy

2. Bumonuutek SQL 3anpoc: delete from options where id="auto create document if absent”;
3. Bemitu u3 mysql
4.

IlepezamycTtuTs Jboss: /etc/init.d/arta-synegy-jboss restart

ITocne oTkMI0OUEeHU S KapTO4YKY HOKYMEHTa, KOTOprfI OTKPEIBAJICSA BO BpeMsd OelCTBUSI 3arijyulKu, MOXKHO
ITIOCMOTPETH, HO IIPU OTKPBITUU OCTAJIBHBIX HOKYMEHTOB GYJIGT BEIXOOUTH omrmbKa MCIOTHEeHUS.

ITpumeuanue:
ITpu paGoueM xpaHUIUIIE BKIIOUYEHNE 3aTJIyIIKU HUUYeTro He U3MEHUT.
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7.10 UHCTPYKUMA NO HAcTpouke uHterpauum c SharePoint

— YT0 1 XOTen cKa3aTh, — HaKOHeIl BKIIMHUBAIOCH sI, — TakK

9TO TO, UTO Y MEHS JOMa eCTb HHCTPYKIIHMS, KOTOPasi OTKPHIBAET
60J'IBI_LII/I€ BO3MOZKHOCTHY B TEXHUYECKOM M3JIOZKEHUU MEBICJICH.
OHa HayMHaeTCcs Tak:

“C6opKa IMOHCKOT 0 Beyiocunena TpedyeT 60IbIIIOT0 CIIOKOMCTBUS

nya"
PoGepT M. [Mupcur. [I3eH U UCCKYCTBO yXOOa 3a MOTOLIUKIIOM

7.10.1 BBepeHue

Microsoft SharePoint Foundation — 6ecmmaTHoe mpuinoxeHue K Windows Server. Microsoft Share-
Point Foundation mpemocTaBisieT 6a30ByI0 HHPPACTPYKTYPY [AJISI COBMECTHOM paboTH — pefakKTuPOBaHUE,
XpaHeHHWe JOKYMEHTOB, KOHTPOJIb BEPCUH U T. 1.

Microsoft SharePoint Foundation, HacTpoennslit gis nnatgopmel ARTA Synergy, T03BOIS€T IPOBOIUTH
COBMECTHOEe pefakTupoBaHue ¢ainos MS Office Bepcun 2013 u BhIIlIe OIS CIEeOYIOMINX PACIINPEHNH:

¢ .docx — Microsoft Word;
¢ .xlsx — Microsoft Excel;
e .pptx — Microsoft PowerPoint.

HacTpoeHHO€e COBMECTHOE peflaKTUpoBaHue (alIoB JOCTYIIHO B crnenyiomux mectax ARTA Synergy:

» manka ITpusodceHus OKyMeHTa ¥ pPaboTh;
e manka IIpouue moKyMeHTa U paboThI;
* MOnynb XpaHuauuwie — Patinwl.

It Takux HaityioB KOHTEKCTHOE MEHIO OyOeT OOMOJTHUTEJIFHO COolepzKaTh MYHKT “HadvaTh cOBMeCcTHOe
penaktupoBaHue”. Ilo HaXaTUIO Ha 9TOT IYHKT (aiin 3arpyxkaetcsa B SharePoint, a KnueHTCKOMY
Opay3epy mepemaeTcs: CChIIKa Ha Hero, KoTopas OTKpHIBaeT maHHEIN ¢aiin B Microsoft Office. ITocne
HaXkaTusd coxpaHeHUusa uaMeHeHuu B Microsoft Office pokymenT nonagaet B SharePoint 1 3atem B ARTA
Synergy.

st paitnoB MS Office co cnegyromumMu pacIInpeHUsIMY OyOeT HOCTYITHO PEIaKTUPOBAHME B PENAKTOPE:

¢ .doc — Microsoft Word;
¢ xls — Microsoft Excel;
e .ppt — Microsoft PowerPoint.

II71s1 Takux QaiioB KOHTEKCTHOE MEHIO OyIeT IOIOTHUTEIIBHO COOepKaTh IyHKT “OTKPHIThE B pegakTope”,
KOTOPLIN II03BOJISET TOJIBKO OJHOMY IIOJIb30BaTENII0 pefaKTUpPOBaTh ¢aiiyl B OOUH MOMEHT BpPEeMEHM.
ITpu OTKPHEITUYM BTOPHIM I10JIF30BATEJIEM AAHHOI0 (aiiyia oTo6pakaeTcs yBeIOMJIEHHUE O TOM, YTO (haii
y2Ke UCHONIb3yeTCs, TO eCTh OH HEeJOCTYIIeH Ha pefakKTUpoBaHUe.

7.10.2 TpeboBaHusa

YcraHoBKa 4 HacTpolika SharePoint mocTaTouHO TpynoeMKa U IpefojiaraeT OOIOJIHUTEIbHEIE IIPeqHACTPOL
CTOPOHHUX INpuioxeHul. [105TOMY Ype3BEHYaWHO BaXKHO BHUMATEIBHO U TOYHO CJIE€HOBaTh KaXKIOMy
IIary JaHHOM MHCTPYKOUU. Takol nogxond rapaHTUPYyeT YCIellIHyI0 YyCTaHOBKY, HacTpoiiky SharePoint

u ero ucnojb3oBanue B ARTA Synergy mjsi COBMECTHOTO pefaKTUPOBaHUs ¢Galios.

Hacrosias WHCTPYKIUS UIIIIOCTPUPYET YCTAaHOBKY M HAcTpouKy Microsoft SharePoint Foundation
2013 na 6a3e OC Windows Server 2012 R2. KpoMme TOro, KOMIILIOTEDP AOJXKEH OBITh MOOKITIOYEH K
cetu UHTepHET.



http://www.e-reading.club/bookreader.php/111306/Pirsig_-_Dzen_i_isskustvo_uhoda_za_motociklom_%28Bashkov%29.html
https://ru.wikipedia.org/wiki/SharePoint
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7.10.3 TMMpepHacTpouKa cucTteMbl ansa yctaHoBku Microsoft SharePoint Foun-
dation

IMpexme, yeM HaYaTh yCTaHOBKY Microsoft SharePoint Foundation, Heo6xoouMo COBEPIITUTE CIEOYIOIINEe
OEeUCTBUS:

e IIpomnmcaTh cTaTudeckui IP-aipec u U3MeHUTH UM KOMIILIOTEpa (cepBepa);
* yctaHoBuTh Microsoft SQL Server 2008 u BhIIlIE;
* YCTAHOBHUTH U HACTPOUTH ponb Active Directory Domain Services.

7.10.3.1 HacTtpomuka ctatnyeckoro IP-agpeca n nepemMmeHoBaHue cepBepa

Tak kak cepBep Oymet ¢ poinbio Active Directory u, cooTBeTCTBEHHO, C cO6CcTBeHHEIM DNS-cepBepoM,
HYXHO:

* HA3HAYUTh €My CTaTHUUECKHUU ip-agpec;

» ntepBEIM DNS-cepBepoM ycTanoBuTh eMy 127.0.0.1, 4To6HI BOCIeOCTBUU He OBII0 ITPOOJIEM C pa3peleHne
UMeH.

Hacrpoiika ctatudeckoro IP-agpeca
1. Otkpotite Control Panel u nepeiinute B nogpa3zen Network and sharing center.
2. Haxxwmurte Ha Ethernet.
3. HaxwmuTte Ha KHOUIKY Properties.
4. Bribepute nyHKT Internet Protocol Version 4 (TCP/IPv4) n HaXXMUTe Ha KHOIIKY Properties.
5. Breibepute nyHKT Use the following IP address v BBeOUTe 3HAYEHUS B IIOJIA:
* IP agpec TeKkyl1ero cepsepa
e IP agpec macKu ofceTu
* IP agpec mnto3a

* IP agpec npepnouytutensHoro DNS-cepsepa
* IP agpec ansTepHaTuBHOro DNS-cepBepa

6. CoxpaHUTE BCe U3MEHEHUS.
IlepeuMmeHnoBaHHE cepBepa

1. Otkpotite Control Panel u nepeimute B mogpasmen System.

2. Haxwmure Ha Change Settings.

3. IlepenipuTe Bo BKiIagkKy Computer Name u HaxXXMUTe Ha KHOIIKY Change.
4. Ykaxurte uMs Baiiero cepaepa.

5. CoxpaHuTe BCe UBMEHEHUA.
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7.10.3.2 YctaHoBKa SQL Server

1.

10.

11.
12.

13.

JanycTtuTe MacTep ycTaHOBKH SQL Server.

. B mare Installation BeiGepute nyHKT New SQL Server stand-alone installation or add features to

an existing installation

. HpI/IMI/ITe YCII0BHsA IMIEH3UNOHHOI'O COTJIallleHUd.

. Bribepute o6HoBneHue SQL Server (OMIIMOHAJILHO).

. B mare Feature Selection ybeguTech, 9YTO BKIIOYeHH Tpebyembie (ary.

. B mare Instance Configuration ykaxxuTe UMs ¥ UOeHTUGUKATOP AJISI 9K3eMIuIsipa Oymymero SQL

cepBepa. O0s13aTEIBLHO COXpPaHUTe 3HaUeHue nojs Instance ID, oHo moHamo6uTcsa BaM B malbHeHIIeH
HacTpotike Microsoft SharePoint Foundation.

. Biare Server Configuration BeibepuTe yueTHBIE 3anucu ciiyk6 6ymymero SQL cepBepa (onumoHanmbHO)

. B mare Database Engine Configuration 3apaiiTe peXUM ITPOBEPKU MHOMJIMHHOCTH U BHIOEPUTE

aOMUHUCTPATOPOB Oynyinero SQL cepBepa (ONIIMOHAILHO).

. B mare Error Reporting ykaxuTe, KeJjlaeTe JIi Bbl OTIIPaBiIsiTh 0TYeTH 00 omubkax SQL cepBepa

Ha KOPIOpPaTUBHLIN CepBEP OTUYETOB (OMIIMOHAIBHO).

IMocne ycrenrHo yCTaHOBKY MacTep ycTaHoBKU SQL cepBepa oToOPa3uT OKHO MOATBEPKACHUS.

[lepes3arpy3uTe KOMIIBLIOTED.

ITocne mepes3arpy3ku KoMImbioTepa yoemutech, 4To SQL cepBep 3amyieH. [T 9TOTO OTKPOUTE
SQL Server Configuration Manager.

Bribepute HOmy SQL Server Services u ybemutech, 4To SQL cepBep HaxXOOWTCS B aKTUBHOM
COCTOSTHUU.
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7.10.4 YcTtaHOBKa M HacTpouka Microsoft SharePoint Foundation

7.10.4.1 YctaHoBKa npepekBu3utoB Microsoft SharePoint Foundation

INepen HavaioM HEITOCPENCTBEHHOM yCcTaHOBKHU Microsoft SharePoint Foundation Heo6xoguMo yCTaHOBUTH
BCe TpeOyloIuecs IPepeKBU3UTH. B Xxome WX yCTAaHOBKHM MOT'YT BO3HMKATh HEKOTOPHIE OmMOKU. B
Cllydae, eCJIi yCTaHOBKA IIPePeKBU3UTOB 3aBepIINIach HEyCIIelIHo, I0XKanylicTa, HaliguTe Bamry omuoky

U IPOBEOUTE PSAA MeP I10 ee YyCTPaHEeHMI0, OIIMCaHHBIY B COOTBETCTBYIOIIEM Pa3aesie HaCTOSAIed NHCTPYKIIUU

PaccMOTpuM alropuTM YCTaHOBKU IIpepekBU3UTOB Microsoft SharePoint Foundation.

1. 3anycturte Mmactepa yctaHoBKHu Microsoft SharePoint Foundation u Haxxmute Install software pre-
requisites.

2. MacTep ycTaHOBKH OTOOPA3UT CIIMCOK IIPEPEKBU3UTOB, HEOOXOOUMEBIX [IJI5I ITOCIeOYIOIIeH YCTaHOBKHU
Microsoft SharePoint Foundation.

3. IlpumMuTe yCIIOBUS JIULIEH3UOHHOIO COTJIallleHu.

4. Tlocrne yCHenrHol yCTAHOBKY TPEPEKBU3NTOB HEOOXOAUMO ITEPE3arpy3uTh KOMIIBIOTED.

IIpepeKBU3HUTHI OJIsI CAMOCTOSATEILHOT0 CKaYNBaHUSA
Microsoft .NET Framework version 4.5

Windows Management Framework 3.0

Microsoft SQL Server 2008 R2 SP1 Native Client

Microsoft Sync Framework Runtime v1.0 SP1 (x64)
Microsoft AppFabric 1.1 for Windows Server

Windows Identity Foundation (KB974405)

Windows Identity Extensions

Microsoft Information Protection and Control Client (MSIPC)
Microsoft WCF Data Services 5.0

Cumulative Update Package 1 for Microsoft AppFabric 1.1 for Windows Server (KB 2671763)

7.10.4.2 YctaHoBKa Microsoft SharePoint Foundation

ITocne ycrenrHoOM yCTaHOBKY IIPEPEKBU3UTOB BEI MOKeTe IIPUCTyIIaTh K HEIIOCPEICTBEHHON yCTaHOBKE
Microsoft SharePoint Foundation. ITpu aTom y6enuTecs, uto SQL Server 3amyliieH.

1. TloBTOpPHO 3amycTuTe MacTepa ycraHoBKu Microsoft SharePoint Foundation u Haxxmure Install
SharePoint Foundation.

2. HpI/IMI/ITe YCIIOBHU A JIMIOEH3UOHHOTO COT'JIallIEeHUd.



http://go.microsoft.com/fwlink/p/?LinkId=250950
http://go.microsoft.com/fwlink/p/?LinkId=273961
http://go.microsoft.com/fwlink/p/?LinkId=254815
http://go.microsoft.com/fwlink/p/?LinkID=224449
http://www.microsoft.com/en-us/download/details.aspx?id=27115
http://go.microsoft.com/fwlink/p/?LinkID=226830
http://go.microsoft.com/fwlink/p/?linkid=252368
http://go.microsoft.com/fwlink/p/?LinkID=219568
http://www.microsoft.com/en-us/download/details.aspx?id=29306
http://support.microsoft.com/kb/2671763
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10.

11.

12.

. BbIGepI/ITe IIamnkKy OJjisd XpaHeHUu A @aﬁHOB MHOeKCa IMoucKa (1o YMOJI9aHUIO OHHA 6YJIYT COXpPaHATBECA

B KopHeBoM nanke OC).

. MacTep ycTaHOBKM OTOOpa3uT OKHO MacTepa KoHpurypaiuu. Ybemutech, uto (mar Run the

SharePoint Products Configuration Wizard BkII0YeH, U HaXXMUTe Ha KHONKY Close.

. ITocne 3akprITHS OKHa aBTOMATHUYECKU OTKPOeTCs MacTep KoHpuryparnuu SharePoint.

. Ilo HaxkaTwmio Ha KHOIIKY Next OTO6pa3I/ITC$I OKHO OJIA IIOOTBEP2KOEHNA O BOSMO2KHO HeO6XOI[I/IMOCTI/I

mmepes3anycka Uiy cOpoca CiyxKo:

* ciyx06m IIS;
e cnyx06a agpMuHUCTPUPOBaHus SharePoint;
» cnyxk0a Taiimepa SharePoint.

INTogTBEepOuTE meucTBUE.

. CozpgatiTe HOBYIO (hepmMy cepBepoB. [l aToro Beibepute NMyHKT Create a new server farm.

. YkaxwuTe cepBep 0a3 JAHHEIX, a TAK¥XKe JIOTHH U IIapOJIib YUTATEJISI OTYETOB.

Cepgep 0a3 maHHBIX JOJIKEH OBITHL BBEHOEH B (popmare:
%uMs_KoMrbloTepaSs\\\%sngeHTupnukatop sk3emnnapa SQL cepsepas
roe:

* %UMA_KoMNnblTepa%s - Server Manager — Local Server - Computer name;

* SuoeHTuPmkaTop sk3emnnsapa SQL cepsepa% - Instance ID, coxpaHeHHBIN IIPU ycTaHOBKe SQL
cepsepa (1. 6).

. 3agailiTe maponbHYIO Gpasy.

3apgaute HOMED nmopTa. MOXKHO MCHONIB30BaTh CIIyYaWHBIM HOMED IOPTa, HO B KAa4eCTBE IIOpTa
IOJIg caliTa afMUHUCTPUPOBaHUSA NPORyKToB SharePoint cepBep Team Foundation Server Bcerza
ucnonblosan 17012.

IMogTBepmute KoHdurypaumuio SharePoint.

[Tocye yCIeIIHOTo 3aBePIIEeHNsT MAaCTeP OTOOPA3UT OKHO OO TBEPKAEHMUS.
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7.10.4.2.1 MNpo6nembl npu yctaHoBKe Microsoft SharePoint Foundation n nytu ux peweHus
7.10.4.2.1.1 .NET Framework 4.6

ITpu nonbiTKe ycTaHOBUTH Microsoft SharePoint Foundation Ha koMIIbI0TED, UMEIOLINH IPEeAyCTaHOBJIEHHEBIN
.NET Framework Bepcuu 4.6 umnu 4.6.1, ycTaHOBKa 3aBEPIIUTCS HEYCHEITHO. ATMUHUCTPATOPY OTOOPAa3UTCS
omubKa C TEKCTOM:

Setup is unable to proceed due to the following error(s):
This product requires Microsoft .Net Framework 4.5.

Taxkast mpo6siemMa BO3HUKaeT moToMy, 4To Microsoft SharePoint Setup He mogmepxkuBaet .NET Frame-
work 4.6 unu 4.6.1.

s yciemHo# ycranoBku SharePoint Heob6xommmo nmoHu3uTh Bepcuio .NET Framework omauM u3
CIIEeIOYIOIINX CIIOCOO0B:

1 cmoco® (pexoMeHayeTCsI)

1. Yomanute .NET Framework coriacHo ero Bepcuu u yctanorineHHoi OC.

* NET Framework 4.6:
- Windows Vista SP2, Windows 7 SP1, Windows Server 2008 SP2, Windows Server 2008 R2
SP1 - yganute Microsoft. NET Framework 4.6 u3 Control Panel - Programs and Features.

- Windows 8, Windows Server 2012 - ymanute Update for Microsoft Windows (KB3045562) u3
Control Panel - Installed Updates.

- Windows 8.1, Windows Server 2012 R2 - ymanute Update for Microsoft Windows (KB3045563)
u3 Control Panel - Installed Updates.
 NET Framework 4.6.1.
- Windows 7 SP1, Windows Server 2008 R2 SP1 - ynanute Microsoft. NET Framework 4.6.1 u3
Control Panel — Programs and Features.
- Windows 8, Windows Server 2012 - ymanute Update for Microsoft Windows (KB3102439) u3
Control Panel - Installed Updates.

- Windows 8.1, Windows Server 2012 R2 - ymanute Update for Microsoft Windows (KB3102467)
u3 Control Panel - Installed Updates.

- Windows 10 - ymanute Update for Microsoft Windows (KB3102495) us Control Panel - In-
stalled Updates.

2. Ilepe3arpy3uTe KOMIILIOTED.
3. Ckauaurte u ycranosute .NET Framework 4.5.2.

4. 3anyctute yctaHoBKy Microsoft SharePoint Foundation.

ITocne ycmemtHoi yctaHnoBKu SharePoint Bel MmozxkeTe 00HOBUTE .NET Framework mo Bepcun 4.6 unu
4.6.1.

HcTtouHUuK
2 crmocoo

IaHHBIM MeTOI He0OXOIMMO UCII0JIF30BATh JIUIID B CTydae, KOTfia IIEPBHIN CII0C00 He PEeIITniI BEIIIEOITMCaHHY
npobiemy.
1. 3anycTute pegakTop peectpa regedit.exe oT UMeHN AIMUHUCTPATOpPA.

2. N3menuTte npaBa AgmuHuctparopa ansa .NET Framework. [Ins storo neperigute B y3ea HKEY L
OCAL_MACHINE\\\SOFTWARE\\\Microsoft\\\NET Framework Setup\\\NDP\\\v4.



https://www.microsoft.com/en-us/download/details.aspx?id=42643
https://support.microsoft.com/en-us/kb/3087184
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3. HaxMuTe mmpaBol KHOIIKOM MBIIIN 0 Y31y v4 u BeIOepuTe TyHKT MeHio Export. O6s13aTeIbHO
COXpAaHUTE KCIIOPTUPOBAHHYIO KOH(PUTypauuio, oHa noHagoburcsa Bam mo3pHee.

OmnsaTh HaXXKMHUTE IIPABOM KHOIIKOM MBI 110 Y371y v4 u BeIOepuTe MyHKT Permissions.

Haxkmute Ha KHONIKY Advanced.

B cTpoke Owner HaxMuTe Ha KHONKY Change.

BriGepute ADMUHHCTPATOPa U BKIIIouuTe (praxkok Replace owner on subcontainers and objects.

COXpaHI/ITe BCE USMEHEHH.

L ® 3 o o s

HOBTOpI/ITe ciieoyromiye miaru OJjisi BCexX JO4YEepPHUX Y3JIOB HOOBI v4:

* HaxMwute nmpaBoit KHOIIKOM MBIIIN 110 Y3JIy ¥ BEIOEpUTE NYHKT Permissions.

e HaszmaubTe ApmmunuctpaTtopy mpaBa Full Control (cTtonbel Access B Tabmuile) U COXpPaHUTE
NU3MEHEHU.

* B ocHOBHOI o6nacTu PemakTopa peecTpa HaXKMHUTe IIPaBOM KHOIIKOM MEIIIIHM Ha CTPOKY Versions
1 BeIOepuTe MyHKT Modify.

* Uamenure 3HaueHue nons Value data Ha 4.5.x (Hannpumep, 4.5.51209) u coxpaHUTe U3MEHEHUS.

10. 3anyctute yctaHoBKy Microsoft SharePoint Foundation.

11. Tlocne ycremrHo# OTKPEITHSA MacTepa ycTaHoBKHM SharePoint o6HoBUTE .NET Framework no Bepcuu
4.6 unmu 4.6.1. 514 9TOr0 IepeiguTe B ITAaKy C COXpaHeHHOM KoHpUrypalue us nn. 3 ¥ OTKpouTe
ee.

12. TlogTBepOuUTE UMIIOPT KOHPUTYPAIIUH.

13. Tlepe3arpy3uTe KOMITLIOTED U IIPOHOOJIXKUTE YCTaHOBKY Microsoft SharePoint Foundation.

HcTouHUK

7.10.4.2.1.2 Error: The tool was unable to install Application Server Role, Web Server (lIS)
Role (Error Code: -2146498298)

IManHas ommbKa BO3HUKAET B ClIydae HEKOPPEKTHOM KOHGUTYpalluu ¥ YCTaHOBKU poiei Application
Server u Web Server (IIS).

B TakoM criydae B JIOT X0Ofla YCTaHOBKY IIpepekBu3uToB Microsoft SharePoint Foundation 6ynyT mo6aBneHs!
crepyroIre coo0IIeHUs:

2016-07-27 00:10:00 - Error: The tool was unable to install Application Serve
r Role, Web Server (IIS) Role.

2016-07-27 00:10:00 - Last return code (0X3E8=1000)

2016-07-27 00:10:00 - Options for further diagnostics: 1. Look up the return c
ode value 2. Download the prerequisite manually and verify size downloaded by
the prerequisite installer. 3. Install the prerequisite manually from the giv
en location without any command line options.

Ins ycnemHo# yctaHOBKY SharePoint He06X0aUMO BOCIIOIB30BATHCS OOGHUM U3 CJIEQYIOIINX CIIOCOGO0B:

1 cnoco®

1. 3anyctute KoHcomnb Microsoft PowerShell or uMmeHr ADMUHUCTPAaTOPA.

2. BrimonHMTE B HEM CJleAyIOIIMe KOMaHIbI:



http://sharepoint.stackexchange.com/questions/61239/this-product-requires-microsoft-net-framework-4-5/168051#168051
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Import-Module ServerManager
Add-WindowsFeature NET-WCF-HTTP-Activation45,NET-WCF-TCP-Activation45,NET-
WCF-Pipe-Activationd45 -Source E:\\\Sources\\\sxs

Add-WindowsFeature Net-Framework-Features,Web-Server,Web-WebServer,Web-Com
mon-Http,Web-Static-Content,Web-Default-Doc,Web-Dir-Browsing,Web-Http-Erro
rs,Web-App-Dev,Web-Asp-Net,Web-Net-Ext,Web-ISAPI-Ext,Web-ISAPI-Filter,Web-
Health,Web-Http-Logging,Web-Log-Libraries,Web-Request-Monitor,Web-Http-Tra
cing,Web-Security,Web-Basic-Auth,Web-Windows-Auth,Web-Filtering,Web-Digest-
Auth,Web-Performance,Web-Stat-Compression,Web-Dyn-Compression,Web-Mgmt-Too
1s,Web-Mgmt-Console,Web-Mgmt-Compat,Web-Metabase,Application-Server,AS-Web-
Support,AS-TCP-Port-Sharing, AS-WAS-Support, AS-HTTP-Activation,AS-TCP-Acti
vation,AS-Named-Pipes,AS-Net-Framework,WAS,WAS-Process-Model,WAS-NET-Envir
onment,WAS-Config-APIs,Web-Lgcy-Scripting,Windows-Identity-Foundation,Server-
Media-Foundation,Xps-Viewer -Source E:\\\Sources\\\sxs

3. Ilepe3arpy3uTe KOMIIBLIOTED U IPOAOJIKUTE YCTaHOBKY Microsoft SharePoint Foundation.

HcTouHUK
2 cmocoo

IaHHBIN METO IIOBTOPSIET IIEPBHIN 3a UCKIIIOUEHHUEeM TOT0, YTO BBITIOJHSETCS He B KOHCONIU Microsoft
PowerShell, a HenocpeacTBeHHO U3 uHTEpdelica B Server Manager.

OTkpotiTe Server Manager u nepeupnuTe B noapa3nei Add Roles and Features.

B mare Installation Type y6eguTecs, 4TO BEIOpaH OyHKT Role-based or Feature-based Installation.
B mare Server Selection BribepuTe TpeOyeMbIi cepBep.

B nyukTe Server Roles BribepuTte ponu Application Server u Web Server (IIS).

ITomTBepKOasi CBOU OeHCTBUs, mouauTe mo inara Confirmation.

o Ok W=

YkaxuTe manky, u3 KOTOPOU OyOyT yCTaHOBIIEHBI MaHHBIE POJIM, HaxKaB Ha Specify an alternate
source path.

7. YKaxuTe CIenyonui Ny Th:
E:\\\Sources\\\sxs

8. ITogTBepnuTe ycTaHOBKY ponel Application Server u Web Server (I1S).

9. ITocne ycnemHo# yCTaHOBKY HaHHBIX POJIEU IPOAOIXKUTE YCTaHOBKY Microsoft SharePoint Foun-
dation.

HcTtouHUK

7.10.4.2.1.3 Error: AppFabric installation failed (Error Code: 1603)

IanHas omubKa MOXKET BO3HUKHYTH ITPU yCTaHOBKe ImpepekBu3uta Microsoft AppFabric 1.1 for Win-
dows Server.

B TakoM crny4ae B JIOT X0fa YCTaHOBKM IpepekBu3uToB Microsoft SharePoint Foundation 6ynyT mo6aBmeHbI
CIIeNyIoIIe COOOIIEeHH S :



https://tprashanth.wordpress.com/2014/02/26/install-sharepoint-2013-on-windows-server-2012-r2/
https://tprashanth.wordpress.com/2013/06/05/error-when-installing-sql-server-2012-on-windows-server-2012-error-while-enabling-windows-feature-netfx3-error-code-2146498298/
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2016-07-27 18:20:46 - Process.Start: C:\\\Windows\\\system32\\\msiexec.exe /qui
et /norestart /i "c:\\\a0ddcd54d09ca0@70ef\\\Packages\\\AppFabric-1.1-for-Wind
ows-Server-32.msi” ADDDEFAULT=Worker,WorkerAdmin,CacheClient,Setup /l*vx "C:\
\\Users\\\COMPUTER-Name\\\AppData\\\Local\\\Temp\\\AppServerSetupl 1(2012-06-
26 18-20-46).1log” LOGFILE="C:\\\Users\\\COMPUTER-Name\\\AppData\\\Local\\\Temp\
\\AppServerSetupl 1 CustomActions(2012-06-26 18-20-46).log” INSTALLDIR="C:\\\
Program Files\\\AppFabric 1.1 for Windows Server” LANGID=en-US

2016-07-27 18:21:46 - Process.ExitCode: 0Ox00000643

2016-07-27 18:21:46 - AppFabric installation failed because installer MSI ret
urned with error code : 1603

II1s ee ycTpaHEHUS cOejlalTe Clenymollee:

1.
2.
3.
4.
5.

6.

OTtkpotite Control Panel u nepeiiute B mogpasuen System.

Haxxmute Advanced System Settings.

Haxkmute Ha KHONKY Environment Variables.

B Ttabnuiie System variables Beibepute PSModulePath n HaxxMuTe Ha KHOTIKY Edit.

VY6enutecs, uto nomne Variable value umeeT cnepnyloiliee 3HaYeHUe:

C:\\\Windows\\\system32\\\WindowsPowerShell\\\v1.0\\\Modules\\\;c:\\\Progr
am Files\\\AppFabric 1.1 for Windows Server\\\PowershellModules

CoxpaHHUTe BCe U3MEHEHUS U IIPONOJIKUTE yCTaHOBKY Microsoft SharePoint Foundation.

HcTtouHUK

7.10.4.2.1.4 Sharepoint 2013 Products Configuration Wizard Error: Failed to create sample

data

IanHas ommbOKa MOKET BO3HMKHYTh IIPU HEOCPEACTBEHHOM ycTaHOBKe Microsoft SharePoint Foun-
dation.

Ee MOXKHO YCTPaHUTh CIIEAYIOIIUM CIIOCOO0M:

1.

S A

ITepenimute B manky C:\\\Program Files\\\Windows SharePoint Services\\\15.0\\\Data\
\\.

HaxkMuTe nipaBoii KHOIIKOM MBIIIM Ha nanky Analytics GUID u BribepuTe yHKT Properties.
Bo Bkniapmke Sharing HaxxMute Ha KHOnKy Advanced Sharing.

BxmiouuTe ¢mar Share this folder u HaxxMuUTe Ha KHONIKY Permissions.

Haxxmute Ha kHONKYy Add u BBeguTe WSS ADMIN WPG.

Bxmtouute dnaxkok Full Control mmst faHHOM I'PYIIHHL.

CoxpaHUTe U3MEHEHUS U IPOJOJIKUTE YCTaHOBKY Microsoft SharePoint Foundation.

HcTtouHUK



https://blogs.technet.microsoft.com/praveenh/2013/02/21/sharepoint-2013-prerequisites-fails-with-msi-installer-error-code-1603-while-installing-appfabric-1-1/
http://www.adventuresinsharepoint.co.uk/2013/03/25/configuration-failed-failed-to-create-sample-data/
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7.10.4.3 Hactpouka Microsoft SharePoint Foundation

1. TTocne 3akpHITUS OKHA MacTepa aBTOMaTUYECKH OTKPOEeTCcs 6pay3ep Cco CTpaHuIlel aBTOPU3aliuu
B aIMHUHUCTPATUBHOM mOpunoxeHuu Microsoft SharePoint. BBegure joOTrMH U mapojib YYETHOMU
3aIucH.

2. Tlocne Bxoma oToOpa3uTCs I'JlaBHas CTPaHHUIla agMUHUCTPAaTUBHOTO ITpujiokeHus Microsoft Share-
Point.

3. Ins Havana, mobaBuMm 6ubmuoTeky ajs pabotsl c ARTA Synergy. [171s1 5TOTo Ha’KMUTe Ha BKJIAJKY
Apps.

4. Haxwmure Manage App Catalog.

5. BriGepute nyHKT Create a new app catalog site.

6. YKaxXuTe Ha3BaHUe U ONTMCaHNe MPUI0KEHUS, a TakKXKe No0aBhTe aAMUHUCTPATOPA U TT0JTh30BaTEIeH.

7. Bepnurecsk B Central Administration u Haxxmute Manage web applications.

8. Haiimute URL ampec maHHOTO IIPUJIOKEHUS.

9. Ilepeugute no URL agpecy U3 NpenpIOoyIIero IyHKTa.

10. HaxXMuTe TUKTOTPAMMY IIEeCTEPEHKH U BHIOEPUTE TYHKT Add an app B BHITIAZAIOIIEM CIIUCKE.

11. HaxwMmute Document Library.

12. YkaxuTe Ha3BaHue OymoyIei 6UOGIMOTEKN.

13. Haxwmute Ha BKIagkKy Apps for SharePoint.

14. HaxwmuTte Ha BKianky LIBRARY.

15. Haxwmurte Library Settings.

16. Haxwmurte Versioning settings.

17. YcTaHoBUTEe 3HaUYeHUS, KaK yKa3aHO Ha PUCYHKE.
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18. Bepuurech Ha3ap u HaxkMurte Permissions for this document library.

19. Y6emuTecsh, 4YTO IMOIb30BaTe b UMeeT ITpaBa ypoBHs Full Control. Odsi3aTeIbHO COXPAaHUTE UMSI
agMUHUCTPATOPA, OHO MMoHamoOuTcss Bam mo3gHee.

20. BepHuTech Hazapn u HaxxMurte Create column.

21. Co3paliTe KOJOHKY C Ha3dBaHUueM synergyld (Single line of text).

22. TloTopus mi. 20 co3maliTe elle OOHY KOJIOHKY C Ha3BaHueM synergyVersion (Number).

23. Tlepenigurte B mogpasnen Permissions for this document library u ygoCTOBepbTEChH, YTO [IJISI II0JIb30BATETT
yKa3aHHel e-mail agpeca. B IpoTUBHOM ciydae U3MeHeHUs JOKyMeHTa, COBEPIIEHHEIE II0JIb30BaTeIeM
6e3 e-mail, He OyOyT CUHXPOHU3MPOBaHE Mexkay SharePoint u ARTA Synergy.

7.10.4.4 WNuterpauma Microsoft SharePoint Foundation u ARTA Synergy

st Hagana HeoO6XOOUMO MPONKCATh XOCT ¥ JOMEH CepPBepa, Ha KOTOPOM ycTaHoBieH SharePoint, B

¢datine etc/hosts cepepa c ARTA Synergy. 9Tu maHHBIE MOXKHO IIOCMOTPETD B Server Manager — All
Servers

HacTpoilka vHTerpauuM B agMMHUCTPATUMBHOM npunoxeHun ARTA Synergy

1. ABTOpPU3YHUTECH C IOTMHOM U ITapojieM AMUHUCTPaTOpa B afMUHUCTPAaTUBHOM nIpunoxenuu ARTA
Synergy u nepeinuTe B nogpasnen HHmeepauus ¢ SharePoint.

2. BxumrouwnTe ¢iar Mcnoav3osams coeBMecmHoe pedakmuposaHue 00KyMeHMOos 1 3aIl0JIHUTE 00513aTelIbH
rmosisi. 3HaYeHUs MaHHBIX T0JIel BEl MOXkKeTe HAalTH B CIEOYIOMINX MECTaX CUCTEMEL:

* XOCT - XOCT, yKa3aHHBIU B atine etc/hosts.

* [loMeH - UMsI moMeHa, YKa3aHHOe IpU HacTpolike Active Directory (umss momeHa NetBIOS).
IToIOTHUTEJIFHO €TI0 MOXKHO ITOCMOTPEeTh B Apps for SharePoint - LIBRARY - Library Settings
— Permissions for this document library.

* MlopT - Server Manager — All Servers — Server Name.

* NpeHTudukatop - %cozdaHHasa bubauomexka% — LIBRARY - Library Settings. CkonupyuTe
comepKUMOe Opay3epHOM CTPOKHU Bce, 4TO HaxomguTcs Mexpay List=%7B u %7D, a Takxke B
MIOJIy4YMBIIENCS CTPOKe 3aMeHuTe %2D Ha -.

* B Ka4eCTBe JIOTHHA U IIapoJis UCIIONb3YIOTCSI COOTBETCTBEHHO JIOTHH U IIApPOIb ITOIb30BaTENS B
SharePoint.

3. TIpoBepbTE COEOUHEHNE C CEPBEPOM, Ha KOTOPOM yCcTaHoBNIeH SharePoint, HakaB Ha OMHOMMEHHYIO
KHOIIKY.
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IIpoBepka MHTErpanuu B OCHOBHOM npuiaoxkeHuu ARTA Synergy

1. ABTOpPU3YHUTECH C IOTUHOM M IIapoJieM ITOIb30BaTENS B OCHOBHOM mpunoxenuu ARTA Synergy u
OTKpoMTe paboTy, KoTopasi cogepxkuT daitn MS Office 2013 uau 2016. Bri30oBUTE KOHTEKCTHOE
MEeHIO JaHHOoro ¢atina.

IIpumeuyanue
Baxno! 1715 jaHHOTO ITOIb30BaTENS OOJI2KEeH OLITh YKa3aH e-mail.

Bce usmeneHnus B mokymeHTe SharePoint oT mMeHM MOJIb30BaTENsI, KOTOPHIM yYKa3aH B
aOIMUHUCTPATUBHOM MPUIOXKEHUU Synergy, OyoyT UTHOPUPOBATHCS, TaK KaK CUUTAETCS,
YTO TAKOU HOJIb30BATEJb - CUCTEMHLIH.

7.10.4.5 OwunbOKKM, BO3HUKAIOLLME NMPU COBMECTHOM pepaKTupoBaHuum ¢dhannoB, U NyTU UX
peweHus

7.10.4.5.1 He obHoBnsATCA A,OKYyMeHTbl u3 Sharepoint B Synergy (owumbka 500 B norax)

B cnyuae, ecnu cepBep SharePoint mpuceinaeT B norax omu6bky 500 Buna:

00:00:51,971 ERROR [arta.synergy.ejb.sharepoint.SharePointService] (EJB defau
1t - 7) http://sp-domain:80/ api/Web/Lists(guid’4F8312C5-A25A-41F0-BCB3-D3315
8CCO727")/GetListItemChangesSinceToken : HTTP/1.1 500 Internal Server Error

Heo0X0IUMO IPOBEPUTH HaJIMUMe II0JIed, KOTOphle CO30aloTcA B MyHKTax 20-22 TeKylllei MHCTPYKIIUH.

7.10.4.5.2 Owmubka MS Word 2016 npu COBMEeCTHOM pefaKTUupoBaHuu baina, KOTOpPbIW XPaHUTCA
B SharePoint 2013

Ecnu HeCKOIbKO Mob30BaTesiel 6yayT pemakTupoBaTh B MS Word 2016 ¢aiin, KOTOPBIM XPaHUTCS B
SharePoint 2013, To uM 0TOOPaA3UTCS Ccledylomas OImmnoKa:

Upload Failed: Locked by another user

Your changes were saved but could not be uploaded because this file is locked
for editing by <user>. You will be notified when this file becomes available.
Click resolve for options.

Pelienyre qanHOM IPo6IeMEl MOApa3yMeBaeT H3MEeHeHUs peecTpa. [Ipy HeBepHOM H3MEeHEeHU! peecTpa
MOTYT BO3HUKHYTh Cephbe3HbIe IIPo6ieMbl. I109TOMY HACTOSITEILHO PEKOMEHIYeTCs CHeIaTh Pe3ePBHYIO0
KOIIMIO PeecTpa 00 BHECEHUs U3MEHEeHUH.

1. 3anycturte pegakTop peectpa regedit.exe 0T UMeHU AIMUHUCTPATOpPA.

2. Iepeiwigute By3em HKEY CURRENT USER\\\Software\\\Microsoft\\\0ffice\\\16.0\\\Common\
\\FileIO.

3. Coszpaiite mapameTp “EnableRealtimeChannel”=dword:00000000. [I7s 3TOT0 B BepXHel ITaHen
HaXXMHUTe Ha KHOUKY Edit u BeiOepuTte nyHKT New — DWORD (32-bit) Value.
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B cnyuae, ecnu aiinel mo-npexaeMy 3a6JI0KUPOBaHLL, BB MOXKeTe BOCIIOIB30BATHCS OPYTUM PEIIEHUEM.
Ho npu sTOM BCe J0KajbHBEIE U3MEHEHUST OyAyT yTepsHEL. I103TOMYy IO OCYWIECTBIEHUS CIEOyIOIINX
IITaT0B HACTOSITEIbHO PEKOMEHAYeTCSI COXPAaHUTh JIOKATbHEIE KOITMY BCEX OTIIPABIIAEMEIX (GaiiioB.

1. IIpoBepbTe, OTIIPABASIOTCS JIU Ha HaHHBIM MOMEHT (aisbl. 1719 9TOTro HaXXKMUTE Ha IUKTOTPaMMy
Office Upload Center B maHenu yBeOOMIIEHUN.

2. YmanuTte Bechb ka1 ¢atiinos Office:

» 3akpoiite Bce nporpamMmmsl Office.

* B manenm yBemoMJIeHHH BEI30BUTE KOHTEKCTHOE MEHIO U3 MUKTOTrpaMMbl OneDrive u BEIOepUTe
nyHKT EXxit.

* Brei3oBUTE OouclIier4dep 3amady.

» Bo Bkazike Processes BLIGepHUTE BCe 3aMyIeHHbIE ITPOIECCH, CoIepKallue Tr000e 13 CIIedyIoITuxX
MMEH, U HaXXMHUTe KHONKYy End process:

MsoSync
CsiSyncClient
MsoUC
Groove

Lync
OneDrive

3. OTkpoiiTe Opay3ep u neperauTe B manky %SystemDrive%s\\\Users\\\%UserName%\\\AppData\\
\Local\\\Microsoft\\\0ffice\\\16.0\\\0fficeFileCache.

4. Tepeumenyuite nanky OfficeCacheFolder (maupumep, OfficeCacheFolder old). OprHako, ecnu
pa3Mep IanKu o4eHb 60bIIoN, BEl TO OJIg COXPaHHOCTH MecCTa XKEeCTKOTO [AMCKa BH MOXKETE ee
YOaUTh.

5. 3anyctute OneDrive u Office.

7.10.5 3akniouyeHue

TakuM 006pa3oM, YCTAaHOBKY M HacTpouKy SharePoint mns ero mcmonb3oBanusi B ARTA Synergy mms
COBMECTHOT'0 pefaKTUpoBaHUs (HalijioB MOKHO CUHNTATh YCIEIIHO 3aBEPIIEHHBIMHU.

7.11 Xpaununuuwe Cassandra

7.11.1 ApxuTekTtypa xpaHumnuuwa Cassandra

Xpauunuie Cassandra npegHa3HaudeHO Oy 00pab0TKY HAarpy3KM OAHHBIX OOJIBIITUX 00BEMOB MEXKIY
MHOZK€ECTBOM y3J10B 0€3 0TKa3a CUCTEMEI. Ero apXxuTeKTypa OCHOBaHa Ha TOM, YTO cOOU B CUCTEME U
almapaTHBIX CPEICTBaX BO3MOXKHEI, 1 OHU IIPOUCXOOSAT. JlaHHOe XpaHUIUIIe peraeT IpobieMy cOoes,
HCIIONIb3ysI OOHOPAHTOBYIO (JelleHTpaln30BaHHYI0) pacpeneeHHYI0 CUCTEMY MEeXIOY OOHOPOOHBEIMU
y371aMu, Toe DaHHBIe pacupelesieHb MeX Oy BCEMH y3JlaMU KjlacTepa. Bce y37bl 00MeHuBaloTCs nHpOopMaIine
[0 KJacTepy KaxXxnyioo cekyHnOy. [locnemoBaTenbHO 3alUCaHHEBIE JIOTM U3MEHEHUU B KaXKOOM y3Jie
(pUKCUPYIOT aKTUBHOCTD 3aIliCcHU OJisd o0ecleueHus: JOJIT0BEeYHOCTH JaHHbIX. Jlasiee faHHbIE UHAEKCUPYIOTCS
¥ 3aIIMCLIBAIOTCS B 9JIEMEHT IIaMsITH, KOTOPEIH Ha3kiBaeTcss Memtable, oueHb MOX0X M Ha KIIIT 00paTHOH
3amnucu. Korga sToT 371eMeHT NaMsTH II0JIOH, JaHHEIEe 3allMChIBAlOTCS Ha MUCK B datia gaHHBIX SSTable.

Bce 3amucu aBTOMaTH4YeCKHN pa3feisioTcsa ¥ KOMUPYIOTCS II0 BCceMy KiacTtepy. Bo BpeMs mporecca,
KOTOPHIN Ha3BaeTCs yniomHeHue (compaction), XpaHuJulille nepuoguyecku obrequHsaeT daisel SSTa

ble, oT6pacriBas ycTapeBIIyio HHGOPMaLUNi0 U UHOAUKATOPE! 00 yOaleHU TaHHBIX.
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Cassandra - 3T0 CTPOYHO-OpPUEHTUPOBaHHasI 6a3a MaHHBIX. Ee apXUTeKTypa M03BOIsSeT KaXXIOMY aBTOPU30BE
ITOIb30BATEIII0 ITIOOKITI0YAaThCS K IIPOU3BOJILHOMY Y31y JIFOO0T0 laTa-[eHTPpa U ITI0IyYaTh JOCTYH K TaHHBIM,
ncnonb3lysa A3elK CQL. s IpoCTOTH UCIONb30BaHUA s3bIK CQL mMMeeT CHHTAKCUC aHaJIOTHUYHBIN
sa3bIKy SQL. C Touku 3penus s3pika CQL 6a3a maHHBIX COCTOUT M3 Tabnmuil. OOBIYHO KjIacTep UMeeT
0IOHO npocmpaHcmeo karouell (keyspace) oist Kaxkgoro IpuiaoxkKeHusi. Pa3paboTuyuKy MOT'YT ITIONYYUTh
moctyn K CQL yepe3 cqlsh, a TakKe C IOMOIILIO IPaiBEPOB IJIsI SI3BIKOB ITPUJIOKEHUN.

3ampochl KIWeHTa Ha YTeHHWe U 3alllch MOTYT OBITH OTIIPABIIEHEH II0O0OMY y3iy B Kiactepe. Korpma
KJIMEeHT IIOOKJII0YaeTcs K Y3IIy C 3allpOCOM, 9TOT y3eJl CIYKUT B KaueCTBe KOOpAUHATOpa [Jisd 3TOU
KOHKPETHOM omnepauuu KiaueHTa. KoopauHaTOp BHICTYIIAeT B POJIM IIPOKCU MEXKOY NPUIOXKEHUEM
KJIMEHTa U y3JlaMH, B KOTOPHIX HaXOOATCS OaHHbIe 3amnmpoca. KoopaguHaTop onpenenseT, KakKue y3JIb B
LIEM¥ OOJIXKHBI IIOJTYYUTh 3aIllpPoC, B 3aBUCUMOCTH OT HACTPOEK KJIacTepa.

7.11.1.1 OCHOBHbI€ KOMMNOHEHTHI

e V3ea (Node) - MeCcTO XpaHeHHUs JaHHEIX. DTO OCHOBHOM 371eMeHT xpaHununia Cassandra.

e Ilama-ueHmp (Data center) - Hab0Op CBsI3aHHBIX MeXKOy co00# y310B. OH MOKeT OBITh PUIUIECKUM
00 BUPTYaJIbHEIM ITIeHTPOM. Pa3Hble paboyne Harpy3KHU MOJIKHEI MCIIOIL30BaTh OTHEIbLHEIE aTa-
LeHTPHI (Qu3ndeckue 1ubO0 BUPTYyaJIbHBIE BHE 3aBUCUMOCTH OT THUIIA). PeluKanus yCTaHaBIUBaeTCs
maTa-lieHTpoM. M CIIONb30BaHUE OTHEeIbHEIX IIeHTPOB IPEemoTBpalllaeT BIHSHHUE OPYTHUX HArpy30K
Ha TPaH3aKIW{ XPaHUIUINA U HO3BOJIET XPAHUTDL 3alPOCH PAOOM [JIsi YMEHBIIEHHUS 3adepPxKKHU
BpeMeHH. B 3aBUCUMOCTH OT KO3 PHUIIMeHTa PEIIUKAIIUN TaHHbIE MOTYT GBITh CHHXPOHU3UPOBAHEI
B MHOXKECTBe [aTa-lleHTpaxXx. B mo06oM ciydyae, maTa-IIeHTPH HUKOTOa He 3aHUMAIOT (pHU3UUYecKoe
MECTOIIOI0KEHHUE,

e Kaacmep (Cluster). KimacTep COCTOUT M3 OHOI'O UIIM HECKOIBKUX AaTa-IleHTPoB. OH MOXKeT UMETh
HeKoe GU3nIeCKoe MeCTOIIOJIOKEeHHE.

e Jloeu usmeneHuti (Commit log). Bce gaHHBIe BHa4alle 3alIUCLIBAIOTCS B JIOTH U3MEHEHUH 151 00eCIIeYeHU s
uX monroBeuyHocTu. Ilocme TOro, Kak Bce maHHBIe OymyT mepemaHbl B SSTables, oHUM MOTyT OBITH
3aapXUBUPOBAHEI, yHoaaeHbl 1u00 mepepaboTaHHI.

* Tabauua (Table) - Ha60Op yIOPAOOYEHHBIX CTOJIOOB, MCIOIB3YIOIIUXCS II0 CTPOoKaM. CTpoKa COOepKUT
CcTONOIE ¥ IePBUYHHY K04, [lepBas 4acTh KiI049a 5TO Ha3BaHHWe CTOIOIA.

* OmcopmuposaHHas cmpokosas mabauua SSTable (SSTable - sorted string table) - Heu3MeHsIeMbIH
daiin gaHHBIX, K KOTOPOMY XPaHUJININE Iepuonudecku nobasmnser uHbopmaluio us tabmun Memta
ble. B Tabnuiy SSTable Bo3M0OKHO TOJIEKO A00aBNATE HaHHbie. OHU XPAHSITCS B IIOCJIE0BAaTEILHOM
MOPSIiKe Ha OMCKEe U MOAAep>KUBAIOTCS OIS KaXXaou Tabnuisl xpauunuiia Cassandra.

7.11.1.2 OCHOBHble KOMMNOHEHTbl HACTPOMKM XPaHUINLLA

e T'occun (Gossip) - ODHOPAHTOBEIM IIPOTOKOJI CBA3M, KOTOPBIM HCIIONb3yeTCd OJisi oOHapyXKeHUsS U
nepepaydy HHGOPMAIUK O MECTOIIOJI0KEHUY U COCTOSIHUY APYTUX Y3JIOB B Kj1acTepe xpanunuia Cas-
sandra. [Tansas nHEGOPMaLNS TaKKe COXPAHIETCS JIOKAJIbHO Ha KaXX[I0M y3Jie IJIS UCIIOJIb30BaHMU
cpasy IIocie Ilepe3arpy3Ku y3ia.

» I[TapmuuuoHep (Partitioner) - onpepgenseT, KaKOU y3€eJI IOJIyYUT IIePBYI0 KO0 (pparMeHTa JaHHBIX
U KaK pacupenenuTh OpyTHe KOIIUY MeXIY OCTaJIbHBEIMHU y3/IaMu KjlacTepa. Kaxpmas cTpoka JaHHBIX
“MeeT YHUKAJIbHBIM UOeHTU(DUKATOP B BUE IEPBUUHOTO KJII0Ya, KOTOPHIM MOXKET COOTBETCTBOBATH
ee KJIIo4y pa3fge’ia, HO IIPKU 9TOM MOXKET coiepKaTh MHBIE KJIaCTePHBIE CTONOLEL. [TapTUIIOHED - 9TO
XomI-pyHKITNSA, KOTOpas U3BIeKaeT 3HaueHNe MapKepa U3 IePBUYHOTO0 KJlfoda CTPoKu. [lapTunuonep
HUCIIONIb3yeT 3HaUeHNWe MapKepa OJis OIpefeleHHs TOro, KakKue y3J/bl KjacTepa II0JIy4aloT KOIUHU
oTou cTpoku. Ilaptumuonep Murmur3Partitioner - aTo cTaHmapTHas cTpaTerus pasfeieHUus Ojis
HOBHIX KJTacTepoB xpaHunuira Cassandra, a Tak>ke BepHBIN BapUaHT [IJIsI HOBBIX KJIaCTEPOB IPAaKTUUYECKU
BO BCeX CIIy4asx.
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[I71s1 KaKOoro y3jia HeoOXOOUMO YCTaHOBUTE ITapTULIMOHED U IPUCBOUTHL 3HAYEHUE TapaMeTpy hum
tokens. 3HaueHHMe 3TOro mapaMeTpa 3aBHCHUT OT allllapaTHBIX BO3MOXKHOCTeM cucteMbl. Ecnu He
HUCIIONIb3YIOTCS BUPTyalibHBIE y3NnH (vnodes), BMecTo num tokens Hy>XHO mpucBauBaTh 3Ha4YeHUE
napameTpy initial token.

* Koagppuuuenm penauxkayuu (Replication factor) - obiiee KOIM4ECTBO KOIUM 110 BCEMY KJIACTEDY.
Koapdunuenrt pennukaliuy, paBHbM 1, 03Ha4YaeT, YTO Ha OOHOM y3JIe UMEETCS TOJIbKO OflHa KOIUsd
Kaxpou ctpoku. KoadduiineHT pennukanmu, paBHEM 2, 03Ha4YaeT, UYTO UMeeTCs OBe KOIIUU KaXkou
CTPOKY, HO 3TU KOIINM HaXOHOSATCS Ha Pa3HEBIX y3NlaX. Bce KOMUY ONMHAKOBO BaXHEI, HET IePBUYHOU
mm6o rinaBHOU Konuu. HeoOGxommmo ompepnensaTs KO3(GOOUUMEHT PENNIUKKAIIUM OIS KaXkKIOoro JaTa-
neHTpa. Kak mpaBuiio, XKeJjaTeIbHO YCTaHABIMBATh 3HaUeHUEe KoahduineHTa 00Ibile 4YeM OOUH,
HO He 00Jlee YeM KOJIMYEeCTBO y3JIOB B KJIacTepe.

* Cmpameaus pa3meuw,eHus penauku (Replica placement strategy). Xpauunuiie Cassandra XpaHHUT
KOTIMY JaHHBIX HA MHOXKECTBE Y3JI0B [jIs1 00ecliedeHM s HaleKHOCTU ¥ 0TKa30yCTOMYUBOCTU. CTpaTerus
pennuKaluy orpenenseT, Ha KaKuX y3Jjlax Heo0X0OIuMO pasMellaTh KoUK, [lepBast perinKa JaHHBIX
9TO IPOCTO MepBas KOS OaHHBIX, OHA He YHUKanbHa. 7151 GOJIBIIMHCTBA CIy4YaeB HACTOSITEIIbHO
pekoMeHpayeTcs ucnonb3oBaTh NetworkTopologyStrategy, moToMy 4TO faHHas CTPaATETUS [IO3BOISIET
JIETKO YBETUYUBATH KOJTUYECTBO AaTa-leHTPOB NPU He0OXOAMMOCTH AaTbHENINero paciupeHus.

[Tpu co3gaHuM MPOCTPAHCTBA KI0Yel HeoOXOOUMO OIPEeHesIuTh CTPATEeruio0 Pa3sMEIleHUsI PEIINKU
1 HeoOXOOUMOe KOJIUYECTBO KOIIUH.

e CHumu (Snitch) - onnpepenseT IPyNIbl MallliH B faTa-lIeHTPaxX U Ha CTOMKaX (TOIIOJIOTHUAX), KOTOPHIE
HCIIOIB3YIOTCS CTpaTeruel pelinKaluu Oji pa3MelleHus KOIIUH.

HaCTpaI/IBaTB CHUTY HeO6XOJII/IMO IIPX CO30aHHUU KJIaCTEPa. Bce cHuTYHN HUCIIOIIB3YIOT JII/IHaMI/I‘-IeCKI/Ifl
CJIOM, KOTOPBIM KOHTPOIUPYET IIPOU3BOAUTEIbHOCT U BHIOMPAET JIYUIITYI0 KOOUIo ajist 4yTeHus. OH
BKJIIOYEH I10 YMOJIYaHUIO 1 DEKOMEHOOBaH AOJId UCIIOJIb30BaHUS B OOJILIINHCTBE C60pOK. FpaHI/I‘-IHBIe
3HaYeHUs OUHaMUYEeCKUX CHUTYEM HacTpauBaloTCs OJIg KaXXA0T0 y3/1a B KOHPUTypallMoHHOM ¢atine
cassandra.yaml.

Hcnonws3yromuiics 1o ymoadanuio SimpleSnitch He pacro3HaeT gaTa-1ieHTPHI U CTOUKY HHpOpMaIuu.
Ero pekomMeHyeTCsI UCIIOJIL30BATh [JIT Pa3BePTHIBAHUM C OOHUM [aTa-IeHTPOM UJIH IS OHUHOYHOMN
30HHI B 00IIIeOCTYIIHEIX 00J1akax. GossipingPropertyFileSnitch pekoMeHnmoBaH O NPOMBIIIIEHHON
srcmyatanuu. OH onpenesnsaeT y3ell gaTa-lleHTpa ¥ CTOUKY, ¥ UCIIOJIb3YeT I'OCCUIIEL /I PaCIPOCTPaHEeHH
OaHHOM MHOPMalUM OPYTUM y3JIaM.

* Qalia koHpuzypayuu cassandra.yaml - OCHOBHOM KOH(PUTypallMOHHBIN aliil OJisd YCTaHOBKHY CBOMCTB
WHUNHAJIU3aUH KjlacTepa, K3IIMPOBaHUS ITapaMeTPOB TabJIUI, CBOMCTB HACTPOUKH U UCIIOJIb30BAHU S
PEeCYpPCOB, HACTPOEK TaliM-ayTa, KJIMEHTCKUX OOKITIOYEH, pe3ePBHOT'0 KOITMPOBaHUA U 6€30I1aCHOCTH.
[To ymMonmuaHUIO y3€Jl HACTPOEH [Jid XpaHEHUs OaHHBIX, KOTOPHIMU OH YIIPaBJIseT B OUPEKTOPUH,
yCTaHOBJIEHHOH B ¢aiine cassandra.yaml (/var/lib/cassandra npu ycTaHOBKe U3 IIaKeTa).

B pasBepThIBaHUAX NPOMHIIIIEHHOTO KJjlacTepa MOXKHO M3MEeHUTh qupekTopuio commitlog-direct
ory Ha apyroi ouck u3 data file directories.

e Ceolicmsa mabaut,bl CuUCMEeMHOo20 K/Aueso020 npocmpaHcmesa (System keyspace table properties).
s ycTaHOBKY aTPUOyTOB KOHGUTypallUM XpPaHUIHIa Ha Ta0IMYHOM YPOBHE 11160 Ha YPOBHE KITI0UEBOT'O
ITPOCTPAHCTBA ITPOrPaMMHO HJIH C MCIIOIb30BAaHUM KIIMEHTCKOTO IIPHUIIOKEeHUsI, Takoro kKak CQL.

7.11.2 HacTpo#MKa M 3anycK KJjiactepa C HECKOJIbKMMM y3s5iaMM (OaAMH paTa-
LLeHTp)

OnucaHB CBemeHUS OJIs pPa3BepPTHIBaHUSA KilacTepa xpaHunuma Cassandra ¢ ogHUM [aTa-LIEHTPOM.
Ecnu kimacTep He cO37aH, peKOMeHOyeTcst u3y4duTh cTathu “Cassandra and DataStax Enterprise Es-
sentials” unu “10 Minute Cassandra Walkthrough”.

g xparunumia Cassandra TepMuH dama-yeHmp o3HadaeT IPyIy y3J0B. [Jama-yeHmp, KaK 1 2pynna
penjiukauuu, o3Ha4daeT I'PYIIIY Y3/I0B, HACTPOEHHBIX COBMECTHO [1j151 00ecIiedyeHMsI CBOMCTBA pPeTJINKallu.



https://docs.datastax.com/en/latest-essentials
https://docs.datastax.com/en/latest-essentials
http://planetcassandra.org/Try-Cassandra/
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7.11.2.1 nMepep Ha4yanoMm paboTbl

Kaxpplii y3e1 gonKeH ObITh IPAaBUJIFBHO HACTPOEH MEePeS 3aTyCKoM KitacTepa. Heo6XoguMo onpenennThb
WJIV BBIIIOJIHUTE CJIEOYIOINNE OeWCTBUSA IIepel HadyaaoM PaboTh:

° XOpOI.T.IO IIOHMMATh, KaK pa60TaeT Cassandra. PeKOMeHHyeTCH U3YYUTh KaK MUHUMYM CJIEeOyIoIIue
CTaThH:

- ApxuTekTypa xpaHunuina Cassandra;

- “Tlorumanue apxutekTyphl” (Understanding the architecture);

- “Pennukanus mauHbx” (Data replication);

- “OcobenHocTu cToek xpanunuina Cassandra” (Cassandra’s rack feature).

* YcranoButh Cassandra Ha KaxKOblil y3el.
e VKazaTh UM OJIsI KjlacTepa.
* TTonyuuts IP-agpec g KaxXpmoro ysina.

» OmpefenuTh y3/Ibl, KOTOpEE OyOayT pazdarouumu (seed nodes). He HyXKHO HenaTh BCe y3JIbI
pa3gaomuMu. PeKOMeHAyeTCsa M3y4uTh IPOTOKOJ B3auMOAeicTBus y310B (Internode communi-
cations (gossip)).

OnpegennTb CHUTY M CTpaTeruw pennukauuu. [na npoMbllfIeHHbIX Pa3BEpPThIBAHUN <+
pekoMeHoywTCca GossipingPropertyFileSnitch u NetworkTopologyStrategy.

e TIpu McOonMb30BaHMM HECKONMBKUX HaTa-IIeHTPOB TPeOyeTCs OMpenenuTh IIpaBuia UMEHOBAHUS OIS
KaXXOoro gaTa-lleHTpa U CToMKU (rack), Hampumep:

DC1, DC2;
100, 200;
RAC1, RACZ;
R101, R102

Byane BHUMATEJIBHEI IIPDY YKAa3aHHUKW MMEHHU: IIEPEMMEHOBaHNEe NaTa-IeHTPa HEBO3MO2KHO.

e [Ipyrue BO3MOXKHEBIE HACTPOUKK KOHGUTypallu ONUCAHE B KOHPUTYpauuoHHOM (datine cassandra.
yaml u B datine cBoMcTB cassandra-rackdc.properties

B npumepe onucaHa yCTaHOBKa KJjlacTepa U3 6 Y3JI0B, OXBAaTHIBAIOIIETO 2 CTOMKY B OMHOM faTa-lIeHTpe.
Kazkapiit y3eq1 HaCTO€eH C ucIonb3oBaHueM GossipingPropertyFileSnitch u 256 supmyasavbHbix Y3108
(vnodes).

7.11.2.2 YcTaHOBKAa YUCTONO XpaHuAuLWa

Xpanunuine Cassandra ycTaHaB/IMBaeTCS C IIOMOIILI0 KOMaHIb:
# aptitude install arta-synergy-jcr4c
IMocne ycranoeku Cassandra MPOBepPUTh ee CTaTyC MOKHO KOMaHIOM:
# service cassandra status
OOpaTuTe BHUMaHHE: 110 YMOTYaHUIO IIPU YCTaHOBKe xpanunuia Cassandra B3ameH Jackrab-

bit oHO He comepKUT HUKAKUX MAaHHBIX - B TOM YHCJIe TeX, KOTOPLIe paHee COmepKallucCh B
Jackrabbit. Murpaiuio gaHHBIX HE0OXOOUMO BBLITIOMHSITh CIEIUaIbHBIM 00pa30oM.



https://docs.datastax.com/en/cassandra/2.1/cassandra/architecture/architectureTOC.html
https://docs.datastax.com/en/cassandra/2.1/cassandra/architecture/architectureDataDistributeReplication_c.html
https://docs.datastax.com/en/landing_page/doc/landing_page/planning/planningAntiPatterns.html#AntiPatRack
https://docs.datastax.com/en/cassandra/2.1/cassandra/architecture/architectureGossipAbout_c.html
https://docs.datastax.com/en/cassandra/2.1/cassandra/architecture/architectureGossipAbout_c.html
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7.11.2.3 TMpouenypa HAaCTPOUKMU

1. HpennonaraeTCﬂ, yto Cassandra YCTAaHABJIMBAETCHA Ha CIeOYIOIIue y3JIbl:

node®
nodel
node2
node3
node4
node5

110
110
110
110
110
110

.82.
.82.
.82.
.82.
.82.
.82.

155

155.
155.
156.
156.
156.

.0 (seedl)
1
2
3 (seed2)
4
5

IIpuMmeyaHHue: PeKOMEHAYeTCs AenaThk 00jiee 0mHOro seed y3J1a [ijisd OOHOIO aTa-IeHTpa

2. Ecnu Ha KnacTepe 3altyieH 6paHaMayap, He00X0OUMO OTKPHITE OIpeieIeHHEIN ITOPT AJIT KOMMYHUKalll
Mexnay y3namu. ITompo6uee 06 aToMm B cTaTthe Configuring firewall port access

3. Ecnu Cassanra 3anyiieHa, TpebyeTcss OCTAaHOBUTE CEPBEP U OYKUCTUTH JaHHEBIE: BHIIONHYTE yIaneHvue
s KiacTtepa mo ymondanuio cluster name (Test Cluster) mns cucteMHo#M Tabmuilkl. Bee y3imer
IOJIKHEI MCIIOJIb30BaTh OOHO UM KJlacTepa.

* JTakeTHas yCTaHOBKa:

- octaHoBKa Cassandra:

$ sudo service cassandra stop

- OYHCTKAa HaHHBIX:

$ sudo rm -rf /var/lib/cassandra/data/system/*

* VcTaHOBKa tar-apxuBa:

- octaHoBKa Cassandra:

$ ps auwx | grep cassandra

$ sudo

kill

pid

= O4YHCTKa OaHHBIX:

$ sudo rm -rf /var/lib/cassandra/data/system/*

4. YcTraHOBUTE CBOMCTBaA B ¢aiine cassandra.yaml oisg KaxXmoro y3a:

IIpuMeuyaHHe: IIOCIIe BHECEeHU TI0OLIX U3MeHeHuH B (aiin cassandra.yaml Heo6xogumMo
repe3alyCcKaTh y3el OJis IPUMEeHeHHUS 9TUX U3MeHEeHUH.

ITapamempuvl 0151 ycMaHOBKU:

num_tokens: pekoMeHpyemoe 3HauyeHue: 256

seeds: BHyTpeHHW IP-appec Ons Kaxmoro pa3falilero ysna.

Paspaloume y3nbl He MPOXOAAT MHULMANMU3ALUI0, KOTOpas BLIMOMHAETCSA AN KAXOoro <
HOBOTO Yy3/a, MPUCOEAMHAEMOro K CywecTBykleMy Knactepy. [Ons HOBbIX <
KNacTepoB MpoLEeCcC MHULMANM3aLUU ON8 pa3faniux y3710B NponyckaeTtcs.

listen_address.

Ecnn napaMeTp He ycTaHoBfeH, Cassandra 3anpocuT B CUCTEME JOKalbHbI appec, <«
CBA3aHHLIN C MMeHeM xocTa. B HekoTopbix cnydasx Cassandra He paeT <«
npaBuNbHbEIK appec, M HeobxoguMmo HacTpouTb napameTp listen address.



https://docs.datastax.com/en/cassandra/2.1/cassandra/security/secureFireWall_r.html

ARTA SYNERGY Administrator Manual 194 / 246

endpoint_snitch: wmsa cHuTua.
Ecnn CHMTYM 6bINM U3MEHEHbl, TO PEKOMEHOYeTCA W3Y4YuTb CTaTbl 3aMeHa CHuT4yen ( «
Switching snitches).

* auto_bootstrap: false [106aBnaTh 3TOT MapaMeTp HEOOXOOUMO TOJIBKO ITPU 3allyCKe HOBOTO
KJlacTepa, He cofepIKalllero NaHHBIX.

HpnMeanne: €C/Iu Y3JIbl B KJlaCTeépe HMIOEHTHUYHBI B CMBICJTIE€ OUCKOBOI'O IIPOCTPAHCTBA,
pacupenesieHHBIX OUOIMOTEeK U T. 1., MOXKHO HCIIOJIb30BaTh OOUHAKOBLEIE KOomuu (aiina cass
andra.yaml moist Bcex HUX.

IIpumep:

cluster name: ’'MyCassandraCluster’
num_tokens: 256
seed provider:
- class name: org.apache.cassandra.locator.SimpleSeedProvider
parameters:
- seeds: "110.82.155.0,110.82.155.3"

listen address:
rpc_address: 0.0.0.0
endpoint snitch: GossipingPropertyFileSnitch

1. B ¢atine cassandra-rackdc.properties mist gaTa-iieHTpa 1 CTOeK TpeOyeTCst Ha3HaYUTh UMEHa,
oIrpenesieHHBIE Ieper HavyanoM pabotel. Hampumep:

# indicate the rack and dc for this node
dc=DC1
rack=RAC1

2. Tlocne YCTAaHOBKH U HaCTpOﬁKH Cassandra Ha Bcex y3J1aX, CHa4alia I10 OJHOMY 3aIlyCTUTE seed-
Y3J1BI, IIOTOM 3aIlyCTHUTE OCTaJIbHBIE Y3JIEI.

* TlakeTHas yCTaHOBKa:

$ sudo service cassandra start

* YcraHOBKa tar-apxmBa:

$ cd install location
$ bin/cassandra

HpnMeanne: €CJIN y3eJl I1epe3allyCTHUJICA N3-3a aBTOMAaTHY€EeCKOI'o riepe3allyCKa, TO CHa4dalla
Tpe6yeTcs{ OCTAaHOBHUTH y3€JI U OYHUCTUTE KAaTaJIOTU JaHHBIX, KaK OIIMCAaHO BEHIIIE.

1. IImst IpOBEPKHU TOT0, YTO IIeIlb 3amylleHa U paboTaeT, BEHIIOIHUTE:

* [JIsI TTaKeTHOU YCTAaHOBKU:

$ nodetool status

¢ OJid YCTaHOBKHU U3 tar-apxusa:

$ cd install location
$ bin/nodetool status
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Kaxxawiit y3en monzkeH ObBITh YKa3aH B cIiucke, U ero craryc monxkeH O0uiTh UN (Up Normal): (mmm.
“ITpoBepka paboTHI KacTepa”).

paul@ubuntu:~/cassandra-2.1.8% bin/nodetool status
Datacenter: datacenteril

|/ State=Normal/Leaving/Joining/Moving

Address Load Tokens 0Owns Host ID
UN 10.194.171.160 53.98 KB 256 0.8% a9fa31c7-f3cH-44d1-bBe7-a2628867840C
UN 10.196.14.48 93.62 KB 256 9.9% fsbbl46c-db51-475c-ad44f-9facf2fladée
UN 106.196.14.239 83.98 KB 256 8.2% bBe6748f -ec11-410d-c24f-b8e7d8Ba2Be7

Figure 7.32: TIpoBepka paboTH K1acTepa

7.11.3 Mwurpauma paHHbIX B XpaHunuwe Cassandra

Ecnu xpanunuiie Cassandra ycTaHaBIWBAETCs HAa 3aMEeHY CTaHAapTHOMY xpaHumnuily Jackrabbit, yxe
comepxKallleMy HaHHBE, He0OXOOMMO MMPEIBAPUTEILHO BEIMOIHUTS METPAIIHIO JAHHBIX.

Synergy IIOOOEP2KUBAET IBA TUIIA MUTPDAIIUU: CTAHOAPTHYIO U KAaCTOMHYIO.

7.11.3.1 CraHpapTHasa Murpauua

CraHOapTHasi MHTpPallHsl IIpedHa3HadyeHa [OJI MUTPaIlMH BCEX BEPCHUH MOKYMEHTOB M IIOCJIETHUX
Bepcu damos.

CTaHOapTHaAa MUTPAIIASI MOXKET OBITh “IIOTHON” UM “JIeHUBOM”:

* IIOJIHAs MUT'palus TpeOyeT BHIIOIHEHUs Ha OCTaHOBIIEHHOM jboss, paboTta mosib3oBaTenieil B Synergy
B 9TO BpPeMs HEBO3MOIKHA;

e JIEHWBas MHUTPAIMs BBHIIIOIHSIETCS Ha 3amylleHHOM jboss; paboTa momb3oBaTesiei B Synergy, XoTb 1
3aMeniifgaeTcsi, HO MO2XKeT OBITEL B IIPOOOJI2KE€Ha B IIITAaTHOM pPEXKUME.

Hpouenypa BBLIIIOJIHEHHU S IIOTHOM MHUI'DAIlUH:

1. ocTtaHOBUTH jbOSS:
# /etc/init.d/arta-synergy-jboss stop

2. YCTaHOBUTH MAKeT MUTPaTOpa:
# aptitude install arta-synergy-jcrmigrator

3. 3amyCTUTh COOCTBEHHO MUTPAIHIO:
# /opt/synergy/utils/jcrmigrator/jcrmigrator migrate

4. TmocJie 3aBepIIeHUs MUTPAMK YCTAHOBUTh OCHOBHOM IakeT XpaHUIHUIIa arta-synergy-jcréc:
# aptitude install arta-synergy-jcr4c

5. 3amycTtuTsb jboss:
# /etc/init.d/arta-synergy-jboss start

BrImonHeHNe TIEHHBOM MHUI'DAIlUH:
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1. ocTaHOBUTH jboss:
# /etc/init.d/arta-synergy-jboss stop

2. YCTAaHOBUTHE ITAKET MUI'DATOPA:
# aptitude install arta-synergy-jcrmigrator

3. 3amyCTUTh MUTPAIUIO KapkKaca XpaHUJInIa:
# /opt/synergy/utils/jcrmigrator/jcrmigrator prepare
BrimonHeHrMe KOMaHAE 3aHMMaeT npuMepHo 1 MuHyTy Ha 200 DOKyMEHTOB.

4. 3anycTuth jboss:
# /etc/init.d/arta-synergy-jboss start

ITpu crapte jboss Bepcuu HOKyMEHTOB HAUMHAIOT B “JIEHUBOM~ peXHMe MUTPUPOBATh U3 OJTHOTO
XPaHUJIIUIIA B OPpyToe. HpI/I KaXaoM CTapTejbOSS BEITIOJIHSAETCS BHIUUMCIIEHHE KOJIMYEeCTBA OCTAaBIIIUXCA
BEpCUU DOKYMEHTOB.

OOpaTuTe BHUMaHHE: [I0 3aBEPIIEHNS MUTPAIIUH 3aIyCK U paboTa jboss 6ymyT BLITIOTHATHCS
Me[aJieHHee, YeM 00BIYHO.

HpOBepKa COCTOAHHUA HOBOT'O XPaHUJINIIIG, ITOACYET KOJINYEeCTBa OCTaBIIINXCHA Bepcnﬁ (3anyCKaeTc;{
TOJIBKO Ha OCTAHOBJIEHHOM jboss):
# /opt/synergy/utils/jcrmigrator/jcrmigrator check

5. Korma check cooOIIuT, 4To BCe BEPCUH YCIIEIIHO MUTPUPOBAHLI, MOXKHO CTAaBUTh OCHOBHOM MaKeT
Xpanunuiiia arta-synergy-jcrac:
# aptitude install arta-synergy-jcr4c

ITOT IMakKeT yCTaHOBUT XpaHunuiie Ha Cassandra, KoTopoe yxe 0yneT comepxKaTh MUTPUPOBABIIIHAE
MOKYMEHTHI.

7.11.3.2 KacToMHasa Murpauus

KacToMHass MUTpaIusi IpefHa3HaveHa OJIsi MUTPAIAY ITOCTIefHUX BePCUll HeyIaleHHBIX JOKYMEeHTOB
PeecTpoB U IUYHBLIX KAPTOUYEK MOJIh30BaTeJIeH.

ITpouenypa BEIIIOJIHEHUS:

1. ocTtaHOBUTE jboss:
# /etc/init.d/arta-synergy-jboss stop

2. yCTaHOBUTH IaKeT MUTpaTOpa:
# aptitude install arta-synergy-jcrmigrator
3. 3amyCTUTH MUTPAIIUIO IIOCTIeTHUX BePCHU BCeX OKYMEHTOB B CHCTEME (3aluceil peeCTpPoB, HOKYMEHTOB
B XXypHajax):
# /opt/synergy/utils/jcrmigrator/jcrmigrator migrate docs
Mpu NOBTOPHOM BLINOSIHEHUU KOMaHObl BypeT OCywecCcTBAATLCHA OOMUTpaUMs OCTaBULKUXCH <

OOKYMEHTOB.
NMocne 3aBepuweHWs Murpauum byneTt BbiBeOeHO coobueHue:

Congratulations! You have fully migrated your documents storage to Cassandra.

4. 3alyCTUTh MUTPALMIO ITIOCJIEAHUX BePCUM Bcex (aiioB B XpaHunuile Synergy (oTo6pazkaeMbIX B
mopnyie XpaHunuile - Oauinl):

# /opt/synergy/utils/jcrmigrator/jcrmigrator migrate files
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Mpu NOBTOPHOM BbLINMOSIHEHUM KOMaHObl OymeT OCyWwecTBAATLCA AOMUIpaLMs OCTABUMUXCHA <
pannos.
Nocne 3aBepweHuss Murpaumm O6yneT BbIBEOEHO CooblUeHue:

Congratulations! You have fully migrated your files storage to Cassandra.

5. 3amycTUTh MUTPAIXIO TIOCJIEOHUX BEPCUM KapTOYEeK II0JTh30BaTeIeH:
# /opt/synergy/utils/jcrmigrator/jcrmigrator migrate cards

[ns KapToyeK nofb3oBaTesied Takke MpefycMOTpeHa AOMWrpauus Mpu MOBTOPHOM <
BbINOJTHEHUM KOMAH[b.
Mocne 3aBeplieHUs MUTpauuu OyneT BbiBeOeHO coobueHue:

Congratulations! You have fully migrated your personal cards storage to Cas-
sandra.

6. 3amyCTUTH MUTPALIUIO ITPEeAbIAYIINX BEPCUN JOKYMEHTOB, KOTOPHIE ObLIM MUTPUPOBAHBl KOMaHIOM
migrate docs:
# /opt/synergy/utils/jcrmigrator/jcrmigrator migrate versions
AHaIoTUYHO, MPeyCMOTPEeHAa OMUTPALIMSI TPU ITIOBTOPHOM 3amycke. [Toce 3aBepIIeHUsT MUTPAIIUN
OymeT BHIBEIEHO COOOIIIeHHE:

Congratulations! You have migrated all version of documents to Cassandra.

7. Korpa OymeT 3aBepilleHa MUT'PAIUs BCeX HE0OXOOUMBIX JOKYMEHTOB, MOXKHO YCTaHOBUTH OCHOBHOM
nakeT xpaHunuina Cassandra:
# aptitude install arta-synergy-jcr4c

7.12 TMMpoMeXyTO4YHbIX JIOKaJibHbIA NO4YTOBbLIXU CepBep

7.12.1 OnucaHue

B HEeKOTOPHIX CITy4asix IIPUI0KEHU, OTIPABIIAIONINE IOUTY, He IOOOePKUBAIOT PAa3INYHbEIe KOMOUHAIIUN
HaCTpoeK cepBepoB oTpaBku (SMTP). KpoMe Toro, MoxeT OBITH HE0OX0OUMa BO3MOKHOCTE OTIIPABKHU
3JIEKTPOHHOM ITOYTH M3 KOMAHIHOM CTPOKHU CepBepa.

71 3TUX 11ejiell MOXKHO HCIIOJIb30BaTh MOUYTOBEIM cepBep (MTA) exim, KOTOPHIM NOOmEePXKUBAETCSA B
Debian o ymonyaHuio U UMeeT yOOOHbIE CPEICTBA HAaCTPOUKH.

Mt 6ymeM HacTpauBaTh CIEOVIONIYI0 KOH(GUTYPAIIHIO:

e ITpuém noutet mo SMTP no agpecy localhost (127.0.0.1) u mopTy 25, a TakKe JIOKaJIbHO, Yepe3
BBI3OB /usr/sbin/sendmail

* OTmpaBKa IIOYTH 4Yepe3 BHelHUU SMTP-cepBep (smarthost)
e TIpuéM mOoYTHI OJIsS JTOKAJILHEBIX IT0JIb30BaTesiel B /var/mail/mail

7.12.2 YcTaHOBKa

II7151 ycTaHOBKHY ITOYTOBOTO CEPBepa eXim Heo6X0oouMO YCTaHOBUTE ITaKeTH exim4 -daemon-1light (maker
IIOYTOBOTO CepBepa ¢ 6a30BEIMU BO3MOKHOCTSAMM) U €Xximd-config (KoHDUTrypanmonHass yTUINUTa):

aptitude install exim4-daemon-light exim4-config

[Tpu mepBOY yCTaHOBKE IIOYTOBOTI'O CepBePa BO3MOXKEH aBTOMaTUYECKUHU 3allyCK KOH(PUTYPaAlIMOHHOU
VTUJIUTH (CM. CIeOyIOoIui pa3gen).
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7.12.3 KoHdpurypupoBaHue no4ToBOro cepsepa ¢ noMmoubio exim4-config

II71s1 Toro, YTOOH HaYaTh HACTPOMKY cepBepa, HeoOXOOMMO BBHIIIOIHUTE CIedyIOIIyi0 KOMaHOy:

dpkg-reconfigure exim4-config

Kak BuUOHO M3 KOMaHAH, HaCTpoeYHas YTUIUTA UCIONIb3yeT CUCTeMy KoHbuUrypupoBaHus debconf.
[anee nokaxxeM TpeOyeMble OTBETHL:

undertaker @undertaker: ~

Daiin Mp Bug Mouck Tepmuwan Cnpaska
HacTpoilika naketa

KoHdurypauua no4toBoro cepBepa
BeiEepuTe TUN KOHDUrypauuu no4ToBoro cepBepa Haubonee oTBedHawwul BawuM HU®GaM.

CucTembl © guHamuqeckuMmy IF-agpecamy, Beknwdas CUCTEMbl C KOMMUTUPUEMbIM QOCTUNOM, Kak npaBuno, gomnkHsl Geimh
HACTPORHE HAa OTNpaBky UCxX0gauel No4Th Hepes goyrym Mawudy, HaswBaeMyw 'smarthost', Tak kak © Uenblm 2auUTh OT
CchaMa MHOrCUEe NPUHUMEKWUE No4Ty cucTedbl B HHTepHeT BrnokupuwT Bxogawuw no4Ty © QUHEMuYeckuUx [P-agpecob.

CucTemMpl © guHaMudeckumy IP-agpecaMu MOryT ApUHUMEThe MOHTY UAU NOKanbeHad QocTaBeka MowxeT BolTe MONHOCThH BoknHHEHE
{33 ucknw4eHueMm No4Tel gna root o postmaster).

0Bwud Tun no4ToBO0 KOHGUrYpauuu:

UHTEPHET—CAUT; MpuéM U oTnpabBka nodThl HanpAMyw, ucnonb3ya SMTP

no4Tel Hepe3 smar thost; npuéM no SMTP unu 4epez fetchmail
oTnpaBka no4vrtel 4epe3 smarthost; nokanbHas no4dra ortcyrcrByer
gocTaBka ToOMbKD MOKanbHOUO MOYThi; QOCTUNE K CETU HET
B gaHHbll MOMEHT KOHOUrypauua oTcytcTByer

< UK O <0TMEHa>

Figure 7.33: Tun koudurypauuu
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undertaker@undertaker: ~
Daiin [pa Bug Mowck Tepmunan Cnpaska
HacTpolika naketa

KoHdurypauua no4toBoro cepBepa
MoyToBoe UM -- 3TO QOMEHHOE UM%, KOTOPOE UCMONb3UYETCH gnd  ONPegeneHus no4ToBbie agpecolb Bez gomMeHHOro
UMEHU .

3710 uMm Takke BUgeT ucnonb3oBaThCY OPUrUMU AporparMariu. OHo gonkHo BeiTe BOQUHCTBEHHBIM, MONHOCThE ONPEQENEHHGIM
UMeHEM goredHa (FO0ND) .

Hanpurep, ecnu no4ToBed 8gpec nokansHoOO MawuHe foolexample.org, TO NpaBunbHOE 3HAYEHUE 3TOro napaMeTpa bugerT
example.org.

310 uMa He buygeTt noaBnatecd B cTpoke From: ucxogawed no4Tel, EBCAU DA3PEWEHE NEpe3anuch.

Mo4ToBoe UMA CUCTEMbl:

Lsunergg—wilkesl

<0TMeHa>

Figure 7.34: IlouToBOE UMS

3mech u masnee synergy-wilkes - uMsi XocTa, Ha KOTOPOM YCTaHOBJIEH ITIOYTOBLINM CEPBED.
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undertaker@undertaker: ~

Daiin [pa Bug Mowck Tepmunan Cnpaska
HacTpolika naketa

KoHdurypauua no4toBoro cepBepa
BBeguTte crnucok IP-agpecoB, pazgengHHblx Todkamu c 2andatod. Jemod Exim, npocaoywuBawwud SMTR,
Bce IP-agpeca, ykaszaHHbe 3gechb.

buygeT npocayuuBaTh

Ecnu Be ocTaBuTte ato none nycTert, Exim ByOeT owxugaTh cOEQUHEHUS HA BCex gocTynHbix CETEBRX UHTEpOEOCAX .

ECcnu 3atoT KOMNBKUTER NPUHUMEET MNOHTY HENPAMYUK TOAbKO OT AOKEMbHbX CepBucol (U HE OT Kakux gpurux KOMMbwTepod), To
Barm cnegueT 2aNpeTuUTh BHEWHUE COBQUHEHUA K AOKanbHOMY gemMoHy Exim. K nokaneHwM cepBucar oTHOCATCHA nodToBbie
nporpaMMel (MURY, koTopbe paboTawT Tonbko Hepe= localhost, a Takwe fetchmall Ecnou =gece BBecTtu agpec 127.8.68.1,
To BHEWHUE NOOKAWHEHUR BNOKUPYWTCS, A TAKKE 3TO 3aNQETUT OKUgAHUE COEQUHEHUDO HA DEWEQOCTUMNHbE CETEBLX
UHTephedCas .

[P-agpeca, C KOTOPRbX CAEQUET O¥UJaTh Bxogawue coeguHeHus SHMTP:

{127‘8.8.1 ST |

<0TMeHa>

Figure 7.35: Bxopgsimue coeqUHEHU
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undertaker@undertaker: ~

Daiin [p Bug Mowck Tepmwmnan Cnpaska
HacTpolika naketa

KoHdurypauua no4toBoro cepBepa
BBeguTe crnucok gomeHoB nong4artened Hepez TO4HkKY C 2anNA700, gn9 KOTORbX 3Ta MAWuHa QoA%HE CHUTATb cebs mectom
HE3HAYEHUS . ITU QOMEHE Y4ACTO HA3LBAKT ' NOKANEHBMU goMedamu’ . okansHoe umd xocTa (synergy-wilkes) o 'localhost’
Bcerga gobaBaswTcd kK UKazaHHOMY 20ech ChAUcKly.

Mo ymondaHuw Boce gomedbl obpabBaTtwBawTcs oguHakoBo. Ecau a.example u b.example CHUTAWTCA AOKAAbHEIMU JOMEHEHL, TO
Y agpecoB accla.example u acclb.example BuygeT oguHakoBoll KOHEYHbIO NUHKT HazHa4eHUA. EcAu BeCcTe QOMEHHBIE UHMEHAd,
KOTOpsE HykHo oBpafateBarts no-gpuyromy, Heobxogumo OTPEdak TUPOBRaTs KOH(UrUpaUuoHHBIE adns BpuQHym,

Jpurue MECTE HA3HAYEHUR, gN49 KOTOPbX QOMNKHE NPUHUMETHCA NO4TE:

Lsgnergg—uilkesl
< 0K > <0THMeHa>

Figure 7.36: [Ipyrue Ha3Ha4YeHUSA
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undertaker @undertaker: ~
Bug Mouck Tepmunan Cn
HacTpolika naketa

KoHgurypauua nod4toBoro cepBepa
BBegute cnucok guanazoHof IP-agpecoB, pazgenBHHbi TOHKAMU © 2a@n9T100, C kOToOpbix Bol EesycnoBHo paszpewaeTte
penelHUw NepegaYYy NodTsl, Urpas gas Hux pons smarthost.
HeobxoguMo ucnonb30BaTh CTEHOAPTHBID HOPMAT agpec/macka (Hanpuwep, 194.222.242 . 8/24 unu 5fA3: 12BE: 8361 : /480

Ecau ata cucTeMa Boobwe He gonkHa BoiTe smarthost, 7o ocTaBeTe 37O NOME AYCThIM.

MBWUHLE, gNA KOTOPRX QOCTUNHE pENBOHAS NEpegada noYTel:

L

<0THMEHA>

Figure 7.37: PeneliHas nepepada MOYTH
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undertaker@undertaker: ~

Daiin [pa Bug Mowck Tepmunan Cnpaska
HacTpolika naketa

KoHdurypauua no4toBoro cepBepa
BBegute IP-agpec unu umMa xocTa No4ToBoro cepBepa, kotopold 3Tta cucTeMa bygeT ucnonezoBateh B kadecTBe ucxogswero
smar thost. Ecnu smarthost npuHuMaeT NodTy HAa HECTaHgapTHoM nopty (He TCRP/25), To goBafbTe gbBa gBoeTodus u HomMep
nopTa tHanpuwmep, smarthost example: 587 unu 192 168.254.254::2525) . [BoeToqua B agpecax 1Pw6 HuxHO ugBauBaTs

Ecnu smarthost TtpebueT npolTu ayTeHTURUKEUUKW, TO 2E8MEHEHUA O TOM KaK HACTPOUTL ayTeHTudukauuw SMTP B Debian,
CcHOTpUTE B dadnax RERDME (us kaTtanora Jusr/sharesdoc/eximd-base).

[FP-agpec unu uMa =ocTa ABNFAKWLErOCA UcxogawuM smarthost:

Lsmtp.mail.rul

< 0K > <0TMeHa>

Figure 7.38: Ucxopsiinii TOYTOBEIM CEpBEP
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undertaker @undertaker: ~
Bug Mouck Tepmunan Cn
HacTpolika naketa

Kongurypauua nodtoBoro cepBepa
3daronoBku ucxogawed Ao04TH MOryT BbTh NEpe3anUcadsl gnd Co3gadud BUQUMOSTU ToFa, YT0 oAU BbinU co3gadel Ha gpurod
cucTere. Ecnu oTBeTuTe UTBepouTensHo, To BUQUT U3MEHEHsl sunergu-wilkes', 'localhost' u 'synergu-wilkes' B
nondx= From, Reply-To, Sender u Return-Fath.

CkpuBate nokaneHoe nodToBoe uma B ucxogawed nodTe?

< M3

Figure 7.39: CKpreITHE JIOKAQJILHOT'O II0YTOBOT'O UMEHU
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undertaker @undertaker: ~
Bug Mouck Tepmunan Cn
HacTpolika naketa

Kondurypayus nodtoBoro cepBepa
Beina BrnwHEHA OAUUA COKARTUR A0KansHoro nodToforo oMedd B ucxogawed nodte. Mos3ToMy HenbxoguMno UKa3aTh QOMEHHOE
UMA, KOTOPOE QOA%HA ucnonbzoBaTe 3Ta cucTema B goMeHHoOO 48cTu NOKanbHoX nonb20BaTtenbckux ggpecoB-oTnpaBuTtened.

Bugumoe goMEHHOE UMS MOKaNbHbIX Nonb30Batened:

{Sgnergg—milkeal

<0THeHa>

Figure 7.40: [loMmeHHOe UM [Jis JIOKAJIbHEBIX II0JIb30BaTelen
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undertaker@undertaker: ~

Daiin [p Bug Mowck Tepmwmnan Cnpaska
HacTpolika naketa

KoHgurypauua no4toBoro cepBepa
Mpu pabote B obbi4HOM pesumMe Exim genaeT DNS-zanpocw (nNpu cTapTe, NpuéMme unu oTrnpaBke coofweHus, U T7.Q.) dnd
zanucy B ®ypHan U gna uMeHbweHus 0BbEma zHaqeHuld napameTpoB, ykaswBaemorx B koHOUrypauuoHHoM gadne.

Ecnu atoT yzen HE UMEBT NOCTOAHHOrO gocTtyna k DNS-cepBepy (Hanpuwmep, ucnonb2UeTcs gozBodH no TpehoBaduw no
KOMHMUTURUEMOO AUHUU), TO 370 MO¥eT NpuBecTu Kk HewenaTenoHOMY noBegeHuw. Hanmpumep, npu 3anycke Exim unu
oBpabBoTke o4epegu (gake ecau O4epedb NUCTal MOXeT UHULUUpoBaTtecd goporold gozBoH.

HusHo oTBeTuTh yYTBEPQUTENBHO, BCAU CUCTEMA ucnonb3yeT gosfod no TpeboBadHuwm. Ecnu UMEBTCA NOCTOSHHOE COBQUHEHUE
C MHTEPHET, OTBETHTE OTAUUATENLHO.

Cokpawate konudecTBo DNS-3anpocof go muHumMuMa (gozBoH no TpeboBaHuwl?

K et >

Figure 7.41: [Jo3BOH 0o TpeOOBaHUIO
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undertaker@undertaker: ~
Daiin [pa Bug Mowck Tepmunan Cnpaska
HacTpolika naketa

KoHgurypauua nodTtobBoro cepBepa
Exim MOMET COXPaHATbL NOKANbHO gocTaBndemuw nod4Ty B pasznudHex fopmaTax. Haubonee 4acTo UCMOALIUKTCHA mbox U
Maildir. B fopmate mbox ucnonb=yeTcs ogud $aldn gnd Bcel nodTel, kOTopwd ®paHutcs B katanore Jvarsmails. B
fiopmaTte Maildir kawgoe coobueHue coxpaHseTca B oTgensHom faine B katanore ~/Maildir/.

dameTeTe, 470 BoabwuHCTEBO Mo4ToBb ytunut Debian no UMONHEHUKW HECTPOEHE HE ucnonbs3o0BaHue mbox kak mMeToga
nokaneHod gocTaBku .

MeTog gocTaBku nokansHod NoYThE:

box gopuat B /var/mail/

Maildir ¢eopHat B goMawHed KaTanore

K K D <OTHEHA>

Figure 7.42: MeTtop moCTaBKH JIOKQJIbHOU OYTHI
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Daiin [p Bug Mowck Tepmwmnan Cnpaska
HacTpolika naketa

KoHdurypauua no4toBoro cepBepa
MNakeTel eximd B Debian moryT paboTate © KoHpUrypauueld, pazMmewEHHod B ogHom Bonbwom dadne
(/etc/eximd/eximd . conf.template), Tak U © KoHOurupauuel, pas3genBHHOO Ha 5B ManeHbkux faldnoB, pacnonoweHHbl: B
karanore /etc/eximd/conf.d/.

MepBul BapuaHT ny4we nogxoguT gna BHeceHus bBonbwux uzreHeHud u obwHHO BOnee Hage#eH, TOrga kak nocnegHuld bBonee
ygofieH gnd BHeceHun HeBonbwux u3MEHEHUD, HO MEHEE HagE#eH U MOxeT MPUBECTU K Kpaxy CUCTEMb, ecnu BHOCUTH
U3MEHEHUA HEBpERHO.

Bonee nogpofHo ob atux gBuyx Bugax kodpurgpauyul MosHo NpoYuTaTte B daidnax RERDME (us kartanora
fusr/share/sdoc/eximd-base), onuceBawuux HacTpodky B Debian.

PazgenuTe KOHOUrYpaUUW Ha ManeHbkUe oadnsl?

Figure 7.43: Pa3geneHue KOHPUTypaIiuu
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Teprmunan G
HacTtpoilika nakera

KoHdurypauua no4toBoro cepBepa
Mod4Ta gnd  postmaster . root U gpurux CUCTEMHbIX YHETHBER 2anuced QoN%HE NEPEHENpaBnaTbCd HE NONb30BaTENLCKUK
UYETHUKW 2anUch HAcTOAWErD CUCTEMHOrD agrUHUCTPRaTopRa.

Ecnu ato aHaqeHue octaBuTe nUcTer, To nodTa BygeT coxpadartscsd B Avardmails/mail, Ho 370 HE pPEKOMEHOUBTCS .

Hredte B Bugy, 4T0 nNoYTy, agpecoBadHyw postmaster, NPegnodTUTENEHEE YUTETh HE TOO CUCTEME, HE KOTOPYUW 0OHA Beina
oTnpalneda, Yer NepecenNaTte kyga-Hubyge B gpyroe MecTo, TEK 4TO, NO HEHbWed MEQE, OQUH U2 nonb3oBaTtensd, KOTOPbE
Bbl BHIBEDETE, HE QON%EH NepeHanpaBnaTe CBOM NOHTY . 3To00 Mawudel. HononezylTe npegukc 'real-' gnd MpuHUguUTensHol
NoKaneHoOO gocTabku.

Heckoneko UMEH Nonb30BaTeneld HUKHO pazdenaTe npobenamu.

Mony4aTtent no4Tel, agpecoBanHod root U postmaster:

[

<0THeHa>

Figure 7.44: Ilomy4aTenb IOYTH root u postmaster

7.12.4 AyteHTMdUKaLUA HA UCXoasiLLLEM NOYTOBOM cepBepe

Ecnu Bam MCXOOSININWI IOYTOBLIHA cepBep TpebyeT ayTEeHTHU(PUKAIIWIO [OJs TOTO, YTOOBI OTIIPABISTH
mrcbMa, He0OXOOUMO OTPENAaKTUPOBaTh KOH(MUTypaIuOoHHLIH ¢aiin /etc/eximd/passwd.client, mo6aBus
Ty7[a 3aluch O BallleM IOYTOBOM CEPBEPE B clepylomieM ¢popMare:

AOMEHHOE . UMA . UCXoJAlero.no4YToBoro. cepeepa:JioruH: naposjib
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(=]

ain [paska Bua Mowck Tepmunan Cnpaska

password file used when the local exim is authenticating to a remote
host as a client.

see eximd4_passwd_client(5) for more documentation
Example:

## target.mail.server.example:login:password
mtp.mail. ru:kolotush@list.ru:p E

WS

i
o
o
i
i
i
o
o
i
i
i
o
o
i
i
o
o
i
i
i
o
o
i
i
i
o
o
i
i

sswd.client” 8 2anucado

Figure 7.45: IlpuMep KOHQUrypanuu ayTeHTU(GUKAIIUN

[Tocyie BHECEHU ST U3MEHEHMH B YKa3aHHBIM (aliyl MOYTOBHIM cepBep HE0OXOOUMO Iepe3alyCTUTh:

/etc/init.d/exim4 restart

7.12.5 MpoBepka paboTocnocobHoCTMH

Iyt Toro, 4TOOH IPOBEPUTH PAOOTOCIIOCOOHOCTL ITOYTOBOTO CEPBEPA, MONPOOYEeM OTIPABUTH CaMH
cebe MUCHMO TIPU TTOMOIIM YTUIUTH telnet:
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wd.client update- md.conf.conf

Figure 7.46: OTnpaBKa nuchMa 4epe3 telnet

[TpoBepuM B JIOTe€ IIOYTOBOT'O CEpBEPa Hallle IIMCHMO II0 er0 UAeHTUDUKATOPY:
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undertaker@undertaker: ~

Figure 7.47: TluceMoO B J10Te IOYTOBOI'0O CEpBEPA

Kak MBI BUOUM, ITUCBEMO YCIIEIIHO OTIIPaBJIEHO.

7.13 MopkniovaeMbie BHELWWHUE KOHBepTepbl

Texkymue IPOCMOTPIINKK Synergy KOPpPeKTHO oToOpaxkaroT daiinbl Hanbojee 9acTO HCIIOJIE3YEMBIX
¢dopmaToB, Takux Kak txt, odt/doc/docx, ods/xls/xlsx, pps/ppt/pptx, pdf, png/jpg, mp3 u T.1. g
KOPPEKTHOTro oToOpazkeHus 6ojiee peKUX U CrenupuYHbIX (opMaToB, HanpuMep, msg, msh, dwg u

T.II., @ TAKJKe B OTHOEJIFHBIX CITy4YasaX, KOr'fla BO3HUKAIOT TPo6JIeMEl C 0ToOpakeHmeM (aiiyioB pacIpoCTPaHEHH
(opmaToOB, MOKHO MOOKJIIOUUTL COOCTBEHHLIN KOHBEPTED (haliioB.

TpedoBaHMsI K KOHBEPTEpPY:
1. BEI30B KOHBEpTEPA OMHUCHIBAaeTCSA U3 KOHPUTYpallMOHHOT O ¢alijia C TapaMeTpaMu:

e pacHimpeHue UCXOOHOTO ¢aiiia, O KOTOPOro HeoOXxoguMa KOHBEPTAIlUs;
* IIyTh 0 UCIOJIHsIEMOro dalina-KOHBEPTEPA;

e pacmupeHue ¢aiina, MIOJIy4aeMoro B pe3yabTaTe KOHBePTAIlUH;

* UAeHTU(GUKATOP BHEIIHETO MOIYJIS;

° TaﬁMaYT BEITIOJIHEHU A OIl€palivi.

1. UToroBoe pacuirpeHue OOJIXKHO OBITh OOHUM K3 YKa3aHHBIX - pdf / htd / png / tiff / mp3 / mp4.
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2. Ha omgHoO pacClIinpeHue HBOGXOJII/IMO HMCIIONIb30BaTh TOJILKO 1 KOHBEPTEDP.

®opmaThsl KOHQUTrypaIuu:
dopmam KoHuzypauuoHHo20 ¢atina
IIyTs K KOHpUTypallMOHHOMY (ainty:

/opt/synergy/jboss/standalone/configuration/ai/converter.json

{
"dwg”: {
"path”: "/opt/dwgconverter/bin/dwgconv.sh”,
"outFormat”: "pdf”,
"moduleID”: "6bl3459e-aa3c-4a5a-94db-bb64f328e30c”,
"timeout”: 10,
"timeoutSinceChange”: 2
}I
"msg”: {
"path”: "/opt/msgconverter/bin/msgconv.sh”,
"outFormat”: "htd"”,
"moduleID”: "6b13459e-aa3c-4a5a-94db-bb64f328e30c”,
"timeout”: 10,
"timeoutSinceChange”: 2
}
}
roe:

e path - nyts go ucnonusemoro Qatina-KOHBEPTEPA;
e outFormat - pacmupenue ¢atina, momy4aeMoro B pe3ynbTaTe KOHBEPTALUY;

* modulelD - umeHTH(UKATOP BHEIITHET O MOAY/IS (MCIIONIb3YETCS AJI aBTOPHU3alliy I0JIb30BaTellsa BHE
ceccun);

e timeout - MaKkcuManbHOE BPEMS BHIIIOJIHEHUS YTUIIUTH (B CEKYHIAX);
e timeoutSinceChange - MmakcuManbHOE BPEMS C ITIOCIIeOHEro N3MeHeHus (B CeKyHOax).

dopmam nepedayu napamempos ucnoaHsiemomy ¢atiny-KkoHsepmepy
util path/input.txt uuid token

rae:

e path/input.txt - nyTs mo ucxomuoro daiina;
* uuid - umeHTH(UKATOP UCXOOHOTO (daliina;

» token - kTI04 OJIg aBTOpPU3allUU I10JIb30BATEJISI BHE CECCUM, TTOMyUYeHHBIN u3 MeTtona API rest/api/
person/generate auth key.

Kax bl TapaMeTp OTHeNeH OT Ipeasiayiero mpodenom. CobiiogeHne IOpsAaKa CJIeqOBaHUS IapaMeTpPoB
00s13aTeNIbHO.

g aBropusanuu 1o Basic HTTP ucnons3yi0Tcs 3aKOONpOBaHHbIE B Base64 TOTUH U TapoJjib, pa3feieHHbIe
3HaKoM “mBoeTrouyune”. ITompoOHee Ipo aBTOPHU3ALIMIO IO KJTI0YaM HallMCaHo B PYKOBOICTRBE 10 MHTETPalluu.

AnropurM padoThI BHEIITHET 0 KOHBEpPTEpa Ha IpuMepe

1. KoHurypanmnoHHei Gaiii HaCTPoeH TaKUM 00pa30M, UTO OJIs pacIIupeHus dwg mOIKeH BEI3IBATHCS
KoHBepTep dwgconv. sh.



http://tdd.lan.arta.kz/docs/synergy/trunk/sdk-doc/html/integration.auth.html#integration.auth.keys
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2. TTonb3oBaTenb 3arpyxkaet dain somefile.dwg B mamky xpaHUIHIIA.

3. Cuuras ¢ KOHPUTYypauMOHHOTO (daiina mapaMeTpH U ITepeaaB HeoOXOAUMEbIE TTapaMeTPhI, 3alyCKaeTCs
VTUIIATA.

4. Ha KaxX bl BLI30OB YTUJIUTHI CO3[IaeTCsI CBOS ITamnKa B GaloBol cucTeMe, Kyfa B KJIafeTCs Pe3yJIbTUPYIC

daiin out. pdf.

5. Ilocne okoHYaHUs KOHBepTauuu daiin out.pdf KonupyeTcs B OTHEeNbHYIO HOOY XpaHUIUIIA.

6. ITpu cmemytoleM OTKPLITHY (haiiia HOATPYKaeTCs ero CKOHBEPTUPOBaHHAsI BEPCHUS COOTBETCTBYIOIINM

TIPOCMOTPIIUKOM Synergy.

HpI/I KOHBEPTAllM BO3MOZKHaA 3adllMCh HECKOJIBKUX BCIIOMOTI'aTEJIbHBEIX (l)aI;IJ'IOB, U3 KOTOPEBIX KU GYI[GT
cocTaByieH uToroBuitr out.pdf. B aTom cmyuae myuliie ucmonb3oBaTh timeoutSinceChange BmecTo
timeout.

Ecnu BRITTOTHEHME 3alMCHU OJHOTI0 TAaKOro (aiina 3aiiMeT Oomlbllne, 4eM yKa3aHHOe B TaliMayTe timeo
utSinceChange BpeMs, To mpolleccy OTIIPaBUTCA sigterm (CUTHa O IpepLIBAHUN).

Kpome Toro, eciiu BEIIOJIHEHME YTUJINTHL B 11€JIOM 3aliMeT 6oJIbllle, YeM YKa3aHHOe B TaliMmayTe timeout
BpeMsi, TO IIPOLleCCy OTIIPaABUTCS Sigterm (curHas o IpephrIBaHUN).

IIpumep

IlaHHBIN KOHBEPTED IepenuckiBaeT Bce PDF-daiinkl, ncrpasiisas HEKOPPEeKTHLIe. PellleHne B3TO OTCIOAA.
KoHeepmep

KouBepTep HyKHO IIOJIOKUTE B IIAIIKy, YKa3aHHYIO B KOHQUTrypalnoHHoM daiine (cM. HUXKe).

#!/bin/sh
## Setup
TMPDIR="/tmp"”

# Input parameters
INFILE="$1"
OUTFILE="$(dirname $INFILE)/out/out.pdf”

# Ghostscript path
GS="/usr/bin/gs”

# Logs

LOG _MAIN="/var/log/synergy/converters.log
LOG_STDOUT="$TMPDIR/conv-stdout$s$.log”
LOG_STDERR="$TMPDIR/conv-stderr$$.log”

n

## Actions

# Set up logs
exec 1> "$LOG _STDOUT”
exec 2> "$LOG STDERR”

# Create output directory
mkdir -p "$(dirname $OUTFILE)”

# Convertation

$GS \
-0 "$OUTFILE” \
-sDEVICE=pdfwrite \
-dPDFSETTINGS=/prepress \
"$INFILE”



https://superuser.com/questions/278562/how-can-i-fix-repair-a-corrupted-pdf-file
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if [ $? -ne 0 ]; then
# If anything failed, append stdout to main log
cat "$LOG_STDOUT” >> "$LOG_MAIN”

fi

cat "$LOG_STDERR” >> "$L0OG_MAIN”

# Cleanup
rm -f "$LOG_STDOUT” "$LOG STDERR”

KoHpueypauuonHbill atin

"pdf": {
"path”: "/opt/synergy/utils/converters/fix-pdf.sh”,
"outFormat”: "pdf”,
"timeout”: 30,
"timeoutSinceChange”: 2

7.14 Single Sign-On B Arta Synergy

Arta Synergy mompepzkuBaeT TexHonoruio Single Sign-On (SSO) mo nmportokony OpenlID Connect. B
KadeCcTBe 3TaJIOHHOT'0 cepBepa ayTeHTuduKanuu ucnoib3oBancsa KeyCloak.

I71 BXOma nmoyb3oBaTenis, ayreHTuduimposasuoro uepe3 OpenlD Connect, BO3MOXKHEI Ba BapHUaHTa:
* IIOJIb30BATENb, CO3TaHHLIN BPYUHYI0 1160 Yyepe3 LDAP-cHHXpOHU3aMIO, MOJIZKEH TPUCYTCTBOBAThH B
Synergy;

¢ MIOJIb30BATENIb MOXKET OBITh CO3daH aBTOMATHU4YE€CKH IIPU YCIIEIITHOM BXOOE.

7.14.1 OnucaHue

B manHOM MHCTPYKIIUY Ol caHa HacTpolika Single Sign-On B cucteMme Arta Synergy ¢ mons30BaTeNAMU,
UMIOPTUPOBaHHEIMU U3 Active Directory.

Kondurypaums, HacTpauBaeMasi B IpUMEpE:

¢ cepBep Active Directory c BBeOEHHBEIM B €TI0 IOMEH KJIMEHTCKUM KOMITLIOTEPOM;
* cepBep Arta Synergy;
* cepBep Keycloak;

7.14.1.1 MpepBapuTesibHble HACTPOUKHM

YcranoBka u HacTporika Active Directory, a Takke mo6aBneHMte IT0Ib30BaTEIEH ONUCAHBI B MHCTPYKITUN.

B asToMm mpumepe B KauectBe Root domain name G6nin BBemé€H synchro.tm. Takxke HYXXKHO CO37aTh
MMOIb30BaTEJIsI, KOTOPRIHM OymeT MCIOJIb30BaThCsA mAns nmopkiniodeHus Keycloak k AD u aBTOpH3anuu
yepe3 Kerberos (B mpumepe - BEIIEIEHHBIN II0JIb30BaTENb idp).



http://openid.net/connect/
http://keycloak.org/
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Figure 7.48: Active Directory

Y cepsepa Active Directory momxken OvITh cTaTudecKuii IP-agpec.
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h Network and Sharing Center = =] =

t :‘: <« MNetwork and... » Metwork and Sharing Center v & | | Search Control Panel 2 |

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing synchro.tm Accesstype: Internet
settings Dommain network Connections:| I Ethernet Pescription
= B Ethernet Properties Internet Protocol Version 4 (TCP/IPv4) Properties
- Ethernet Status
MNetworking General
General
Connect using: You can get IP settings assigned automatically if your network supports
Connection this capability. Otherwise, you need to ask your network administrator
L¥ Realtek RTLE135C+ Fast Ethemet NIC for the appropriate IP settings.
IPv4 Connectivity:
1Pv Connectivity: No netwg Corfigure. () Obtain an IP address automatically
Media State: This connection uses the following items: @ Use the following IP address:
Duration: 3 days -

"% Client for Microsoft Networks

.@ File and Printer Sharing for Microsoft Networks
gQ.DS Packet Scheduler - Subnet mask: 255 .255.240 . 0
[ -2 Microsoft Network Adapter Muttiplexor Protocol Default gateway: 192 . 168 . 1 . 180
& Link-Layer Topology Discovery Mapper /0 Driver
i link-Layer Topology Discovery Responder

Speed: 1 IP address: 192 . 168 . 0

}

Activity [ - Intemet Protocol Version § (TCP/APvE) Obtain DNS server address automatically
- - Intemet Protocol Version 4 (TCP/IPv4) | (®) Use the following DNS server addresses:
Sent L.
=n o e Preferred DNS server: 192 .168 . 0 . 51
G Install... Ininstall Properties
Bytes: 14,529,779 24 Description Alternate DNS server: 192 .108. 1 . 1
Tranemission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication [Jvalidate setti it
| @'Properﬁes ||| @'Disable | | Diagnose across diverse interconnected networks. aliaate setings Lpon exi

| oK || Cancel |%

Figure 7.49: YctanoBka ctatuudeckoro IP Ha cepBepe AD

st koppekTHOM paboTel SSO uepe3 Kerberos cepsep ayrentuduramnum Keycloak u cepep Arta Syn-
ergy moiykHB uMeTh DNS-umMeHa. B mpuMepe MbI ucnonb3yeMm cepBep ¢ Active Directory B kauecTBe
DNS-cepBepa, B KoTopuiti mobaBneHbl cepBephl Keycloak u Synergy mom mMeHaMM COOTBETCTBEHHO
idp.synchro.tmu synergy.synchro.tm.
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5 DNS Manager - | x|

File Action View Help

e« HE|XEc=z Hm &8 EE

£, DNS Mame Type Data
4 f] WIM-HO31607VPT | _msdcs
4 [ Forward Lookup Zones | _sites
b 2] _msdessynchrotm 1 _tep
i— 5}rr|chrn tm : LIljFl
Up Senver i > .
I 1 n Update Server Data File 4 DomainDnsZones
b - = Reload | ForestDnsZones
b - - Mew Host (A or AAAA).. ﬂ(same as parent folder)  Start of Authority (5., [58], win-ho516o07v3
E - E]L: MNew Alias (CNAME]... £ (same as parent folder)  Name Server (NS) win-ho316o7vipt.syl
b - Fe New Mail Exchanger (MX)... ﬂ(sameasparentfulder} Haost (A) 192,168.0.51
b [ Reversell New Domain... qwent Host [4) 142,168.0.54
. - =|id Host (A 192.168.6.29
b L Trust Poil Mew Delegation... : ? .
p [ Conditior ﬂs}mergy Host (A) 192.168.6.30
> (2] Global Lo | _iher New Records.. =] win-ho51607vspt Host (A) 102.168.0.51
DMNSSEC b
£ m
Create a new host res Al Tasks '
View i i
idp Properties
Delete
Refresh Host {4} | Securty
Export List... Host (uses parent domain f left blank):
Properties ‘idp ‘
Help Fully qualfied damain name (FQDM):
‘idp.s'_mchm.tm ‘
IP address:
‘ 192.162.6.29 ‘
Update associated pointer (PTR) record

Figure 7.50: JoGaBieHue XOCTOB

Ha cepsepax Keycloak u Synergy m3smenure daiin /etc/resolv.conf, nepssiMm DNS B HEM HYZXKHO
nponucats IP-agpec cepsepa Active Directory.

GHU nano 2.2.6 Qaiin: /etc/resolv.conf

Figure 7.51: resolv.conf Ha cepBepax Keycloak u Synergy

KoMnbioTephl, KOTOpPEIE OYAYT UCIIOTb30BATHCS 11 paboTH B Synergy, MOIKHLI OBITH BBEEHH B JOMEH.
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o
{ }u |;‘E.- <« Bre 3nemeHTbl NaHenw ynpasnedna » CucTema

=N R =)

MNaHens ynpasneHna -
AOMALLIHAR CTPaHWULA
JncneTyep ycTpoRcTe

Hactpoiika yaanenHoro
JAocTyna

3ALLMTE CHCTEMEI

,ﬂ,U'I'IDJ'IH WTENBHEBIE NAPaMETPEBI
CHCTEMEBI

Cm. Takse
UenTp noagepsn
LlenTp oBHoenenua Windows

CyeTumnkm n CpEaCcTed
NPOWIE0ANTENBHOCTI

- | 4 | | Mouck & nasenu ynpaaneHus 0 |
33LUMLLEHEI. oL

Meay4nTs 40CTyn K ACNOAHWUTENBHBIM HYHKLWANM, YCTAHOBWE
HoBbIA BBIMyck Windows 7

Cuctema
Ouerixa: .'r_ll._ll WMuaekc npovzeogutensHoctn Windows
Mpoueccop: Intel Xeon E312:x (Sandy Bridge) 200 GHz (2 npoueccopa)
¥cTaHoBNEHHAA NAMATE 400TB
(Q3¥7:
Tun cucTembl 64-paspAgHan onepaLnoHHan cHCTema

Mepo w cedcopHenid Beog:  Tepo v CEHCOPHBIA BBOJA HEADCTYNHBI ANA 3TOMD IKpaHa

m

Hma KomnetoTepa, MMA JOMEHE W NapameTpel paboyed rpynne

KomnetoTep: client @'Mamemﬁb
MonHoe nms: client.synchro.tm napamMerphl
OnucaHmne:

fonen: synchro.tm

Axtueauns Windows

% Ocranoce 20 an. Ha ebincAHenne akTnBaLM, AkTrenpyiite Windows ceiiuac

Kog npogykra: 00371-0EM-8992671-00004  MamenuTe kntod npogykra

1

Figure 7.52: CBoiicTBa KOMIIbIOTEPA-KINEHTA
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File Action View Help

es | rE 8Bz BE 2aETak

] Active Directory Users and Com|| Name Type Description
b [ Saved Queries 1A CLIENT | Computer
4 fﬂ synchrontm
t- (| Builtin
] Computers

2] Domain Controllers
b [ ForeignSecurityPrincipal:
| Managed Service Accour
B (2] SharePoint Users

] Users

Figure 7.53: KommneioTep, foOaBlIeHHLIN B TOMEH

B KJIMEHTCKOM KOMIIBIOTEDE HYKHO TaKKe mo0GaBuTh cepBephl Keycloak u Synergy B 30HY MeCTHOMU
WHTPACETH.
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(= [@][=]

~ — - _ |
vt s# < Beeaneme.. [ LlenTp ynpasnedna ceTAMA W oBLIWMM J0CTYNOM - | 3 | | MMouck 6 naHenu ynpasieHus j o
[ = @
o - gy =
:_| CeowcTea: MHTepHer 3 L
Manene ynpaeneHna - ﬁ P |l”—| .
ACMALLHARA CTPaHMLa KAOUEHHH
CogepaHue OoakniYeHua | [porpaMmbl | LononHATENEHD .
of FER—— = MpocmoTp nonHel KapTel
He | | OHbMAEHUMANEHOCTE
Msmenenne napameTpos iy L
aganTepa
MEMEHNTE 40NOAHHTENBHE BrifepuTe 30HY Q08 HACTPOIAKK &2 NapaMeTPoE Ge3onacHoCTH.
. .
napamerpel oBLEre gocTy & ' 4 ERIYEHWE WK OTEARIYEHME
- 'r"
MHTEpHET MecTHan HagesHeie  OrpaHd4ed... Wrreprer
MHTPaceTe VLS VLS ' Mogkntodenne no
- MecTHan MHTpaceTk = NGKANEHOM CETH
. -3J'II:|I
r,__ﬁ. 3oHa ana ecex seb-y3nos Balwel MHTDICETH,
) )
ﬁ:_ MecTHaa nHTpaceTe i MecTHan nHTpaceTs @
W ¥kawuTe Be6-yInkl, EXOAAUME B 3 . [
‘ % B 3Ty 30Hy MomHo A0faBNATE Bef-y3nkl M YOANATE MK M3 Hee,
- 3afaHHkEIE ANA 30HEI NapaMeTpel fesonacHocTk ByayT
WOIONE30BATHCA ANA BCEX €€ Y3N0B.
ABTOMaTMHECKH ONpedenATE Mp|
Bce y3nel MHTpaceTH, He nef|  AoBaBuTe B 3oHY CNeayiowmi y3en:
Bce yanbl, NnogKmoYaemLIE M |
Bce ceTesbie nyT (UNC)
_ Bef-y3nkl:
Cra. TakcKe
Bpanpanr YTo Takos MEpaMETDE] MHTDECETH hitp:/fidp.synchro. tm LipiEli T
P y2p http:/fsynergy.synchro.tm
Aowalunan rpynna JOononHuTensHo
CeoncTea obospesatens ‘
| [7] Ana Beex y3nos 3Toi 30HE! TpefyeTon Nposepka cepaepos (https:)

Figure 7.54: JloGaBJieHUe y3JI0B B UHTPACETh

ITposeprTe, uto cepBeprl Keycloak, Synergy, Active Directory u KjineHTCKUM KOMIBIOTED OOCTYIIHBI
[pyT Opyry Yepes ping.

BaxmHo!

CHUHXPOHU3UPYUTE BpeMs Ha BCEX yUYaCTHUKaX KOHGUTypalnu, HanpuMep, ¢ nomoisio NTP.

7.14.2 YcTaHoOBKa M HacTpouka Keycloak

st paboter Keycloak Tpebyercst yctanoButh JDK 8.

YcraHoBKa, 3allyCK H HaCTPOﬁKa

1. Ckauatite Keycloak (B maHHOM MHCTPYKIIMU UCIIONIb30Basnack Bepcus keycloak-4.0.0.Betal).

2. PacmakyiiTe TIOJIy4eHHBIH apXxuB, IePEUAUTE B MankKy bin, 3aTeM BBeOUTE B KOHCOTH

./standalone.sh -b 0.0.0.0

Keycloak zanmyctutcs Ha nmopty 8080. Ecmu B umcnons3dyere Keycloak m Arta Synergy Ha ogHOM
cepBepe, KOMaHAa 3allycka OymeT BHITJISOETh CIeAyIIIuM 00pa3oM:

./standalone.sh -b 0.0.0.0 -Djboss.socket.binding.port-offset=100

IManHas komaHma 3anmyctuT cepBep Keycloak Ha Bcex nnTepdeiicax Ha mopty 8180. Ecnu Tpebyercs
M3MEHUTH IIOPT, 9TO MOXKHO CHelaTh B KOHGUrypanuonHoM daiine standalone.xml.



http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
https://www.keycloak.org/downloads.html
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[MpuMeuanue: ucmonb3oBaTh Keycloak u Synergy Ha OqHOM cepBepe B IIPOIaKIIHe He PeKOMEHIyeTCs.
Kpowme Toro, ois cepBuca Keycloak ciieqyet 3aBeCTH OTIEILHOTO II0JIb30BATENS U PaboTaTh
IO HUM.

1. 3aligute B IpuoxkeHue 1o agpecy http://<host>:<port>/auth, Haxxmure cceinky Administra
tion Console. BBemute moruu admin, maposmb admin.

2. HaBemuTe Kypcop Ha CTpPenKy Bo3jie Hamnucu Master u HaxkMmute KHOnkKy Add realm, 4ToOBI
mo6aBuTh realm mys Ballero IpUIOKEeHUs Synergy.

{"‘KEY‘C I.r 1 Admin ~

Master

Genera Login Keys Email Themes Cache Tokens Client Registration

Security Defenses

Clients * Name
Client Templates
Roles -

Display name
Identity Providers Keycloak

User Federation :
User Federation HTML Display name

Authentication <div class="kc-logo-text"><span>Keycloak</span=></div=

Enabled

User-Managed Access
OFF

Endpoints

OpenlD Endpoint Configuration
Import

Export

Figure 7.55: Add Realm

1. Cozpatite realm gnst Synergy.

@IEKEYCLC

ealm 8 Add realm

Import Select file &
Name * SynergyRealm|
Enabled m

concel

Figure 7.56: Synergy Realm
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1. [To6aBbTe KnueHTa. [/ 3TOro Hy>KHO HaxaTb IYHKT Clients, 3aTeMm KHonKy Create.

(',KEYCLF 1 Admin ~

alm

Realm Settings Q Cre Ete

Clients Client ID Enabled = Base URL Actions
Client Templates account True fauth/realms/SynergyRealm/account Edit = Export = Delete
admin-cli True Edit = Export = Delete
broker True Edit = Export = Delete

entity Providers

realm-management True Edit = Export = Delete
FILIEETT security-admin-console True fauth/admin/SynergyRealm/console/index.htmnl Edit = Export = Delete

Figure 7.57: Clients

1. B mome ClientID BBemuTe synergy, B mosie ClientProtocol BriGepuTe openid-connect, B Root
URL MO3KHO BBECTH MMS$, HCIIOJIb30BaHHOeE 11 cepBepa Keycloak B DNS. Ecnu ocTaBUTh 3TO II0JI€
He3alloJTHEHHBIM, CTpaHuIla aBTopu3anuu Keycloak 6ymet gocTymnHa Toinbko 1o IP. HaxmuTe Save.

@EKEYCLO

Add Client

Clients

Add Client
Import Select file 5
Client 1D * synergy
Client Protocol openid-connect j

Client Template

Root URL httpu/fidp.synchre.tm:8080/
- | Cancel

Figure 7.58: Add Client

1. Ha oTkpriBlIE#CS CTpaHUIle HACTPOEK HYXKHO BKJIIOUUTE ¢yiar Authorization Enabled. B momne
Valid Redirect URIs mo6aBuThb BCe url, ¢ KOTOPBLIX MOXKET MPOXOOUTH aBTOPU3allus, TO eCThb
http://<host>:<post>/Synergy/*, http://<host>:<post>/Configurator/*, http://<host>:
<post>/SynergyAdmin/*. Ho6GaBmsaTb 3TH 3 url Hy>KHO OJIT KaXKIOTO XOCTa, Yepe3 KOTOPHIH BHI
3axopguTe B Synergy. Ilocie HaCTpOUKU HaKMUTe Save.
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synergy

Realm Sel Credentials Roles Mappers Scope Authorization Revocation Sessions Offline Access Clustering Installation
Clients
g Client ID synergy
Client Templ
Name
R
Ider Description
Lzl LT Enabled m
Consent Required OFF
Login Theme j

L

Client Protocol openid-cennect

L

Client Template

L

Access Type confidential
Import
Standard Flow Enabled
Export

Implicit Flow Enabled

Direct Access Grants Enabled

Service Accounts Enabled

EEEGE

Authorization Enabled

Root URL http:/fidp.synchro.tm:8080/

* Valid Redirect URIs http:/fsynergy.synchro.tm:8080/SynergyAdmin/* -
http:/fsynergy.synchro.tm:8080/Configurator/* -
http:/fsynergy.synchro.tm:8080/Synergy/* -

+
Base URL

Figure 7.59: Valid Redirect URIs

1. Ilepeuimute B HacTpoiriku SynergyRealm, HaxxMmuTe mo KnukabenbHOM ccuinke OpenID Endpoint
Configuration.

PAKEYCL

SynergyRealm

General Login Keys Email Themes Cache Tokens Client Registration Security Defenses
* Name SynergyRealm
Display name

HTML Display name

Enabled m

User-Managed Access OFF
Endpoints OpenlD EmpoirtCDr‘fg uration

Figure 7.60: OpenID Endpoint Configuration

OTKpOGTCH cilienymwolilias BKIIaagKa:
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issuer: http://idp.synchro.tm:2080/auth/realms/SynergyRealm,

authorization_endpoint: http://idp.synchro.tm:8080/auth/realms/SynergyRealm/protocal/openid-connect/auth,

token_endpoint: http://idp.synchro.tm:8080/auth/realms/SynergyRealm/protocol/openid-connect/token,

token_introspection_endpoint: http://idp.synchro.tm:8080/auth/realms/SynergyRealm/protocol/openid- connect/token/introspect,

userinfo_endpoint: http://idp.synchro.tm:8080/auth/realms/SynergyRealm/protocol/openid-connect/userinfo,
[end_session_endpoint: http://idp.synchro.tm:8080/auth/realms/SynergyRealm/protocol/openid-connect/logout, |

jwks_uri: http://idp.synchro.tm:8080/auth/realms/SynergyRealm/protocol/openid- connect/certs,

check_session_iframe: http://idp.synchro.tm:8080/auth/realms/SynergyRealm/protocol/openid-connect/login-status-iframe.html,
Y grant_types_supported: [

Figure 7.61: Endpoints

1. B mpyroii Bkiagke 3aiimute B Synergy Admin, B pa3gesnie HacTpolKu CUCTEMBI BRIOEPUTE IMYHKT
HacTpoiku ayteHTudukauuu. B BeImagaromieM cuucke Tun ayTeHnTuduKanuu Beioepute Openld, B
nosne ClientId BBeguTe uMs paHee CO3TaHHOTO KiTeHTa. CKOIUPYITe BhIAeJIeHHBIE Ha IpeabIayIeM
n300pakeHun SHOMOUHTH B HAaCTPOUKH ayTEHTU(DUKAIINHU:

e authorization endpoint -> Authorization endpoint
* token endpoint -> Token endpoint

* end session endpoint -> Logout endpoint

HacTpoliku ayTeHTUdMKaLmMK

TN ayTeHTUgWKALMIA Openld v
Client id synergy
Authorization endpoint http://idp.synchro.tm:8080/auth/realms/SynergyRealm/protocol/openid-connect/auth
Token endpoint http://idp.synchro.tm:8080/auth/realms/SynergyRealm/protocol/openid-connect/token
Logout endpoint http://idp.synchro.tm:8080/auth/realms/SynergyRealm/protocol/openid-connect/logout
client secret 7fb20e2c-db39-4e3c-bdc3-c9efe1bbchbb1

Crnocod conocTasneHns

i v
noNbI0BaTensi Mo NorMHy Nonk3osatens

v| Jo6aBNATE OTCYTCTBYHOLNX NOMb30BaTeNei
Ha3HauaTb OTCYTCTBYHLLMX NoNb30BATENed Ha AOMKHOCTE

COXpaHuTh

Figure 7.62: HacTpoliku ayTeHTUDHUKALINHU

1. Bepuutecs Ha Bknagky Keycloak, oTkpoiiTe nyHKT MeH1o Clients u BriOepuTe KinveHnTa. [lepeiigure
Ha BKnagky Installation u BeiGepuTe nyHKT Keycloak 0IDC JSON. B mossBUBIIIEMCS jSON CKOTIUPYHUTE
3HayeHHUe 1oy secret u BcraBbTe ero B mojie client secret B HacTpoMKax ayTeHTUDUKALIMU
Synergy (cM. mpepgbigyliiee u3o0pazKeHue).
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@EKEYCLO

Clients » synergy

Synergy
Settings Credentials Roles Mappers Scope Authorization Revocation Sessions Offline Access Clustering ‘
Format Option | IKeycloak 0IDC JSON H

{
“realm"”: "SynergyRealm",
"auth-server-url": "http://192.168.6.29:8080/auth”,
"ss|-required": "external”,
"resource” "synergy",
"credentials”: {
"secret’: "7fb20e2c-db39-4e3c-bdc3-cYefelbbebbl”
}
“confidential-port™: 0,
"policy-enforcer™: {}

}

vents

Import

Export

Figure 7.63: Tlone secret

1. BribepuTe criocob comocTtaBierus (st Kerberos u SSO B Windows HyKHO CII0JIb30BaTh COIIOCTABIEHN
10 JIOTHHY), OIIPeAeIUTE OCTAIbHbIE HACTPOUKHM M HAaXKMHUTE KHOIKY COXpPaHUTb.

7.14.3 HacTtpouka uMnopTta nosb3oBaTtesieu us Active Directory

1. Haxwmurte User Federation, BeiGepute B BhmapalomieM cinucke Add Provider myskT ldap.

EKEYCLO

User Federation

[ddprovider.. ~|

D Enabled Provider Name Priority Actiol

Idap true Ldap 0 kerberos

Client Templates

= r Federation

Authentication

Figure 7.64: User Federation

3amnoHuTe 00513aTesIbHLIE ITOJIS:

¢ Vendor - BeiGepuTte Active Directory (HeCKOJIBKO ITOJIeH HUXKE 3aIl0THSATCS aBTOMAaTHYECKH, UX MOXKHO
OCTaBUThL HEU3MEHHBIMHU, KPOME YKa3aHHOTO ga’liee);

¢ Username LDAP attribute - BBeguTe sAMAccountName;

* Connection URL - IP-appec Bamero cepepa Active Directory;

* Users DN;

* Bind DN - ykazaTh momb30BaTens, yepe3d KoToporo Keycloak mogkmiogaeTcs K AD (paHee co3maHHBIN
II0JIb30BaTEJIb idp);
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e Bind Credential - mapomb 3TOT0 MOIb30BATEN;

e Search Scope - Beibepute Subtree.

Provider ID
Enabled m
erati
Console Display Name Idap
Authentication
Priority 0
mporusese |00
Edit Mode READ_ONLY j
Sync Registrations m
# Vendor
* Username LDAP attribute sAMAccountName
* RDN LDAP attribute =]
* UUID LDAP attribute objectGUID
* User Object Classes person, organizationalPerson, user
# Connection URL Idap://192.168.0.51:389
# Users DN CN=Users,DC=synchro,DC=tm
# Authentication Type simple j
# Bind DN Ch=idp,CN=Users, DC=synchro,DC=tm
T P
Custom User LDAP Filter
Search Scope Subtree j
Validate Password Policy OFF
Use Truststore SPI Only for Idaps j

connecton pooirgo [EN

Connection Timeout

Read Timeout

—— .

Figure 7.65: Hactpoiika LDAP

ITocne BEIMONMHEHUS YKa3aHHBIX HACTPOEK HaXKMUTE Save BHHU3Y CTPAHUIEIL.

1. Tlepe#iguTe B COCeOHIOI0 BKJIaaKy Mapper, BbiOepuTe MyHKT username. BeenuTte B mmone LDAP Att
ribute sAMAccountName 1 HaxxMuTe Save.
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@IEKEYCLO
User Federation » Ldap » LDAP Mappers » usemame
Username
D
Name *
Mapper Type
User Model Attribute username
LDAP Attribute sAMAccountMame

Read Only

Is Mandatory In LDAP

Always Read Value From LDAP OFF
o]

Is Binary Attribute

Figure 7.66: PemaktupoBaHue username B Mapper

1. Ilepengute B User Federation, Beibepute co3mauubii ldap. UMnopTupy¥iTe momb3oBaTeei u3
Active Directory kHonko# Synchronize all users:

Cache Settings

Cache Policy DEFALULT j

Synchronize changed users | Synchronize all users | Remove imported m

Figure 7.67: CuHXpOoHM3alus II0JIb30BaTesel

I[TpoBepuTh UMIIOPT MOZKHO, Ilepelas B IyHKT Users u HaxkaB KHOIIKy View all users:

AKEYCLO

Permissions

Username Email Last Name. First Name Actions
1 Admin Admin Edit Impersonate Delete.

administrator Edit Impersonate Delete.

guest Edit Impersanate Delete.

iap iap Eait Impersonate Delete
keycloak Keycloak Edit Impersanate Delete
krbtgt

nameless less
smith smith John ait impersonate Delete

Edit Impersonate Delete.

Edit Impersonate Delete.

Figure 7.68: IIpocMoTp monbp30BaTesen

1. Damnee oTKpoONTE Synergy, HOMXKHO IIOSABUTLCS OKHO aBTOPU3alluy, KaK Ha CKPUHIIIOTE:
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SYNERGYREALM

Username ar email

Password

Figure 7.69: CTpanula aBTopu3aluu Synergy ¢ noakinoueHHBIM Keycloak

ITpoBepbTe aBTOPU3AIIHMIO KAKOT0-I00 UMIIOPTHPOBAHHOTI'0 I10JIb30BaTeNs B Synergy. Tak Kak paHee B
HaCcTpoUKax ayTeHTU(GUKAIIUY ObIT oTMedeH ¢iar [Jo06aBnaTe OTCYTCTBYWOWMX MNONMb30BaTeNeN, UMIOPTUPOE
n3 AD nmonb30BaTeNb OOMXKEH aBTOPHU30BAThCI B Synergy.

7.14.4 HacTtpouka asTopusauum c Kerberos

1. Tlepelimute Ha cepBep Active Directory 1 BrIIIONIHUTE B KOHCONMU KoMaHay ktpass mis co3gaHus
keytab-daiina. KomaHga comepzKuUT CIenyIole ITapaMeTphl:

ktpass -out {nonHbin nyTb K co3paBaeMoMy keytab-dauny} -princ {tun cnyx6bwui}/{FQDN ums y3
na cnyx6bi}@{FQDN poMeHa B BepxHeM peructpe} -mapUser {uma cepBucHoro nonb3oatens AD} -
pass {naponb cepBucHoro nonb3osatens AD} -kvno @ -ptype KRB5 NT PRINCIPAL -crypto RC4-
HMAC-NT
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I paccMaTpuBaeMOTr0 IpuMepa MCIIOIb30Banach KoMaHaa (B KaYeCTBe CEePBHUCHOTO ITOIb30BaTels
yKa3aH paHee CO3[aHHHBIN IOJIb30BaTEND idp):

ktpass -out keycloak.keytab -princ HTTP/idp.synchro.tm@SYNCHRO.TM -mapUser idp@SYNCHRO.
TM -pass Passwordl23 -kvno 0 -ptype KRB5 NT PRINCIPAL -crypto RC4-HMAC-NT

1. TIpoBeprTe Tekyllee cocTosHUue SPN [jisi 3TOr0 0Ib30BaTeNN:
setspn -1 idp

1. Ckonupyiite keytab-daiin Ha cepsep Keycloak.

2. B nmpunoxenuu Keycloak nepetinute B User Federation, BeiGepurte Bam ldap. B pasmene Kerbe
ros Integration BrimomHUTE cliemyrolre HaCTPOUKU:

Kerberos Integration

Allow Kerberos authentication m
* Kerberos Realm SYNCHROTM
* Server Principal HTTR/idp.synchro.tm@SYNCHRO TM

* KeyTab froot/keycloak keytab

Debug m

Use Kerberos For Password Authentication m

Figure 7.70: Hactpoiika Kerberos

roe

e Kerberos Realm - FQDN momeHa Active Directory 3aryiaBHEIMH OyKBaMu;
e Server Principal - yka3aHHEBIH B II. 1 mapaMeTp pring;

* Keytab - nyTh K ckonupoBanHOMY keytab-daiiny.
1. CoxpaHuTe HaCTPOUKHU.

ABTOpU3yiiTEeCh MO YYETHOM 3aTMCHIO TTOJTh30BaTeNd U3 AD Ha KOMIbIOTEPE U3 oMeHa AD, OTKpouTe
Opay3ep ¥ BBeAWUTE afpec BaIero 9K3eMIuigpa Synergy. Eciu HacTpPOWKU BHIIOJHEHEBI IIPABUJIBHO,
OTKPOETCS CTPaHHUIIA 3TOTO IOJIb30BaTeNs B Synergy 6e3 3ampoca aBTOPU3alUH.

Bo3MozkHBIE IPO0/IeMbI M CIIOCOOBI UX PeIIeHHsT
1. ABTopusanus He npoxonut, B nore Keycloak nossnsieTcss coobIiieHne cieqyomero Buga:

INFO [stdout] (default task-79) Clock skew too great (37)

PeweHue: IIPOBEPETE U CI/IHXpOHI/IBI/IpyﬁTe BpeMsi MeXKNOy BCeMHU CepBepPaMnu-Y4YaCTHUKaAMU KOH(l)I/Il"ypaHI/II/I.

1. ATopusanus He npoxonut, B iore Keycloak nmosnsieTcs coob1ieHue CaenyoInero Buaa:
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WARN [org.keycloak.federation.kerberos.impl.SPNEGOAuthenticator] (default task-84) SPN
EGO login failed: java.security.PrivilegedActionException: GSSException: Defective tok
en detected (Mechanism level: GSSHeader did not find the right tag)

PeweHue: npoBepbTe, uTo mys aBropuldaunu B Keycloak (cm. Server Principal B pa3zene Kerberos
Integration HacTpoek LDAP) ucmonb3yeTcsti TOT XKe I0JIb30BaTelNlb, KOTOPHIYM yKa3aH B Kerberos Prin-
cipal mpu co3manuu keytab-daiina.

1. TIpu oTKpeITHY B Opay3epe Synergy OTKpHIBAeTCst OKHO aBTOpu3aiuu Keycloak.

Pewenue: mobasbTe cepBep Keycloak B MeCTHYI0O MHTpPACETh.
Ilonne3nsIie CCHUIKH

HN3meHenue [P Ha cepBepe

BBom KoMObIOTED B OMEH

Hactpoiika LDAP/AD B Keycloak

HacTtpotika ayrentTudukanuu Kerberos c Keycloak u Active Directory

7.15 HacTtpouka Microsoft Entra B Synergy

7.15.1 [OeunctBua Ha nopTtane Misrosoft Azure

1.
B rnasHoM MeHw noptana https://portal.azure.com/ Bbibpatb "Microsoft Entra ID”

2.
B cnepyioweM MeHio BbibpaTb «Peructpauns npunoxeHun»

3. Haxats «HoBas perucrpanus»



https://www.petri.com/change-ip-address-domain-controller
http://osdevice.com/threads/vvod-kompjutera-v-domen-active-directory-na-primere-windows-7.80/
https://www.keycloak.org/docs/3.3/server_admin/topics/user-federation/ldap.html
http://matthewcasperson.blogspot.com/2015/07/authenticating-via-kerberos-with.html
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Microsoft Azure

[naeHaa > Default Directory

[ 11
EEm
|| B

0b3op

[NpeaBapuTenbHblE BEPCUK
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KopnopaTueHble NpUAoXeHWA
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1
BeBecTn uma npunoxeHus (OHO He uMeeT 3HauvyeHus — YKa3blBaeTCAa Ond yﬂOGCTBa)

’ BbibpaTb «Y4eTHble 3anucu B NwbOM KaTanore opraHu3saumn (nwbow knueHT Microsoft <«
Entra ID — MynbTUTEHaHTHOE peleHue)»

3. HaxaTtp «3apeructpuposathb»

= Microsoft Azure P Mownck no pecypcam, cnypkBam v AokyMeHTam (G+/)

Tnaewan > Default Directory | Pernctpaumna npunoxennii >

PerVICTpaLlMﬂ npuaoXKeHNA

‘ Synergylntegration v

I'Io,u,,qepstaeMble TWNbl YHETHBIX 3anucen

KTc MOXeT MCnoab308aTh 3TO NPUAOKEHNE MAKW NONYUaTb AOCTYN K 3ToMy API?
O YueTHele 3aNMcy TOABKO B 3TOM KaTanore opradmsauuu (tonsko Default Directory — ogun kanen)
@ YueTHble 3anvcyn B nioboMm kaTanore opraHvsaumu (nioboi kauedt Microsoft Entra ID — MyAbTUTEHaHTHOS pelleHKe)

O YueTHele 3anucy 8 ntobom KaTanore opraHusaumnm (1oboi kanent Microsoft Entra ID — mMynsTuTEHaHTHOE pelIeHMe) U IMUHbIE
yueTHble 3anucu MarkpocodT (Hanpumep, Skype, Xbox)

O Tonbko Anukble yueTHble 3anuck MakikpocodT

Momorute Mue BbiGpath...

URI nepeHanpaenexns (HeobasaTensHo)

Koraa nonesosatens npoﬁ,ﬂ,e‘r NPOBEPKY NOANWMHHOCTH, Mbl BEPHEM OTBET Ha 3TOT URI. ¥Yka3blBaTk 3HaueHWe celduac He OﬁﬂSaTeJ’leO, HO
QHO HeOﬁXO,ElVIMO A4nA BONbWMUHCTBA CUEeHapWee NPOBEPKA NOAAMHHOCTH. Mosxe ere MoXHO M3MEHNTH.

Beb ~ | | nanpumep, https://example.com/auth v

3aperucTpUpyiTe NPUACHKEHNE, HAA KOTOPbIM BeaeTe paboTy. VIHTerpupyiTe NpUACKEHUA U3 KOANEKUMA W APYTUE NPUAOXKEHWA U3BHE OpraHW3alvn, Aobaenas ux U3 pasaena Kopnop

Mpoaonxas, sbl npuHmaete MonuTuky naatdhopmel Microsoft

3aperncTpupoBath

Figure 7.71: PerucTtpanus npuioXeHMus

1
CKOI'IVIpOBaTb M COXPaHUTb B yno6Hoe MECTO nonAa:

e «lpeHTuPukaTop NpUNOXKEHUA (KIMEHT)» — panee B TEKCTe 3TO MoJjie Ha3blBaeM <
"clientID”

e «peHTMdnKaTop KaTtanora (KNMEHT)» — panee B TeKCTe 3TO NOJie Ha3blBaeM <+
"tenantID”
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# OcHOBHO®

OTtobpaxaemoe nma : Synergylntegration

WaeHtndoukatop npunox... : Tbdac275-7aab-434e-961c-14937bdc36ff
WaeHTndoukatop obvekta @ f73d7e3b-cede-4735-abac-3ebaclbe29ff
WaeHtnoukaTop katanor... : 9578b5b1-2b44-4375-a688-68a85b57d194

MNoaaepxuBaeMble TUNLI ... : HECKONbKO opraHwzauuni

Figure 7.72: JagHBIE IPUJIOKEHUS U TEeHAHTA

1.
MepenTtn B MYHKT MeHw «CepTudukaTbl U CEKPETLI»

2.
HaxaTb «HOBbIN cekpeT KineHta»

3. BBecTu TeCTOBOE OIMCaHMWE U yKa3aTh CPOK OEUCTBUSA CEKPETHOI0 KJII04a

1A npunoxeHuid > Synergylntegration ,ﬂ,OGaBVITb CEKPET KJWeHTa X
| CepTudukaThl U cekpeTsl =
Onwucanve ‘ BBE,LMTE‘ OnucaHue Ang 3TOro CeKpeTa KAWEeHTa |
3 X H
A Xome npeocrebns ot3t1o Wcrekaet cpok geAcTens | Pexkomenayetcs: 180 aHeii (6 mecaues) ~ |

YueTHble AaHHbIE NO3BONAIOT KOHOUABHLMANBHBIM MPUNOXKEHUAM MABHTUOULIMPOBATLCA B CAYKOe NPOBEpPKU NOANY
pacnoncxeHny (C noMoweto cxembl HTTPS), na NOBLIWEHNA HAAEXHOCTU B KAUECTBE YUETHBLIX AAHHLIX PEKOMEHAYE
KAWEHTA).

@ Ceprvdvkatsl perUCTPALIAN MPYAGKEHIT, CEKPETBI 1 (EAEPATUEHBIE YUETHbIE AZHHBIE MOKHO HAMTV Ha BKN3AKEX HINY

Ceptudnratsl (0) Cekperbl knuerTa (0)  PenepaTiBHble yYeTHble AaHHbIe (0)

CekpeTHan CTPOKa, UCMOMb3YEMan NPUACKEHUEM ANA NOATEEPKASHWA NOANMHHOCTY MPK 3aNPOCe TOKEHa. TakokKe b

+ Hogblii cekpet kanenTa
OnucaHue Wcrekaet cpo... 3Hauenue (0

CeKpeTbl KIMEHTOB He GblIi CO3AaHbl TS 3TOTO MPUNOKEHNS.

Figure 7.73: CepTuduKaTH U CEKPETEHI

1
CkonupoBaTb K4 M3 KOJIOHKM «3HayeHue» U COoXpaHuTb BMecTe c clientID u <+
tenantID.
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[anee B TeKCTe CEKPETHbIM K4 Takxe Ha3bBaeM "Client Secret”

BHUMAHWE! CkonupoBaTb ero MoxHo GypeT TONbKO MepBbHIN pa3 — Cpa3y Mnocfie Co3daHus.
Ecnn ckonupoBaTb He ypanocb, HeobxoguMmo CO3f0aTb HOBLIA KIHOY.

” N #
@ CeprvidukaTs perucTpaLMM NPpUAOKEHMH, CEKPETHI M heAEPATUBHbIE YUETHbIE AGHHBIE MOXKHO HATV Ha BKNGAKAX HUKE.
Ceptudwkate (0) CekpeTbl knnenTa (1) PegepaTmBHble yUeTHble daHHble (0)
CekpeTHas CTpOKa, MCNOb3YEMAA NPUAGKEHWUEM ANA NOATEEPXKAEHUA NOAMMHHOCTA NPW 3aNPoCce TOKEHa. TAKKE HA3bIBAETCA NapoAeM NPUACKEHWA.
+ HoBbI cekpeT knneHTa
Onucanne Wcrexaer cpo... 3nauenne (D WA, cekpera
Integration key 24.10.2024 Hgqn8Q~MBbaRvI0KafYa_~666C9v_JBspo... [ c2ea8b3e-e7d5-49ae-ac19-bf5e0cefddsc [y @
Figure 7.74: CekpeTHl KJINEHTa
1. Tlepeutu B IyHKT MeHIO «IIpoBepKa NOOJIUHHOCTU»
2. Haxats «[Jo6aBuTh nnatdopmy» u BeiOpaTh Web
1WA NpUAoXeHwid > Synergylntegration HaCTpOﬁKa nnaTqupM X

I | MpoBepka NOAAMHHOCTM %

Beb-npwnoxeHna

,0? XoTuTe NpeAocTaBITh OT3bIBY

Web m OpaHocTpaHU4YHOEe
KoHdurypauuu nnathopm npunoxeHne
CozjaHve, pasmeleHme n HacTpoiika KIMEHTCKIMX NPUIOKEHWIA B
B 33BMCMMOCTW OT NNaTHOPMbl UAW YCTPOWCTBAE, ANA KOTOPEIX MPeAHa3SHAUEHO 3TO MPUACXKEHUE, MOXET NoTpeboE Pa3BepTLIBaHKMe NPUAOXeHNA Bed- Bpaysepe 1 NPOrpeccueHslx Be6-
cepeepa Ha .NET, Java, Python npuAoXKeHWIA. JavaScript.

yKasaTe AONOAHMTeNbHbIE NapameTpebl, Hanpuwep, URI nepenanpabneHus, onpedeneHHbie napameTpsl npol
NOANMHHOCTH WA NONA, OTHOCALLMECA K KOHKPETHOM naatdopme.

+ AobasnTe nnatdopmy
MoBUnbHbIE W Knaccuueckune NPUNOXKEHNA

HOLLCLE‘D)KV\B&EMHE TUMbl YHETHbIX 3anvcein

% i0S uan macOS |ﬁ| Android

Objective-C, Swift, Xamarin Java, Kotlin, Xamarin

KTO MOXEeT MCNONb30BaTh 3TO NPUAOXKEHWNE MK NOAYUATe AOCTYN K 3ToMy API?
O YUETHbIE 3aMUCK TOALKO B 3TOM KaTaNore opraHisaumi (tonsko Default Directory — oauH kaueHT)

@ YueTHble 3anucK & 1106oM kaTanore opraHnsaumni (moboi knment Microsoft Entra ID — mynsTuTenanTHoe

pewerne)

Momouys & seiBope..
EI Mo6uabHbIE M KNaccuueckue

NPUACKEHNA
S Windows, UWP, KOHCONb, YCTpolcTEa
A\ V13-33 BpemenHLIX pazanumii B NOALEPXMBAEMBIX GYHKUMOHA/EHBEX BOSMOXHOCTAX HE PEKOMEHAYETCA BKNIOUaTE WHTepHeTa Beled v ycTpoficTea ¢
NUHBIE YUETHbIE 3aNKCK MalikpocodT ANS CYLecTBYHOWER PerncTpaumMi. ECA HEOBXOAMMO BKAFOUUTL MUHBIe OFPaHMUEHHbIM A0CTYNOM,

YUETHbIE 3aM1CK, 3TO MOXHO CENaTh C NOMOLBID PEAAKTOPa MaHWhecToB. CM. AONOJHUTENbHBIE CBENEHUA 06
3THX OTPaHMUEHMAX.

Figure 7.75: TlpoBepka OAJIMHHOCTH
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1. B none «URI mepeHamnpaBiieHUsI» BBECTH agpec B TaKoM ¢opmare:

https://{momenHoe ums uau ip:port miardopmei}/Synergy/microsoft/callback

1. Haxatps «HacTpouts»

wiA npwioxennii > Synergylntegration Hactpolika nnatdopmel ana Beb-npunoxe... X
| MpoBepka MOAAVHHOCTA 2

< Bce nnatdopmebl KpaTkoe pykoBOACTEO  JloKyMeHTHI 5
,b? XoTWTe NpejocTaEnTh OT3bIET

*URI nepeHanpabeneHun

KoHourypauum naatgopm URI, koTopsie ByayT NPUHAMATECA B KAUSCTEE HAZHAUEHWA NPK BO3BPATE OTKIUKGE
(MapKEpOE) HPDBE‘PKV\ NOANMHHOCTW I'IOCJ'\E'yCI‘\EU_IHOﬁ HPDBQPKW NOANMHHOCTH MAK
B 3aBACMMOCTY OT NIATGOPMbI MM YCTPGHCTBA, ANA KOTOPbIX NPEAHASHAUEHO 3TO NPUACKEHNE, MOXET NOTPEBOE  seixoaa noabsosaTened. UR| NepeHanpasneHs, TNpasnfAeMsiii Bau4 & 3anpoce Ha

yKasaTb ACNONHWTENbHbIe nNapameTpsl, Hanpumep, URI nepenanpasneHns, onpeaeneHHble NapameTpsl npol CcepBep BX0Aa, AO/KEH COBMaAATh C ykasaHHbIM 3aeck. [pyroe Hassakne — URL-agpeca
MOANHHOCTIA MW NOAA, OTHOCALMECA K KOHKPETHOR naathopme. oTBeTa. [lononHWTenbHble cBejerrnA o URI nepeHanpasneHna v orpaHuueHuax
| https://microtest.arta.pro/Synergy/microsoft/callback Vg

+ Ao6asuTe naathopmy

o URL-aapec Bbixoga Front-channel
HOMED)KVIBEIEMI:\E TWUMbl YYETHbBIX 3anucen

CtoAa OTNPABNAETCA 3aMNPOC HA OUNCTKY AaHHbIX CEaHCa NONb30BATENA B NPUAOXEHNM.
KTO MOXET MCNONB30BaTh 3TO NPUAOXKEHWE AW NOAYJATE AOCTYN K 3TOMy API? 370 TpebyeTca AnA NpaBuAbLHON PaBoTel €4UHOTO BbIXOAA

O YueTHble 3anucK TO/IbKO B 3TOM kaTanore opranusaumi (tonsko Default Directory — ogun knuent) | Hanpumep, https://example.com/logout

@ YueTHble 3anucu B itoBom katanore opradusaumm (nw06oi kimeHt Microsoft Entra 1D — mynsTuTeHanTHOE

peuwenue) HenBHOe NpefocTaBAeHWe paspelleHns U TMBpKAHbIE NOTOKM

Token EyﬂET 3anpoWweH HanpamMyo U3 KOHEUHOM TOuKKM aBTopusauuun. Ecnn npunoxexHwe
MMeeT CAHOCTRaHNUHYIC apxnTeKTypy (SPA) M He NCNoNL3YET NOTOK C KOAOM
aBTOPU3ALIAM, WK ECIM OHO Bbi3biBaeT Beb-API uepes JavaScript, To HyskHO BEIDpaTL 1
ToKeHbl AoCTyna, v TokeHsl WA, Ana seb-npunoxenui ASP.INET Core u 4pyrix se6-
NPUAGHKEHUH, UCNONB3YIOWIK TUBPUAHYIO NPOBEPKY NOANMHHOCTY, BEIBUPAOTCA TONLKO
TokeHbl M. JononsutenbHele CBEAEHMA O TOKEHAX.

Momoue & BeIGOpe.

A\ V3-33 Bpemenkbix pasavunii B noa byHKLWO BOZMOXHOCTAX HE PEKOMEHAYETCA BKAKOUATH
NWUHBIE YueTHble 32nuck MaiikpocodT ANA CYLECTBYIOLIEH PertcTpaLiA, ECAM HEOBXOMMO BKAKOUNTS NHUHBIS
YUETHBIE 33MMCK, 3T0 MOXHO CAEAETH € NOMOLLLH) PEAEKTOPa MaHWGECToB, CM. IONONHUTENbHbIE CBENeHMs 06
3TUX OTPEHUYEHNAX. BeibepuTe ToKetbl, KOTOPBIE 4O/XHA BbIMyCKaTh KOHEUHAA TOUKA aBTopHU3aLMAN:

TokeHbl AOCTyNa (MCNOAL3YHOTCA AN HEABHbIX NOTOKOB)

Figure 7.76: URL penupekTa

1.
Nepentn B NyHKT MeHw «Pa3pewenns API»

" HaxaTb «[lo6aBUTbL pa3pelieHne»

3. BribpaTh "Microsoft Graph”, 3aTeM «Pa3pereHus MPUI0KeHMI»
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18 npuaoxernii > Synergylntegration 3a|'|p0c paapELUEHMVI Apl e
Paspewenna APl =
< Bce API
Q) OBHOBUTL Rj XoTuTe NpeaocTaBUTh OT3bIB? @} Microsoft Graph

https://graph.microsoft.com/ [okymenTsl !

Kakue pazpeluenns TpeByoTca sallemy NpUIoKeHNo?

A\ Npenocrasnenve cornacua No Bcemy KAVIEHTY MOXET OTO3BaTb pa3
OT CEOErG MMEHMW, 3T0 He BAKAET. [lONONHUTEbHbIE CBEAEHUA

Pa3pelleHna NpUoKeHNA
J\eNernpoBaHHble paspellerus P P

Balue npunoxeHue paGoTaeT Kak GOHOBaA Cyx6a uan

Ang poctyna k APl noab30BaTeNb NPUNOKEHWA AOMKEH BOATH B
YNPaBASIOWAs NPOrpaMMa 6e3 BOLWSALIErO B CUCTEMY

cucTemy.
nonb30BaTens.
ﬁ B ctonbue "TpebyeTca corfiacue adMMHNCTRATOPa" OTOBPAaXEETCA &
NPUAOKEHUA. B STOM CTONBLE MOXKET HE OTOBPaXaTLCA 3HAUEHWE |
BbibpaTh pa3pelieHua passepHyTk BCE
HaCTpOeHHbIe paspeLueHma P Haunure BBOAWTL paspelenne, uToBbl OTGUALTPOBATL Pesy/bTaThl
PaspeweHune TpebyeTca cornacme agMUHUCTPAT..

MpUAOXKeHNA MOTYT Bbi3biBaTe APl eCn MM NPeAOCTaBAeHbI paspew:
HACTPOEHHbIX Pa3pelleHii AOMXKEH BKAOUATL BCE Pa3pelleHis, Heol
> AccessReview

- [o6asutb paspewetne v [peaoCTaBUTL COMNACKE BAMUHM

Wma APl nnn paspelweHuii Tun Onucanue » Acronym

~ Microsoft Graph (1) > AdministrativeUnit

User.Read Jenervpo... Signinand read

> AgreementAcceptance

Ytobel NPOCMOTPETE paspelleHia ¢ NPeAoCTaBAEHHLIM COTNaclem A
KoprnopatnsHele NpUnckeHus.

Figure 7.77: Pa3pemenus API

1
B Bbinapawwmx cnuckax BblbpaTb BCe crlepywlue paspeueHus :

Ecnum BHyTpu 06Ma4YHbiXx TEHAHTOB €CTb MepeceyvyeHus, BO3MOXHO MMeeT CMbIC/T BbICTAaBUTb <
eguMHcTBeHHyl onuuiw User.Read.All

[OaHHbLIA NpUEM MOTEeHUMaNbHO MO3BOMAET MCKOYMTb CUTyaluu, KOrga K3ep ykKasaH <+
OOHOBPEMEHHO MOJSIb30BATEJIEM TEHAHTa, W HAaXoOUTCHA B rpynnax/KoOHTaKTax APYyrux <
TEHAHTOB

" HaxaTb «[lo6aBuUTb pa3peweHuns»

2.
CHoBa HaxaTb «[obaBuTb pa3peweHune», BbibpaTb "Microsoft Graph”, 3ateM «

[enervpoBaHHble pas3peweHns»

3. BribpaTh nyHKTH: offline access, openid, profile, u Tak ke «[Jo6aBUTb pa3pelIeHusI»
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VIEW UsErs emall aadress

t

openid @
i Sign users in
I - profile (®
b
| > AccessReview
b

offline_access ()

View users' basic profile

[ Ao6aBuTs paspeweHus

Figure 7.78: Paspemienus Microsoft Graph

Maintain access to data you have given it access to

Het

Het

Het

1. Haxatp «IIpemocTtaBuUTh cornacue agMuHuctparopa mns Default Directory»

e

Tnasuan > Default Directory | Perncrpauma npunoxennii > Synergylntegration

- Synergylntegration | Paspewenna APl =

| «

B 0Bs0p
&4 KpaTkoe pykoBoACTBO

#  TOMOLLHMK NO MHTerpaunM

¥npasnexune

B OupmeHHan CUMBOAMKa 1
ceoiicTEa

3 MNpoBsepka noanMHHOCTH
CepTrduKaTsl U CEKPETHI

HH Kondwrypauus Tokexa

- Pazpewenua API

& Npeaocraenetine APl

84 Ponu npuacokeHna

&5 Bnagenbub

ats POAM W aAMUHUCTPATOPSI

Marudect

MoanepxKa W yCTpaHeHUe
Henoaaaok

/B Vernsusuue uannnanne

1

a

O OBHOEUTE

+ NoBasuth paspewenve

ma APl nan paspewennii

“ Microsoft Graph (23)

Application.Read.All
Application.ReadWrite All
Application.ReadWrite.OwnedBy
DeviceManagementApps.Read.2
DeviceManagementApps.ReadW
DeviceManagementConfiguratic
DeviceManagementConfiguratic
DeviceManagementManagedDe
DeviceManagementManagedDe
DeviceManagementManagedDe
DeviceManagementServiceConfi
DeviceManagementServiceConfi

Directory.Read.All

Tun

Mpunoxe...
Mpurnoxe...
Mpunoxe...
Mpurnoxe...
Mpunoxe...
Mpunoxe...
Mpunoxe...
Mpunoxe...
Mpuaoxe...
Mpunoxe...
Mpuaoxe...
Mpunoxe...

Mpunoxe...

,b? XoTWUTe NpeaocTaBuTb OT3bIE?

~/" TpeaocTaBuTh cornacne aaMuHUcTpaTopa Ana Default Directory

OnucaHne

Read all applications

Read and write all applications

Manage apps that this app creates or owns
Read Microsoft Intune apps

Read and write Microsoft Intune apps

Read Microsoft Intune device configuration and policies

Read and write Microsoft Intune device configuration and ...

Perform user-impacting remote actions on Microsoft Intu...

Read Microsoft Intune devices

Read and write Microsoft Intune devices

Read Microsoft Intune configuration

Read and write Microsoft Intune configuration

Read directory data

Figure 7.79: Cornacue agMuHHCTPATOpa

TpebyeTca cornacue ...

" MonTeBepaMTb, M NOXOATbCA pe3ynbTaTa NPeaoCTaBNeHUs COrNnacus

2. Hactpoiika Ha nnopTasne Azure 3aBeplleHa.

7.15.2 [OeunctBusa B SynergyAdmin

B P PP

A\ Bel viamensiete paspewenis Ha AOCTYN K NpuaoxeHmto. MoNbI0BATEAM A0MKHB BYAYT NPEROCTABNTS COTMACHE, AAXE ECNM OHM YXE CAEANV 3TO PaHee.

CocrosaHne

He npegoctaenexo ana
He npegoctaeneHo ana |
He npegoctaenexo ana
He npegoctaeneHo ana |
He npegocTasnexo ana
He npegoctaenexo ana
He NpefocTaeneHo ana
He npegoctaenexo ana
He npegocTaeneHo ana |
He npegocTasneHo ana
He npegocTaeneHo ana |
He npegocTasneHo ana

He npegocraenero ana |
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" 3aitTu nop cynep-aAMMHOM B MoAynb SynergyAdmin
" MNMepeiTn B «HacTPONKN ayTeHTUdMKaLum»

" B BbiNapalmeM cnucke BhibpaTh Microsoft Entra ID

4. B naHenu HaCTPOMKHU 3alOTHEHHI TOIBKO I10JI C HAaCTPOMKaMH 10 YMOJTYaHUIO:

< C 23 microtestarta.pro/SynergyAdmin/Admin.html?locale=ru#type=PersonsList&search=8&departmentiD="18&partNumber=08deptName=ROOT

Ha rmaehyro

HacTpoiku ayTeHTUdUKaLMK

Tun ayTeHTHdWKaUNK Microsoft Entra ID v

MneHTUbUKaTOp NPUNoXeHUs

(KnueHT) 2
CeKpeTHbIA KoY 2
URL cepeepa ayTeHTHbIKaLWMA https://login.microsoftonline.com/ 2
MneHTudmKaTop KaTanora

(KnueHT) 2
SHANOWHT BLIXOAA W3 CECCHM foauth2/v2.0/logout/ >

SHANOUHT cepaneta obpaboTku

OBPaTHOTO BbE0EA /Synergy/microsoft/callback 9
BpemaA JKUZHW ceccumn 600 2
URL AoMalIHel cTpaHuLbl 2

MepeHanpaBnATh Ha CTPaHULY BbIxoAa U3 akkayHTa Microsoft npu Bbixoge U3 cUCTeMbI
MHoxecTBEeHHbIIA BBOA Y4ETHBIX AaHHbIX Microsoft Entra

CoxpaHuTb

Figure 7.80: HacTpo#iku ayTeHTUPUKAIIUU

1. B none «URL pmomalitHe cTpaHHUIIBI» BBECTH ampec nnatdopMul B popMare:

https://{moMmenHOe uMs unu ip:port}

1. YuérHurie gaHHble B Bume clientID, tenantID, u client secret, monydeHHbIle Ha 3Talle HaCTPOUKH
nopraia Azure, cjenyeT BBECTH B COOTBETCTBYIOIIME II0JIS Ha TaHeId HaCTPOUKM:

e Ecim y Bac 1 kabunaeT Microsoft Entra, MokHO BBeCTHu B yKe oToOpazKaromuecs mois * Eciu y Bac
HECKOJIbKO KabuHeToB Microsoft Entra, To Heo6xomumo BeIOpaTh « MHOXKECTBEHHBIN BBOJ YVUETHBIX
OaHHBIX Microsoft Entra», ¥ ¢ IIOMOIIBIO KHOIIKH «+» HOOABUTh HEOOXOOHMMOE KOJIMYECTBO IIaHeJlel
O7s BBOZA

I[TpuMmeuaHre: PeXUM «MHOXKECTBEHHOTO BBoga» (multitenant) B T.4. mogmepzXKuBaeT BXOM C IIOMOIIIBIO
1-ro kabuHeTa Microsoft Entra.
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Ha maenyto HacTpo#ikn coxpaHeHsl

HacTpoiiku ayTeHTUhbnkaummn

Tun ayTeHTUUkaLun Microsoft Entra ID W
URL cepeepa ayTeHTUDWKaLMK https://login.microsoftonline.com/ 2
SHAMOWHT BLIXOAE U3 CECCHMA Joauth2/v2.0/logout/ 2

SHANOWHT cepsreTa obpaboTku

oBpaTHErO BbZ0BA /Synergy/microsoft/callback 2
BpemMA XW2HK ceccum 600 2
URL foMaliHei cTpaHmLb https://microtest.arta.pro 2
TaiimayT obHoBNEHUA Bydepa 0 ”

nonbzoBaTenei Microsoft Entra
HepeHaﬂpaB)’lﬂTb Ha CTpaHULY BbiX0ja U3 aKKayHTa Microsoft NPy BeIXO4E U3 CUCTEMEI

¥ NMHOXeCTBeHHbIM BBOZ YYETHBIX AaHHbIX Microsoft Entra

YuéTHele AaHHBIE KabMHETOB
Microsoft Entra:

-
AKTUBHO

Koa Test

TenantlD 9578b5b1-2b44-4375-a688-68a85b57d194

Client
Secret

ClientiD  1hdac275-7aa6-434e-961c-14937bdc36ff

IM78Q~Np_JPINYAGOQYN~YLJD-AECBZJWT~JWcV7

Figure 7.81: HacTpoliku ayTeHTUDUKAIIHT

1. ]._.[pI/I HeO6XOJII/IMOCTI/I, MOZ2KHO BBICTABHUTH NOIIOJIHUTEJIbHBIE HaCTpOﬁKH:

* «[lepeHanpaBATh Ha CTPAHUILY BEIX0a U3 aKKayHTa Microsoft mpu BEIXO[e U3 CUCTEMEI» — COOTBETCTBEHE
MTPOM3BOOUT PeOUPEKT Ha OKHO BBIXOa U3 YUETHOH 3amucu Microsoft * «TatimayT o0HOBIeHUs 6ydepa
rnmonb3oBaTenen Microsoft Entra» — ormus, mo3BonsioIias BBICTaBUTD IIEPUOJ CHHXPOHU3AIUH IT0JTb30BaTETIE
13 0071aK0B Azure. YKa3bBaeTCS B CEKYHOAX. JTO MOXKET COKPATUTh BPEMS BXOfa, eCjii KaOMHETOB
Microsoft Entra HeCKOIBbKO (3KOHOMUT BpeMsi CUHXPOHU3AIIMK), OMHAKO HOBLIE TIOJTh30BaTEIN OyOyT
MOATATMBATLCSA C 3aJepPXKKOU. ¢ «BpeMms XU3HU ceccuu» — O3Ha4daeT 3a30p BPEMEHHU B CEKyHOaX,

3a KOTOPHI# OydeT akTyajllbHa OOHA ITOIBITKA BXOHa KaXOoro MOJIb30BaTessd. DTOT IIapaMeTp CKopee
TEXHUYECKUH, T.K. CECCUU B CUCTEME IIEPEUCIIONBIYIOTCS AJII POYTUHTA (PeOUPEKTOB) MEXKAY MOOYIIIMU
1aTHOPMBEI.

1. HacTtpotika B monyne SynergyAdmin 3aBepiiieHa.

7.15.3 3aBepeHue HOBbIX NOJib3OBaTeNneun
1

" Ha noptane https://portal.azure.com/ BHyTpu Microsoft Entra ID BbibpaTb « ¢
lMonb3o0BaTenn»

2. 3aTeM HaxkaTh «HOBEIN TOJIb30BaTEIIbE» U «Co3aHue HOBOTO IIOJIL30BATEIISI»
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Microsoft Azure

[ naeHaa >

O Default Directory | O630p

(i ] Ob63op

[lpeaBapUTENbHBIE BEPCUM
OYHKUKA

7% [narHoctuka v peweHue
npobnem

YnpaeneHue
[ ]
éa [lonszoBatenu

&8 Tpynns

Figure 7.82

£

: [Tonp3oBaTenu

.
Nobasute > o

@ PeweHune Azure A

Obzop MonuTopK

[MOWCK KNWMeHTa

OcHoBHble cBeaeHWA

Nmnn




ARTA SYNERGY Administrator Manual 243 /246

£ TMownck no pecypc

> Default Directory | NMonszoBatenn >

fault Directory — Microsoft Entra D

CK | « -I— HoBblA nonbsoBatens ™ \I_/ CrauneaHme

MNOAL30BATENN ¢ CosgaHWe HOBOro Nofb3oBaTens I
Co3aaTk BHYTPEHHEro NOAbL30BaTENA B

Hanbl ayauTa [ OpraHnsaumm 1

Ha/lkl BXOA3 F

an rMacHTbk BHELWHEND NOAbLI0BaTENA

"HOCTWUKA W peLleHKne [MpWUrnacvTe BHELWHErO NONL30BATENA ANA
INEM -~ COBMeCTHOW paboThl C BalLel opraHuzauve

_ | g Adelina ad

HUe

:’ . Demo de
IEHHbIE NONL30BaTENN

j . Fate Morgan fat
5C Napons

l_\ ﬁ GMaovikov g.l

Figure 7.83: HoBrlll IOIB30BATEND

1. BBecTu yu€THBIE MaHHBIE, HaXaTh «IIpoBepka u co3maTh», 3aTeM «Co3maTh»

BaxHble npuMevaHusd:

* Ha ocHoBe nona «WMa cybvekTa-nonb3oBaTtensa» OypeTr creHepupoBaH e-mail, <«
MCNONb3yeMbll 3aTeM B KayeCTBE YHWKANbHOTrO uoeHTUpuKaTopa ONS BXOKa B <«
nnatgopMy ¢ [laponb, yKasaHHbIA NpU CO3[aHUM nonb3oBaTens B Microsoft Entra, <«
bynet ckopee BCero 3aMeHEH CaMuM nofib3oBaTefnieM — nonutuka besonacHoCctTn <«
Microsoft npegnonaraeTt co3pgaHWe HOBOrO Maposs Npu Bxofe
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= Microsoft Azure £ Towck nNo pecypcam, caykbam 1 40Ky

lnasHaa > Default Directory | NMonszoeatenn > MNonb3oeatenn >

Co3paHne HOBOro Noab3oBartens

Co34aTb BHYTPEHHEro NoNL30BaTeNA B OpraHM3aumm

OcHoBHble cBeaeHWd CeolicTea HazHaueHus lNpoBepka v cozaaHwve

Co3paHve Nonb3oBaTena B opradHvzauWi. OH noayuuT MMA CNefyrouLeEro EMaa. alice@contoso.com. JdononHWTenbHbIE

YnoctoBepeHue
Mmsa cybbekTa-nons3osatena * integration ‘@| georgenovikovitgmail.o... ™ ‘ m
JomeHa HeT B
cnucke? JonoNHUTENEHbIE CBEAEHMNA
[
MCeBACHMM NoUTHl * integration
CHOopMUPOBaTE HAa OCHOBE UMEHM CyBbekTa-NnoNL30BaTeNA
OTtobpaxaemoe uma * | Integration ‘
Maponb * | Copo741702 Q | Iy
ABTOMAaTMUECKOE CO34aHWe Napon
YUeTHaA 3anvce BKAOUEHE (1)

Mpoeepka v cosaaTe < Haszag fanee: CBolcTBa >

Figure 7.84: Co3pmaHue HOBOTO II0JIb30BaTENA

1.
Nepentn B SynergyAdmin

2. lleperiTu B «YIIpaBneHUe MOIb30BaTENIMU», HaXKaTh Ha KHOMIKY «+»
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Ha masnyo

anaaneuue Nnonb30BaTENAMM

ROOT

+

damunua 0.
Admin Admin

Demo Demo
MNovikov George
lenwow ManuvHa
MeaHoe AHOpen

eaHoB BaH

O0O0O0O0O0ooo

Cepukoe KyaHeiLlw

Figure 7.85: User management

MuHuManbHBEIE TaHHBIE IOJIB30BATETS, KOTOpPEIE HGOGXOJI[I/IMO YKa3aThb:

e Oamunus

e M4

e Kop (aBTOMatuM4yecku 3anosiHAeTcs)
e Agpec 31. MNOYThbl

e [locTyn B CuCTeMy: pa3pelweH

BHUMAHME! Anpec 3/IeKTPOHHOM IMOYTHI JO/I2KeH 00513aTe/IbHO COBIIAJATh C e-mail yaéTHok
3anucH Microsoft Entra!

1. HaxxaTh Ha KHOIIKY coxpaHeHus (!)




ARTA SYNERGY Administrator Manual 246 / 246

Ha rnaenyio

Co3pgaHue nonb3oBarTens

+a/Eaa]

Gamunus Integration

Wms Integration

OTyecTBo

Kog integration_integration

Nokans: Mo ymonyaHuwo v

ALpec an. noyTh: integration@georgenovikovitgmail.onmicrosoft.com
HocTyn B CUCTEMY: pa3peLueH v

Figure 7.86: Co3maHue nOIb30BaTENS

1. TTocme 3TOTr0 HOBHIM II0JIL30BATEJIL MOXKET BOUTHU B IJIaTHOPMY.

2. TTo ymom4aHWI0, HOBHIU ITOJTE30BATEIb MOXKET BXOOUTH TOJIBKO B Synergy — mpaBa Ha mogynu Con-
figurator u SynergyAdmin BEICTaBISIOTCS aHAJIOTUYHO OOBIYHEIM cIoco6aM Bxofa (110 HAaCTPOMKe
«J1OTIOTHUTENBHBIN JOCTYII»)
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