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Chapter 1

Terms, abbreviations and legend

PeBususa VCS: 8319
ARTA SYNERGY Management Platform, hereinafter referred to as System the platform allows
to shortly deploy full management cycle and optimize main activity of the enterprise.

Authorization procedure of accessing password-protected part of the System based on routine
execution by a user of the System and the System.

System Administrator a person who support work of the System by administrating it.
Users System users are individuals and judicial entitles, and experts of licensed government bodies.

Server acomputer with Internet network access, which allows users to access shared informational
resources of the System and manages these resources.

DBMS database management system (MySQL).
JVM Java virtual machine.

Dump MySQL database backup.

RAM Random Access Memory.

HDD Hard Disk Drive.

OS Operating System.

DB database.

JDK Java Software Development Kit.

LDAP Lightweight Directory Access Protocol.
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Chapter 2

Scope of document

PeBu3susa VCS: 8319 The document is guide for Administrators of the ARTA SYNERGY platform (here-
inafter referred to as the System) designed for groupwork on enterprises and target-oriented man-
agement. It describes processes connected to execution of the System administration tasks.

2.1 Purpose of document

The document contains detailed description of actions for the personnel, who deals with the System
maintenance, aimed at maintaining the System.

All data on emergencies occurred, works performed to mitigate such, and the fact of emergency
resolution must be logged in main log.

2.2 System requirements

System requirement for the hardware depend on many parameters varying for companies and ways
of use of the System, so we do not describe detailed system requirements here; they can be calculated
using "Configuration calculator" document.
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Chapter 3

Installation and initial set up

PeBusuga VCS: 8319

3.1 System installation

ARTA SYNERGY system is distributed in the form suitable for installation on original Debian and its
derivates. You must keep in mind that the operating system which ARTA SYNERGY will be installed
to must have installed all software packages required.

During installation of ARTA SYNERGY many features of Debian packaging system are employed. If
you are not familiar with main principles of packaging system working and with notions of Debian
package, repository, soft and hard dependencies and others, we kindly request you to read document
Debian Reference.

3.1.1 YctaHoBKa cucteMmbl ARTA SYNERGY npu Hasimumm noaKJI0O4YEeHUA K ceTu
NUHTepHeT

3.1.1.1 MpeaBapuTesibHble 3aMeYaHus

HpI/I BEITIOJIHEHUUW YCTAHOBKHU IIPEOIIOJIarae€TCd HaJIu4due IIpaB CYIIEePIIOJIb30BaTeJIsd. Bce omucaHHEIE
KOMAaHIOHI BBEITIOJITHAIOTCA B TEPMHHAITIE.

II71 yCTaHOBKY IIaKeTOB HUCIOJIb3yeTCs yTunuTa apt-get unu yrunura aptitude c xkmogom install.
T.e. BEIIIOTHEHNE KOMaHOb

apt-get install Ha3BaHMe nakeTa

1 KOMaH[ObI

aptitude install Ha3BaHue nakeTta

9KBHUBAJIEHTHO.

3.1.1.2 MNopkKno4YyeHUe penosMtTopues

II71s1 KOppPEeKTHOM YCTaHOBKHU HY2KHO ITOOKITI0OYNTE penno3utopuu ARTA Synergy penmo3utopusamM ¢ Bairero
IP-ampeca. [Iast aToro Heo6xomuMo moOGaBUTH B ¢atin /etc/apt/sources. list cimemyromryo CTPOKY:

deb http://deb.arta.kz/tengri tengri main contrib non-free
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Kpome Toro, ybenutech, YTO PENO3UTOPUM Balllel Bepcuu OUCTPUOyTHBa IOAKIIIOUeHH. Hampumep,
onst Debian 8 jessie:

deb http://httpredir.debian.org/debian jessie main contrib non-free

deb http://security.debian.org jessie/updates main contrib non-free

deb http://httpredir.debian.org/debian jessie-updates main contrib non-free
deb http://httpredir.debian.org/debian jessie-backports main contrib non-free

3ameuaHus:

1. ObpaTuTe BHUMaHUE, YTO IIOMUMO OCHOBHHIX perno3uTopueB Debian nogkiioyeH Takxke
jessie-backports, uTo TpebyeTcs OJig yCTaHOBKM NPaBUILHONM BEPCUU NGinX

1. Ilpu ycranoBke ARTA Synergy Ha Debian 9 “stretch” Heo6xoauMo TOIIOTHUTEIBHO IOOKITIOYUTH
pemnio3utopuu ot Debian 8 “jessie”.
[Manee HeoOXOOUMO OOHOBUTH CITMCOK ITAKETOB:
aptitude update

or
apt-get update

3amevaHue:
PekomeHOyeTcst OTKIIOUUTD CChIZIKKM Ha CD-ROM B sources.list.

3.1.1.3 YcTaHoOBKa Java

PekoMeHIyeTCs IpenBapuUTENbHO YCTaHOBUTH Java. Heobxomumo 7 Bepcust Java. Ha 7-#1 paboTatoT
JBoss u ARTA Synergy, a Takxke Cassandra.

3.1.1.3.1 YCTaHOBMTb U3 NOAKJIIOYEHHbIX Peno3uTopmes

Bepcueir Java 1o yMOT4aHUIO OIXKHA CTaTh /-5, IIO9TOMY BEIIIOJIHSIEM B CJIEAYIOMIEM IOPSAOKE:
aptitude install oracle-java7-installer

s Toro, YTOOLI IIPOBEPUTH, 4YTO ]ava I10 YMOJI9YaHHUIO 7-51, BLITIOJTHSIEM KOMaHOY:

java -version

BriBOO momKeH OBITh TAKUM:

java version "1.7.0 80"
Java(TM) SE Runtime Environment (build 1.7.0 80-bl5)
Java HotSpot(TM) 64-Bit Server VM (build 24.80-bll, mixed mode)

Ecnu Java 1o yMoI4aHHUIO IIOJIyYniia OPYTyI0 BEPCUI0, BHIBOOUM CIIMCOK YCTaHOBJIEHHBIX BEPCH, BHITIOTTHUB
KOMaHIY:

update-java-alternatives --list

Cnucok yCTaHOBJIEHHEIX Bepcull OyIeT BEIBEIIEH B CllenyIolleM BUTe:

java-6-oracle 65 /usr/lib/jvm/java-6-oracle
java-7-oracle 64 /usr/lib/jvm/java-7-oracle

[NepeknOUYuM BEPCUIO Ha HYKHYIO, BEIIIOJIHUB KOMaHMY:

update-java-alternatives --set java-7-oracle
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3.1.1.3.2 YcCTaHOBMUTb U3 CKAa4YaHHOro paHee apxusa

B cnyuae, ecnu uMmeloTcss HeoOXomuMble apxXuBHL ¢ cadiTa Oracle, MOXKHO NPEBPATUTh UX B MaKETH
Debian ¢ momomipio yTUIUTH java-package.

[lepexomuM B TepMHUHAJIe B KaTajor, B KOTOPOM JIEKUT apXUB M BHEIIIOJIHSIEM KOMaHOy

make-jpkg ‘nonHoe Ha3BaHWe apxuBa’

BCTaBUB UM (alijia apxXuBa.
Ilamee ycTaHaBIMBaeM CO3MaHHBIM OMHAPHBIN MTAKET:

dpkg -1 Ha3BaHue nakeTta.deb

ITpu 3TOM Takke HEOOXOOUMO YOOCTOBEPUTHCS B TOM, YTO BepCHel Java 1o yMOJTYaHUI0 IBIAETCS 7-4.

B xogme YCTaHOBKH Java H606XOJII/IMO IIPDUHATD HeCBOGOJIHy'IO JINIIEH3UIO.

3.1.1.4 YctaHoBKa nginx B Debian 7 wheezy

Synergy mst TpaBUIIBHOM paboTel HeoOxomuM nginx Bepcuu 1.3.10 mubo HoBee. Eciu BH UCIIOIL3yeETE
Debian 7 wheezy, Bam He00X0AMMO ITOAKIIOYUTE PEIIO3UTOPUH backports (cMm. Beime) [I7151 yCTaHOBKHU
nginx m3 pemo3uTtopus backports Heo6XOOUMO BHIIOTHUTH KOMAHIY:

aptitude -t wheezy-backports install nginx

3.1.1.5 YcTtaHoBKa Synergy c nogaep>xXKou xpaHunuiwia Jackrabbit

[I711 yCTAaHOBKU CUCTEMEI Synergy HeoO0XOOUMO BHITIOJTHUTh KOMaHIY

aptitude install arta-synergy-synergy
BMECTO OIIMCAaHHOU BHIIIIE.

3amevaHue:

ITepen HayanIoOM yCTaHOBKH, CUCTEMA YIIPaBIeHU s TaKeTaMi MOXKeT IT0Tpe6oBaTh YCTaHOBKHU
OOIIOJTHUTENILHBIX ITaKEeTOB, HAXOASAIINXCS B PEIIO3UTOPUSIX ITOOKITIIOYEHHBIX K cucteMe. Ecnu
Kakoy-nmubo u3 HUX He OyneT HalifgeH, 1r6o OygeT HeJOCTYIIeH 110 MHEIM IIPUYNHAM — yCTaHOBKA
ob6HoBNeHUN He OymeT nmpoponxkeHa. KpoMe Toro, MOTYT BO3HUKHYTH KOHMJIUKTH BEPCUU
IIakeToB, T.K. KaXXAbI! CepBep OTNINYaeTCsa HHOUBUAYaIbHON IaKeTHOM KOHGUTypalnuen, ux
BEpCUSIMU U 3aBUCHMOCTSIMM MeXAy HUMHU. B 3TOM ciydae, eciy Ballled KBanuuKaluu
OJIs pelleHUs KOHONUKTa(0B) He JOCTATOYHO, ClIenAyeT 06paTUThCA B CIIyKOy IOOOEePKKY,
nogpoOHO omucaB IpoOiaeMy W NPUBeAs JTUCTUHTU KOHCOJIM, CBSI3aHHBIE C BOIIPOCOM HIJIH
OIINOKOM.

ITo XOny BEIIIOJTHEHHWS YCTAHOBKH HY2KHO 3aaTh ITIapaMeTPhI, KOTOPEIE 3aIlIPDOCUT CUCTEeMa. B ux gucmno
BXOOUT:

e TTapons MySQL Server

[To ymon4yaHuIO IIpeamnoaraeTcs, 4To Bel BeIOepeTe Imapoiib OIS ITOIb30BaTelss root paBHEIM root
ons goctyna K CYBII MySQL. Eciiu Bel BeIbepeTe apyroi mapoiib, TO Heo6xoaumo OyoeT Mpou3BeCcTU
penakTUPOBaHNE HEKOTOPHIX KOHPUTYPAIITMOHHBIX (aliioB.

* 3amnpoc Ha KOHGUTYpUPOBaHMUe ITapaMeTpoB hginx

Hcnons3oBaHue Nginx KpatHe peKoMeHayeTcs ajis production-uacrannauuii. Ecnu y Bac He umMeeTcs
dns-uMeHU O71g cepBepa, Ha KOTOPHIY ycTaHaBnuBaeTcsa ARTA Synergy, To MOXKHO yKa3aTh B COOTBETCTBYIO!
OIIIUH ip-agpec cepBepa.
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3.1.1.6 YcTaHoBKa Synergy c nogaep>Xkou xpaHunuwa Cassandra

3.1.1.6.1 YcTaHOBKa YUCTOMU CUCTEMBbI

71 yCTaHOBKH YHMCTOM CHCTEMBI C IOAAep:KKoM xpaHunuila B Cassandra HeoOGX0OuMO YCTAaHOBHUTH
OOHOBPEMEHHO ITakKeThl arta-synergy-synergy uarta-synergy-jcrac. st 3TOT0 BEIIIOJTHUM KOMaHIY:

aptitude install arta-synergy-synergy arta-synergy-jcré4c

3ameyaHue:

ITepen HauaioM YyCTaHOBKY, CUCTEMa yIIpPaBJIeHUs TaKeTaMU MOKeT N0TpeboBaTh YCTaHOBKYU
OOIOJTHUTETbHEIX TTaKEeTOB, HAXOOSIINXCS B PEIIO3UTOPHUAX TOOKITIOYEHHEIX K cucteMe. Ecmu
Kakou-nubo n3 Hux He OymeT HaligeH, mub6o OymeT HemOCTYyIIeH 110 HHBIM IIPUYMHAM — YCTaHOBKA
o0HOBNIeHUY He OymeT mpomoiikeHa. Kpome TOro, MOryT BO3HHUKHYTH KOH(DIUKTHE BEPCHUU
TIaKeTOoB, T.K. KaX[OLIM CepBep OTINYaeTCsa NHONBUAYAIbHOU IIaKEeTHOM KOH(pUrypauuen, ux
BEPCUSMU M 3aBUCHMOCTSAMM MeXOy HUMHU. B 3TOM ciydae, ecqiu Balled KBanupuUKaluu
OJs1 pemieHus KOHGIMKTA(0B) HE TOCTATOYHO, CIEeOyeT 0OpaTUTHCS B CITYKO0y HOAAEPIKKH,
mogpo6HO omrcaB IpoOJieMy W NPUBENS JIMCTUHTYW KOHCOJIW, CBSI3@aHHBIE C BOIIPOCOM WU
OIIOKOM.

ITo XOny BEIIIOJTHEHHWS YCTAHOBKH HY2KHO 3aJaTh ITIapaMeTpPhI, KOTOPBIE 3aIlIPDOCUT CUCTEeMa. B ux gucmno
BXOOUT:

e TTapons MySQL Server

[To ymomuaHUIO IPEQIoiaraeTcs, 4To Bel BeIOEpETE Maposb OIS I0Ib30BaTeNs root paBHEIM root
onst goctyna K CYBI MySQL. Ecniu Ber BeiGepeTe Opyroi 3alucalbl Iapojib, TO Heo0Xoaumo Oymer
IIPOU3BECTH PeJaKTHUPOBaHNe HEKOTOPHIX KOHGUTYPAUMOHHEIX (ailyioB.

* 3ampoc Ha KOHQUTypUpPOBaHUE ITapamMeTpPoB Nginx

Hcnonb3oBaHue Nginx KpaliHe pekoMeHayeTcs Ay production-uncramnanuii. Ecinu y Bac He umeeTcs
dns-uMeHHU 1711 cepBepa, Ha KOTOPHIM ycTaHnaBnuBaeTcss ARTA Synergy, To MOXKHO yKa3aTh B COOTBETCTBYIO]
OIIIIMU ip-adpec cepBepa.

3.1.1.6.2 YcTtaHoBKa xpaHunuw,a Cassandra Bmecto xpaHunuuwa JCR

3.1.2 ARTA SYNERGY installation without access to network repositories

3.1.2.1 TlpepBapuTe’sibHble 3aMe4YaHuA
[Tpu BrINIONIHEHUM YCTaHOBKU IIpefliojiaraeTcsa HallW4yue IIpaB Cylepliojb3oBaTelssi. Bce omucaHHEble

KOMAHIHI BHITIOJIHSIOTCSI B TEPMUHAJIE.
TpebosaHusi:

1. Hanmuuue yCcTaHOBOYHEIX OMCKOB Debian c caiita debian.org: oHM mONXHBI OLHITH HOOABJIEHHI B
cnucok yctanoBku I10 mpu momoiu apt-cdrom

2. Hanuume apxuBa Java 7-11 Bepcuu ¢ carita Oracle (daiin jdk-7u80-linux-x64.tar.gz, KOTOPBIN MOKHO
3arpys3uTh 10 CIEOYIOIIEN CChIIKEe

3. Hanuuue 3epkana peno3utopus deb.arta.kz c coxpaHeHHOU CTPYKTYpoM peno3uTopusi. [1oayduTs
€ro MOKHO IIPU IIOMOIIY TPOTpaMM - MeHeIZKePOB 3aKadek, Hanpumep wget, HTTrack unu gpyrux

ITpumep nosayveHus 3epkana peno3umopus ¢ nomouwbio wget
wget -c -t O -m -np -k http://deb.arta.kz/tengri/
ITocne BEIOJTHEHU S 3TOM KOMAaH[OHBI B KaTaJiore deb.arta.kz 6y,E[eT HaXOOUTCs 3€ePKaJIO PEIIOSUTOPUA

CkaunMBaeM apxuB Java U 3epKalio pero3uTOPHs B yIOOHEIEe KaTalloTH Ha MallluHy 0e3 JOCTyIla K CEeTH.



https://www.debian.org/CD/
https://www.opennet.ru/man.shtml?topic=apt-cdrom&category=8&russian=0
http://www.oracle.com/technetwork/java/javase/downloads/java-archive-downloads-javase7-521261.html
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3.1.2.2 HacTpomuKka peno3uTopueB

Heob6xomgmmo mo6aBUTh IYTH OO0 CKAYaHHOTO 3epKajla perno3uTopusi, mobaBus B daiin /etc/apt/sour
ces.list cnenyromme CTPOKU:

deb file:///nytb/po/katanora/deb.arta.kz/tengri stable main contrib non-free

deb file:///nyTb/po/katanora/deb.arta.kz/tengri stable-updates main contrib non-free

rme /nyTb/no/KaTtanora/ Heo6XoguMO 3aMEHUTh Ha (PaKTUYECKUH Y Th, IO KOTOPOMY HaXOOUTCS CKaYaHHOE
3€pPKaJIo PEIO3UTOPUL.

[arnee mis oOHOBIEHHSI CIIMCKA ITAKETOB BHIIIOITHSIEM KOMaHMOY:

aptitude update

3.1.2.3 YcTaHoOBKa Java

I171 yCTaHOBKY Java BOCIIOJIb3yeMCs yTUJINTOM java-package, mpenBapUTEIbHO YCTAHOBUB €€ KOMaHIOM:

apt-get install java-package

[lamee BHITIONHSIEM B OUPEKTOPUHU C aPXUBOM Java KOMaHMY:

make-jpkg jdk-7u80-linux-x64.tar.gz

KoTopas co3pacT deb-makeT. YcTraHaBinuBaeM co3maHHEBIM deb-mmakeT ¢ momoinsio dpkg:

dpkg -i Ha3BaHue nakeTta.deb

3.1.2.4 YcTaHOBKa Synergy

[t ycTaHOBKU Synergy HeoO0XOOUMO BHIIIOTHUTE KOMaHLOY:

aptitude install arta-synergy-synergy

ITo XOOy BEHITIIOJIHEHUS YCTAHOBKHU HY2KHO 3a4Th IIapaMeTPBI, KOTOPHIE 3aIlIPOCUT CUCTEMaA. B ux yucmo
BXOOUT:

¢ Password for MySQL server.

[To ymMOm4YaHUIO ITPedIioaraeTcs, 4YTo Bel BEIGepeTe mapoiib OJjIsi ITIOIb30BaTesi root paBHEIM root
o goctyna K CYBIl MySQL. Ecnu Bhl BriGepeTe Opyrod mapoiib, TO HEOOXOOMMO ITPOU3BECTH
penakTUpPOBaHNUe HEKOTOPHIX KOHPUTYPAITMOHHEIX (haliioB.

e 3ampoc Ha KOHGUTYPUPOBAaHHE ITapaMeTPoB nginx.
CnemyeT OTKa3aTbCs OT HACTPOUKH.

3.1.3 After installation

ITocrne ycTaHOBKY (haljibl CHCTEMEL OyIyT HAXOOUTHCS 10 ampecy /opt/synergy. BHyYTpeHHSA CTPYKTypa
KaTaJIor0B TaKoBa:
* jboss/ — ceprep npunoxenui c ycranobneHHo ARTA SYNERGY

e db/ — datinwl, comepxkaline “gucThle” CHUMKHN HeobxoguMbIx B, a TakXke pe3epBHBEe Konuu B]I,
co3gaBaeMble IPU KaXaoM OOHOBJIEHUU CUCTEMEI
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e index/ — ¢aibl TOMCKOBOTO MHOEKCA
e tmp/ — BpeMeHHEIe ¢aiiibl, CO3TaBaeMble B IIpoIecce pabdoThl CHCTEMEI

e utils/ — pasnuunbie yTUNUTH A o6cnyxkuBanus ARTA SYNERGY
IInsa nepeumenoBaHus cxeM BII synergy u/unu jbpm Heob6xomumo:

¢ BKOHGUTypaluoHHOM ¢aiine . ../jboss/standalone/configuration/standalone-onesynergy.xml
B cexuuu datasource sayTpu URL OB npomnucaTs HOBEE UM€eHA (CM. IPUMEPEL HUXKE);

* OOIOJTHUTEIbHO TOJIBKO [JI CXeMHBI jbpm B KoHpuUrypanuonHom daiine . ../jboss/standalone/con
figuration/arta/management/db.properties go6aBuUTH HOBYIO CTPOKY:

jbpmdb=NEPEMMEHOBAHHOE HA3BAHUE

Ilpumep 1. IlepeumeHosaHue cxembl Synergy 8 artal.
HcxomHoe cocTosiHue cekmuu datasource B standalone-onesynergy.xml

<datasource jta="false" jndi-name="java:/AMDS" pool-name="AMDS" enabled="true" use-java- <«
context="true">
<connection-url>jdbc:mysql://127.0.0.1:3306/synergy?useUnicode=true&amp; <
characterEncoding=utf8</connection-url>

</datasource>

<xa-datasource jndi-name="java:/SynergyDS" pool-name="synergy ds" enabled="true" use-ccm=" <«
false">
<xa-datasource-property name="URL">
jdbc:mysql://127.0.0.1:3306/synergy?useUnicode=true&amp;characterEncoding=utf8
</xa-datasource-property>

Heo0X0OoUMO U3MEHUTDH Ha:

<datasource jta="false" jndi-name="java:/AMDS" pool-name="AMDS" enabled="true" use-java- <«
context="true">
<connection-url>jdbc:mysql://127.0.0.1:3306/artal?useUnicode=true&amp;characterEncoding «
=utf8</connection-url>

</datasource>

<xa-datasource jndi-name="java:/SynergyDS" pool-name="synergy ds" enabled="true" use-ccm=" <«
false">
<xa-datasource-property name="URL">
jdbc:mysql://127.0.0.1:3306/artal?useUnicode=true&amp;characterEncoding=utf8
</xa-datasource-property>

ITpumep 2. IlepeumeHosaHue cxemvbl jbpm e artaZ.
Hcxonmuoe cocTosinue ceknuu datasource B standalone-onesynergy.xml

<xa-datasource jndi-name="java:/jbpm" pool-name="jbpm ds" enabled="true" use-ccm="false">
<xa-datasource-property name="URL">
jdbc:mysql://127.0.0.1:3306/]jbpmdb?useUnicode=true&amp;characterEncoding=utf8
</xa-datasource-property>

HeO6XOJII/IMO WU3MEHUTH Ha:




ARTA SYNERGY Administrator Manual 9/229

<xa-datasource jndi-name="java:/jbpm" pool-name="jbpm ds" enabled="true" use-ccm="false">
<xa-datasource-property name="URL">
jdbc:mysql://127.0.0.1:3306/arta2?useUnicode=true&amp;characterEncoding=utf8
</xa-datasource-property>

A takxke B db.properties no6aBuTE HOBYIO CTPOKY U IIOJIYYUTh:

host=1localhost
port=3306
user=root
pass=root
http_port=8080
#image cache=true
#script _cache=true
jbpmdb=arta2

3.2 OObHoBneHue cuctembl ARTA SYNERGY

,]:[J'IH OOHOBJIEHUSI CHCTEMEI HGOGXOHI/IMO BEITIIOJIHUTE KOMaHY:

aptitude update
aptitude install arta-synergy-synergy

Takke HEOOXOOMMO IIPOCMOTPETH U3MEHEHUs B KOHPUIypanmoOHHEIX (aiinax, 3aMeHUTh Ha HOBEIE,
OCTaBUTB CTaphie. JTOT IIar OOBIYHO BHI3EIBAET OOJIBIINYIO YaCTh OIMUOO0K, T.K. KOH(GUTYPALIUH 3a9aCTYIO
CUJIBHO OTJIM4aloTcs. [Ipu 06OHOBJIEHUH ITaKeTa afMUHUCTPATOPy OYAYT IT00YepeHO MOKa3aHb KOHDUTypairl
(ainbl, KOTOpEIE OTIMYAIOTCS OT TeX, YTO B makeTe. [y Kaxkporo (Qatina 6ymeT mpenaokKeH HOBBIN
BapHaHT KOH(PUTYPAIIMOHHOT 0 (paiiyia, C BO3MOXKHOCTHIO 3aMEHUTH, 0TKA3aThCS OT 3aMEHHI ¥ IPOCMOTPETh
pa3suly Mexnay dainaMu.

s Mmarunynsamuu garnaMu KoOHQUrypaluu nakets arta-synergy - * ncrnonb3yoT MexaHu3sM Debian
conffiles. Bomee mompo6HO 0 HEM MOXKHO IIPOYUTATh 3Hech: https://raphaelhertzog.com/2010/09/-
21/debian-conffile-configuration-file-managed-by-dpkg/

3amevaHue:

Ilepen obHOBNIEHHMEM KOHPUTYPAIIMOHHOTO (aiia peKOMeHOyeTCsI CO30aTh ero Pe3epPBHYI0
KOTIHIO.

B npoiiecce o6HOBNEeHMs BaM OyIOeT 3ajilaHa 4YaCTh BOIIPOCOB U3 CEKIIUM YCTAaHOBKM (TaKue, KaK mapoilb
K B]1), a TakKe OyHeT OPeaIoKeH0 OUYUCTUTh BpeMeHHbIe (haiyIbl cepBepa IMIPUI0KEeHNH (9TO HACTOSITEIEHO
PEeKOMeHOyeTCs COesaTh).

HHorpma mocine 0OHOBIEHUSA HY2KHO BEITIOJIHUTBE AKTYaJIN34dllUI0 BEPCHUU 0a3bl JaHHBIX (bIm), IIPO1IECCOB
N MHJEKCOB CHUCTEMHI.

3.2.1 O6 ocobeHHOCTAX npouenypbl oOHoOBNeHusA 3.5 u Bbille

B Bepcum 3.5 6rita BeiyieHa 3agada 0300 MymbTHS3BIYHOCTS CUCTEMEI, B PaMKaX peanu3aluu KOTOPOu
OBIIIO COeJIaHO OYeHb MHOI'O U3MEHEHUM B sSIiOpe CUCTEMBI, B YaCTHOCTH, B CTPYKType 0a3kl JaHHLIX. B
CBSI3M C 3TUM OOHOBUTBLCS A0 Bepcuu 3.5 MOKHO TOJIBKO C IPEeObIayIel BEpCUU CUCTEMEL, 3.4.

3ameyvaHue:

Ilns 9TOro 0OHOBNEHUS HYKHO 0053aTEJIbHO HCIIOJIF30BaTh IIOCJIEOHNE PEBU3UU ITAKETOB
cucTeMbl Bepcuu 3.4 - oHU OOCTyINHH Ha deb.arta.kz B penmo3urtopun «3.4»



https://raphaelhertzog.com/2010/09/21/debian-conffile-configuration-file-managed-by-dpkg/
https://raphaelhertzog.com/2010/09/21/debian-conffile-configuration-file-managed-by-dpkg/
../../../../additional/statements/3/html/t0300.html
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IInsa cnydasi, korma TpeOyeTcsi 0OHOBJIEHME CUCTEMBI C Bepcuil crapiie 3.4 (Hanpumep, 3.2), MBI
MMOATOTOBUIX CHElHaJIbHBIM PEeNO3UTOPHI, KOTOPOH Bcerna OyaeT comepzKaTh Bepcuio cucteMel ARTA
Synergy 3.4, aKkTyaJibHYI0O Ha MOMEHT €€ BEIIIYCKa U IIepHuoaa NOOmePKKHU.

O6HoBNeHus 0o 60Jjiee BEHICOKOW BEPCUHU ITPOBOIASATCS aHAIOTUYHO.
3.2.1.1 OG6HoBneHue c Bepcum < 3.4 -» 3.4 » 3.5

ITpumep medicTBUlM, HEOOXOOUMEBIX AJ1s1 00HOBIeHUsT ARTA Synergy c Bepcuu 3.3 U CTapllle 00 BepPCUU
3.5 ¢ mpoMeXKyTOYHLEIM OOHOBJIEHHEM 10 3.4:

e B daiine /etc/apt/sources.list BpeMeHHO 3aKOMMEHTHUPOBATH UIH YOATUTL CTPOKH C YKa3aHUEM
cTabunbHbIX peno3utopueB ARTA Synergy, u goGaBUTh TyHa PEMO3UTOPUHM, coOmepzKallluii BEPCUI0
CHUCTEMHI 3. 4:

#deb http://deb.arta.kz/tengri stable main contrib non-free
#deb http://deb.arta.kz/tengri stable-updates main contrib non-free

deb http://deb.arta.kz/tengri 3.4 main contrib non-free

* OGHOBUTH CIIUCOK ITaKETOB K OOHOBUTH CUCTEMY CTAHOAPTHBIM CIIOCOOOM:

aptitude update
aptitude install arta-synergy-synergy

¢ OOHOBHUTH 6a3y HaHHBIX, IIPOLECCCHI U NHIOEKCEIL

BaumMmanue!

O6HoBeHue 6a3kl OAaHHBIX MOZKET 3aHATH OJIMTEJIbHOE BpeMsi.

e V6path peno3uTopuii 3.4 u3 datina /etc/apt/sources. list u BepHYTh Tya CTaOUIIbHEIE PEIIO3UTOPHUHU
ARTA Synergy:

deb http://deb.arta.kz/tengri stable main contrib non-free
deb http://deb.arta.kz/tengri stable-updates main contrib non-free

#deb http://deb.arta.kz/tengri 3.4 main contrib non-free
¢ OOGHOBHUTH CIIMCOK ITAKETOB ¥ 0OHOBUTH CUCTEMY CTaHOAPTHBIM CIIOCOOOM:
aptitude update

aptitude install arta-synergy-synergy

¢ OOHOBHUTH 6a3y HaHHBIX, IIPOLECCCHI U NHIOEKCEIL
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3.2.1.2 OOGHoBneHMe c Bepcuu < 3.4 po 3.5, MmuHysa 3.4

Ecnu BBHI 110 KaKMM-TO IIpUYKUHaM 0OHOBUJIM CUCTEMY C Bepcult < 3.4 cpa3y Ha 3.5, Munys 3.4, To 1ipu
IIOIBITKE 0OHOBIEHUS 0a3bl JAHHLIX BBl YBUOUTE ClIEOyIOIee coobIeHre:

YnpaeneHuwe 5[0 poBEpUTE HHAEKChI

Texkywan eepcua bI: 427
JNoctynHan eepcua bJl: 430

OfHoENTE B

JnA koppekTHoW paboTel NpUAOKEHKA CHa3Yana yctaHoeuTe obHoeneHune 3.4 u oBHoewte B B 3Tol BEpCMKM, CHUMMTE AaMM, 3 33TEM YCTaHOBWTE akTyansHoe ofHoEneHMe (3.5 u Gonee) v cHoea ofHoeuTe B,

Figure 3.1: Omu6ka 00HOBHIeHUs 6a3bl JaHHBIX

YTOOBI UCTIPABUTE JAHHYIO CUTYALNI0, HEOOXOIMMO TPOU3BECTH TTOHUXKeHWe Bepcuu (downgrade) makeTa
arta-synergy-synergy. Heobxogumo mpopgenaTh Clenyloliee:

* B ¢aiine /etc/apt/sources.list BpeMeHHO 3aKOMMEHTHUPOBATH UJIH YOAIUTh CTPOKH C YKa3aHUEeM

ctabunbHbIX peno3utopueB ARTA Synergy, u go6GaBUTh TyHa PEMO3UTOPUHM, coOmepzKallluii BEpPCUIo
CHUCTEMEHI 3.4:

#deb http://deb.arta.kz/tengri stable main contrib non-free
#deb http://deb.arta.kz/tengri stable-updates main contrib non-free

deb http://deb.arta.kz/tengri 3.4 main contrib non-free

¢ OOHOBUTH CIIMCOK ITAKETOB:

aptitude update

* [IpoBepuTh UMEIOIIMECST BEPCUU TTaKeTa arta-synergy-synergy:
apt-cache policy arta-synergy-synergy

M=l IIOJIY4YMM BEIBOI IIPUMEPHO CJIeayIoIllero Buaa:

arta-synergy-synergy:
YcTtaHosneH: 3.5-r1~160401.131002
Kangupart: 3.5-r1~160401.131002
Tabnuua Bepcwuii:
*** 3.5-r1~160401.131002 0
100 /var/lib/dpkg/status
3.4-r10 0

500 http://deb.arta.kz/tengri/ 3.4/non-free amd64 Packages

M&1 BUOHUM, YTO B CHCTEME Ha OaHHBIM MOMEHT YCTaHOBJIeHa Bepcus 3.5-r1~160401.131002 nmakeTa
arta-synergy-synergy, a yCTAaHOBUTh U3 PEIIO3UTOPUS MOKHO BepcHio 3.4-r10

e YcTaHaBnmuBaeM ImakeT arta-synergy-synergy c SBHBIM yKa3aHHEeM BEPCUU:
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aptitude install arta-synergy-synergy=3.4-rl0

B pe3yibTaTe BO3MO2KHO IIOJIYYHUTE BEIBO[ CIIEOYIOIIIETro BHUOA:

Cnepywwmne naketol 6yoyT 0OHOBMEHDI:
arta-synergy-synergy{b}
1 nakeToB 06HOBMEHO, O yCTaHOBMEHO HOBbIX, O NakeTOB OTMEYEHO ANA yAaneHusa, U 7 NakeToB He <
06HOBNEHO.
HeobxoguMo nmonyuutb 590 MB apxuBoB. [ocne pacnakoBku 0 B 6ypeT 3aHATO.
Cnepywwme nakeTtbl UMENT HeynoBE€TBOPEHHbIE 3aBUCUMOCTH:
arta-synergy-synergy : 3aBucuT: arta-synergy-deps (< 3.5) Ho ycTaHoBneH 3.5-rl <«
~160210.110622
3aBucut: arta-synergy-esb (< 3.5) HO ycTaHoBneH 3.5-b674
3aBucuT: arta-synergy-indexator (< 3.5) Ho ycTaHoBneH 3.5-b658
Cnepyiowme pevcTBUS paspewaT 3aBUCHMOCTHU:

YpanuTb cnepywwme naketbl:
1) arta-synergy-synergy

MpuHsAiTL paHHOe pewexne? [Y/n/q/?]

Heob6xommMo OTKa3BIBATHCS OT PeEIIeHUM (HaxXKuMaTbhb N) mo Tex Imop, moka aptitude me mpemmoxut
CHU3UTH BEPCUI0 y 3aBUCUMOCTEN:

Cnepywume OeWCTBUA pa3pewaTt 3aBUCUMOCTW:

YcTaHoBUTL 6ofiee CTapylo Bepcuio Aff Cleayoumx MakeTos:

1) arta-synergy-deps [3.5-r1~160210.110622 (now) -> 3.4-r5~160210.110622 (3.4)]
2) arta-synergy-esb [3.5-b674 (now) -> 3.4-b619 (3.4)]
3) arta-synergy-indexator [3.5-b658 (now) -> 3.4-b603 (3.4)]

MpuHATL paHHoe peweHune? [Y/n/q/7?]
9TO pellleHUe HYXKHO IPUHATH (Haxarts Y).
e OOHOBHUTH 0a3y HaHHBIX, IIPOIIECCCH U UHIOEKCHI

Buaumanue!

OG6HoBNeHUEe 0a3bl TAHHBIX MOXKET 3aHSIThH AJIUTEIFHOE BPEMS.

e V6path peno3uTopuii 3.4 u3 daiina /etc/apt/sources. list v BepHYTh TyHa CTaOUIIbHEIE PEIIO3UTOPHUHU
ARTA Synergy:

deb http://deb.arta.kz/tengri stable main contrib non-free
deb http://deb.arta.kz/tengri stable-updates main contrib non-free

#deb http://deb.arta.kz/tengri 3.4 main contrib non-free

¢ OOHOBUTL CIIMCOK MAaKeTOB U OOHOBUTH CUCTEeMYy CTaHOAPTHBIM crrocoboM:

aptitude update
aptitude install arta-synergy-synergy

* OOGHOBUTD 68.3y HaHHBIX, IIPOLECCCHI U NHOEKCEL
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3.3 Running and initial set up

3.3.1 Running

I711 MaHUIIYIUPOBaHUS CEPBEPOM ITPUJIOKEHNM C ycTaHOBNIeHHOU cucTteMoit ARTA SYNERGY ucnonbs3lyercs
CTaHIAPTHEBIN IOOX0N — MHUIIMANTM3alMOHHEIN CKPUNT arta-synergy-jboss c napamerpamu:

start — run

stop — discontinue

restart — restarts; a combination of the previous two

¢ status — shows current state of server

Therefore, in order to start system, you'll need to run:

# /etc/init.d/arta-synergy-jboss start

You can watch the System running by the following command:

# tail -f /var/log/synergy/jboss-console.log

3.3.2 Initial setup

IMeperimute no apgpecy: http[s]://server url:[port]/SynergyAdmin ¢ moruaom «1» u maposnem
«1». B meH1o «O0CnIyK1UBaHUEe CUCTEMEI» BeIOepuTe «Ympasnenue BII» 1, eciiu gocTyHas Bepcust BT,
OT/IMYAETCs OT TEKYIIel, TO HeoOXoOuMo OOHOBUTH TEKYIIyI0 Bepcuio B, HaxkaB KHONKY «OOHOBUTH
BII» ¥ DOoXOaThCsI OKOHYAHUS OOHOBJICHUS.

Note

B cnyyae, ecnu Tekyiias ¥ OOCTynHas Bepcus Bl He oTIMYaeTCs, BCe Ke PEeKOMEHOyeTCs
KCIIO0JIb30BaTh KHOMKY “O0HOBUTE BII”, TaK KakK KpoMe OOHOBIEHUS IIPOUCXOIUT IIePenHOeKCallus

BI.

ITocne ycuemrHoro 3aBepiierusi o6HoBIeHUs BIl, Heo6X0qUMO IIPOBECTH MHOEKCAIIWIO JOKYMEHTOB B
pa3merne «O6CTyKMBaHUE CUCTEMEBI» -> «YrpaBienue B]I mokymMeHTOB». [lamee HEOOXOOUMO aKTyaJIu3UPOBa
IIpoIlecCH B pasmenie «OO0CTyKUBaHUE CUCTEMEBI» -> «IIpoiiecchl». [IJIs 9TOro HEeoOXOOmuMO HaXKaThb
cchniky “OOHOBUTL” HAIIPOTUB IIpoliecca co cratycoM “HeT” B cTosnbile “B akTyanbHOM COCTOSHUU.

o Tex mop, IIOKa BCe MPOLIeCCH He OYOYT aKTyalbHBIMU.

Note

If Kazakh language symbols are displayed incorrectly on your system, we recommend to
install ttf-mscorefonts-installer package.

3.4 Creating backup

I[TapaMeTpsl 6eKanIUpPOBaHUS ¥ BOCCTAHOBIEHHUSI MOTYT OBITh U3MEHEHHI B KOHQUTYpalluoOHHOM daiine
/opt/synergy/utils/configs/backup/backup.conf (cm. YrnpaBrneHue pe3epBHEIM KOITUPOBAaHUEM).

The following config file parameters can be changed:
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¢ Path for backup store:
$dirs{backup} = /var/backups/synergy

¢ Condition to run backup - minimal percent of free space in the above-mentioned directory after
backup is created:

$percent _after =5
* Logs:
$logfile = /var/log/synergy/backup.log

Note

The following parameters are generally left as is. Change them only if you are sure you
know what you are doing.

¢ Do you want to backup system before restore? 0 - no/1 - yes:
$pre _restore =0

e Path to mysqldump:
$mysqldump = mysqldump --routines
* Path to mysql:
$mysql = mysql
e Path to Jboss initscript
$jbossinit =/etc/init.d/arta-synergy-jboss[]
* Base Synergy dir:
$dirs{base} =/opt/synergy[]
e Server instance dir (to standalone directory) (path must be relative to synergy path):

$dirs{instance} = $dirs{base}/jboss/standalone

e Server deploy dir (myTs K mankam deploy, configuration):
$dirs{deploy} = $dirs{instance}/deployments
$dirs{config} = $dirs{instance}/configuration

¢ Database datasources names:
$maincfg = $dirs{config}/standalone-onesynergy.xml
$db{synergyds} = java:/SynergyDS
$db{jbpmds} = java:/jbpm

* Path to JCR datasource:
$jcrdsfile = $dirs{config}/standalone-onesynergy.xml

3.5 Automatic backup creation

Automatic backup creates backup of the most important system data to enable restoration.

* Co3spmaeM ¢atin /etc/cron.d/synergy-backup;

¢ Write this line to it
0 23 * * * root /usr/bin/synergy-backup.pl create system;

¢ Save the changes;

Pes3epBHEBIe KOTUY OyOyT CO3TaBaThCS €3KeTHEBHO B 23 4acoB HOUM. Pe3epBHOMY KOITMPOBAHUIO ITOTBEPTAIOT!
B mysql, a Tak XKe XpaHUIUILIE JOKYMEHTOB /Ssrv/storage.
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3.6 MpocMoOTp TeKyLien BepCuu CUCTEeMbI

st Toro, 9TOOBI TIOCMOTPETH TEKYIIYIO BEPCUIO CUCTEMH Synergy, Heo6xoauMo B Opay3epe mepenTu
IO afpecy:

Baw Appec Synergy/Synergy/about

B OTKpEIBIIIEHCS CTpaHHuIle OyaeT BEIBEOEeH CIIMCOK OCHOBHBIX KOMIIOHEHTOB CHCTEMEI U UX BEPCHU B
dopmaTe

%Ha3BaHWe MakKeTa% %Bepcus MnakeTa%s (%Speno3nTopuiiS)

Cnucok oToGpazxkaeMbIX ITakeTOB popMUpyeTCcs U3 Ha3BaHUM (alijioB B IalkKe:
/opt/synergy/versions

[omomHUTENbHO, B IOCIEOHIO CTPOKY BEIBOOUTCS BEPCUS U PEIIO3UTOPUM OCHOBHOTO IIakeTa arta-
synergy-synergy.

HToroseii mpuMep cTpaHulsl “About”:

About

arta-synergy-synergy .7-r1~160629.145355 (unstable)

3
arta-synergy-deps-mysqldriver 5.1.12-r4 (unstable)
arta-synergy-indexator 3.7-b980 (unstable)
arta-synergy-esb 3.7-b997 (unstable)
arta-synergy-deps 3.7-r1~160629.144020 (unstable)
arta-synergy-deps-dwg 0.1-r4 (unstable)
arta-synergy-deps-jackrabbit 3.0-r6 (unstable)

stable.3.7-r1~160629.145355 (unstable)

3.7 Licenses

License files (keys) are located in:

e /opt/synergy/jboss/standalone/configuration/ai/information.key
* /opt/synergy/jboss/standalone/configuration/arta/management/management.key
Usually, licenses are provided separately from the distribution as a single file named differently from

keys information.key and management.key. You should make a copy of license file and name it corre-
sponding to key file names.

Possible license parameters:

¢ usersCount — limits user number in database;
¢ maxDate — limits use period;
e unlimited — license without any limits.

If no parameter is present in license, the System will not run. To review license parameters go to
Licence info
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3.8 3neKkTpoHHasa undcdpoBas NOAMNUCDH

ARTA Synergy nognep>XuBaert:

* KOHTEWHEePH! KJII4el java-Kpunronposaingepa I0LA;

* KOHTEeWHEePH KJII0uel c TUTIOM XpaHUINIa Kitodel “daiinoBas cucteMa” (PKCS12) java-KkpurnromnpoBaiizer
Kalkan Crypt Bepcus 1.0.

K 9LIIT mokymeHTa Synergy BBeOeHHI Cliefyiole TpeOOBaHUs:

e TNopmuck XpaHUTCS OTHOENILHO OT IMOANKMCHIBAeMBIX MaHHEIX (detached signature).

* Tlogmuchk MOKYMEHTA SIBJISIETCS KPAaTKOCPOUYHOU (short term signature) — Bepudukamus nognucu
WMEEeT CMEICII TOJIBKO B IEPUOL OEeUCTBUSA CepTU(UKATA TTOONUCHBAIOIIETO.

e Tlommuce sABIsIETCS He3aBUCUMOMU (ITapaiieflbHoM), T. €. HEeCKOJIbKO MOAMNNCEeN OT Pa3HEBIX TI0Oel Ha
OJHOM [OKYMEHTe HUKaK He BJIMSAIOT APYTr Ha Apyra HU IIpu ¢GOpMHUPOBAHNY, HU IIPU IIPOBEPKE.

e IlaTa 1 BpeMs co3gaHus rmoamnucu (6epercs ¢ cepBepa Synergy) mOIXKHBI BXOOUTH B ITIOAIINCEIBAEMbBIE
OaHHBIE.

[Tpu peanuzanuu mpolecca MOOMHUCH OJOKyMeHTa ¢ momoirbio JLIIT mns ymoGcTBa IOIb30BaTeNs, a
TakXke OJIsT TOTO, YTOOHB MMETb BO3MOXKHOCTh IIPEIOTBPATUTL OMIMOKM (HAIpuUMep, MMOANNCHIBAaHUE
YyKUM KITIOYOM), [0 HEIIOCPEeACTBEHHOT'O CO3MaHUS ITOAIIMCHU MOJIh30BaTeJI0 OyOyT OoTOOpazKaThbCs
cledymwolie JaHHble 0 cepTUudUKaTe:

» ITauHBIE O mIoy4daTene cepTudrkara: umsa (Common Name) u opranusamusa (Organisation).

o Jlanuble 00 yYpeROeHUH, BrmaBiieM cepTudukat: HazBaHue (Common Name), oprarmu3anus (Organi
zation), mecTtonaxoxmenue (Location) u ctpana (Country).

* [TaHnHbIe 0 cepTuduKkaTe: popmat ceprudukara (Format), mata ero cosganus (Creation Date), maTa
OKOHYaHUS Cpoka mericTBus (Expiration Date), a Takke cTaTyc IO OeHCTBUTEILHOCTH (AENCTBUT
efeH Uan NpocpoyeH);

e ITanHble 00 anropuTMe, KOTOPBIM co3maHnkbl Kimtoun (Algorithm).

ITonuoe onucanue momnet cM. B [RFC 5280]. Takxke npu moamucaHUM Ha CTOPOHE cepBepa Synergy
cepTuduUKraT, KOTOPHIM OyIeT IOANNCcaH JOKYMEHT, IIOABEpraeTCs CIenyIoMuM IpoBepKaM:

» [IpoBepKa OEeNCTBUTEIBHOCTH CEPTUPUKAUOHHOTO IIYTU - IOATBEPXKOAeT OEeNUCTBUTEIBHOCTh BCEX
cepTu(dUKaTOB, 3aeiCTBOBAHHLIX IIPU ITOANIMCAHNU cepTUdUKATa.

» IIpoBepka cpoKa felcTBusA cepTuduUKara.

e TIpoBepka ctaTyca cepTudukaTta (DIeCTBUTENEH UM OTO3BaH) — I10 METOMOY ITPOBEPKHU C ITOMOIIIBIO
CRL, a Takxke c nomo1ibio OSCP.

Ecau cemeanaT He IIPOXOIHUT XOTHA OBI OOHY U3 YKA3aHHBIX IIPOBEPOK, TO INIOOIINCH JOKYMEHTa
TaKHM CepTI/I(l)IfIKaTOM HEeBO3MOZKHaA.

IloBepeHHBIE KOPHEBLIE CepTU(DHUKATHI, KOTOPEIE UCIIONIb3YIOTCA ITpU TpoBepKe I1II1, 3agatoTcs B KoHUrypal
¢daiine configuration/arta/security/digital-signature.xml. ITocie KOppeKTHOU HAaCTPOUKH (atina
IJISI IOJIb30BaTelNss OyOeT JOCTYIIHA BO3MOXKHOCTh ITOOMUCHBAThL JOKYMEHTH yKa3aHHOU IDIIIT.
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3.8.1 Hactpouka LN

* HacTpo#Ka KOHPHUTrypanmuoHHOTO ¢daiiia

- CoxpaHUTH CJIeAyIolre KOPpHeBEle cepTuUKATH (HalpuMep, B I1alnke /etc):
* pki rsa;
* pki gost;
* root rsa;
* root_gost.

A Takxe:

* pki.gov.kz.crl;
* pki.gov.kz delta.crl.

IIpuMmeuyanune
Bo n36exaHue BO3HUKHOBEHUS ITPOOGIIEM C IIpaBaMyu Ha [TalKy, B KOTOPOUM HaXOOATCS KOPHEBLIE
cepTuduUKaTH, He PEKOMEHyeTCSI XPaHUTh €€ B IUPEKTOPUH /root.
- Hactpouts koHburypamuonussi ¢arin ILIII (/opt/synergy/jboss/standalone/configuration/
arta/security/digital-signature.xml):

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<configuration xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

>
<enable>false</enable>
<!-- Bnok, OonNWCbiBawWW/A [OBEPEHHbIN CEPTUPUKALMUOHHBIN LEHTP -->
<!-- Takux 610KOB MOXET OblTb HECKONbKO -->
<Ca>
<!-- OnucaHune CA -->
<description>KopHeBon cepTtudukat HYL, PK</description>
<!-- NoppepxuBaemsle cxembl URI: file m http -->
<!-- MyTb OO0 ¢anna C KOPHEBbM CepTUPUKATOM -->
<certificate-uri>file:///etc/ssl/certs/synergy/pki.gov.kz.crt</certificate-uri>
<!-- 0OcHoBHOM cnucok CRL -->
<algorithm>SHA1WithRSA</algorithm>
<!-- MNoppepxuBaembie ARTA Synergy anropuTMbl:
SHA1withRSA
MD5WithRSA
SHA256withRSA
SHA512withRSA
ECGOST3410
ECGOST34310
-->
<base-crl>
<!-- BKMOYMTb MCnonb30BaHMe ocHoBHOro CRL -->
<enable>false</enable>
<!-- NyTb po ocHoBHOoro CRL -->
<uri>file:///etc/ssl/certs/synergy/pki.gov.kz.crl</uri>
<!-- Tepuop obHoBneHnMs ocHoBHOro CRL, B MMHyTax

3HayeHMe no ymon4yaHuw - 1 Hepena -->

<period>10080</period>

</base-crl>

<!-- Cnucok Delta CRL -->

<delta-crl>
<!-- BknwyuTtb ucnonb3oBaHue Delta CRL -->
<enable>false</enable>
<!-- MyTb po Delta CRL -->
<uri>file:///etc/ssl/certs/synergy/pki.gov.kz-delta.crl</uri>
<!-- MMepnop obHOBNeHus ocHoBHoro CRL, B MUHyTax -->
<period>60</period>

</delta-crl>

</ca>
</configuration>



http://root.gov.kz/root_cer/pki_rsa.crt
http://root.gov.kz/root_cer/pki_gost.crt
http://root.gov.kz/root_cer/root_rsa.crt
http://root.gov.kz/root_cer/root_gost.crt
http://crl.pki.kz/crl/Rsa0.crl
http://crl.pki.kz/crl/Rsa0_delta.crl
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[To ymomuanuio npu noanucanuu ILII B ctonbue “MMs, opraHuzauusi Ha cepTtudurkare” O6ymer
oToOpaxkaThCA TOJILKO UM ¥ OPTaHU3alus II0JIb30BaTENs, IIOANKUCABIIEro JOKyMeHT. Habop maHHBIX
MoJIel MOKHO HaCTPOUTh, 0o0aBUB B KOHDUTypanmoHHbN (aiin mapamerp configuration -» ca -
description-cert. JaHHBIN DapaMeTp MOXKET COOEepPKaTh ClIeAyIoIlne 3HaUYeHU:

- ALGORITHM - anropuTM, C KOTOPEIM CO3[aHbBI KITIOYH;
- FORMAT - dopmaTt cepTudukara;

- SERIAL NUMBER - cepuiinblit HoMep cepTudUKaTa;

- KEY_CN - ocHOBHOE UMS;

- KEY_O - opranusanus;

- KEY_OU - nompa3nenenue;

- KEY L - MecTomnosoxeHue;

- KEY_ST - wrrat;

- KEY _C - cTpaHa;

- KEY EMAILADDRESS - snekTpoHHAas IIO4YTa;

- KEY_GIVENNAME - oTuecTBO;

- KEY SURNAME - dpamunus;

- KEY SERIALNUMBER - muguBuAyanbHEN UOeHTUGUKAUNOHHEIM HOMep (MWH);
- CERT - cepTtu¢dukat, 3aKomupoBaHHbI B Base64.

dopMarT 3anucu napaMeTpa peTUCTPOHe3aBUCUM. B ciydae, ecyiv yKa3aH HEBEPHEIN (HECYIIIEeCTBYIOMINM)
rmapaMeTp, OH He OymeT oToOpazxKaThCs B TaOmulle MPoBepKH moamnuceri. CUMBOMILI, BBEIEHHBIE B
nmapameTpe description-cert BHe TeroB OyoyT oToOpaXkaThCsi B KAUeCTBE ITOACTAaHOBKH.

TakuMm oOpas3oM, O OTOOpaxKeHUS MMEHH, OpTraHu3alluy M SJIeKTPOHHOM ITOYTHI II0IL30BaTEId,
MOATIMCAaBUIETO AOKYMEHT, He00XOIMMO HAaCTPOUTh KOHDUTYPAITMOHHBIN (hail ciieayiuM o6 pa3om:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<configuration xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

>
<enable>false</enable>
<!-- BnNoK, ONMCbIBaWWMIN OOBEPEHHbIN CEePTUPUKALMNOHHBIN LEHTp -->
<!-- Takumx 6n0koB MOXeT OblTb HECKOSIbKO -->
<Ca>
<!-- OnucaHune CA -->
<description>KopHeBou ceptupukat HYL PK</description>
<!-- NMoppnepxuBaembie cxembl URI: file u http -->
<!-- MyTb po ¢anMna C KOPHEBbLIM CEPTUPUKATOM - ->
<certificate-uri>file:///etc/ssl/certs/synergy/pki.gov.kz.crt</certificate-uri>
<!-- OTtobpaxaemble nong npu nognucaHum -->
<description-cert>${KEY CN}, ${KEY 0}, ${KEY EMAILADDRESS}</description-cert>
<!-- OcHoBHOM cnucok CRL -->
<algorithm>SHA1WithRSA</algorithm>
<!-- TNoppepxusaemsie ARTA Synergy anropuTMbl:
SHA1withRSA
MD5WithRSA
SHA256withRSA
SHA512withRSA
ECGOST3410
ECGOST34310
-->
<base-crl>
<!-- BKMOYMTb Mcnonb3oBaHne ocHosHoro CRL -->
<enable>false</enable>
<!-- NlyTb po ocHoBHOoro CRL -->
<uri>file:///etc/ssl/certs/synergy/pki.gov.kz.crl</uri>
<!-- Tepuop obHoBNeHMsa ocHoBHOro CRL, B MMHYyTax

3HayeHue no yMmon4yaHuw - 1 Hepensa -->
<period>10080</period>
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</base-crl>

<!-- Cnucok Delta CRL -->

<delta-crl>
<!-- BkmwouynTb ucnonb3oBaHue Delta CRL -->
<enable>false</enable>
<!-- NMyTtb po Delta CRL -->
<uri>file:///etc/ssl/certs/synergy/pki.gov.kz-delta.crl</uri>
<!-- Tepuop obHoBNEHMa ocHOBHOro CRL, B MMHyTax -->
<period>60</period>

</delta-crl>

</ca>
</configuration>

* Hacrpoiika npu padore mo https

Ecnu monb3oBaTenH, KOTOPHIM HeoOxomuMo mognuckiBaThk JLIIT, paGoTtaioT ¢ cuctemoi GNU/Linux,
TO OJIs1 HUX B ¢aiine /etc/hosts Heobxomumo moGaBUTh UM cepBepa u ero IP-agpec:

127.0.0.1 synergy.arta.pro
B ciyuae pa6oTst ¢ MS Windows aToro menaTth He TpeOyeTcs, HaCTPOWKa ITPOIMChIBAETCS aBTOMAaTUYECKH.

* Ilonb30BaTe/ILCKUHA areHT Synergy

715t pa6oTtei ¢ ILIIT B OCHOBHOM IIPHUIIOKEHUN HEOOXOOUMO CKadaTh ¥ YCTAHOBUTD II0JIb30BATEITECKUH
areHT Synergy. OH pacnosaraetrcs B Crpaske (pa3gen “O nmporpamme”).

3amyck Synergy Agent:

- o GNU/Linux - BEI3BaTh CIEOVIOIIYI0O KOMaHAy B TepMUHAJE:
java -jar ./SynergyAgent.jar
- o MS Windows - OTKPHITH IPUIOKEHHE C SIPIIbIKA, CO3MaHHOro Ha PabouyeM cTore.

ITpu Bo3HUKHOBEHUM npobeM ¢ Synergy Agent, B HOBOH BKJIajKe Opay3epa HEOOXOOUMO BBECTH:
https://localhost:8389/?TYPE=INFO
Bo3MoXKHbIE TPUYUHB TPOGIEM:

- HeB03MOXKHO 3aiiTH B KJIMEHT - HEOOXOOUMO U3YUUTh KO OIIHNOKH.

- He natigeH xocT - mpob6mema c hosts.

- OTtobpazxkaeTcs cOOOIIeHNEe O TOM, YTO MOPT He AOCTYIIEH - TP06IeMbl ¢ GpaHIMaypoM.

- OTtobpaxkaeTcs coollleHre O TOM, YTO CTPAHHUIlA He HalileHa - MpobJjieMa C HaCTPOUKOM MPOKCHU-
cepBepa.

- ITpo6meMsl ¢ IPOKCH - HeoO6xoguMo n006aBUTH B MCKITloyenus 127.0.0.1 u local.arta.pro.

- Synergy Agent He yCcTaHOBIIEH, BEpPCHU Synergy MoxeT OBITh He COBMECTHMaA C TEKYIIleHd Bepcuen
Synergy Agent - He0GXOOMMO YCTAaHOBUTD KJIMEHT II0 CChIIKe u3 Web-nipumoxeHus.

domojTHATE IbHAasI JIATEepaTypa

PykoBomcTBa mo J1II1 HammoHambHOTO yOOCTOBEPSOIIero nenTpa Pecnybnuku KazaxcTaH mist HHGOPMAIINO]
CHUCTEM

3.9 Service set up security rules

SSH

1. Service must be set up to use only one TCP/IP port;

2. TCP/IP port must be different from standard (22). The number must contain two, three or four
digits and must not be used by any other service.



http://tdd.lan.arta.kz/docs/synergy/trunk/user-manual/html/help.html
http://www.pki.gov.kz/index.php/ru/razrabotchikam
http://www.pki.gov.kz/index.php/ru/razrabotchikam
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3. Service access password must contain both Latin letters and numbers, its minimal length is six
symbols;

4. Service access password must be changed at least one time in six months.
MySQL

1. MySQL server must listen one IP address, namely loopback IP.

2. Service access password must contain both Latin letters and numbers, its minimal length is six
symbols.

General rules

1. Access passwords for SSH and MySQL services must be known only to personnel who maintain

the System at the level where such access is required and according to terms and conditions of
the Contract.
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Chapter 4

ARTA SYNERGY Administration appli-
cation

PeBususa VCS: 8319

4.1 Browser settings

In order for your browser to work correctly, its settings may require some adjustments. First of all,
you should check network settings. Some companies access Internet via proxy server. In such cases
you should disable proxy for IP address of ARTA SYNERGY server, for example in this way:
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ﬂapamerphl coejlMHEHMA

HacTpoiika NpoKkol AnA gocTyna B MHTepHeT
(O Bes npoxon
() ABTOMaTHYECKM ONPEAENATL HACTPOIKI NPOKCKA ANA 3TON CETH
{(*) PyuHan HacTDOIKa CEPBMCA NPOKCH:
HITP npoxaa: | 192.168.5.5 MNopT: 0

<

WononbsoBaTh 3TOT NPOKCM-CEPBEP ANA BCEX NPOTOKONOS

He wanonb3oBaTtb npokon gna: | localhost, 127.0.0.1,|192. 168.1.5

Mpwumep: .mozilla-russia.org, .net.nz, 192.168.1.0/24
() URL asToMaTH4ECKON HACTPOIRKM CEPBINCA NPOKOA:

I oK i [ OTMeHa ] [ Cnpaska ]

Figure 4.1: Setting proxy exception list in Mozilla Firefox web browser

Here you can see exception printed in red. IP address of server can be different in your case.

You should also check that JavaScript is enabled in the browser settings or any plug-in or any other
means. For ease of use, we recommend you to create shortcuts to the System log-in page in a readily
available place — desktop, bookmarks, or browser toolbar.

If you have any problems with code pages, please, set it as UTF-8 in your browser settings.

4.2 Log in to the System

In order to log in to the administration module, open any available web browser and enter ARTA
SYNERGY server address to its address line (enter IP address of computer with ARTA SYNERGY
installed, for example, https://192.168.1.5/SynergyAdmin). Enter port number, if required.

At this address you should see page shown on the figure below. This is page for the System user
authentication. Enter your account log in to "Login" field and your personal password to access the
System in the corresponding fields.

By default, initial System administrator login and password are the same and set as "1". After you
entered authorization data press Enter on keyboard or click "Log in" button on the page. If you made
a mistake during data input, the System will display a warning.




ARTA SYNERGY Administrator Manual 23 /229

- :

9 OcTaBaTsCH B CUCTEME BOHTH

Figure 4.2: Administrator authentification page

Also, links to change the System language are located at the right top of the page. The selected link
shows the language of display of the System information for the user. n order to change the language,
click corresponding link.

At the System login the browser checks connection security and, in some cases, may display the
security warning dialog as shown on the figure below or similar for the browser you use.
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370 coeAMHEHHWe ABNSeTca HeaoeepeHHbIM

Bel nonpocny Firefox yoTaHoBMTE SalMlLEHHOE coearHeHe © mbo.artalocakB443, Ho Mbl He
MOMEM MEPaHTHPOBATE, YTO 3TO COEAMHEHWE ABNAETCA 3alLMLEHHBbIM,

OBbiMHO, KOrLa Bbl NBITAETECh YCTAH0BMTE 3ALUMILEHHOE COEAWHEHWME, CARTHI NPEABABNADT
NPOEEPEHHENIN MAEHTHDMKETOR, CNYHALLMIA JOKa3STENLCTEOM TOMD, YTO Bbl HENPAENAETECL B
HY#HOE MeCTo, OOHAKOo MIEHTHDMKETOD STOMD CAHTA HE MOMET ObITE NPOBEpEH,

Uro MHe genatk?

Ecnu Bbl 0bk1MHD Bes I'IDDEJ'IEM COEAMHAETECL C A&HHBIM EEI:&TDM, 3Ta owKbKa MomeT 03Ha4aTh, 4TO
KTO-TO NBITAETCA NOAMEHKTE 3TOT CanT APYTHM, B sTom Cny4ae BaM He CNEYET NpoAomEaTh
COE0MHEHKE,

TexHHUecKue aeTanu

Al NOHMMaK PUCK

ECni Bbl MOHMMAETE YTO NPOMCKOAMT, Bbl MOKETE NoNpociTe Firefox HauaTe NOBEPATE
WAEHTURMKATOPY AGHHOrD CATa. Jlame ecnn Bbl AOBEPAETE 3TOMY CAlTY, 3Ta ownbKa
MOMET 03HAYATh, UTO KTO-TO BKNHHHBAETCA B BAlUE COSOHHEHHE C CAHTOM.

He noBaEnAiTe WCKNKDYEHWE, 2CNW Bbl HE 3HSETE O BECKOM MNPWYMHE, NO KOTOPOA 3TOT CART He
WCMONBESYET AOBEPEHHEIR MAEHTUDMKETOR.

[0oDEEMTE MCKKIYEHKE .. I

Figure 4.3: Untrusted certificate warning

You should tell your browser to permanently add the site to security exceptions using controls provided

by your browser.
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Adobamune mocmoqeHise DeIonacHocri

Ebl cofUpaeTech NPUHYIWTE NbHS WIS HWTE WABHTHSHEA UMK CaiiTa 8
S 1% leewsasel

u CephEarbie DaHKK, MarasnHel i APyrise NyGmMdaHee CaiTel He By AYT NPOCHTE

BaC AEdaih 310,
Cepsep

Anpec: |1I.'.|:l*~1:."."|:||-'|r'|l:|..-||l.-|.h..'.l"'-.|:|r||-r'|t;h.'.lf'.||rr'|i'1.-"-'l'n:||||i||.||'.||. Moayunte cepradurar |

Craryc cepriagescara

30T calT NEMAeTCA MACHTHGHUMpoDaTe cebs, HCnone IyA

| HpogmoTpeTe..
HEKD PR ETHYIS MH (0 pranreo. )
Yerapepwan vHgopmaLn

CepTH NEST B aHHOE BREMA HEZRACTENTENEH. HEBOIMONHD NPOBEPUTE, HE
Geno Ny conBWEHNA O BMo WTEPE HAKW Kpame,

HenzEecTHEIA LIBHTR CEpTHSHK AL

K cepTudHKaTy HET goESpAa, Tak K3K oH He Bein eepudHUMpoEaH J0BEpEHHEI
LEHTPOM CEpTUHNEELEM.

| NoagzpeppTe weknoyenne GelonackocTy | ﬁﬂrucrm |

Figure 4.4: Confirming security exception

If an incorrect password is entered, the System login will fail. To prevent brute force attack on the
System login, security settings has option to limit number of failed attempts to login (from one IP
address); the System answer will delay for a defined time at exceeding number of failed attempts, at

the following attempts the System response time will increase proportionally to timeout (for example,
t*2+1).

Database can have unlimited number of users, but number of users with login rights cannot exceed
number of licenses. If this number has already been exceeded, the System will display a warning that
license number is exceeded and new user cannot enter the System at creation of user account or at
adding rights for accessing the system to a user who previously did not have such; correspondingly,
“System access” option is automatically set to “Blocked”.

4.3 Interface and modules of the System

Interface of administration module is as follows:




ARTA SYNERGY Administrator Manual 26 /229

Ha rnaeHyw

&2 HacTpoliku O6cnyMBaHWe
i Kaproreka kEJ CHCTEMI:I kEJ MoHNTOPUHF kEJ CHCTeyh:II(:I

¥npaeneHwe NoNk20BarenAmMIn OB Me HAcTpoiikn CoBLITHA ¥npaeneHwe B

CTpykTypa Joctyn K o6bekram YNpaeneHwe WHOEKCOM A0KYMEHTOR

Y aneHHse KOMIAHUN AMUHNCTRUPOBAHNA YNpaeneHne WHAeKCoM diopm
HacTpoiikn yeegomneHuii Mpoyecckl
HacTpoiikn cryxBel Nogaepxkm CoCTOAHME NPUNOKEHUS
BezonacHocTe YnpagneHue pes. KONMpOBaHWEM
MHTerpaywna c SharePoint WMHpopMaLmna o NULEHINN
HacTpoiikn noutsl
KpaHunuue

KMPP HacTpoikun

kEJ XpaHunuwe
Tpynnel

MOHWTOPUHE
Dopmel

Figure 4.5: General view of administration module

The module has two regions:

* Upper panel (located at the top, it has buttons to return to the main page and to log out the System).

* Main working area (it is located below the upper panel and has six additional settings sections; their
content and view depend on the section selected).

The upper panel is designed to switch from any section of the System to main settings page of the
System and to log out of the System. The content is not saved at log out or browser restart and has
the default view.

Ha ocHoBHO#M paGodei 4aCTH MOOYJIST aAMUHUCTPHUPOBAHUS HAaXOOSATCS HSITh Pa3mesioB:

L]

File cabinet

System settings
* Monitoring

System maintenance

Storage

4.4 File cabinet

4.4.1 User management

In order to enter user data to the System, click "User management" item in "File cabinet" section.
Visually, user management is divided into three parts:
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Employer search parameters

Results of search

* Generation of authorization parameters

* Paccrhlka YBGJIOMJ'IGHI/II;I OJisd CKa4YHuBaHUA MOOHUIIBHOTO IIPUJIOZKEHU A

anaBneHue none3oBarenamMmm
DOHA NOAABDHKA MONOAEKN .
| OToBpakaTs yaaneHHIxX
TMoucx
+ m =
1 damunus W.0. LomxHocTb Cratyc
~ Admin Admin axTveeH
1 Unknewn Unknown aKTMBEH
~| Abppewex NecHng PyxoBogutens otaena paboTs ¢ Hacenexuem aKTMBEH
| AHgpees Hukonai HavaneHwk oTaena goxonos, M.O. pykoeoauTe... aKTMBEH
~| Banmves Pycnan HavansHuk oTaena ynpaenenws dusancom, Ha... aktveeH
_| BoBpos CtenaH eHepankHLIA oupekTop aKTMBEH
" BacHeuoe Mrope Cneuranuct no paGoTte ¢ HaceneHuem aKTMBEH
| Baccepman AHaTonui HayaneHuk oToena cHabxeHus aKTMBEH
"~ Taboynnud Jaxuap EyxranTep oToena pacxodos aKTMBEH
—| Tennagw Mpuropwii HavansHnk oTaena pacxopos aKTMBEH
~| KypywmBaes Mepet CHabxerey aKTMBEH
~| Camatos EpGon Byxrantep otgena goxofos AKTMBEH
"~ CemeHos Ceprei EyxranTep oToena AOKyMEHTaLMM aKTMBEH
~| Cnenakos Wean HupekTop Gyxrantepun, PyxoBoguTENb aAMWHN... aKTWBEH
FeHepupoBaHKe norMHoB/naponei © Beem BeigenenHeim ( Boew 1a BsiBopku CreHep1poBaTe
Pacchinka yBegoMneHwid GNA ckaumBaHus
MOBWNLHOND NPUNOKEHMS © Beem BeigenenHeim ( Boew 1a BsiBopku OTnpasuTe

Figure 4.6: User management

TToHCK MOKEeT OCYIIECTBIIATHCS 10 (aMUINKU, HMEHH UK OTYECTBY COTPYOHUKA. ECIIH IIOMCK BHIIOTHUTD
06e3 mapaMeTpoB, TO OymeT BHIOAH CIHCOK BCEX COTPYOHMKOB KOMIaHuHW. CIIMCOK, COCTOSIIHH K3
6omee, uem 30 COTPYOHHUKOB, pa3buBaeTcs Ha cTpaHuIlsl mo 30 yenoBek. TakxKe B mapaMeTpax IIoucKa
MOXKHO 3afaTh B KaKOM IIOAPAa3[elIeHNH IIPOBOAUTHL ITOMCK, YTO IIO3BOJIUT OTOOPA3UTh, HAIPHUMED,
BCEX COTPYMHUKOB OTHesa, AelapTamMeHTa unu punuana. s mepeMelleHus 0 CTPaHUIlaM CIIKCKa
COTPYIHMKOB HY2KHO BOCIIOJIb30BAThCS KHOIIKaMU HaBUTAIIWH, PACIIONI0XKEHHEIMI CIIPaBa HUXKe MaHeIn
TTOMCKa.

[st moGaBIeHU II0JIb30BaTENIA He0OXOIUMO HaXKaTh Ha KHOIKY «]06aBUTh II0JIb30BATEIIS», PACIIOI0KEHHY:
cleBa B OCHOBHOM pabodeid o0nacTH, mOCe 4ero B OCHOBHOM pa®ouei 06JIaCTHM OTKPOETCS IIyCTas
KapTo4YKa IT0JIb30BaTeIs.

Fields "Surname" and "Name" are mandatory.

Additionally, you can fill in e-mail address, jabber ID and path to the personal folder of the new user.




ARTA SYNERGY Administrator Manual 28 /229

After saving new user information, its personal card shows options to upload employee photo and
additional fields to select additional options of access to organization structure, to indicate access to
reference of values and strategies, and to indicate whether the new user is a chancery employee, a
HR department employee, a methodologist, or an administrator.

Ha rnaeryio

Co3paHuve nonk3oBaTens

- Eues

Damunua

\ |
Vs [ |
QTyecTsO ‘ ‘
Koz, Ans nokasaTened | |
Anpec 3n. NouTel:
JID:
MocTyn B cucTEMy: | 6nowmposan ¥
TNuuxag nanka PES
[locTyn K cnpaBouyHKWKY NokasaTened
[ocTyn K cTpatern

COTpyOHMK OTAENA KaapoB

Figure 4.7: New user card
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Ha rnaenyo

KapTouyka nonb3oBarensa

=W e o

DaMUnuA [Botpos

|
Wmna |C'renaH |
OTyecTBo |Er0poam |

|

Kop, AnA noxasatene |bobrov_stepan

[omKHOCT leHepankHbLIA AMPeKTOP
[ONONHMTENbHBIA 40CTYN
#! {dona noaaepkl Monoaekn

CoTpyOHWK KaHUensapum
MeTogonor
AOMUHUCTPATOP
Anpec an. NouTkl: bobrovi@company.com
JiD:
[ocTyn B cMcTeMy: | pazpewen ¥
NuuHana nanka Xpannnuwe/JvuHme Nanky nonssosatenen/bobpos C.E. e |

#| NocTyn K cnpaBouHKy Nokasatened
| NocTyn K cTpatern

COTpyOHUK OTAENA KafpoB

4 | Fpynnk! nonszoBarens

1

sce ®
©OHA NOAASPHKKN MOMOAEKN

Figure 4.8: KapTo4yka CylmeCTBYIOIIEr0 IOJIb30BaTENIA

715 3arpy3ku ¢poTorpaduu Hy?KHO HaBECTH yKa3aTeJleM MEIIIM Ha ¢poTorpaduio Ioab30BaTessa 1 HaXKaTh
Ha IYHKT “V3MeHUTh n300pakeHre” 1 B IUaIOTOBOM OKHE BEIOpaTh (haiiyl c KoMIbioTepa. s yoaneHus

doTorpaduu monb30BaTeNs, HY?KHO BRIOPATh IIYHKT “YoanuThk n3o00pakeHue” U B IUAJIOTe HOATBEPKIEHU S

oTBeTUTh “OK”.

If required, additional access rights to various elements of organization structure can be assigned to
a user. For example, sales department manager can have access to watch goals and tasks of support
department employees in order to determine possible date of work completion for client agreements.
Additional access can be configured to several subdivisions.

If a user does not hold a position in the company, he or she can be given access to tree of company
goals. In order to do this, user card has "Additional access" field where you can select names of sub-
divisions, whose names of goals, their indicators, reports and calendars of personnel can be accessed.
To change value of the field, to the right of it there is the button with ellipsis. Click the button to show
organization structure of the company displaying only subdivisions.

If a user has the role of:

* “COTPYOHUK KaHIIENIIpUN” - Y IOJIb30BaTelIs HOSBIIETCS DOCTYII K KypHasiaM KaHIIeJIIPpUY B pa3fgeie
“IlokyMeHTH” MOOyns XpaHUJIUIIE.

e “MeTomonor” - y moiab30BaTes nosapiseTcs goctyn K “Kouduryparopy” (https://IP-agpec/Configurator).

e “ADMUHUCTPATOP” - y IONB30BaTeNsA IOABISAETCA OOCTYII K “IlomcucteMe agMUHUCTPUPOBaHUS .
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* “CoTpymHUK OTHesla KagpoB” - y IOJIb30BaTENs IIOABIIIETC OOCTYI K pa3menny “AODMUHUCTPUPOBaHUE”
u “Peseps” mopynsa CoTpymHuku. [IpaBa focTyna COTpyTHUKA OTAEIa KagpoB MOXKHO Pa3rpaHnudUuTh
110 TTogpa3aeIeHUsIM.

Lu)_

After you have found an employee on search page, you can edit information about him or her. To do

ITocme BBOAa BCEX HEOOXOMMMBIX MAaHHBIX HEOOXOAUMO HaXKaTh Ha KHOTIKY «COXPaHUTE» (

. o . .
so, click button ( ) to the right of name, position and status of the user.

*

To manually edit authorization data for a user, administrator clicks «Authorization parameters» ( )
in personal card of the user.

The system shows form with fields for new login, password, and password confirmation. Length of
login and password must be at least six symbols.

KEPT oYKa NnonNsz08aT2nA

|

Naruu alibaey
MNapons sEEEEE
MNoaTeepH aesHWe Napans sennes

Figure 4.9: Changing authorization parameters for a user

If all data are entered correctly, they are sent to the server. After successful saving, the System
informs the user about successful changes made.

[71s1 TOTO, 4TOOHI YOANIUTh YYETHYIO 3alIUCh COTPYIHUKA, HE00XOIMMO ITePEeNTU B KAPTOYKY 10JIH30BaATENIS

’o”w ” —_— e
¥ HaxKaTb KHOIKY “YmanuTb”( ). Tlocne moOTBepXKIOEHUSI CMEHHBI CTaTyca Y4YeTHOM 3alliCH Ha
“ymaneH”, BOCHOBHOM CIIMCKe COTPYIHUKOB II0JIb30BATEIb HEe 0TOOpa3uTcs. IIJist TOro, YTOOH MIPOCMOTPETD

yIOaJIeHHBIX COTPYIHHUKOB HYZKHO IIOCTABUTh I'aJIOYKy B NyHKTe “OToOpaxaTh yOaJIeHHBIX”, KOTOPBIH
PacIionozKeH HUXKeE MOJIs IToucKa. [Ij1s1 Toro, YTOOB BOCCTaHOBUTE YAAJIEHHOTO COTPYOHNKA, HE00X0amMO

{2
IIepeiTy B KapPTOUYKYy IIOJIb30BaTeld M HaXaTh KHONKY “BoccTaHOBUTH” ( d ). Ilocne gero cratyc
COTpyOHUKA M3MEHUTCS Ha “aKTuUBEH”.

ITpumeuaHue.

ITpu cMeHe cTaTyca y4eTHOH 3aluCH II0JIb30BaTells Ha “ypajieH” KapTodka IIoJIb30BaTeslel
OaHHOTIO IT0JIb30BAaTEJIS IepecTaeT 0TOOPaXkKaThCH, IIPU STUM BEPCUS HaHHBIX ()OPMBI OCTAETCS
TEKylllel, TO eCTb C TeMU OaHHBIMU, KOTOPEIE IPUCYTCTBOBAIM Ha MOMEHT CMEHEI cTaTyca.
ITpu cmeHe cTaTyca Ha “aKTUBEH” B KQpPTOYKe 0TOOpazxKaeTCs TEKYIIast BEPCUs JaHHBIX (DOPMEIL.
O0s3aTenbHas KapTo4dKa, JOCTYIIHAs BCeM II0JIb30BaTeNsAM, II0Ciie U3MeHeHUs cTaTyca YUeTHOU
3anucy Ha “yhajieH” IpofoskaeT oToOpaxkaThCs B KAPTOUYKe I10JIb30BaTeIsI CO BCEMHU JaHHBIMU.
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4.4.2 Structure

Ha rnasmyio

OpraHU3aUMOHHaR CTPYKTYpa

) ®ona noanepxKu MONoREKM
by, =
Otaen pafoThl ¢ HACENEHWEM + = 2 "‘ U d

AQMHHACTDATHBHLIA OTZEN Mogpaspenexne: GoH NOAOSPHEA MONOOEXA
FexepanbHbin gupekTop Admin Admin

Figure 4.10: Organization structure panel

Visually, the section looks like the figure above and can be divided into following conventional areas:

* Drop-down list of displayed elements (organization structure tree). It is located in the left top corner
and its default value is either "organization structure" or "root".

* Organization structure element tree. The tree includes root element (company name) and child
elements (names of internal structural subdivisions, followed by names of specific positions listed
in personnel structure).

* Main working area displays properties or contents of the elements selected in the tree.

* Report on company organization structure.

OpraHu3anusi SBJISETCS KOPHEBHIM 3JIEMEHTOM [epeBa cjeBa. [l0 yMOI4YaHWIO, IOCJIE YCTAaHOBKU
CucTteMsl 9TOT 37ieMeHT Ha3kiBaeTcss ROOT u ero HyzKHO ITeperMeH0BaTh B COOTBETCTBUH C Ha3BaHUEM
opraHu3auuu. [IJis TeperuMeHOBAaHUs 3JIeMEHTa U 3alaHUs ero ITapaMeTPoB HEOGXOOUMO IIENTKHYTh

II0 9TOMY 3JIEMEHTY B IepeBe 3JIEMEHTOB cjieBa. CmpaBa B paGouedl 00/1acTu OTPa3sTCS ITapaMeTpPHI

I10 YMOJIYaHHUIO, KOTOPBEIE MO2KHO OTPEeOaKTHUPOBATh U COXPAHUTE. B atux IIapaMeTpaX YKa3bIBaeTCsda
Ha3BaHUe OPraHU3alliy, Ha3BaHUE JOJIXKHOCTU PYKOBOAUTEJIS, OIIMs TUITAa Ha3HAYEHUS 1IeJiell onpeaeseHa
KaK «CaMOCTOSITeIbHO» U He MOXKeT ObITh U3MEHEeHa T.K. 9TO KOPHEBOH 3JIEMEHT HepPapXuu.
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Ha rnaenyo

OpraHU3aUMOHHARA CTPYKTYpa

(=) ®ona nognepmxm monoaex
Otgen paboTel ¢ HacENEHKEM - H
AgMuHMCTpATHEHBIA OTAEN VHpopMaLkA © NoapasaeneHnu

HaseaHue @OHA NOAAEPHKA MOMOAEKM &
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HaaeaHue i)
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Otnen paGoTsl ¢ HaceneHwem

Figure 4.11: Editing root, name of company and position of employee

After you have edited root element, you can continue with editing organization structure of company
including branches, departments, divisions, offices, services, specialists, interns, etc.

IIpuMmeuanue

(If company has branches): since when filling cards of the system users, their relation to
one or another subdivision of the company is indicated, in order to optimize workload, it is
recommended first to edit company and create its branches, and then you can enter users
to the System indicating their relation to one or another branch.

ITpuMmeuanue

Due to rights limits for editing organization structure in the structural tree, branch em-
ployees can edit only their branch and its subdivisions, and main office employees can edit
company, all its branches and subdivisions.

To create subdivision, select element, which will be its parent, in the element tree on the left. In the
main working area detailed information on selected element and a button to create child element will
be shown. A child element may be either subdivision or specialist belonging to the selected element,
which is selected by type of created element.

<1>opMa CO30aHHusA HOBOI'O ITOApa3deyIEeHud COOEPXKUT: THUII CO3OaBaeMOI'o 3JIEMEeHTa (HOJIpBS}leT[eHI/Ie
WUJIV CIIEIINaIuCT), Ha3BaHUe nmogpa3nejieHusd, HOpHJIKOBBIﬁ HOMED, KOO OJId TIoKas3aTeNen, pOJII/ITeJ'IBCKI/Iﬁ
JJIEMEHT, Ha3BaHHe OJOJIZKHOCTHU PYKOBOOUTEIIA IIOOAPA3OEJIEHUA U IIPU He0oOX0OMMOCTH BO3MOXKHOCTD




ARTA SYNERGY Administrator Manual 33/229

HA3HA4YEeHHsA 3aMEeCTUTETIA DPYKOBOOUTEIIS OJIsd KOHKPETHOI'O JOYEPHET O IIoOPpa3geJIEeHud. 3aMeCTUTEND
nMeeT OOCTYII KO BCeEM COTPYOHHKaM IIOoOpa3fdesiIeHUdA U K OOYEPHHM IIoapa3nesieHusaM, K KOTOPBIM
€My IIpeaoCTaBJIEH OOCTYII (JIOCTYH IIpeaoCTaBIIAEeTCAd IIPKY Ha3HAYEHUH I10JIb30BaTeEJIA 38M€CTI/ITeJ'[eM).
B03MOXKHOCTE ,'E[O6aBI/ITB 3aMeCcTHuTeel IIOSBJISIeTCS IIPU HaJIMYUU NOYEPHUX ITOOPa3deJIEeHUuN. B nmone
HOMED (Ne) moxHO YKa3aThb HOpHJIKOBI:IfI HOMED 3aMEeCTUTEJIA B OpTaHH3aHHOHHOﬁ CTPYKType.

Ha rnaexyto

OpraHU3auMOHHan CTPYKTYpa

(=) ®ona nognepmxm monoaex
Otgen paboTtel ¢ HaceneHKeM = H
AgmurncTparenbii orgen Tun [Mogpasaenenne v |
WHcbopMaLKA o NoapasaeneHni
HaseaHue i)
Ne b

Kop gna noxkasatenen ‘ ‘

PoauTensckoe nofpasaenexie ©OHA NOAAEPHKA MOMOAEKN

YaaneHHeIn ounuan | |

VH¢pOpMaLMA © PYKOBOAWTENE NoAPa3AeneHNna
HazeaHue 0OMKHOCTH &
THN HA3HAUEHHA Lenen | PykoBoguTenem ¥

3amecTUTenu
JAns HasHaveHus 3aMecmumened HeoGxodumMs! doYepHUe Nodpa3densHus.

Figure 4.12: Filled form for adding subdivision

HazBanus mogpasneiieHud, JOJIZKHOCTHU PYKOBOOUTETIA 1 3aMeCTUuTeNen YKa3bIBAKTCHA I10 YMOJIYaHUIO,
i

[ en k]
1O HaXKaTHUI0 Ha KHOIIKY CIIpaBa =&, OTKPBEIBAETCS OUaJIOT0BOE€ OKHO «HepeBOH]ﬂ», KOTOpO€e COOEPXKUT
B cebe Ta6HI/IHy C JIOKAJIIMHU U 3HaAYEHUSAMU II€PEBOOOB B COOTBeTCTByIOH.[efI JIOKAJIn.
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Nokans TekcT

[0 yMONYaHUIO
RU
KK
EN

Figure 4.13: TlepeBonsl

To create subdivision, "Type" option must have "Subdivision" value (this is the default value).

After entering the mentioned data of the element to be added, click "Save" button. In the created
subdivision, its form changes: "Type" field is hidden and "Manager" and "Acting manager" fields are
added. After selection of managers (they are located at the bottom of the form), they can be removed
or changed, if necessary. "Remove" button is red button to the right of surname of person who occupies
position of manager or acting manager.

IIpuMmeuanue

Any employee in the company may occupy several positions of manager or specialist at
the same time; a manager can occupy his or her position together with deputy position.
Appointing an employee deputy or acting manager does not free him or her from the main
position.

To select a manager of a subdivision or acting or deputy manager click Select button. Click "Search"
button to open a dialog where you can perform search among the System users by surname or select a
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user from the list. List of over 30 persons is divided into pages; to navigate to next page use navigation
buttons below search panel:

Buibop nonb3ogatens &b

l1ma
Admin A A,

Inknown L.
Abgpewen J1.C,
Bobpoe C.E.
BacHeyos M.1.
[aboynnuH A
Meanoe .M.

Kypymbaee M.C.

Camatoe E.A.

Chnenakoe K.

|||_|U'ﬂﬂ'{| ] |¢'DH,:|, M08 PR rvmm:ud

[NogpazgeneHue

Ctoen paboTel © Hace...

MoHL NOLLEPEHKA MO,

Ctoen paboTel © Hace. ..

ALMWHWCTRPATHEHEIA OT..

ALMWHWCTPATHEHEIA OT ..

Ctoen paboTel © Hace. ..

ALMWHWCTRPATHEHEIA OT..

ALMWHWCTPATHEHEIA OT..

10 =

Hon#HoCT

HavaneHwk oTgena
[eHEpaNEHEIA LUPEKTO. ..
Cneumnanwct no paboTe. ..
Byxrantep, Zam_1
Byxrantep

Cneumnanuct no paboTe. ..
CHabMeHey

HavaneHWk otoena, 3...

BuibpaTe |GTMEHa

Figure 4.14: User selection

After you have selected the employee, click "Choose" button at the bottom of the employee selection
window. After making necessary changes click "Save" button to save them.

To edit element of Subdivision type select it in the element tree on the left. On the right the main
editing area displays information on the selected element and edit panel for the element: adding
child element (subdivision or specialist), editing information on selected element and deleting it. To
edit, click "Edit subdivision data" button; to save after editing click "Save" data.
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To select new manager for a subdivision, click selection button to the right of name field. A dialog for
searching the System users will open. To select a user, select it in the list and click Select button.

To remove the current manager of a subdivision from the post, click delete button (to the right of user
selection button).

Changes in management (assigning or removing) will be saved at saving information on subdivision.

IIpuMmeuyanue

ITpu cMeHe PYKOBOOUTEIS IIOApa3feeHus U IPKU HAaIUYUK V IIOCIeIHero HesaBepIIeHHbIX
paboT, melcTBHE BHITOIHSATHCSA HEe HOJIXKHO, COOOIIIeHHE OIINOKN:

PykoBogutenb 05 OAHHOrO noppasfeneHns yxe Ha3HayeH

KoppeKkTHOe CHSITHE C MOMXKHOCTH PYKOBOIUTEIIS KOPHEBOT O IIOfApa3aesieHusI BO3MOXKHO TOJILKO
IIPU YCIIOBUH, YTO IPYU HAJTUYUHY ¥ PYKOBOOUTEJISI HE3aBEPIIEHHBIX PAOOT B OIIIINY ITIePEeHAa3HAUYEHUS
paboT B COOTBETCTBYIOILIEHN KAaTEeTOPUM He BRIOpaHO 3HaueHue «IlepeHa3HadyuTh PabOTH Ha
HEMOCPEICTBEHHOI O PYKOBOOUTENA», T.K. ¥ PYKOBOOUTEJISI KODHEBOTO IOAPa3neIeHus OTCyTCTBYEeT
HOHATHE “HEMOCPEOCTBEHHBIN PYKOBOOUTEID”.

To delete a selected element in the tree on the left, click button "Delete subdivision" or "Delete spe-
cialist" in the working area on the right. Procedure of deletion requires confirmation of the action.

To add a specialist according to the organization structure, select an element in the element tree on
the left to add specialists to. In the main editing area on the right click "Add subdivision" button. As
against adding subdivision, value of "Type" parameter must be "Specialist":

Ha rnaexywo

OpraHU3auMOHHan CTPYKTYpa

T m———
OTgen paBoThi ¢ HACEMeHHem 4= L—J

M HH WA ATHEHLIA OTAEN P —
ARMUHACTD A Tun | Cneuvanuct v

HaszpaHue AOMKHOCTH

Kop an\ nokasatenen ‘ |
Moapaanenexue BOH NOANEDHKA MONOAEHM
Wicpp \ |
HeoBx0nuMoe KONMUUYECTBO LWTATHLIX &AMHUL ‘0 |

Tun HaaHaueHWs Lenen | PyxosoguTenem ¥ |
Ne | |

Figure 4.15: Add specialist to structure
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On the updated page the following parameters must be entered:

* Ha3BaHUE [OJIXKHOCTY;
* measure code;

¢ department which involves the specialist

¢ code of specialist by personnel structure

* required number of employees

* type of set goals (by manager or by employee)

* MIOPSAOKOBBIM HOMED OOJIZKHOCTHU (€CIK HOMeD He yKa3aH, TO OHU COPTUPYIOTCS 10 aldaBUTy MeXOy
co0botit)

HasBaHue 0OMKHOCTH YKA3bIBAETCS [I0 YMOTYaHHIO, 10 HAXKaTHIO Ha KHOTIKY CIIPaBa i, OTKPLIBAETCS
guanorosoe okKHO «[lepeBoOnl», KOTOPOE COmEPKUT B cebe TabNuIly C JIOKaJIIMHI U 3Ha4eHUSIMU [1ePeBO0B
B COOTBETCTBYIOIIIEN JIOKAIN
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Nokans TekcT
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Figure 4.16: IlepeBonsl

After you filled in the form, you have to save data by clicking Save button. To edit specialist informa-
tion, use "Edit position" button and to delete, "Delete position" button.

After position is created, you can assign an employee to the position. In order to do this, select in the
element tree on the left a position and in the main working area on the right click "Assign an employee
to the position" button to show user selection dialog. You can use search field to look for a user by
surname or just click "Search" button to show all users registered in the System. After selecting the
required user, click "Select" button to assign him or her to the position.

To retire an employee off a position, click retirement button to the right of surname of the retired
employee and confirm the desired action in the opened dialog.

OrpaHuuuTh OOCTYHI K MonmysisiM CHUCTEMEBl MOXKHO Ha JII000M YPOBHE OPTraHU3aIlOHHOM CTPYKTYPHL:
IJ1s1 BCe¥ opraHM3aluy, TOJIBKO IOJIsT KaKOT0-1u00 Ioapa3aesieHus, Ojisi KOHKPETHOM HOIKHOCTH JIu60

O/ OTIPefeNIEHHOTO COTPYAHUKA. [[JIsT 9TOro HeoOXOOUMO HakaTh Ha KHOIIKY B BHE IMa3jia B
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KapTO4YKe I1ogpa3fneIeHns UJIM KaPTO4YKe OOJI2KHOCTH, a OJId OTPaHUYEeHUd JOCTYIId K MOOYJIAM KOHKPETHOMY
IIOJIB30BATEJII0 NaHHasA KHOIIKA IIPUCYTCTBYET B KaPTO4YKeE KazKI0rI'0 II0JIb30BaTeJIA:

Mon paboTta KomnaHwuAa BHewHWe Mogynu
“ Motoku paboT * MpoekTwl CanlT KoMnaHum
¥ ExegHeBHWK ¥ Uenw 1 nokazaTtenw ARTA
¢ XpaHunuwye ¥ COTpYyOHMKW
¥ hannk ¥ OprcTpykTypa
¥ PeecTphl ¥ Npadomk
¥ NoKyMEHTH pfﬁm
MNpodune
Y ExenHeBHUK
¥ PaboTta
¥ OTueThl
* Peaepe

¥ ApgpecHan kHWra

¥| icnonb2oBaTh AeONTHLIE HACTPOMKK

CoxpaHuTs | | OTMmeHa |

Figure 4.17: Module management

B oTKpHIBIIIEMCST OKHE YOPaTh rajlouKy ¢ YeKO0Kca «CcImonb30BaTh AedOITHLIE HACTPOUKHM» U U3MEHUTD
OrpaHWYEHUS HOCTYyIIa II0 BCEM OCHOBHEIM pa3fejlaM U UX IIOogpa3fesiaM:

* Mosg pa6ota: IToToku pabot, ExxenHeBHUK, Xpanunuile (®atinel, Peectpsl, [JOKyMEHTH)
» Kommnanus: Ilpoekrtsl, Llenu u nokasartenu, Corpynuuku (OprcTpykTypa, Peseps, AgpecHas KHUTa)

* BHemHue MOQOYIIX - B JAHHOM pa3feiie 0T06pa}KaIOTC5{ BCeé HAaCTPOEHHEBIE€ BHEIIIHNE MOOYJIX CUCTEMEI,
OJId KazKOoro HOBOT'O BHEITHET O MOLOYJIA (I)J'Ia}KOK I10 YMOJ/IYaHHUIO BEIKJIIOYEH.

Ecnu B [TopgcucTteMe afMUHUCTPUPOBAHUS AOCTYI K BHEIITHEMY MOZIYJII0 Y JAHHOTO IOJIb30BATEJISI OTPAHUYEH
TO B IIOJIb30BATE/IbCKMX HAaCTPOUWKAX 9TOT HYHKT Yy HEro OymeT OTCYTCTBOBATh).

Takxke B aTOM pa3neiie MO2KHO HaCTPOUTE IIPpaBa AellapTaMeHTOB, OTHEJIOB, CJ'Iy}K6 Ha pa3geJibl HOMEHKIIATyP

=

Oell 1 TUIIBI JOKYMEHTOB C IIOMOIIIBIO KHOIIKH . B 3aBUCHUMOCTH OT 3TUX HACTPOEK COTPYOHHUKHU TeX
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WJIN UHBIX HOJIpaSJIeJ'IeHI/Iﬁ II0CJI€ 3aBEPIIIEHUA pa60T C JIOKYME€HTaMHU MOT'YT CIINCBIBATh KX B COOTBETCTBYIOIII]
IMaIllKu Oeji, KOTOPkIe JOCTYIIHBI UM COI'JIaCHO Ha3HA4Y€HHBIM IIPpaBaM.

7151 momy49eHus oT4YeTa [0 OPraHU3allMOHHOM CTPYKTYPe, He06X0OUMO HaXKaTh KHOIIKY U 3alI0JIHUTH
HeoOXOoOuMbIE TTapaMeTpPHI IJist (GOpPMUPOBAaHUS OTYETA.

OTyeT No opr. CTPYKTYpPe KoOMNaHuKW X

HauaTs ¢ nogpasgeneHus DOHI NOLOSDHKA MONOLEHKA

KonuyecTBo YpOBHER | |

¥| MokazaTk BCe YPOBHW CTPYKTYPI
OTobpaxats fornuans
OTobpakaTte pykoBoOWTENSH NoApa3feneHui
¥ OToGpaxaTs OOMKHOCTH

OTobpaxats MMeHa NonbL3oBaTensun

Tun oTyeTa | TOpPWU3OHTANLHLIM ¥

CdopMApoBRaTE OTHET | | OTMEHS |

Figure 4.18: Report on company organization structure.

e Togpa3meneHue, HaYMHASA C KOTOPOro OyIEeT CO3HaBaThCs OTYET (II0 YMOJTYaHHUIO, BEIMEJIEHHBIN 9JIEMEHT
mepeBa). g BrIOOpPa 3HAYEHUS HAHHOI'O IOJISA ITOIb30BATEII0 ITPEAOCTaBISIETCS KHOIIKa BEIOOpa
9JIeMeHTa OpPTraHU3aIMOHHOM CTPYKTYPHI.

* Number of levels in organization structure to be shown in the report or check "Show all levels"
check box to toggle display of all levels in the organization structure. If this check box is checked,
field to enter number of levels is not active. By default, the report is formed for all levels.

¢ OTMeuaeTcs, JOJIXKHEI I BOUTH B 0TUYET (UJIHAJIEI, PyKOBOOUTEIN IIOoApa3eIe i, JOIXKHOCTH (3a
9TO OTBeYaloT nepekmodaTenu «OTodpaxkaTts punnansi», «OTo6pazxKaTh PyKOBOOUTEIeH ITOAPa3IeIe HUH»
«OTobOpazxkaTh OOIKHOCTU» COOTBETCTBEHHO).

e Check check box "Show names" to toggle display of user surnames in the report.
* Choose report type: horizontal or vertical.

Click "Create report" button to open a new browser window with the report. The figures below show
possible versions of the reports.
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LieHTp 340poBOro oGpasa MUIHW |

JAenapTaMeHT no flenapTaMeHT No CBA3AM C
npodiMnaKTnye ckum oBLyecTEEHHOCTLID
nporpammam |
| | | OTAEN KOMMYHUKALMWA N OTgen pejaKTMpoOBaHWUA U
OpraHu3ayuoHHo- OTgen npodunaKTUYe CKNX ‘)‘HEGHG-TFEHMHFOBHW LeHTp ‘ nponaraigesl 30K BhINYCKa NeYaTHbIX U34enuil
MeToguYECKUIA oTaen nporpamm | |
S — T E— E—
|TpEHep | |Mem,qu| ‘ﬂmaaﬁHep ‘ | PegakTop |
|Cr|eu,|na.an‘ |I'naBHb||i cneu,ma.nmn‘ |Cneu,|na.an‘ |I'naBHb||i cneu,ma.nmﬂ‘ | | Anppess A E | |
| ‘ Ocnavos E. C HTypcuHﬁaeea F.FP | WeTkura 1. P |XacaHrJE P.A ‘ ‘ Hukmina 1. 11 ‘

Epmonenxo H. H Magues E. 4 Bacuneesa /1. @ Apeictanos U M

MyewrHoea H. M Mykaroea K. M Opmaros A T.

Figure 4.19: Structure report variant (vertical)

Cneumannct

T NaBHLIA cneunaneT |

| OpraHM3aLMoHHO-
MeToMUEcKWA oTaen

e

JlenaprameHt no Cneupannct
| npocpunakTMueckum O1aen npoiMNaKTHYECKUX - |
nporpammam nporpamm rnaBHeIii cnewupanie |

Yot - TpeHep
— | YyeGHO-TPEHUHTOBLIA LIEHTp }—[
MeTogncT

__|Otpen KOMMYHMEALMA 1 __
Llentp :aopoeoro oGpasa MUIHA |— nponarai/ikl 30X

JlenapTameHt no CEAZAM C

| 0GIleCTEEHHOCTLH | |otmen peAaKTHPOBaHMA 1 Onzaiinep
BhIMYCKA NEYaTHLIX W3 /e NMil PenakTop

CNeunanicT no Kagpoekim
| ABMMHHCTpATHBHO- pecypcam
X03ARCTBEHHLIA oTaen
|| [enonponzeoguTens

|| DMHAHCOBO-X03ARCTBEHHLIRA
AenaprameHt

— O1Aen Gyxrantepun |

—|HOpuanueckwii otaen |

Figure 4.20: Structure report variant (horizontal)

4.4.3 Remote companies

Pa3pen npepHa3HadeH OJi HACTPOMKM OOCTYyIa K XpPaHWINILY yOaleHHBIX KoMmmaHuii. Heobxomumo
yKa3aTh Ha3BaHUe, afpec cepBepa opraHu3alui u rogpasgesieHne, K KOTOpoMy OyIeT IpefocTaBiieH
moctyI. ITo yMOI4aHUIO B CIIMCKE IPUCYTCTBYET JIOKaJIbHAS OPraHU3alus C COOTBETCTBYIOIIEN OTMETKOU
B HaCTpPOUKaX.
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Ha rnaenyio

OpraHuaauum
| o]
| X | [
HaumeHosaHue oprasmsaummn ¥pn cepeepa oprasn3aumm
TokansHana opraHuauwa local.local L

Figure 4.21: Settings for remote companies
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Ha rnaenyio

PepaktupoBatue uHdopmMaumm o6 opraHnaauum

- =

HaumeHnosanue oprasusaumm

IMokansHas opraHIauma .:@‘j
Ypn cepeepa opraH1aaum local local

! NoKankHan KoMMaHUA
Moapasgenexne

| bong noanep#xmu monogexm ¥

Figure 4.22: Settings for remote companies

AT,
o =i
HazBanue YOoalleHHOU KOMIIaHHUM YKa3bIBa€TCsd II0 YMOJIYaHHUIO, IIO0 HaXKaTHUI0 Ha KHOIIKY CIIpaBa =&,

OTKPEBIBAETCA JHaJIOrOBOE€ OKHO <<HepeBOI[bI>>, KOTOpO€E COOEPXKUT B cebe T6.6J'II/I].[y C JIOKAJIAIMHU ¥ 3HaAYEHUAMU
IIepeBOa0B B COOTBeTCTBYIOH.[eﬁ JIOKAJIHN.
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Nokans TekcT

[0 yMONYaHUIO
RU
KK
EN

Figure 4.23: TlepeBonsl

4.5 Settings

Settings section contains System global settings. They are:

4.5.1 General settings

The section has one setting: “Application URL’. The system will e-mail notification to user on gener-
ating login and password and include the address from “Application URL’ setting to the letter. Also,
this setting used in works notifications at document hyperlinks.

Note

HeBanupgubii URL unu ero 0OTCyTCTBHE MOXKET IIPUBECTU K TOMY, UTO CCHIJIKA B yBEIOMJIEHUSIX
OymeT He paboueii.
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Hactpoiku

URL npmnoxer—mﬂ‘ |

Coxpatis

Figure 4.24: Application URL settings

4.5.2 [ocTtyn K obbekTaMm KoHdurypaumm
[aHHEBIM pa3ges COOepXKUT clienylone 00beKTH KOHGUTYypPalu:

e ['pymmsl
* Opr.cTpykKTypa

HocTyn K 06LeKkTaM KoHHrypauuu

Cpynnel
Opr.cTpykTypa

Figure 4.25: JocTyn K 00beKTaM KOHGUTYPALTUN

ITo HaxkaTnio Ha OOBEKT OTKPHIBAETCS CIIELVIOIIMU 3KpaH, KOTOPHIN COOEPIKUT AePeBO MMEIOIIUXCS
00BEKTOB KOHGUTYPAIIUY U TAOIUITy IT0 HaCTPOUKE IIPUBUIIET UM,
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Ha rnaexyio

€ J[ocTtyn K o6beKTam KoHUrypaymu

2 Opr.cipykTypa
06aBuUTL rpynn
= doHA NOAREDPKKA MONOOERM A pynny
‘OTaen paGoTl ¢ HACENEHWEM

2
ARMUHACTDATUBHEIR OTAEN Tpynna YreHue WHameHeHne HasHauenne npae HaaHauenne / yBonsHeH|

AOMUHUCTPATOP CHCTEME s s 7 vy
Moppepxka el v
HauankHui v

Figure 4.26: JocTyn K 06beKTaM KOHGUTYPALTUHN

st Toro, 4ToOB MPEJOCTAaBUTh KAKOU-TUOO0 MOCTYII Ha BHIOPAHHEBIM ClieBa OOBEKT KOH(UTYpaIluH,
Heo0XoguMo m00aBUTh I'PYINY U BKIIIOUUTL HAIIPOTUB HEE COOTBETCTBYIOIINE TAJIOYKH:

e “UYreHue”;

* “U3meHeHME”;

* “Ha3xaueHue mpas”;

* “HasnaueHue/ynanenue” (TOIbKO Oy o0bekTa tumna “Opr. cTtpykrypa”).

ITonb30BaTenu, KOTOPBIM 3aal0TC OIIpeeleHHEIe TPaBa B JaHHOM pa3fene, CTAHOBSITCS JIOKATbHEIMU
agMUHUCTPATOpaMu. [IIs JIOKaIbHEIX aAMUHHUCTPATOPOB OyeT 0TOOpaxkaThCA TEKyIIee AIMUHUCTPATUBHOE
ITPUIIOKEHUE, 3a UCKITIOYEHNEM TOT'0, YTO BUOUMBEIMHU B HUX OCTAIOTCS TOJILKO T€ Pa3[ebl, K 00beKTaM
KOTOPBIX UMEETCS HOCTYII.
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Ha rmaeHyo

I L

i KapToTeka tgj XpaHunuiye
Ynpaenexue NonsL3csaTenAmMi Mpynnst
CrpykTypa

Figure 4.27: ADMUHHUCTPaATUBHOE NIPUJIOKEHUE [OJI afMUHUCTPATOpa, MMEIOUero OOCTYI TOJIBKO K
ob6wekTaMm Tumna “I'pynna” u “Opr.cTpykTypa”

4.5.2.1 Groups

Note

ABTorpynnaM BO3MOZKHO Ha3Ha4Y€eHHe IIPpaB TOJIBKO Ha YTeHHE U Ha3Ha4YeHHue IIPaB.

HacTpotiku npuBHUJIeTUN MOXKHO 3aaTh AJIs KaKou-1u0o rpymnnsl (Danee 2pynna), B T.4. OJIs1 KOPHEBBIX
TPYIIIL.

YTeHune

* IIPOCMOTP 2pYyNnbsl ¥ €€ COONePRKUMOTO B pa3fese “XpaHunuile” — “I'pynnel” KOHPUTypaTopa U agMUHUCTPE
[IPUJIOKEHUS;

¢ HCIIOJIb3OBaHHE 2pynnsl U BXOOLAIIINUX B HEE oJIb30BaTeiell B KaUueCcTBe IIapaMeTpoB KOHd)HTYpaHHH:

- “IloGaBuTh rpynny” Ipu HACTPOUKE AOCTYyIla K 00beKTaM KOH(MUTYPAIUH;
- CIIMCOK I'DYII B IIpaBax Ha MalKyu;

- “Ho6aBuThL” B IIpaBax Ha PeecTp;

- “BriGpaTh rpynmny”’ B QUIbLTPE CIIHCKA II0Ib30BaTeJIeH;

- “[Io6aBuTh rpynny” B KapTO4YKe IIOJIb30BaATEIS.

* oroOpaxkeHue 2pynnbl B pe3ybTaTax IOUCKA.
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Crnepymomiyve OedCTBUS OOCTYIIHE B pa3feie afMUHACTPAaTUBHOT O ITpuioxkeHusa “Kaprtoreka” — “YupaBrieHue
IIOJIb30BaTEJIIMU”.

¢ IIPOCMOTP CIIKNCKa IOIb30BaTeNel, BXOOAIINUX B epynny, B T.4. YOAJIEHHBIX.

IlpumeyvaHue:

BMmecTo ¢unbTpa nogpaspmeneHuil fomkeH OBITh QUIBTP C BEIOOPOM I'pynnkl. [lepeBo rpynmn
OOJIKHO OBITH OTPAHMYEHO COTJIaCHO IIpPaB Ha rpynnbl. Ilo yMoTYaHHIO, B 3TOM QUIIBTPE
moJikHa OBITH BEIOpaHa IepBas OOCTYIHAasA Ipymia.

Cnenyomue 0eiCTBUS HEOOCTYIIHHL:

* nobaBieHre KOPHEBOU IPYHIEL (OTCYTCTBYET KHOIIKA HOOABIEHUS);
* ymajieHue KOPHEBOM I'PyIIbl (OTCYTCTBYET KHOMKA yHaleHUs);

IIpumeuyanue

9T OedCTBUS OOCTYIIHH TOJIBKO CYIIEPMETOHOJIOTY U CYIIePagMUHUCTPATOPY.

* U3MEHEHUEe CBOUCTB 2pynnsl (OTCYyTCTBYET KHOIIKA COXPaHEHUS);
* ymajieHue epynnsvl (OTCYTCTBYeT KHOIIKA yOaleHus);

* M3MEHEHUE COCTaBa 2pynnsl (OTCYTCTBYIOT KHONIKY H0OaBIeHUS IPYIIIE], T00ABJIEHUS II0JIb30BaTEIeN
B I'PYIILY ¥ YOAJIEeHUs BI0KEHHEIX II0JIb30BaTEeNIed U I'PYII).

B pa3gene agMuHHCTpaTUBHOTO nNpuioxeHusa “Kaproreka” — “YmupaBneHue moaIb30BaTeIIMR”:

¢ moOaBlieHUEe HOBOTO I10JIb30BaTeNIsA (OTCYTCTBYET KHOMIKA “+”);
* OTKPHITHE KAaPTO4YKH IIOJIb30BaATEJIsA, U B HeHu:

- U3MeHeHNe CBOMCTB KapTOUYKU (OTCYTCTBYET KHOIKA COXPaHEHUSI);

- U3MEeHeHNe IIapaMeTPOB aBTOpU3alluu (0OTCYTCTBYET KHonKa “IlapaMeTprl aBTOpU3aluun”);

- U3MeHeHHUe J0CTyIla K opraHu3aluusaM (0TCYTCTByeT KHOIKa “IloCTyl K opraHu3anusaMm”);

- U3MeHeHUe ITapaMeTpPOB yIIpaBlIeHUA MOOYISIMU (OTCYTCTBYET KHOIIKa “YIIpaBjieHHe MOOYIaMu”);

- U3MeHeHHUe NapaMeTPOB CUCTEMHBIX ITOKa3aTenel (0TCyTCTBYeT KHONKa “CUCTeMHBIE TOKa3aTenun”);
yoaneHue y4eTHOU 3anucu (OTCYTCTBYET KHOIIKA “YOanuTh yYeTHYIO 3alluch”);

* MaCCOBOe I'eHepHUpOBaHUeE JIOTUHOB/IIaposiel (0TCYyTCTBYeT pa3gen “['eHepupoBaHue JIOTHHOB/IIaposieit”).

N3MeHeHune

310 IIPpaBO aBTOMATHU4YE€CKH BKJIIIOHYAET IIPaBO YTeHne u mOmOoIHSET ero ClIeoyIIIUMHU BO3ZMOXHOCTSAMHMU:

* U3MeHEeHHEe CBOMCTB 2pynnsl (Ha3BaHMe U MaKCUMaJbHBIN pa3Mep (daiina);
* U3MeHEeHUe coCcTaBa 2pynnbl (HobaBreHNe, U3MEHEHNE U YIaJeHNe BII0KEHHBIX IPYIII U II0JIb30BaTeNe).

B pa3gerne agMuHMCTPaTUBHOTO NpuioxeHusa “Kaproreka” — “YmupaBieHue moab30BaTeIaIMR”:

¢ moGaBleHHe HOBOTO IIOJIb30BaTENS - OH OymeT moGaBjieH B Ty IPYINy, KOTopasi BEIOpaHa B QUITLTPE;
* U3MeHeHNe KapTOUYKH II0JIb30BaTeIs;
* MaCcCOBOe TeHepHupOBaHNUe JTOTHHOB/IapoJIe.
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Ha3HayeHue npas

310 IIPpaBO aBTOMATH4YECKH BKJIIOYAET IIPaBO YTeHne u mOIOoIHSET ero ClIeoyIIIUMHA BO3ZMOXHOCTSAMHMU:

* Ha3HaueHUe J1I060ro Habopa IpaB (YTeHUe, U3MeHeHNe, Ha3HaueHue IIpaB Ha 2pynny);

* OTKpPBIBAET MOCTYII K pa3geny “IocTyn K o0beKkTaM KoHpurypaiuu” — “I'pymnmnsl” Kak B KOHGUTYypaTOpe,
TaK U B aIMUHUCTPATUBHOM IIPUJIOKEHUU.

IIpumeuyanue
[MapaMeTpel y4eTHOU 3allMCU IIOIb30BaTEN

* “MeTomosnor”
* “ApMuHHCTpPaTOp”

a TaKXe:

e “JlomONMHUTENBHBIN OOCTyIT”

e “CoTpymHUK KaHUEeIApun”

» “IloCTym K CIPaBOYHUKY IIOKa3aTeneun”
e “IIocTyl K cTpaterun”’

e “CoTpymHUK OTHesla KagpoB”

OOJIZKHBIL OBITh BHU W MEI (I/I, COOTBETCTBEHHO, U3MEHSIEMBI) TOJILKO CyliepagMUHUCTPATOPOM.

4.5.2.2 Opr.cTpykKrtypa

Hactpoiikyu npuBuiIeruii MOXKHO 3afaTh AJIsT KaKoro-nubo 3jeMeHTa OpPr.CTPYKTYPHI (manee y3.a), B
T.4. [JIs1 KOPHEBOTO ITOpPa3aesieHus.

YTeHune

* IPOCMOTP y3./1d U €r0 COOEPKUMOI'O B pa3fesie agMUHUCTPATUBHOIO nNpunoxenusa “Kaproreka” —
“CtpykTypa”;

* HCIIOIb30BaHMeE y3/1ad B Ka4eCTBe llapaMeTpa KOHQUTypaluy (HaopuMep, IIpU reHepaliuy oT4YeTa I1o0
OpT.CTPYKTyp€e U T.O.);

“PomuTenbcKoe moapasnesieHre” B nHGOPMAIINU O ITopa3deleHuH;
- “Tlogpa3penenue” B nHQOPMALUU O JAOJIKHOCTH;

- ”BbI60p Honpa3neneHI/m" B OHajiore BI)I60pa IIOJIB30BATEJIA IIPDW HA3HAYEeHHHU CIIeIHuaJINCTa Ha
OOJIZKHOCTB;

- “HavaTs c nogpa3pgesieHus” B OTYETE 10 OPI.CTPYKTYpe.

Cnepyrolye OeiCTBUS HeTOCTYITHHI:

* U3MEeHEeHUEe CBOUCTB y3/1d (OTCYTCTBYyeT KHOIIKa COXPaHEeHUsd);

* M3MeHeHUe ITapaMeTPOB YIIPaBIeHHUsI MOOY/ISIMHU (OTCYTCTBYET KHOIIKA “YIIpaBlieHHUe MOOyJIaMu”);
* M3MeHeHUe IapaMeTPOB CUCTEMHLIX ITOKa3aTeneu (0OTCYTCTByeT KHONKa “CucTeMHbIe IToKa3aTenu”);
* M3MeHeHUe TIpaB Ha Agena (0TCyTCTByeT KHomnKa “IlpaBa Ha memna”);

* ypmaJjieHue y3.1d (0OTCYyTCTBYeT KHOIIKA yOaleHUs);

* M3MeHeHUe cocTaBa y3.d:

= OJid y3/1d - mmogmpa3fgesieHud: OTCYTCTBYIOT KHOIIKKU HOGaBHeHI/IH JJIEMEHTA, PEedaKTUPOBaHUA U
yYoaJlIeHusa IIoOpa3aeJIeHnsd;
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= OJId y3/1d - JONTZKHOCTHU: OTCYTCTBYIOT KHOIIKM HAa3HAYEHHUA Ha OOJIZKHOCTB, CHATHUA C OJOJIZKHOCTH,
PEeOaKTUPOBaHUA U yOaJIEHUA OOJIZKHOCTH.

N3MeHeHune

31O IIPaBO aBTOMATHU4YECKH BKJIIIOHYAET IIPaBO YTeHne u mOmomHSET ero ClIeoyIIIUMHU BO3ZMOXHOCTSAMHU:

e M3MeHeHUe CBOMCTB y3.1da (Ha3BaHUe, pyKoBoguTesb, M.0., 3aMeCTUTe |, KOTUYECTBO IITATHBIX eIUHUI]
U T.0.), a TaKXKe:

H3MEeHeHHe IIapaMeTPOB YIIPDABJIEHUA MOOYJIAMHU;
HU3MEeHEeHHNE ITapaMeTPOB CUCTEMHEIX IoKa3aTeJen;
H3MEeHEeHHe IIpaB Ha Oejia;

* U3MEHEHUEe COCTaBa Y314 - TofApa3felieHus: no0aBIeHne, U3MEHEHNE U yoaJIeHue B HeM I10pa3aesieHui
1 OOJIZKHOCTEH.

Ha3HayeHune /yBoOJSibHEHUE

310 IIPaBO aBTOMATHU4YECKH BKJIIIOHYAET IIPAaBO YTeHue u OOmOoIHSAET ero ClIeoyIIIUMHU BO3SMOXHOCTSAMHU:
¢ U3MEHEHHEe COCTaBa y3./1d - JOJIZKHOCTH: Ha3HAa4Y€HHNEe U CHATHUE C NOJIZKHOCTH.

IIpuMmeuyanue

oTO0 IIPaBO MOXKET OBITH HA3HAYEHO U Ha rmogpas3nejieHue. Batom Cliydae OHO 6YHeT OTHOCHUTBECHA
KO BCEM €ro OOJIZKHOCTAM.

Ha3HayeHune npas

310 IIPABO aBTOMATHU4YE€CKH BKJIIOYAET IIPABO YTeHue u OOomoIHAET ero ClieyIImyMHU BOSMOXKHOCTAMMU:

* Ha3HaueHwue M060T0 Habopa mpaB (YTeHUe, U3MeHeHNe, Ha3HaueHue/YBONbHEHE, Ha3HAYeHUe TIPaB)
Ha y3eu;

* OTKpPHIBAET OOCTYII K pa3geny Kondpuryparop — Hactporiku cucteMsl — [0CTyII K 00beKTaM KOHQUTYpPaIUY
— Opr.cTpyKTypa.

4.5.3 Notification settings

If «Notification settings» is clicked the following page is opened:
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HacTpoiiki yBegomneHuiA

MapameTpbl paccbIKKA

CepBep OTNPABKM COOBLLEHHI

MouToBkIA agpec oTNpaBuTens

Mopt 25

MpoTokon smtp v
Wcnone3oeate STARTTLS

Heo6x0gHMa aBTOpH3aLKA
Norux

Mapons
TTyTe K XPAHUAKLLY CepTUKaToR
MCNOML30BaTe PACCLIKY YBEAOMASHUA B Axad6ep
Xmpp cepBep
NoruH
MNapone
OTNpaBuTeNk cO0GLLEHNH

CoxpaHnTe

Figure 4.28: Notification settings tab

Mailing parameters:

¢ CepBep OTHPABKHU COOOIIEHW. YKa3kIBaeT afpec CepBepa OTIPaBKU MOYTOBEIX COOOIIIEHMH C YBEIOMIIEHHS
0 HOBBIX COOBITUSAX B CucTeMe. IT0UTOBBIN afipec, Ha KOTOPBIM OYAYT IPUXOOUTE COOOIIEHUSI, COTPYIHUKHU
YKa3bIBAIOT B IMYHBIX HACTPOMKax. HanpuMmep: HavyaabHUK ITOCTAaBUJI MOOYMHEHHOMY 3amauy. Ecmu
Y IOMYMHEHHOTO B €T0 TUYHBIX HaCTPOMKAaX YKa3aHa ONIUS OOBEIeHUs 0: « PyKOBOOUTEh ITOCTABUIT
BaM HOBYIO 3afauy», To CucTeMa aBTOPU3YyeTCS Ha CEPBEpe OTIIPaABKU COOOILIEHUMN M OTIIPAaBSET
Co00IIIeHre 0 MOCTAaHOBKE 3aJayy Ha MMOYTOBBIM SIITUK ITOIb30BATES.

e E-mail of sender. Sets an account for the System to authorize on server. You can set up a new
account on corporate mail server or use any other server for this task.

e Port. Enter number of port to send notifications.
e Protocol. Select protocol of notifications. Default notification protocol is smtp.
e HcnonbloBath STARTTLS. 'amouka 03Ha4YaeT, UYTO HY2KHO 02KUAATh KOMaHAy KJIHeHTa (II0JIb30BaTeNIs).

* Authentication required. If checked, login and password fields below are active, and authentication
is enabled.

* Login. The field is active if the check box "Authentication required" is checked. Name of account
for mail server authorization can be entered.
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e Password. The field is active if the check box "Authentication required" is checked. Password for
account for mail server authorization can be entered.

e Certificate store location.

* Use Jabber for notifications. If unchecked, fields XMPP server, login, password, and sender cannot
be modified.

* XMPP server - XMPP server address.
* Login - account for the system on the XMPP server.
¢ Password - password for the account.

* Sender - account which will send messages.

4.5.4 User service settings

| «» HacTtponku cnyx6bl noaaepxkn

Anpec cnywbel nn,u,,u,epmcn| |

CoXpaHWTk

Figure 4.29: User service settings

B pazgene «HacTpoiKu CiTy2KO0b HOOOEPKKHU» HYKHO YKa3aTbh afpec CIIyKObI moamepRKu 1 «COXpaHUTh».
Ha yka3aHHBIH agpec OyOyT OTIIPABASTHCS CO00IeHMs 00 OImrOKax 1Ty 3alIPOCH Ha U3MeHeHre (QYHKIMOHA]
0T Iosb30BaTesielt yepeld «CupaBKy» -> «OTIpPaBUTh 3aIlIpoC».
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4.5.5 Security

Ha rnaeHyo

Be3zonacHocTb

MWHMManeHasa ANWHa NOrnHa |5 |
MWHUManeLHas ANUHa Nnapons |5 |
MWHUMaNbHOE KONUYECTBO UM(PPOBLIX CHMMBONOB B Napone |D |
MWHUMansHoe KONUYeCcTBo ByKB BepXHEro perncTpa B napone |D |
MWHWUManbHOE KONMUYecTBO BYKB HWXKHErD perucTpa B napone |D |
MWHUMaNbHOE KONWYECTBO CNeunanbHblX CMMBONOB B Napone |D |
MakcMManbHOe KONWYECTBO NoCNeaoBaTeNbHbIX OAMHAKOBLIX |D |
CMMBONOB
MakcMManbHOe KONMYeCcTBO NocneaoBaTebHbIX OAWHAKOBbIX |D |
CMMBONOB OHOIM0 Knacca

| 3anpeT coBNageHuA Napons ¢ orMHOM

| 3anpeT coBNaAEHUA NAponA ¢ haMWIWeid NoNbL3oBaTens

- 3EIJ'IpET COBNaaeHKA Napona C MMeHeM NoNb30BaTENA

B 3anpeT coENaneHWA NaponA ¢ OTYeCTEOM NoMe30BaTENA
KonnyecTBo Heya4HblX NonbITOK |D |
TaAmayT NpY AOCTUHEHWW KONWMYECTBa HeyAa4HblX NONbITOK (B |3c| |
CeKyHAOax)
MporpeccueHbin TanmayT (Hanpumep: t+2 + 1) | |
Mepuopg cbpoca KONWYECTBa HeYAa4yHblX NOMNbITOK C BPEMEHN |D |

nocnefgHen Heyaa4yHoW asTopu3aunm (B Yacax)

MpogonHUTENEHOCTE CECCHW (B MWHYTAX) | |

3anpeTuTe NoNL30EATENAM 380aBaTh NPOACMKHTENLHOCTE CECCHK

CoxpaHWTh

Figure 4.30: HacTpoiiku 6e301aCHOCTH

This section has the following settings

e MuHuManbHas OjIMHA JTOTUHA;
* Minimal password length;

e Minimal number of numerical characters in password;

Minimal number of uppercase symbols in password;
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* Minimal number of lowercase symbols in password;

¢ Minimal number of special symbols in password;

¢ Maximal number of consequential similar symbols;

¢ Maximal number of consequential symbols of the same class;
* Forbid match of login and password;

* Forbid match of password and user surname;

¢ Forbid match of password and user name;

* Forbid match of password and user patronymic;

e Number of failures to login;

* Timeout at number of failed attempts to login exceeded (in seconds);
* Progressive timeout (For example: t*2 + 1);

e Tlepuon copoca KoMUYeCTBa HeyIaYHLIX IIOMEITOK C BpEMEHH IToCIemHe HeyoayHOW aBTOPHU3alluU
(B gwacax);

e [TpomoMAKUTENbHOCTb CECCHUH (B MUHYTAaX);

° 3aHpeTI/ITI:> IIOJIE30BATEJIAM 3aOaBaTh IIPOOOIZKUTEIIBHOCTE CECCHUH.

4.5.6 WHTerpaumsa c SharePoint

Ha rnaenymo

WHTterpauynsa ¢ SharePoint

¢!  icnonbaoBaTe COBMECTHOE pefakTipoBaHWe OOKyMEHTOB ?

Xocr 192.168.3.63 |
Lomek SYNERGYO |
Mopt )60—|
TNoruH bdminist{ator |

|

Mapone

WnenTudpmkarop 1661F206-BB2E-412D-9]

CoxpaduTs | MNpOBEPWTL COBANHEHME C CEPREPOM

Figure 4.31: Mail settings
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B aToM pa3gerie mOCTYIHBI HACTPOMKY IMOOKII0UeHusT SharePoint [j1st BO3MOXKHOCTHA COBMECTHOTO PEOaKTHUPO
daiinos:

¢ QraxkoK «MCronb30BaTh COBMECTHOE pPenakKTupPOBaHUE OOKYMEHTOB». Ilo YMOJI9aHHUIO, OH BBEIKJIIOYEH,
BCe€ OCTaJIbHBIE II0JI U KHOIIKHW HEOOCTYIIHEI OJIsd PEOaKTUPOBaHUA 160 HaXKaTHs.

Cupasa oT ¢pnaxka oroOpaxaeTcsa UKOHKA «?», KOTOpas COIEepPKUT cIleqyiollee COOOIIeHeE:
CoBMeCcTHOE pemakTupoBaHue OyaeT gocTymHo ays dainoB Microsoft Office (2013 u HOBee)

u3 Synergy 4yepe3 IYHKT MeHI0 “HadaTh COBMeCTHOEe pefakTupoBaHue” npu noMmoirnu Share-
Point.

[71 BKJIIOUEHHOTO (pIazkKa CTAHOBATCS OOCTYIHBIMU IOJIS peOaKTUPOBaHUS CIIeQyIOIINe II0Jisd BBOOA:

* XocT

* [lomeH

e [lopTt

e JloruH

* [laponb

e NgpeHTudpnkaTtop

Bce mons BBoma 00s13aTeTbHEL oy BBoga. [1o HaxKaTHio Ha KHOIIKY « COXpaHI/ITL» IIPOBOOUTCA IIPOBEPKaA
Ha HaJIM4He IIYCTOI'O 3HAYEeHMs: II0JIsA BBIOEJIAI0TCA KPAaCHBIM, BEIBOOUTCHA O6H.Ia5{ ommbKa:

3anonHnte obAa3aTenbHble Nons

ITpumeuaHue: 6os1ee NOOPOOHYIO UHGOPMALUW O HACMPOUKax coeduHeHus Synergy-Sharepoint, e
m.u. onucaHue moz2o, omkyda 6pambs 3Ha4eHus 015 noseli 88odad, cCM. 8 coomeemcmayrou,ell UHCMPYKYUuU

ToJIbKO [IJIsT BKIIIOYEHHOTO (hriazkka «MCIoib30BaTh COBMECTHOE PEOAaKTHPOBAHNE IOKYMEHTOB» U TOJIBKO
IIPX YCJIOBHH, YTO BCE€ I10JId 3alIOJIHEHEI U TEKYIIIYME N3MEHEHN A COXPaHEeHEI, JOCTYIIHA KHOIIKa <<HpOBepI/ITB
coemuWHEHUE C cepBepoM». [10 ee HaXKaTHUIO OCYIIECTBIISIETCS IIPOBEPKa coefuHeHus ¢ Sharepoint.

Ecnu Bce HaCTpOﬁKH KOPPEKTHH ¥ COeIUHEHNEe YCIIEIITHO YCTAaHOBJIEHO, TO II0O KHOIIKOU OTOGpa}KaeTCH
COOTBETCTBYIOIIIEE COOGH.IGHI/IG 3€JIEHOTI' 0 IIBEeTa:

* CoeluHeHMe yCTaHOBJIEHO

Ecnu ke coemuHeHNe He OBIJIO YCTAHOBIEHO, TO 0TOOpaXkaeTCs COoOIeHre KPacHOTo IIBeTa:
e CoeguHeHUe He yCTaHOBJIEHO:

U manee ugeT MepedncaeHne OIMIn0oK:

* YKa3aHHbIM XOCT HEepoCTyneH
* N0 yKa3saHHOMY xocTy/nopTy Sharepoint HepocTyneH
¢ sharepoint He HacTpoeH, nNuB0O HaAaCTPOEH HEBEPHO

* Nnonb30BaTe/lb C YyKa3aHHbMU JIOFMHOM WU NapoJjieM He CYylWecCcTBYeT, nmbo He wumeeT npas ponq
BbIMOJIHEHUS OENCTBUS



http://tdd.lan.arta.kz/docs/synergy/trunk/admin-manual/html/appendix.sharepoint.html
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4.5.7 Mail settings

HacTpoilku nouts!

VHTEpBAN 3arpy3kn NOYTOBEIX COOGLLEHHH 180000
KONWYECTBO NOUTOBEIX COOBLLEHNI, JarpyKaeMbIX 33 OfUH paz -1
MakeHMankHoe KONMYECTED NOMBITOK 3arpy3uTs MUCEMO 5
MakcumMankHeIR pasmep Tena NucbMa 0
MaKcHManbHEI paaMep 3arpyasmoro nuckmMa 20971520

MoMmy4aTk NMMCbMa OT COBCTBEHHOM afpeca

MaKeHManbHOe BPEMS KUIHW COOBLLEHUS B OUEPEgM jmS 600000

CoxpaHuTe

Figure 4.32: Mail settings

This section has the following settings

e “HHTepBan 3arpy3Ku MOYTOBLIX COOOIIIEeHHUH” - IT0JIe BBOAA CO 3HaYeHHeM no ymondanuio “180000” (Mmc).

¢ “Komu4yecTBO IOYTOBHEIX COOOIIEHWI, 3arpyzKaeMbIX 3a OOWH pa3”’-mojie BBOOa CO 3HAYEHHEM II0
yMo4aHuio “-1”(HeT orpaHUYeHUs).

* “MaxkcuMasibHOE KOJINYECTBO IIOMBITOK 3arpy3uTh MUCHMO”-I10JI€ BBOOA CO 3HAYEHUEM I10 YMOJIYaHUI0
MSII .

* “Maximum message body size allowed” — field with default value of “0” (not limited).
* “Maximum downloadable message size” — field with default value of “20971520” (20 Mb).
* “Download self-sent messages” — check box which is not checked by default (“no”).

* “Maximum message lifetime in JMS queue” — field with default value of “600000”.
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4.5.8 Storage

XpaHunuLe

HazeaHWe KOpHeBOro 3NeMeHTa XpaHuniwa |::{paHmnmu_|,e

XpaHWTb BOCCTAHOBMNEHHLIE Bepcln [ aHeR) |?

WabnoH nyTW K goMawHeR nanke |faisewicefhnmef[userld]

MakcuManeHelil pasmep aina (MB)

OrpaHuYeHne Ha xpaHunuie (Mb)

OrpaHu4eHne Ha no4Ty (MB)

|
|
OrpaHMYeHne Ha gom. nanky (Mb) |
|
|

Kon-eo EFEFICHIH B OO0OM. Nankax

[ IMcnonszoBaTe 3KCNEpUMEHTaNEHEIR NPOCMOTR
OOKYMEHT OB

CoxpaHnTe  |OBHOBWTEL

Figure 4.33: Store settings

Store settings include the following:

* Name for the root element of store;
* Number of days to store recovered file versions

¢ Home folder path template

If the personal folder for the user is not explicitly set (see Users management), its path will be
automatically generated using template set in the option.

The template shows path to generated folder using real storage nodes (usually, it is a special path
/aiservice/home) and substitution values such as [userld] — user unique identification number. You
can see full list of substitution values by hovering template field.

* Maximum file size. Allows to set maximum allowed size of files uploaded to the store. Storage
quota, Home folder quota, and Mail quota set quota limits for storage size on server. Version count
for files in home folders can be also limited.
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* HMcnonb30BaTh 3KCIIEPUMEHTAJIBHBII IPOCMOTP AOKYMEHTOB. IIpefocTasisieT BO3MOXKHOCTL PeHIepUHTa
(monyuenwust usobpaxkenus) mokyMeHToB PDF cpegcrBamu HTML5/JavaScript. AHanoru4yHuii 4eK00KC
IPUCYTCTBYET U B HACTPOUKaX ITonb30BaTenbckou nogcucteMel «<ARTA SYNERGY». [Ipu ycTtaHOBIEHUN
rajloukyu B JaHHOM IIOJIe, 10 YMOJTYaHUIO HaCTpauBaeTCs fJaHHasa QyHKIIUSA Yy BCEX IIONIb30BaTENEeN.
[TepconanbHas HaCTPOUKA AJIsI KaXKA0I0 II0JIb30BaTeNs JOCTYIIHA B HACTPOMKAaX M0JIb30BaTeIbCKOU
IO CUCTEMHI.

4.5.9 XMPP settings

XMPP HacTpo¥KHU IIpefHa3HavYeHbl OJId CHHXPOHU3alluM YYETHHIX 3alicel monb3oBaTene CUCTEMEL U
cepBepa 00MeHa MTHOBEHHBIMHU COOOIIeHUsIMHU. [IJ15T aKTUBAIIUU HACTPOMKHY, HY?KHO IIOCTABUTh TaJIOUKy
B mosie «MHTerpupoBaHHBIM CEPBEP» M 3aNONIHUTH monsd «JJomen», «IlopT». [ HCIOIb30BaHUSA
m¢ppOBaHHOTO COeQUHEHM, Hy?KHO YKa3aTh raJIouKy B COOTBETCTBYIOIIIEM IIOJIE.

XMPP HacTpoikn

Il iHTerpupoBaHHEIR cepeep

Homen localhost{lP cepeepa)
Mopr 9090
Il Mcnone3oBaTe WHHPOBAHHOE COEAUHEHNE

CoxpaHWTe | OBHoBNTL

Figure 4.34: XMPP settings

4.6 Reports

A report is a HTML page with hierarchy of company divisions and positions related to them. In order
to edit, add, or delete report data, you have to click on "Report" item, which will open the following

page:

Mone3oBarenbcKkne 0TYETLI ~

4 |OGHOBUTL CMCTEMHLIE OTYETHI L

Om4er
OTUET 06 NCNOAHMTENL CKOM AUELMNANHE

2

OTHET N0 NOpY4EHNsIM
SKcnopT B Excel

Figure 4.35: Report window

In order to edit report template, you have to click edit button, which will open the following page:
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4= || [-]|OT4eT 06 McnonHUTENLCKOR AUCLMNNMHE

Ha pycckom Assike OTJeT 06 UENONHNTENLEKOA ANCLMNAMHE
Ha ka3axckoM A3blke OTHeT 06 NENOAHNTENLEKOA ANCUMNANHE
Ha aHrnuiickom A3bike OTHeT 06 NENOAHNTENLEKOA ANCUMNANHE
Mopyne DOKYMEHT v
Thn 3arpyski 3arpyauTe thain v

¥ DOPMNPOBATE OTUET, KOTAA HET BEILENEHNS

| [locTyneH BCem NoNk30BaATENAM
Macka ofchet ob ispolnitelskoi distsipline pdf
@arin oTyeTa Choose File | No file chosen
Tvn MCTO4HMER AaHHBIX SOL coegnHenne v
¥PA METOUHNKA AAHHEIX

Crauare

< haiinel otuera

HazgaHue napameTpa

Figure 4.36: Add or edit report template

* Name of template report in Russian, English, and Kazakh. You can enter template name in the three

languages.

* Module. Name of module which can be used to run report generation.

e Tum 3arpy3ku. ECTh iBa BO3MOXKHEIX BapraHTa. 3arpy3uTh Qaiiyl - OT4eT CKauMBaeTCsa Ha KOMIIBIOTED
II0JIb30BATEJIsA, BBI3BABIIIETO OTYET. COXpaHI/ITB B XPaHUJIHUINE - aBTOMAaTH4Y€CKHU COXPAaHUT OTYET B

YKa3aHHOM 3apaHee MeCTe.

» Accessible to all users. If checked, the report is accessible to all users; otherwise, only the user

who formed the report can access it.
¢ File mask for name of automatic reports. Default name for created reports.

¢ Report file. XML file with code for automatic report generation.

4.7 Monitoring

Pazmen «MOHUTOPHUHT» HYKEH [JId OTCJIeXKMBAHUS CTAaTUCTUKU COOBITHH B CucTeMe. MOHUTOPUHTY
ropjiexaT BCce [elCTBUS MOoJib30oBaTesieit B CucreMe. BuIGOPKY [/IsT1 MOHUTOPUHTA MOXKHO CIeJaTh II0

BpeMeHU (3afaeTcs IIepHuo), 0 OIpeneleHHOMY UCTOYHUKY M COOBITHIO.

B03MOXHBIEe HCTOYHUKH COOBITUMN:

* AHTUBUDPYC

* Security

» [lemerupoBaHue

* KaneHpgapsb

* KaHnensapusa

* Koudurypartop

e Jlorrep BHEIIHUX IIPUIOKEHUS
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e TToToku paboT

* TIpOEKTEI

o Qailnl

Storage

* llenu u noka3aTenu

Hampuwmep, Ast MOHUTOPHUHTA OeicTBUM B Moayiie «[ToToku paboT», a UMMEHHO OeMCTBUM 110 U3MEHEHUIO
cTaTycoB paboT, Heo0XOoMUMO CHa4aJsla 3aflaTh HyKHBIN IIepuo]l, nasnee B nojie «UcTOYHUK» BHIOpaATh U3
BBITIJIBIBAIOIET0 CIiucKa NyHKT «[loToku paboT», a B mone «CoObITUE» - TYHKT «MI3MeHeHUe cTaTyca»
1 HaXXaThb KHOIIKY IIOKCKa.

Ha maes

CobbiTia
[ || romex:
jp1.01.15 [8 |0 31.12.15 [18vfo v
WcTounmk | MoTokn paGot ¥ | CobuiThe | Mamenenme craTyca A
16 ¥ |[hfm»
Bpema HcTouHuk Wma nonsaoeatens Cobbitne Onucanne XocT ID 3anucK
2015-11-18 15:13 MoTokw paGot ABnpewsH N1.C. ViameHeHwe craTyca Abapetues IN.C. uaMenun cTaTyc paGoTul 1epniikeHoekyl KOPNABANPOABLIANPOAs g5 155383 3614
Ha 3aseplieHo
2015-11-18 15:13 MoTokw paGot ABnpewsH N1.C. ViameHeHwe craTyca Abapetues IN.C. uaMeHun oTaTyc paGoTul 1epniikeHoekyl KOPNABANPOABLIANPOAs g5 155383 3612
Ha 3aseplieHo
2015-11-18 15:02 MoToku padot AGnopeweH N.C. Wamenenue cTaTyca AbgpeleH NN.C. uamenun cratyc paboTel 123 Ha 3aeepluieHo 192.168.3.83 3541
2015-11-18 15:01 MoToku padot AGnopeweH N.C. Wamenenue cTaTyca AbgpeleH NN.C. uamenun cratyc paboTel 123 Ha 3aeepluieHo 192.168.3.83 3526
2015-11-18 15:00 MoTokw pabot AbnpeweH I1.C. WameHeHwe cTatyca Abgpeluen I1.C. uamennn cratyc paboTsl 123 Ha 3aseplieHo 192.166.3.83 3517
2015-11-18 14:59 MoTokw pabot AbnpeweH I1.C. WameHeHwe cTatyca Abgpeluen I1.C. uamennn cratyc paboTsl 123 Ha 3aseplieHo 192.166.3.83 3508
2015-11-18 14:57 MoToku padot AGnopeweH N.C. Wamenenue cTaTyca AbgpeleH NN.C. uamenun cratyc paboTel 123 Ha 3aeepluieHo 192.168.3.83 3498
2015-11-18 14:35 MoToku padot AGnopeweH N.C. Wamenenue cTaTyca AbgpeleH NN.C. uamenun cratyc paboTel 123 Ha 3aeepluieHo 192.168.3.83 3488
2015-11-18 10:44 MoTokw patot Botipoa C.E. Vamenenue cTatyca f;:;::eif WIMEHWT CTATYC paboTel [1pOBECTH YTPEHHEE CoBELaHNE Ha 192.168.0.127 3373
2015-11-18 10:44 MoTokw pabot bobpos C.E WameHeHwe cTatyca Bobpos C.E. namexwn craryc paboTsl Tema NpoToKona Ha 3aseplleHo 192.166.0.127 3371
2015-11-18 10:44 MoTokw pabot bobpos C.E WameHeHwe cTatyca Bobpos C.E. namexwn craryc paboTsl Tema NpoToKona Ha 3aseplleHo 192.168.0.127 3369
2015-11-18 10:44 MoTokw paGot Bobpos C.E ViameHeHwe craTyca .E;:;::eif WMaMEHUN CTaTyYC paGoTul MPOBECTH yTPeHHee COBEILAHNe Ha 192.168.0.127 3367
2015-11-18 10:44 MoTokw paGot Bobpos C.E ViameHeHwe craTyca .E;:;::eif WIMEHWN CTaTYC paGoTel NPOBECTH yTPeHHEE CoBelLaHue Ha 192.168.0.127 3365
2015-11-13 17:50 MoTokw paGot Bobpos C.E ViameHeHwe craTyca .E::;::eif WIMEHWN CTaTYC paboTel [1poBECTH yTPeHHEE CoBelLiaHue Ha 192.168.0.127 3069
2015-11-13 17:32 MoTokw paGot Bobpos C.E ViameHeHwe craTyca fggfg’:eif WIMEHUN CTATYC paloTLl [POBECTH yTPEHHEE COBEIAHNE Ha 192.168.0.127 3066
2015-11-12 17:13 MoToky pasot Bobipos C.E Vamenenue cTaTyca .f;:;:j;f WIMEHW CTATYC paboTel [TPOBECTH YTPEHHEE CoBELaHNE Ha 192.168.0.127 3034
2015-11-10 12:36 MoTokw pabot AbnpeweH I1.C. WameHeHwe cTatyca Abgpeluen M1.C. namennn cratyc paboTsl 3aperucTpupoBaHo Ha 3aBeplIgHo 2861
2015-11-06 14:41 MoToku padot BoGpoe C.E. Wamenenue cTaTyca Cemenoe C.C. MaMeHun cTaTtyc paGoTel DDDD-3 Ha 3aseplueHo 192.168.0.127 2807
2015-11-06 14:41 MoToku padot BoGpoe C.E. Wamenenue cTaTyca Bofpoe C.E. uamenwn ctatyc pabotul gfhfghg Ha aaseplueHo 192.168.0.127 2806
2015-11-06 14:41 MoTokw pabot bobpos C.E WameHeHwe cTatyca Cemenoe C.C. nameHun cratyc paboTel DDDD-2 Ha 3aseplueHo 192.168.0.127 2805
2015-11-06 14:41 MoTokw pabot bobpos C.E W3ameHeHwe cTatyca BoGpoe C.E. uamexwn craryc paboTsl ggggg Ha 3aBeplugHo 192.168.0.127 2804
2015-11-06 14:41 MoToku padot BoGpoe C.E. Wamenenue cTaTyca Cemenoe C.C. MaMmeHun cTaTtyc paGoTel DDDD Ha 3aBeplueHo 192.168.0.127 2803
2015-11-06 14:41 MoTokw paGoT Bobpos C.E WameneHue cTatyca BoGpos C.E. namenwn craTyc paBoThl SSSS Ha aaBeplleHo 192.166.0.127 2802
2015-11-05 11:32 MoTokw pabot AbnpeweH I1.C. WameHeHwe cTatyca Abgpeluen 1.C. namexnn crartyc paboTel 2.2 Ha 3aBeplUgHO 192.168.0.127 2754
2015-11-03 11:30 MoTokk pabot AbnopeweH I1.C. W3amenenwe cTatyca AbgpeweH I1.C. uamenun craryc pabotel 111111 Ha 3aBepweHo 192.168.0.127 2749
2015-10-30 14:18 NoToku paGot Backeuos U1 Viamesenve craTyca E::::jz:uw”' M3MEHNN CTATYC PaGOTL! [3aiik BLICTABONHOND NABANLOKA Ha 192.168.3.157 2580
Rarcuanas 14 14 uiruauun Aratus nafaro Carnacaoauss nnasvra Ewarnnusa e

Figure 4.37: Event Monitoring section

Event list can be also filtered by search string value. It is used in filtering by description field.

4.8 System management

4.8.1 Database management
IIpoiecc o6HoBneHus Bl oTnuuaeTrcs B Bepcusax 0o 3.11 u ot 3.11 u BHIIIIE.

¢ O6uoBnenue B mns Bepcuii oo 3.11
e Oo6noBnenue B]I mons Bepcuit ot 3.11 u BIIIe
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4.8.1.1 OOGHoBneHue B[, pna Bepcuit go 3.11

In order to update database to the current version, select "database management" in the "System
maintenance" section (see main menu of administrator module) and click "Update DB" button.

YnpaeneHwe B[ MNpoBepHTb HHAEKCHI

Tekywan eepcua bll: 132
Docrynnaa sBepcun BJ: 142

OfHoenTE B

| ] jdk-6u31-linux-x64.bin v D Bce 3arpyzkn... 9

Figure 4.38: database generation

IMocne HaxaTusd KHOONKU «OOHOBUTEH BIl» cTpaHuIla 3alpoOCUT IIOATBEpPXKIeHHe. Eciu BhI OTBETHUTE

YTBEPOUTENIbHO, HAUHETCS reHepanus. [10 Xomy BEHIIOTHEHNUS U3MEeHeHNUs OyayT 0TOOpakaThCsi B OCHOBHOM
00J1aCTH 3TOHU IIaHEJIU.
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Ynpasnexnuwe B poBepHTL MHIeKCLI

Texywan sepcna BJI: 128
Hoctynuan sepcun B 128

OfmosnTe B[

2012-01-05 14:20; Executing: "INSERT INTO object_types (typelD, namery, namekz, nameen) VALUES (32, noneacearane’, none3osatens’, none3csatent) ON DUPLICATE KEY UFPDATE
nameru=nonk3caatens’, namekz=T fb', nameen=" '

2012-01-05 14:20: Executing: "INSERT INTO object_types (typelD, nameru, namekz, nameen) VALUES (B4, meponpuatne’, 'meponpuaue’, ‘meponpuatme) ON DUPLICATE KEY UPDATE nameru="meponpnatie’,
namekz="weponpuAtue’, nameen=meponpnstne’ "

2012-01-05 14:20: Executing: "INSERT INTO object_types (typelD, nameru, namekz, nameen) VALUES (128, 'noprormo’, ‘noptonuo’, noprgonme) ON DUPLICATE KEY UPDATE nameru=noprdaonna’,
namekz="noprdonne’, nameen=noprdonme’ "

2012-01-05 1420 Executing: "INSERT INTO object_types (typelD, namer, namekz, nameen) WALUES (256, 'nnav’, ‘nnan’, ‘inaw) ON DUPLICATE KEY UPDATE nameru=nnan’, namekz="nnax’, nameen=nnax "
2012-01-05 14:20; Executing: "INSERT INTO object_types (typelD, nameru, namekz. nameen) VALUES (1024, ‘sokymest’, ‘aokyment’, gokymest) ON DUPLICATE KEY UPDATE namen=gokymenT’,
namekz=gokyment’, namesn=gokyment "

2012-01-05 14:20; Executing: "INSERT INTO object_types (typelD, nameru, namekz. nameen) VALUES (512, npoyecc’, npoyece’, npoyece) ON DUPLICATE KEY UPDATE nameru="npoyecc’, namekz="npougcc’
nameen="npougcc' "

2012-01-05 14:20: Executing: "DELETE FROM object_types WHERE typelD NOT IN (4, 2, 32, 16, 8, 64, 128, 256, 1024, §12)"

2012-01-05 14 20; Executing: "INSERT INTO sexes(sex_id, name_ru, name_kz, name_en) VALUES (0, e yxazak', We yeasad' ‘e yrasad) ON DUPLICATE KEY UPDATE name_ru="we ykazad', name_kz=He
yxaaan', name_en=MHe yxazas"

2012-01-05 14:20; Executing: "INSERT INTO sexes(sex_id, name_ru, name_kz, name_en) VALUES (1, Swenceuit’, eHcknit', wenckni’) ON DUPLICATE KEY UPDATE name_ru='weHcswi’, name_kz="seHckuit’,
name_en=Sencxuh”

2012-01-05 14:20: Executing: "INSERT INTO sexes(sex_id, name_ru, name_kz, name_en) VALUES (2, wmyscroi’, myswcxoi’, myscroi]) ON DUPLICATE KEY UPDATE name_ru=hysckoi'. name_kz="wysckoi’,
namme_an=Mysckod’”

2012-01-05 14200 Executing: "INSERT INTO task_repeat_types(typelD, nameru, namekz, nameen) VALUES (1, Mawaei gens’, Kaxnwih gens’, Kanaeh gess) ON DUPLICATE KEY UPDATE nameru="¥awasiin
AeHe', namekz="Kaeqwi geds’, nameen="Kaenui gaus'

2012-01-08 14:200 Executing: "INSERT INTO task_repeat_types(typelD, nameru, namekz, nameen) VALUES (2, Tlo paBounm gHam’, Tlo paBouum guam’, Tla pafouns grau] ON OUPLICATE KEY LUPDATE
nameru=Tlo pabouam guAm', namekz=Tlo pabovmm guAm', nameen=Tlo pabodmm gHAm' "

2012-01-05 14:20; Executing: "INSERT INTO task_repeat_types(typelD, nameru, namekz, namean) VALUES (3, EwexegensHo’, Bxenegeansyn’, Exerepensuo’) ON DUFLICATE KEY UFPDATE
nameru=EmxexagansHo’, namakz=Esenegensuo’, nameen="Exanagansmo’ "

2012-01-05 14:20; Executing: "INSERT INTO task_repeat_types(typelD, namaru, namekz, namean) VALUES (4, Ewemecavno’, Exemacayuo’ ‘Examecauso) ON DUPLICATE KEY UPDATE s
nameru=ExemecAdno’, namekz= ExemecAune’, namaen=Exemecaune’ * Crpanuga 9/ 50 - 2.2 06H

2012-01-05 14:20; Executing: "INSERT INTO task_repaat_types(typelD, namaru, namakz, namean) VALUES (5, Tlo noHe4ensHHEaM, CRagam 0 NATHRLAM', TIo noHagansHikam, cpagam o nATHALAM', Tla
NoHeqenkHUkam, cpagan u nAtHAuaw| ON DUPLICATE KEY UPDATE nameru="Tlo noHeqenkHukan, cpaaam u nATHWUam', namakz="T1o NoHedensHUKaM, CPEAIM W NATHUUAM', namaen=T1a None Le NeWvan,

Figure 4.39: After database upgrade

4.8.1.2 OOGHoBneHue B, pna Bepcui oT 3.11 u BbilLe

Ctpanuia “Yupasinenue BIl” oToOpaxkaeT cBegeHHus: 00 aKTyallbHOCTH TeKyiie# B]I:
e Ecnu Bce o6HOBNeHus Bl Oblmu IpUMEHEHEI, TO OymeT oToOpaxkeHo CoolIIeHue:

Baunia Bepcusi Bl akTryajibHa
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Ha rnaeuyio

Ynpaeneune Bl MpoeepuTE MHAeKCEI

Bawa sepcua Bl akTyansHa
ObHoBUTL B[

Figure 4.40: Bup okHa IIpU OTCYTCTBUU HEIIPUMEHEHHBIX OOHOBIIEHU M

e Ecnu ecTh HemMpuMeHeHHEIe 0OHOBIEHHUsI, TO OyImeT oToOpaxkeHo CoolbIIeHue:

Bawa Bepcuda B[l HeakTyanbHa.
Cnepyowne 06HOBNEHMA elle HE MPUMEHEHDI:
%1d% - Scomment$

ITomne %id comepKUT Ha3BaHKe OOHOBIIEHHUS, IIOJIEe SCOmMmeNnt% - KOMMEHTapui K HeMy (ecnu ObII yKa3aH
B KOHQuryparuonHoM ¢atine). IIpu 3TOM eciu KOIHYeCTBO TPeOyeMbIx OOHOBJIEHUH IIPEBHIIIAET 5
(MSATH), TO HOMOHUTEIILHO OyIeT yKa3aHo: “H elle 00HOBJIEHHH: %Count%”, rme Scount% - KOIM4eCcTBO
TpeOyeMEIX, HO He IIePeUYHCIIEHHBIX IBHO OOHOBIEHU.

s npruMeHeHUs OOHOBIEHUY HYKHO HaXKaTh Ha KHONIKY “O0HOBUTEL BII”. B ciiyuae HEBO3MOXKHOCTHU
mpuMeHeHust 00HoBNeHu Bl BEIBOOSTCS CBeHdeHHs BO3HHUKIINX olubOKax (M. “Bup okHa B cimydae
omrnboK BO BpeMs OOHOBJIeHU”):

%ITIT-MM-I1 Y494:MM%: OOHOB/IEHHE IIPEPBAaHO CO CIeAYIONIEH OIIHOKOM: STEKCT OWMbKN%
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Ha rnasHyw

¥npaenenue b MpoBepUTL MHAEKCHI

Bawa sepcua Bl HeakTyansHa

Cnegywwue oOHOBNEHWUA ellle He NPUMEHEHBIL:
update?2 - sTopoe oGHOBNEHWE

update3 - TpeTee 00HOBNEHKE

ObHoenTe B

2016-11-01 10:58: OGHOBNEHWE NPEPBAHO CO CNeqywllei ownbkoi: Some sql exception

Figure 4.41: Bup okHa B ciydae OIInO0OK BO BpeMsi OOHOBJIEHUS

OOHOBIIEHUS, IIpOou3BEedE€HHBIE 1O BOSHUKHOBEHUA OLTNOKM, CUUTAIOTCS IIPUMEHEeHHBIMU. ITocie BO3HUKHOBE
OHINOKHU IIponecc 0OHOBIEHUSI OCTAaHABINBAETCSI, M OCTABIIHMECS OOHOBJIEHUS CUUTAIOTCS HEIIPpUNMEHEHHBIMH.

CBenmenusi 00 00HOBIIEHUSX COOmepzKaTcs B KOHurypamuonHoMm xml-daiine B Mmomyne synergy-ejb,
BHYTpH KaTtanora kz.arta.synergy.db.updates.

4.8.2 YnpaBJsieHUe UHOEKCOM AOKYMEHTOB

Hauunas c Bepcuu 2.65, B ARTA Synergy m1s moucka JOKyMEHTOB UCIIOIb3yEeTCSA OTHEIbHBIN NHIOEKC,
KOTOPHIN HYKHO CreHePUPOBaTh. 1 TOTo, YTOORI 3TO CHiesiaTh, HEOOXOOUMO HaXKaTh KHONKY «IIpouHOeKCU]
BCe DOKYMEHTEI» U NOXKOAThCsI OKOHYAHUS [Ipoliecca UHAEKCUPoBaHua. 10 XOny BEIIIOJIHEHU A U3MEeHEeHU I
OyoyT oToOpaXkaThbCsl B OCHOBHOM 00JIacTH.

HNupekcupoBaHue ocyiecTBiseTrcs 6inokamu 1o 200 JOKyMEHTOB.

B ARTA Synergy 2.66 ons reHepalluil nHOeKca ObIM fo0aBlleHbl HOBble BO3MOKHOCTH:

1. BO3MOXKHOCTh IIPOOOJIKUTL MHAEKCUPOBaHNE C MOMEHTA IIOCJIEfHENW OCTaHOBKH. [0 HaxKaTus
KHOUKM «[IpomMHIOEKCHMPOBaTh BCE HOKYMEHTHEI» OTMEThTE COOTBETCTBYIOIIYVIO OIIIUIO TaJIOUYKOM.
OcTaHOBKa MHOEKCUPOBAaHUS MOXKET OLITh BEI3BaHa:

* OcTaHOBKOM cepBepa npuinoxenuit ¢ ARTA Synergy
e Py4HOU OCTaHOBKOM MHAeKcaluuu (KHOIKa «OCTaHOBUTH HHAEKCHUPOBAHUE).




ARTA SYNERGY Administrator Manual 65/ 229

2. Ecnu IIpornecC MHOEKCHUPOBAHUSA CIIUIIIKOM CHUJIBHO 3aMeNjIsdieT pa60Ty CHUCTEMEBI, MO2KHO YCTAHOBHUTD
II0CJIe UHOEKCHUPOBAaHUA O4epPengHOoro 6110Ka OOKYMEHTOB. II71s1 3TOT0 BBEAUTE 3HAUEHUE 3aJJepxXKKHU
B MUJINIMCEKYHOaX B II0JI€ <<1'[ay3a MeXIOy MHOEKCHUPOBaHUEM yacTen OOKYMEHTOB».

MpogomsuTe NpegsgyIuWi NpoYece MHOEKCUPOBAHWMA (HAYMHanA ¢ 200 gokymedTa) |«

May3a mex gy WHOSKCUPOBaAHWEM YacTel OOKYMEHTOR (MC) 0
MpowHOeKCHPOBATE BCE AOKYMEHTLI

OCTaHOBWTL MHAE CHpOBaHWE

Figure 4.42: YupaBrieHue HHOEKCOM OOKYMEHTOB

4.8.3 YnpaBsneHue uHpexkcom ¢opm

Hauunas c Bepcuu 3.11, B ARTA Synergy st ycKopeHUs paGoTH GHUIILTPOB 10 peecTpaM UCIIONb3yeTCs
OTOEeJIbHBIM UHAEKC, KOTOPBIY HYy2KHO F'eHepUpoBaTh. JTO OeJlaeTCs B pa3merie “YupaBjieHUe HHIEKCOM
dopMm”. Pa3gesn comepKUT:

1. CTAaTUCTUKY COCTOAHUA JaHHBIX:

e Pasmep uHOekca 8 batimax: TIpu UCIIOIb30BaHuM Lucene (ycTaHaBIMBAETCS 10 YMOJTYaHUIO) 0TOOPakaeTc:!
IpOYEepK; IIpu ucnonb3oBanum Elasticsearch - Tekymuii pa3mep nHIeEKcCa.
* Obuwee Kosiuyecmso 3anucell: ob111ee KOJIMUYECTBO TOKYMEHTOB 110 (popmam.

* Koauuecmeo yoasneHHbix 3anucell: KOJIMYeCTBO UHAEKCOB, YIaJIeHHBIX IIPU U3MEHEHUN UHIEKCUPYEMBIX
OaHHEBIX. B ciydae, eciim 3To 4yucio 60Jjiee 4eM B [IBa pa3a MPEBHIIIAET 00Iee KOJTUYECTBO 3aluce,
PEeKOMeHyeTCs 3aHOBO IIPOUHIEKCUPOBAThL BCE IOKYMEHTEHI 10 (hopMaM.

1. OOIIOJITHUTEJIbHBIE H&CTpOfIKPI IIpounecCa MHOEKCUPOBaHUA:

* [Ipodoascumb npedvldyw,utl npouecc uHoekcuposaHus: ¢iar, I03BOJISIOMINY IPOJOIXKUTE paHee
SaﬂymeHHbIﬁ ¥ OCTAHOBJICHHBIHA IIponecCc MHOEKCUPOBaHUA.

IIpumeyanune:

» Ecnu panee MHOEKCHPOBAHHE HE OCYIIECTBIISIOCH, UJIHM HET paHee 3alyIIeHHOT0
¥ OCTAHOBJIEHHOTO IIpoIiecca, ¢pJiar HeJOCTYIIEH.

» Ecnu mocsemHu Ipoilecc HHOeKCUPOBaHUS OB OCTAHOBJIEH, TO PSIIOM C (hJIaroM
yKa3aH HOMeP HO3UILINU, C KOTOPOM IIPOHOIXKUTCS HHAEKCUPOBaHUE.

* Ecnu nocnemHuint IIponecC MHOEKCHUPOBAHUA ORI OCTAHOBJIEH, a (bnar OTKIJIIO4Y€EH,
TO ITPO1IeCC MHOEKCUPOBaHUA HAYHETCSA 3aHOBO.
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° HGySG Meofcdy UHaeKCUDOBGHueM yacseti 3anuceli (MC): YHCJIOBOE II0JI€ BBOOA, B KOTOPOM YKA3bIBAETCSA

BpeMs HeoOXOOUMOH I1ay3Hl B IIPOIlecce MHAeKCUPOBaHus. MHIeKCupoBaHUe OCYIIeCTBISIeTCS OII0KaMu
o 500 DOKyMEHTOB.

1. KkHOTIKMK 3allyCKa U OCTaHOBKH IIPOLleCCa MHOEKCHUPOBaHUA.

Ha rnagHyw

YnpaeneHue MHAEKCOM AaHHLIX hopm

Pazmep vHgekca B GanTax: -

Obuiee KoMMuecTBo 3anucei: 15584

KonuuecTBO yAaneHHbX 3ankcei: 19849
MpogonHKTL NPebaYLLWA NPOLECe MHASKCUPOBAHWA

May3a Mex gy WHLEKCWPOBAHWEM YACTeR 3anucei (Mc) }D

TMpOMHASKCHPOEATE BCE AaHHLIS thopM

OCTAHOBHTL MHOEKCHPOBAHWE

Figure 4.43: YnpaBneHue MHOEKCOM HaHHBLIX GOopM

I71s1 3ammycKa MHAEKCUPOBaHUS HEOOXOOUMO HaXKaTh Ha KHOMKY “[IponHOeKCUpPOBaTh BCe JaHHBIE popm”.

ITo xony BEHITIOJIHEHUS U3MeHeHUs OynyT 0ToOpaXkaThCs B OCHOBHOM 06/1acTH, a TakKe OyOyT oToOpaxKaThCs
BCIUIBIBAIOIIEe OKHA CO CBENEeHUSIMU O XOofe IIpoliecca.

Hpouecc OCTaHABJIMBAETCA B OBYX CJIy4addX:

1. PydyHas ocTaHOBKA - 10 HaXKaTHUIO Ha KHONKY “OCTaHOBUTHL HHAEKCcUpoBaHue”. IIpu 5TOM B aHEHN
uH(pOpMaluu BEIBOOUTCS COOOIIeHUE:

“IIpo1iecc MHAEKCUPOBaAHUS OCTAaHOBIIEH”

HomMep mo3uiyu, Ha KOTOPOH IPo1ecc ObII 0OCTaHOBJIEH, 3alIOMHUHAETCS, ¥ B MaJIbHEHIIIeM HHIeKCHPOBAHNEe
MOXKHO IIPOOOJIKUTE C 9TOH ITO3UITUH JIH00 HavyaTh 3aHOBO.
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VIHABKCMPOBAHWE AaHHLIX 3aBEPLUEHO.

YnpagneH1e MHAEGKCOM AaHHLIX (hopm + Oflee KONMUECTBO 3anuced 15 575, NPOMHASKCUPOBAHO 3 500 3a 32 cekyHa.
+ Oflee KONMUECTBO 3anuced 15 575, NPOMHASKCUPOBAHO 4 000 3a 37 CekyHA.

Pasmep vHgekca B GadTax: -
OBLee KoNMYecTso 3anucei: 15584
KONWYecTso yaaneHHbIX 3anucei: 24648

MpogenxuTe NPesIAYLIMA NPOLECe MHASKCMPOBAHWA (HaunHan c 4000 3anvck) |«

May3a Mexay WHIEKCUPOBAHWEM UACTEN 3anncen (Mc) |5000

| NpownaexcuposaTs Boe aankele dopm |

OCTAHOBUTL MHAEKCHpOBaHe

OTnpaBneH 3anpoc Ha MHAEKCWPOBaHNe AaHHLIX (HopM

WHaekcnposaHue 3anncei Havato 2017-01-13 10:37. 3aAMeT NpUMepHO 2 MUHYTLI Ha kaxaple 2000 gokymeHToB. B Baweit Gase 15 575 3anucen
Ofiuee KoNM4ecTeo 3anMceid 15 575, NpovHaekcuposaHo 500 3a 0 cekyH.
OfiLee KoNWUeCTEO 3anucei 15 575, NpoMHAeKkcMpoBaHo 1 000 3a 6 cekyHq.
Ofiuee KoNMUeCTEO 3anucei 15 575, NpoMHAeKkcMpoBaHo 1 500 3a 11 cekyHa,
Ofiuee KoNMUeCTEO 3anucei 15 575, NpoMHAeKCMpoBaHo 2 000 3a 16 cekyH.
Obuee KonuuecTeo 3anwcen 15 575, npouHagexkcupoeado 2 500 3a 21 cekyHa,
OfLee konuMuecTeo anuceil 15 575, npouHgexcupoeado 3 000 3a 27 cekyHa,
OfLee KonMuecTeo anuceil 15 575, npouHgexcupoeaHo 3 500 3a 32 cexyHa,
Ofwee konuMuecTeo 2anuceil 15 575, npouHgexcupoeaHo 4 000 3a 37 cekyHa,
MNpoUectc MHAEKCUPOBAHWA OCTAHDBNEH

Figure 4.44: TIponecc MHOEKCUPOBaHUS OCTAHOBJIEH

1. Bce maHHEBIe NPOUHOEKCUPOBAHEI - IIPOIIECC 3aBEPINAETCS CaMOCTOSATeNnbHO. [Ipu 9TOM B ITaHen
WH(GOPMAIIUHU BHIBOOUTCS COOOIIEHKE:

“MHOeKcupoBaHUe 3aBeplleHo. MHOeKcupoBaHue %0011ee KOJIMYeCTBO 3amnucein% 3anucen
3aHa710 %9M% MuHyT”
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Ha rnasHyio

YnpaBneHne MHAEKCOM AaHHLIX chopm

Pa3sMep uHgexca B Gantax: -
Obwee KonMuecTBo 3anucei: 15585

KonuuecTBo yOaneHHsIx 3anucei: 11574

MpOAOMHMTE NPEALIYLLIWA NPOLECT MHAEKCUPOBAHWA

May3a Mex gy UHOEKCHPOBAHWEM YacTell 3anucei (Mc) |0

i MpoUHAEKCHPOBATE BCE AAHHBIE ¢me|

OCTaHOBMTL MHAEKCHPOBaHNE

OTnpasneH 3anpoc Ha UHASKCMPOBAHWE AaHHbIX thopM
MHaekcwpoBanue 3anKcei Hauato 2017-01-13 10:38. 3aAmeT NpUMepHo 2 MUHYTEI Ha Kaxaele 2000 gokymeHToe. B eawei 6aze 15 575 3anvucei

O6wwee KonuyecTeo 3anucei 15 575,
O6wwee konuuecTeo 3anucei 15 575,
O6Lee KoNMUecTBO 3anucei 15 575,
O6wee konuuecTeo 3anucei 15 575,
O6wwee KonuuecTeo 3anucei 15 575,
O6wwee konuyecTeo 3anucei 15 575,
O6wee KonuuecTeo 3anucei 15 575,
O6wwee KonuyecTeo 3anucei 15 575,
O6wwee konuuecTeo 3anucei 15 575,
O6Lee KoNMUecTBO 3anucei 15 575,
O6wee konuuecTeo 3anucei 15 575,
O6wwee KonuuecTeo 3anucei 15 575,
O6wwee konuyecTeo 3anucei 15 575,
O6wee KonuuecTeo 3anucei 15 575,
O6wwee KonuyecTeo 3anucei 15 575,
O6wwee konuuecTeo 3anucei 15 575,
O6Lee KoNMUecTBO 3anucei 15 575,
O6wee konuuecTeo 3anucei 15 575,
O6wwee KonuuecTeo 3anucei 15 575,
O6wwee konuyecTeo 3anucei 15 575,
O6wee KonuuecTeo 3anucei 15 575,
O6wwee KonuyecTeo 3anucei 15 575,
O6wwee konuuecTeo 3anucei 15 575,
O6wee KonuuecTBo 3anucei 15 575,

npovHaekcuposado 4 500 3a 0 cekywg,
npouwHgekcupoeaHo 5 000 za 0 cekywa,.
npovHaekcupoeado 5 500 3a 0 cexkywg,
npowHgekcupoeaHo 6 000 za 1 cexywg,.
nponHAgekcupoeado 6 500 3a 1 cexkywg,
npovHaekcuposado 7 000 3a 1 cexkywg,
npovHgexkcupoeaHo 7 500 2a 1 cekywa,.
npovHAekcuposado 8 000 3a 2 cekywg,
npouHgekcupoeaHo 8 500 za 2 cekywg,.
npovHaekcupoeado 9 000 3a 2 cekywg,
npouHgekcupoeaHo 9 500 za 2 cekywg,.

nponHgexkcupoeado 10 000 3a 3 cekyHa.
npouHaekcuposado 10 500 3a 3 cekyHa,
npovHgexkcupoeaHo 11 000 3a 4 cekyHg,
npovHaekcuposado 11 500 3a 4 cekyHp,
npouHgexkcupoeado 12 000 3a 4 cekyHa,
npovHaekcuposado 12 500 3a 4 cekyHa,
npowHgexkcupoeado 13 000 3a 5 cekyHa,
nponHgexkcupoeado 13 500 3a 5 cekyHa,
npovHAekcuposado 14 000 3a 6 cekyHa,
npovHgexcupoeaHo 14 500 3a 6 cekyHg,
npovHaekcuposado 15 000 3a 6 cekyHa,
npowHgexkcupoeado 15 500 3a 6 cexkyHg,
npovHAekcuposado 15 575 3a 6 cekyHa,

MHaekcupoBaHue 3aBeplieHo. MHagekcupoeadne 15 575 3anuceil 3aHAno 0 MUHYT

Figure 4.45: Ilponecc "HOEKCUPOBaHUS 3aBepIIeH

4.8.4 Processes

s Toro, YTOOBI IIPOCMOTPETD, aKTyaJIbHEIL JIX ITPOLIECCEI B CucreMe, MOCTAaTOYHO HaXKaThb IIYHKT <<1'Ipoueccm>
B pa3neiie <<06CJ'[Y}KI/IBEIHI/I8 CHUCTEMEI».
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| 3 | Mpouecckl

Mpouecc ID npouecca OnucaHue B axtyansHom cocToRAHuKM OGHOBWTE
acquaintance-single 2630001 InemeHT 03HaKoMMNeHUA Aa OGHOBUTE
action 2630012 CTaHgapTHOe NopydYeHne Na OB6HOBUTE
agreement-single 2630281 JnemeHT COrMacoBaHus Aa OGHOBUTE
approval-single 2630336 InemeHT YTEEpPHOSHUA Aa OGHOBUTE
assignment 200058 MopyyeHne (KaK aneMeHT MapLipyTa) Aa OGHOBUTE
assignment-single 760374 JNemeHT NopyYeHns Na O6HOBUTE
blocking 450001 BENOKWpYWWA Npolecc Aa OGHOBUTE
calendar-appointment 330001 Hasnauenwe wecTaHpapTHoro pabovero rpacpuka [a OGHOBUTE
choose-user 370001 Brifop oTBeTcTBEHHOMO 32 padoTy Aa OGHOBUTE
common-process-by-form 330007 QOOWwKiA Npouecc NpW 3anycke no opmam Na OGHOBUTE
condition 2630346 YCNOBHLIA Nepexoq Oa OGHOBUTE
copy-to-card 510388 KonupoeaHwe B KapTouky Aa OGHOBUTE
copy-to-priolder 330013 Mpouecc KONMPOBaHWA B Nanky Nons30BaTens Aa OGHOBUTE
log-process 510394 MNpouecc NorMposaHna Oa OGHOBUTE
plan-approvement 200077 YTeepxaeHve npoexTa Aa OGHOBUTE
plan-approvement-slave 200083 CnyxeOHLIA 3NeMeHT yTBEPHOSHUA NpoeKTa Aa OGHOBUTE
plan-work 200089 PaGota npoekTa Aa OGHOBUTE
pointers-input 360001 Beog aHayeHWA Nokasatena Oa OGHOBUTE
position-appointment 330019 HassaueHwe NonL30BaTENA Ha OOMKHOCTL Aa OGHOBUTE
position-discharge 330025 YBONBHEHWE NONB30BATENA C OMTKHOCTH Oa OGHOBUTE
position-transfer 330031 Mepesoq Nnonk3cBaTens ¢ JOIMKHOCTH Ha OOMKHOCTL Ja OGHOBUTE
protocol-approvement 200143 YTeep#aeH1e npoTokona Aa OGHOBUTE
query-result 330037 PeayneTart 3anpoca Aa OGHOBUTE
reassign-work 510400 MepeHazHayeHwe padoT Aa OGHOBUTE
register-event 320037 CofbiTve peecTpa Aa OGHOBUTE
regisiration 760498 3Tan perncTpauuny JoKyMeHTa Aa OGHOBUTE
regisiration-single 730510 PervcTpauua JokymeHTa Aa OGHOBUTE
resolution-action-single 2190001 JnemeHT pesonouua-padoTa Aa OGHOBUTE
resolution-single 730521 Peaonwouma Oa OGHOBUTE
route 690001 Mapwpyt Aa OGHOBUTE
route-template 490070 Wabnox mapwpyTa Aa OGHOBUTE
route_step 7603035 3Tan maplpyTa Aa OGHOBUTE
send-document 510544 OTnpaska AoKyYMeHTa NonsL30BaTeno Oa OGHOBUTE
send-document-by-form 310350 OTnpaexa QoKyMeHTa NonbL3osaTenam w3 popMel [a OGHOBUTE
survey-work 200184 PaBoTa AnA aHkeTWpoBaHnA Oa OGHOBUTE
timer 410007 Tanmep Oa OGHOBUTE

Figure 4.46: Process update

If any process status is not actual, click it can be updated by clicking "Update" button.

4.8.5 Application status

B IIYHKTE «CocTosiHIE IIPDUJIO2ZKEHUA» pa3neila <<O6CJ'Iy}KI/IBaHI/Ie CHUCTEMBI» MOZKHO OTKIIIOUHUTH HIIN
IIOOK/TIOYHUTD JOCTYII K CucreMe HaxXKaTHueM OOHON KHOIKU.
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CocToAHWE NPUNOXKEHWA

Tekywes cocToAHMe npunoweHua: ocTynHo

BeIKNIOYWTE NPUNOMEHWE

Figure 4.47: Turning application off and on

4.8.6 Backup management

Backups are managed in "Backup management" section of "System maintenance" module. "Backup"
button on the right of the top panel runs back up of data store in system. This section also shows
backups performed. You can restore data from back-ups if the working copy of data is lost for some
reason or delete them if they are no longer required.

PesepBHbIe KONUK Pez. konuposanne | €)

MonbzoBaTeN: OaTa Mpofo/mkNTeNEHoC T PasMep

Admin Admin Admin 22.06.2012 11:35 34m 244,9M6 BoccTaHoBUTL Ynannto
Admin Admin Admin 15.05.2012 14:44 1w 262,9M6 BOCCTaHOBUTE Yaanute
Admin Admin Admin 15.05.2012 14:25 1m 262,9M6 BoccTaHOBHTE Ynanute
first_backup 15.05.2012 13:12 3ImM 262,9M6 BoccTaHoOBUTh Ypanuts

loToE0

Figure 4.48: Backup control panel

At update of system from packages, additional packages from back-up will be pulled according to their
dependences.

Manual setting of backup parameters can be performed at:
/opt/synergy/utils/configs/backup/backup.conf

ITocMoTpeTh mapaMeTphl KOHGUIa MOXKHO B pa3fiene OIMMCaHHOM Bhimie (cM. Co3manHue pe3epBHOU
KOTIUH).

Note

The system will be halted during backup or restoring, so we do not recommend to perform
these operations in the middle of working day.
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4.8.7 WudopMmauusa o IMLEH3UMU

B pa3pene «MHGoOpMaIus o cUCTEME» MOXKHO IIPOCMOTPETh Ha3BaHWE MPOAYKTA, KJIUEHTA, JaTy BhIIAYH,
HOMED U YCJIOBUS JINLIEH3UM.

WUHpopmaumna o nMueH3un
HawmeHosaHne 3HaqeHne
Hassanue npooykTa ARTA Synergy
Knuent Arta Software
[aTa Bbigaqm NULeH3Mu 2013.08.20
Homep nuueH3nK 50092c03-cde6-49a2-bcB7-97728dd8e6e9
YCNoBMA NMLEH3NK TWLEeH3NA orpaHKueHa
MakcumansHoe KOMWYECTBO NOML30BATENbCKUX MULEH3UA 20
Konu4ecTBO AOCTYMNHEIX NONE30BATENLCKUX MULEH3NA 0
MakcumankHas gaTta Mcnonks3oBaHusa 2021.04.04

Figure 4.49: Backup control panel

Tak>ke TPOCMOTPETH MapaMeTPhl TUIIEH3UU MOXKHO 10 afipecy:

http[s]://server url:[port]/Synergy/licence

4.9 Storage

4.9.1 Groups

Groups are used to view, create, edit and delete named user lists which are subsequently used when
giving rights to folders.

Ha rnagnyto

Mpynnei EN

+ m -

pynna

AOMUHUCTPATOP CUCTEMBI mn
BCE 1414
HavaneHuim 0/2

X ¥ (X |x

Monnepxka 12 z

DOHA NOAASPHKA MOTNOASKA 1Mz

Figure 4.50: Pa3gen «['pynner»

Title of this window shows search field and a standard paginator below. It is active when the full list
of groups is large not to fit on single page.

o L
Ilns pobaBeHus HOBOM I'PYIIIHI UCIIONB3yeTCs KHOIKa , IJisl pefaKTupoBaHUsA (POPMEI - KHOIIKa
“PemakTUpoBaTh”, KOTOPas BEI3BEIBAET CIEAVIONIYI0 GOPMY:
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- lu—j Moppepxka

e
Eh
B

HazsaHue MNoaaepxka

Kog podderzhka

MaxcumankeHelid pazmep daina (MB) |

<4 | |Nonszosatenw rpynnisi

©.N.0.
Tex.nogaepxka - 11 ) ||
Lastnamel 1373 Namel_1373 ®

Figure 4.51: Pazgen «I'pynnel» - ¢popMa peqakKTUPOBaHUS I'PYIIIILI

B sToi1 popme yka3blBaeTCs Ha3BaHHe, KOM ¥ MaKCUMaJIbHBIM pa3Mep ¢alia, Iocje 4ero fo0aBIsoTCs
II0JIb30BATEJIN B IPYINY IM00 BJIOKEHHbIe I'PYNNLL. 715 mo6aBIeHNsT HOBOM BI0KEHHOM IPYIITE HYKHO
HaxkaTbh Ha KHONKY «J106aBUTh ITPYNIy», a AJs fo0aBIeHNUsI HOBOT'O II0JIb30BaTeNsI B TEKYIIYIO TPYIILY
- KHOIIKY “I106aBUThH II0NIH30BaTelNsT”. DTO BEI30BET CIIUCOK II0JIb30BaTesIel CHCTEMBI:
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Beibop nonb3oBatens

l1ma
Admin A A,

LInknown L.
Abgpewen J1.C.
Bobpoe C.E.
BacHeuoe .M.
[aboynnuH A
Meanoe .M.
Kypymbaee M.C.
Camatoe E.A.

Chnenakoe K.

1000000000

||HUWC'{| ] |¢'DH,:|, M0 e PHKM rvmm:ud

MNogpasgeneHue

Ctoen paboTel © Hace. ..

MoHL NOLLEPEHKA MO,

Ctnen paboTel © Hace. ..

AOMWHWCTRPATHEHEIN OT..

ALMWHWCTPATHEHEIA OT ..

Ctnen paboTel © Hace. ..

AOMWHWCTRPATHEHEINA OT..

ALMWHWCTPATHEHEIA OT ..

10

Non#HoOCTE

HavaneHuk oTgena
[eHEpaNbHEIA LUPEKTO. ..
Cneuwanuct no pabote. ..
Byxrantep, 3am_1
Byxrantep

Crneuwanuct no pabote. ..
CHabmeHey

HavaneHWK oToena, 3...

BeibpaTe |'DTI'--'IEHE

Figure 4.52: Choose users to add to group

B aTOM OKHe, B I10JIE IIOMCKA B 3ar0JIOBKE, MOXKHO BBLITIOJIHUTE IIOUCK I10JIb30BaTEeJIe 110 UMEHH, (l)aMI/IJ'II/II/I
HUJIN OTYECTBY, IIOCJI€ 9eTr' 0O HaXKaTb <<HpI/IHHTb>> O JI[OGaBJ'IeHI/IFI II0JIb30BATEJIA B CITUCOK IIpenbIiayniero

okHa. Ilocme moGaBiieHHs BCeX HEOOXOOMMEIX MOJIL30BaTesIel, W HaXKATHUS KHOIKH
OymeT coxpaHeHa.

rpymnmna

B CTPOKE TI'PYIIIBI YKAa3bIBA€TCsA KOJIMYECTBO IOIb30BaTENEH, IIpuHagiezxKalnuxXx KOHKPEeTHO OaHHOU
T'pyIiiie, a 4epe3 CJell - KOJIM4YeCTBO BCeX TI0/Ib30BaTENEM, BXOOSAIIINX B OaHHYIO I'DYIIITY.

Kpowme Toro, B CucTeMe CyIIeCTBYIOT HeyaaisieMbie ClTyKeOHbIe (ABTOMaTUYEeCKHUe) TPYIIIE Ha OCHOBAaHUH
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IIOgpa3fe/IeHu OPrCTPYKTYPHL. [IJIs JaHHBIX TPYIII €CTh BO3MOXKHOCTb PeIAaKTHPOBAHMS TOJIBKO KOMa
¥ MaKCHMaJIbHOT0 pa3Mepa ¢aria.

4.9.2 Monitoring

To show statistics, for example, how many times a document in the Store was opened, shown, etc.
there is Monitoring tab (see below):

MoHWUTOpWHr S

[ara Wma obbekra CueTtunk MMyt
Mnatsl Xpannnawe/Mpoekr

faiservice/companion/entity/ed/7 d/7 aled? d7 aba-722

3a BCe BpemMA
OTtyet no nnay.html

Hefcrave Otuet no nnauy.html Jaiservice/companion/entity/20/B39/cfi289cf3b-8c90-«
Hobasnenne = 0ID: {00b3k459-3054-479f-heeB-38d228d5768a)
Teket Whopmauua Jaiservice/companion/entity/41/c4/01/41c401bd-117
| MuckMa oT kKaMnaHui _MeaoHuH_ faisenvice/companion/entity f2/3/69/f2f3699a-4261 -«
OUMCTHTS Mporpamma meponpuatis Jaiservice/companion/entity/31/04/b7 /304b7 c4-32ec
Me3aHKH faisenvice/companion/entity/c0/Sf70/c09f7077-Base
OBHOBUTE

MnaH paboTel faiservice/companion/entity/17/ec/T5/17ec75e8-352
faisenvice/companion/entity/bif1/09/kff1098f-f446-45
faisenvice/companion/entity/79/7 c/ab/797 cabs1-e7k
faiservice/companion/entity/d7/81/59/d78159d6-0b7
faiservice/companion/entity/f0/16/1a/f0161a80-9a9a
laiservice/companion/entity/e2/82/e9/e282e916-234
faisenvice/companion/entity/71/7 ¢f7 df7 17 c7 de0-33C
laiservice/companion/entity/58/7 1/ba/597 1baed-71c
faisenvice/companion/entity 7H09/c2/7f09c2dd-8b0k
faiservice/companion/entity/fa/da/Bc/fadaBebB-5a15
faisenvice/companion/entity/7df9/15/7 df915c5-1b2-
laisenice/companion/entity/07 /1 e/d7 /071 ed7 ef-B08
faisenvice/companion/entity/Ob/da/81/0bdag15a-f7 21
faisenvice/companion/entity/95/eb/a5/95ebaSad-cel
faiservice/companion/entity/7 b/d8/4d/7 hd84d2e-c17
faisenvice/companion/entity/fd/3c/66/fd3cE69b-63df-
Jaiservice/companion/entity/be/a3/51/bea35192-7 3¢

MnaH paboTel
kﬂwcwo-mspopmauwﬂ
WHpopmaumorHoi nncemo
Brogawee nucemo oT komnanan _ME3OHMH_
Muckmo ot komnanut _MesoHH_
MUckMo T KoMnaHni _MeaoHuH_
Muckmo ot komnanut _MesoHH_
MUckMa 0T KoMnaHui _MeaoHuH_
Muckmo ot komnanut _MesoHH_
MUckMa 0T KoMnaHui _MeaoHuH_
Mucemo oT koMnaHwi _IVIe3oHH_
MUckMa 0T KoMnaHui _MeaoHuH_
MUckmMo oT KoMnaHni _MeaoHuH_
Mucemo ot komnanwt _VesoHH_

MUckmMo oT KoMnaHni _MeaoHuH_

Muckmo ot komnauum "MeaoHnn"

Figure 4.53: Monitoring tab

4.9.3 Forms

;i1 Toro, 4ToOH co3maBaTh ()OPMEI CTAporo oOpasila B XpaHuJIHIIe HeoOXOOMMO B 3TOM pa3fesie
ITOCTaBUTh raIOUKy nepen HacTporikoi “Co3ngaBaThk popMel cTaporo obpa3siia B pa3mene” ®atiner”. dopma
co3faHHas IoJib30BaTeieM B pa3fesie” @annel" oTobpaxkaeTcs B 9TOM pa3gesne. ATMUHUCTPATOP CUCTEMEI
MOJKeT YKa3aTh C IIOMOIIBIO TrajlouKy GopMy OonyOIMKOBaHHOM UIU yKa3aTh (OpPMYy yCTapeBIIe.
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DopMbl @uneTp | | <

D Vims Ony6NHKOEEHD YeTapeno Onncaxme [on. MHCpopMaLR

(4] I»

¥ Cozgasars thopMsl cTAporo 06pasya 8 pasgene “®aink" CoxpaHnTe

Figure 4.54: Forms

4.9.4 File change notifications

st paGoTe! GyHKIIMOHATEHOCTH “HamoMuHaHme 06 06HOBNEeHNH (aiina” B daiine $jboss home/jboss/
standalone/configuration/standalone-onesynergy.xml mponucaTh CIeOyIOUIYI0 OUYepenb:

<jms-queue name="FileUpdate">
<entry name="queue/FileUpdate"/>
<entry name="java:jboss/exported/jms/queue/FileUpdate"/>
<durable>true</durable>

</jms-queue>

and update DB version. The subsequent settings are changed by a methodologist in the Configurator
(see Methodologist manual).
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Chapter 5

NMpuno>xeHusn

PeBusuga VCS: 8319

5.1 WUcnonb3oBaHue apt-offline pna yctaHoBku naketoB Debian
Ha MallUHbI 0e3 NoAK/IIDYEeHUs K ceTun

3aMedaHHue:

9To npunoxkeHue HanrucaHo B popmate HOWTO, unnrocTpupyollee UCI0JIb30BaHKUe YTUIUTHI
apt-offline Ha npakTUKe

5.1.1 MpepBapuTesibHble YCNOBUSA
HmMmeem Ha cTaprTe:

* Yucras ycraHoBneHHas MammHa offline ¢ Debian squeeze (+ sgpo u3 wheezy). Ycranosnen apt-
offlinemapt-offline-guiBepcuu 1.2 (Toxke usz wheezy) - Mmannaa 6e3 UHTEpPHETA (BCe PEIIO3UTOPUU
HEIOOCTYIIHEI)

¢ Moii pabounii KOMIIbIOTED - undertaker.dev.lan.arta.kz - focTym K0 BceM HYKHBEIM PETIO3UTOPUSIM
UMeeTcCs, TaKXkKe ycTaHoBeH apt-offline 1.2

3azmaya - ycTaHOBKa IakeTa arta-synergy-synergy. 13-3a Toro, 4yto Ha MamuHe of fline HeT akTyaabHBIX
CITUCKOB IIaK€TOB [JIsd YKAa3aHHBIX PEIIO3UTOPHEB, HaM HpI/IHéTCS{ HeﬁCTBOBaTB B 2 mIara - IIOJIYYHUTD
CIIUCOK ITaKeTOB, a 3aTeM YCTaHOBUTH HEIIOCPENCTBEHHO caM IIakeT arta-synergy-synergy.

5.1.2 Xopa BbINOJIHEHUA

HacTpoiika peno3uTopues

1. Iob6aBnseM B ¢aiin /etc/apt/sources.list nns MaIuHb 663 UHTEPHETA CJIEOYIOIe CTPOKH:

# 3pecb yka3aHbl BHYTpeHHue peno3utopum B cetum lan.arta.kz;

# ecnu ycTaHoBKa OypeT BbINONHATLCA He M3 oduca ARTA, ciopa HYXHO

# 6bypeT BMMcaTb 4TO-TO Bpofe

# deb http://ftp.de.debian.org/debian squeeze main contrib non-free
# »n panee no TeKCTy
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deb http://apt-cache.lan.arta.kz/debian wheezy main contrib non-free

deb http://apt-cache.lan.arta.kz/security.debian.org wheezy/updates main contrib non- «
free

deb http://apt-cache.lan.arta.kz/debian wheezy-updates main contrib non-free

deb http://apt-cache.lan.arta.kz/debian wheezy-backports main contrib non-free

# Peno3utopun ARTA Synergy
# MNpocneonte, 4Tobbl M3 TOro MecTta, rpge Bbl OypeTe 3arpyxaTb NakeTbl pns
# ycTtaHoBku, 6bin goctyn K deb.arta.kz

deb http://deb.arta.kz/tengri stable main contrib non-free
deb http://deb.arta.kz/tengri stable-updates main contrib non-free

. Cozmaém curuatypy apt-offline gist 06GHOBJIEHUSI CHUCKOB ITAaKeTOB (- -update) 1, 3a0gHO, YyCTAaHOBKHU

0o0HOBIIeHUM OJisd cTabunbHOTO BRITycKa Debian (- -upgrade) Ha maimmHe 6€3 UHTEPHETA:
apt-offline set --update --upgrade update-filelists.sig

ITepenocuM kKakuM-1160 06pa3om ¢aiin update-filelists.sig Ha MallIMHY, TTi€ €CTh HOCTYII K HYKHBIM
penosutopusam (undertaker.dev.lan.arta.kz), u popmupyem apxus gns o6HoBneHus (lists-
bundle.zip):

apt-offline get update-filelists.sig -s /var/cache/apt/archives -t 4 --
bundle lists-bundle.zip

. Ilepenocum apxuB 151 OOHOBIEHUS Ha MalllUHy 6€3 MOCTyIla B CETh U 3arpyzkKaeM I0JIy4YeHHOEe B

APT (ua deb.arta.kz noka HeT GPG-ntogmnuce#, moatroMmy - -allow-unauthenticated):

apt-offline install lists-bundle.zip --allow-unauthenticated

5. O6HOBNsAEM IOTy4YEeHHEIN CIIUCOK 1aKeTOB Ha MallliHe 6e3 HOCTyIla B CEeTU:

apt-get update

¥YcranoBKa Synergy

1

l'eHepupyeM CUTHATYPY [OJIs1 YCTaHOBKM IaKeTa arta-synergy-synergy Ha MaunHe 6e3 gocTyna B
CeTh:

apt-offline set --update --install-packages arta-synergy-synergy --synergy-
install.sig

. IlepeHoCcuM TONTy4YEeHHYIO CUTHATYPY Ha MALIMHY C AOCTYIOM K HYKHEBEIM peno3utopusm (undert

aker.dev.lan.arta.kz) u dopmupyem apxuB (synergy-bundle.zip):

apt-offline get synergy-install.sig -s /var/cache/apt/archives --bundle sy
nergy-bundle.zip

. 3arpyxaem B 6a3y APT synergy-bundle.zip Ha mammHe 6e3 JOCTyIla B CETh:

apt-offline install synergy-bundle.zip --allow-unauthenticated

. YcranaBnmuBaeM Ha MalnuHe 6e3 OOCTyIla B CETh:

apt-get install arta-synergy-synergy

5.1.3 [OOnNOJIHUTENIbHO

Onucanue nporecca oOHOBIeHUsS arta-synergy-synergy u3 rpadpuueckoro murepdeiica apt-offl
ine—gui OCTaBJIAE€TCAd B Ka4eCTBE YIIPAKHEHHWA YUTATEIII0




ARTA SYNERGY Administrator Manual 78 /229

5.1.4 WNCTOYHUKMU MH(popMauumn (KpanHe peKOMeHAYyeTCA U3Y4YUTDb)

* man apt-offline
* http://www.debian-administration.org/article/Offline Package Management for APT

5.2 WHcTpyKumua no HacTpouke df-ex

5.2.1 OnucaHue

DFEX (DocFlow EXchange) - momysis n3Ha4aapHO OBLI pa3dpaboTaH OJs MHTETPAlUU KaHLIEISIPUU C
CUCTEMOM IOKyMeHTO000poTa “IBpUAOK”, TaK XKe Ha JaHHBIM MOMEHT OH HCIIONb3yeTcs Oy oOMeHa
OOKyMeHTaMU MeXAy KaHLEeIsIpUSMU, PacCIOJIOKEHHBIMY Ha OOHOM WJIM HECKOJIBKHUX 9K3eMILIspax
ARTA Synergy.

5.2.1.1 OnpepeneHusn

OpraHu3anusi — 3TO CTPYKTypHOe Iofpa3fesieHre, Benyllee cOOCTBEHHYIO KaHIeNsApuioo. B opr.
CTPYKType ogHoro 3k3eMisipa ARTA Synergy MoxkeT GBITE OOHA UITW HECKOJIBKO opraHm3anuii. Ilpenmnonara
YTO €ClIU Ha OOHOM CepBepe MOJIXKHO MPUCYTCTBOBATh HECKOJIBKO OpPraHU3alluy, TO OJA KaXXOou U3

HUX HAaCTPaAuBaIOTCA XKypPHaJIbl BXOOAIIUX U UCXOOAIINX JOKYMEHTOB U Ha 3TU XYyPHAJIEL Jal0TCA IIpaBa
COTPYOHUKAM KaHIeJIsIPUU COOTBETCTBYIOIINUX OPraHu3aliui.

I'pynmna opraHu3andd — 3TO UMEHOBaHHOE 00beIMHEeHNe HeCKOIbKUX OPraHU3alui, HaXOmAIIUXCS
Ha ogHOM u/unm pa3Heix cepBepax ARTA Synergy.

HonyaneHeM OOKYMEHTa MO2KET BEICTYIIaTh KaK OPraHU3allvsid, TaK U I'PYIIIIa OpT&HH?;EIHHfI, OTIIpaBHTeJ1Ie
— OJHa OpPpraHu3allvsi.

5.2.1.2 O6mMeH poKyMeHTaMu

OOMeH JOKYMEeHTaMM IIPOUCXOOUT Yepes mouty. Ilocsie perucrpanuu JOKyMeHTa oTnpaBuTesneM df -
ex hopMUpyeT II0UYTOBOE COOOIIEHNEe U OTIIPaBiIseT ero Ha II0YTOBEE afpeca IolydaTenei.

Ha ctopoHe opradmiaumm- Opl’aHP‘lSaLlHﬂ _
OPFEHMSU.”F' = nony4yaTens NPoOBepAeTca nDJ'IY'-laTEI"Ih 1

OTNPaBUTENE NOYTOBBIA AWKME M CYMTAHHBIE
ACKYMEHTEl COXPaHAKTCA B
HypHansl.

OGpaboTyuk ovepenw thopmMupyeT
no4ToBLIE COOBLEHHS 1
oTnpasnaert

WX Ha agpeca Bcex nonydatenen

-

Mpwn pervcTpauum
AokyMEHTa, reHepupyeTcs
cobeiTHe W B oYepens
nomMelasTen coobLleHne

“ OpraHusauus -
- 4 Monyyatens 2

MNoyToBLIA
cepBep

JMS Queue

OpraHuaauus -
- Mony4atens N

Figure 5.1: PucyHoxk 1

ITouToBOE COOOIIIEHNE COOEPKUT BO BiIoKeHUAX XML daii c mosiMu KapTOUYKU JOKyMeHTa OTIIPaBUTEJIS.
9Ty mojysa HeoOXOOWMEl IJIT MHTEerpaluuu c «IDBPUOOK». B ciydae, eciu mojydaTrejieM OOKyMeHTa
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sBnsieTcs opranu3anus ARTA Synergy, u3 3Tux mojei 6ygeT B3sATO TONLKO mojie Subject, 3nauenue
KOTOpOro OyIeT 3alKcaHo B KPAaTKOe CofepIKaHue HOKyMeHTa IoIydaTelis.

Bnoxkenns: mokymenTa ARTA Synergy mo6aBiisiloTCS B IIOUTOBOE COOOIIEHNWE TaK Ke KaK BIIOKEHUS.
Ecnu pa3mep daiina BiaoxkeHus npesbimaetr 10MB, To ou 6seTcsa Ha yactu o 10MB u Kaxmast 4aCTh
OTIIPaBISAETCS OTHEIbHBIM IIMCHbMOM.

TpedoBaHus K popMe KapTOUYKH TOKYMEHTa:
1. Ob6s3aTenbHO MOIXKHO IIPUCYTCTBOBATH I10JIe TO, CChITAOIeecss Ha 3HaYeHUs copaBoYHuKa ExtD
tiOrganization.

2. MoxeT comepxkaTh moye Subject, 3HayeHue KoTOPOTO OYOET 3alrCcaHo B KPAaTKOe COOepKaHue
BXO[OSIIEro JOKyMeHTa IIoIydaTesis.

5.2.1.3 Y4acTHMKM oOMeHa B OKyMeHTaMu

YyacTHuKY 0OMeHa JOKyMeHTaMH (OpraHu3alluy U IPYIIEI OpraHu3alluii) XpaHsaTCs B Synergy B CIPaBOYHUE
c komoM ExtDtiOrganization.

IlaHHBIM CIIPAaBOYHUK COOEPIKUT CHIEAYIOIINEe OIS, XapaKTePU3YIoIue y9YacTHUKA:

Kopa moiisi cipaBOYHHKA Ha3Banue Onucanue
CTpoKa, oK Ha OBITh
HpenTuduKaTOp ydacTHHUKA
Id YHUKAaJIbHA
Ko He umeeT 3HaYeHUusa
DecCode a
OJI?KHO UMETh ITIepeBOMbl U OHU
Ha3zBanue n P fl
Name IOJXKHEI OBITh 3aII0THEHBI

[TouToBHIM agpec
y4acTHHUKa.[[1s9 opranmusanuu
email HaXOOsIIUXCs Ha OJHOM
9K3eMmisape AS TOYTOBHIM
aJpec OoJIKeH COoBIIagaTh.

DecMail

CTpoKa, COOTBETCTBYIOIIASA TUITY
BXOLOSIIEr0 JOKyMeHTa
OopraHM3aluyU-IIoIydaTesis.
3HayeHUEe MOXKET OTCYTCTBOBATh
OBYX CIIy4asx:

Kop THIa TOKYMeHTa * eCI¥ JaHHBIU IOJIy4YaTeslb
DocTypeCode SIBJISIETCSI TPYTIION

* eCJId OJis DaHHOTO
nosjiy4aTtess THUI JOKyMeHTa
3amuT B Gpopmy (CM. HUXKEe
nogpa3nen «Kopm tuma
OOKYMEHTa»)

TIepeKNIodaTeNb «SIBISETCS TN
TPYIIION» - eC/IU JaHHBIN
rmapaMeTp UMeeT 3HadeHue true,
3HaA4YUT JaHHas OpraHu3alius.

IsGroup Tpynna
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OpraHuzaluuu 060bEeANMHSIOTCS B IPYIIIILI Yepe3 JOIOIHUTEIILHBIN CIIpaBOUYHUK C¢ KogoM ExtDtiOrgani
zationGroup. [JaHHBIN CIIPABOYHUK, MOJIKEH UMETh IIOJI:

e Id - umeHTH(HUKATOP 3aMUCH B JAHHOM CIIPABOUYHUKE
* OrgRecordId - umestudukaTop NoaydaTessa u3 cupaBounuka ExtDtiOrganization (ae rpynner)
e Groupld - ugpeHTHUKATOP IOTydYaTens U3 ciipaBouHuka ExtDti0rganization (rpymrs)

HUpenTtrdukaTopkl mogydaTesnel cupaBouHuka ExtDtiOrganization u unpenTuduKaTOpH CIpaBOUYHUKA
ExtDtiOrganizationGroup OomKHBEI OBITH YHUKAIBHEI.

5.2.1.4 Kop Tuna poKyMeHTa

I7151 TOTO YTOOBI 0OMEH MOKYMEHTaMu paboTa KOPPEKTHO He0OXOAMMO ITPaBUIIbHO HACTPOUTD Ky PHAJIBI
BXOOAIIINX U UCXOOAIINX JOKYMEHTOB U 1'IO3&60TI/ITI:C5I 1-ITO6bI OJId 3TUX 2KYPHAJIOB 6I>IJ'II/I CO30aHBbI TUIIBI
OOKYMEHTOB C IIPAaBUJIBHBIMU KOOAaMM.

Kon THIIa TOKYMEHTOB [IJIsI JKypHajIla BXOISIIIITHX

Kop tumna qokyMeHTOB [J1sl JKypHAaJia BXOOSIINX MOXKeT ObITh yKa3aH OByMs criocofaMu: KaK 3HadYeHUe
nosnsg DocTypeCode cnpaBoYHKMKa OpraHu3aliiil UIK 3alIUT B GOPMY UCXOISAIIEro JOKyMeHTa. PacCMoTpuUM
nmogpoOHee 06a ciry4as.

1. 3HayeHHe KoJa TUIA MOKyMeHTa B mosie DocTypeCode cnpaBounuka ExtDtiOrganization

IaHHLIN croco0 HauboJiee IIPOCT B MCHOIL30BaHUKU. ETo He0OX0OMMO BEIOPATh €CJIH €CTh He0OXOOUMOCTh
CyIlleCTBOBaHUS HECKONbLKHUX OPTaHU3aIii Ha OTHOM cepBepe JTH00 [ KaXK oM OpraHu3aIlni JOCTAaTOYHO
HaJIn4¥e OOHOI'O 2KyPHalla BXOOAIIUX NOKYMEHTOB.

ITpu ucrionb30BaHUY 3TOr0 cioco0a KaXKaas OpraHu3alisg MOXKeT UMETh TOJIbKO OOUH XKypHasl BXOOSIITUX

U OOMH XKyPHAaJl UCXOOSIINX JOKYMEHTOB (MMeIOTCS BBHUIOY Te, KOTOpPhIe OyOyT y4acTBOBaTh B 0OMeHe
OoKyMeHTaMu. He yJacTByOIMUX B 00MeHe TOKYMEHTaMHU XKyPHAI0B MOKeT OBITh CO3JaHO HEOTPAaHUYEHHOe
KOJINYECTBO)

2. 3HayeHHe KOJa THIIA JOKYMEHTA 3alIUTO B POPMYy HCXOOAIIEro DOKyMeHTa

Tun goOKyMeHTa «3amuT B ¢GOpMy» O3HAYaeT, YTO THUII JOKYMEHTAa, IPOMHUCaH B GOpPMe HCXOTSIIETO
OOKYMEHTa U y 1000r0 IoJIydaTe s TUI JOKyMeHTa C JAHHBIM KOLOM A0JIKEeH CyIlecTBoBaTh. CTPOKa,
COOTBETCTBYIOIIasA KOOy HOKYMEHTa, IPOIKUCHBAETCS B JAHHLIX (POPMEI TAKUM 00pa30M:

<DocDataType>DocAnswer</DocDataType>

3uauenueMm DocDataType sBnsieTcsT He caM KOA THUIIa AOKYMEHTa, a ero 4acTh. B Tabmulle HUXKEe
onucaHo cooTBeTcTBHE DocDataType u Kkofja Tulla JOKyMeEHTa.

DocDataType Kop Tuna mokymeHTa
DocAnswer ExtDtilnDocAnswer
Doclnc ExtDtilnDoclInc

9ToT cnocob YKa3aHud TUIIAa JOKYMEHTa MO2KHO HUCIIOJIb30BAaTh €CJIM KaXKaasi OPraHUu3allisd HaXOOUTCA
Ha BBIOEJIEHHOM CepBepe U CYIIIeCTBYET H806XOJII/IMOCTB B MCIIOJIb30BaHMWHU IBYX 2KYPDHAJIOB OJISA BXOOAIITNX
OOKYMEHTOB.

B stom Clly4ae Ha KaXKJO0M 3K3eMIIJIsipe AS BBI MOIKHEBI 6yneTe CO3aaTh TUIIEI JOKYMEHTOB C [TI€EpEe4YrCIIEHHBEIM
BBIIIIE€ KOOaMH XU COOTBETCTBYIOIIIHE UM 2KYPHAJIBI BXOOAIITNX.

Koa Tumla DOKyMeHTOB /ISl 2XKypHajila HCXOISIITHX
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Kop tumna OOKYMEHTOB OJId 2KyYPHadJla UCXOOAIIINX OOJI2KEeH OBITH BbI6paH HUCXO0Od U3 OIIMCAaHHBIX HHUZKE
IIPpaBUJI, UHa4Y€e — II0CJIe perucTpanuu JOKyMeHTa, OH He 6y,E[eT OTIIPaBJIEH IIOJIy4YaTeJIsaM.

Ecnu Ha omHOM 3k3eMmmisipe ARTA Synergy cyiecTByeT TOJIBKO OfHA OpTaHu3aIusa-yIacTHUK 00MeHa
OOKyMeHTaMH, TO KOJI TUIla MOKyMeHTa HoJxkKeH OvlTh ExtDtiOutDocInc.

Ecnu Ha ogaOM sk3eMuisipe ARTA Synergy cyiiecTByeT HECKOJIBKO OpraHU3aIiil, TO KOI THla JOKyMeHTa
mormkeH uMeTh Bun ExtDtiOutDocInc - umeHTHUGUKATOP OpraHU3aluU

5.2.2 YcTtaHOBKa UM KOHcUMrypupoBaHue
5.2.2.1 YcTaHOBKa nakerta

OTOT makeT co3faeT HeoOxomuMele 6ubnMuoTeku Oy paborel DFEX mopmynsa. s ycTaHOBKU ITakeTa
HYKHO IIOCTaBUTh IaKeT arta-synergy-dfex Ha cepsepax ecex yuacmHukax uHmezpayuu.

YcranaBnuBaeM nmaket dfex:

aptitude install arta-synergy-dfex
B pe3ynbTaTe yCTaHOBKU ITAKETOB CO3MAIOTCS (haliIh:

1. /opt/synergy/jboss/standalone/configuration/arta/dfex/dti.xml

2. /opt/synergy/jboss/standalone/deployments/Synergy.ear/dt-int-model.jar
3. /opt/synergy/jboss/standalone/deployments/Synergy.ear/df-ex-ejb.jar

4. /opt/synergy/jboss/standalone/deployments/Synergy.ear/df-ex-web.war

Tak ke aBTOMaTU4YE€CKU BHOCATCS ciaenyriye U3aMeHeHHNsA OJIsd KaXKI0Tr0 Y4aCTHUKA MHTerpaluu:

1. ABTOMaTH4YECKH CO3TaeTcs odepensb B ¢aiine standalone-onesynergy.xml

<jms-queue name="AS EXT DTI Inbox">
<entry name="queue/AS EXT DTI Inbox"/>
<entry name="java:jboss/exported/jms/queue/AS EXT DTI Inbox"/>
<durable>true</durable>

</jms-queue>

<jms-queue name="AS EXT DTI Outbox">
<entry name="queue/AS EXT DTI Outbox"/>
<entry name="java:jboss/exported/jms/queue/AS EXT DTI OQutbox"/>
<durable>true</durable>

</jms-queue>

2. ABTOMaTHYecKu mobaBiIsieTcss MOOyb B ¢aii /opt/synergy/jboss/standalone/deployments/
Synergy.ear/META-INF/application.xml

<module>
<ejb>df-ex-ejb.jar</ejb>
</module>
<module>
<ejb>dt-int-model.jar</ejb>
</module>
<module>
<web>
<context-root>/df-ex-web</context-root>
<web-uri>df-ex-web.war</web-uri>
</web>
</module>
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3. B daun /opt/synergy/jboss/standalone/configuration/arta/docflow-observe-configura
tion.xml DoGaBISAIOTCSA CTPOYKH:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<docflow-observe-configuration>
<listeners>
<listener>
<listenerClass>kz.arta.synergy.ext.dfex.bp.BPListener</listenerClass>
<sources>df-ex</sources>
</listener>
<listener>
<listenerClass>kz.arta.synergy.ext.dfex.bp.BPOutgoingListener</listenerClass>
</listener>
</listeners>
</docflow-observe-configuration>

5.2.2.2 HacTpOMKM Ha cepBepe MHTerpauum

5.2.2.2.1 Co3paHue popmbl
1. 3axomum B «SynergyAdmin»:

1. maem npaBa «COTPYOHUK KaHIENApUN» U «MeTomoJior» Iojab30oBaTeno Admin
2. co3maeM rpyniy B «XpaHuuuiie» 1 gobasisgeM B Hee moab3oBaTesrss Admin

2. 3axomuM B «Configurator»:
Maem «ITomHBIM DOCTYII» OIS TPYIIIH ITOIb30BaTe st Admin B «XpaHunuiie» - «ITanku»

3. 3axoguM B «Synergy»:
BriknagbsiBaeM GOPMEBL B « XPaHUIUIIIE »

4. Bo3BpamiaeMcs B «SynergyAdmin»:

IMepeiiTu B Moayib « DopMel» (XpaHunuiie — ®opMEI) ¥ HAIIPOTUB 9TUX (POpPM B Tabulle BEICTAaBUTD
yeKOOKC B cTOmOIe «Omy6IuKOBAaHO» U COXPAHUTh U3MEHEHUs HaxkKaB Ha KHONKY «COXpaHUTH»
non TaOIuIe.

5.2.2.2.2 Co3paHue TMNOB AOKYMEHTOB U )XXYpPHaJioB

INepexomum B «Configurator»:

1. Co3pgaem «CueTUYHUKU» OJIS BXOOAIIUX U UCXOOSAIIUX.
2. Co3maem «I1Tab6m0H HOMEepa» C CO3TaHHBEIM «CUETUYHKAMU».

3. Cospaem «2KypHanbl». [I719 KaKgoud opraHU3alluy Co30aeM XKypHal « BXooamux nuceM» ¢ TUIIOM
JKypHaja «BXOOAIMMWY» U XKypHal «HMcxomamux nuceM» C TUIIOM KypHajla «UCXOomAmun». [
BCEX KypPHAaJIOB BeIOMpaeM «mabIoH HoMepa» CO3laHHbIN paHee. [laeM Bce mpaBa AJjist II0JIb30BaTES
Admin, mis opyrux mojib30BaTesied corjlacHO TpeOOBaHUSAM OpPraHU3aIIUH.

4. IIna kaxporo 2KypHana co3maeM «Tun gokymeHta». B mone Kog BBogum TekcT ExtDtiInDoc
Inc - upmeHTudUKATOP OpraHU3aIlUU O/ XKypHalIoB «Bxomsamwux nucem» m ExtDtiOutDocInc -
uAeHTU(UKATOP OpTaHMU3aIuy Ik XKypHasoB «Mcxogsamux muceM». BeiOupaeM COOTBETCTBYIOIIU M
«XKypran» u «®opMy OOKyMeHTa», faeM «IIOoCTyII».
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TUNbl JOKYMEHTOB

BeeauTe AaHHble TWNa JOoKyMeHTa

Ha3zeaHwe Ha

INBOX Mail komp1
Ka3axCKOM A3bIKe

Ha3saHwue Ha Py CCKOM

INBOX Mail komp1
A3bIKe

Ha3zeaHwe Ha

’ INBOX Mail komp1
dHIMMWWCKOM A3bIKe

Kog ExtDtilnDocInc-kompl

MpogonHuTensHoCTE
(e pab. gH.)
Cnocob Becga cpoka |J],r|meanﬂ-:Tb

HlypHan | INBOX Mail kompl (mail-{for_mail})

h

DopMa 4oKyMEeHTA | *ExtDtilnDocinc.1.0

TpeboeaTe BBOAA WCNONHWTENRA

[ TpeGoeate BEOAA KOMMEHTAPUA NPV PETMCTPALIAA

[ Hanuuue nognmcu
Ycnoeue peructpayui [ Hanuune yTeepraeHns

[ Hanuuue pezontouuu

CoxpaH HTI:.| | OTMeEH a_|

Figure 5.2: PucyHok 2
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Beegure AaHHbIE TMNA LOKYMEHTA

HazsaHwe Ha

IOUTBOX Mail kompl |
Ka3adXCKOM A3blKe

HazeaHue Ha Py CCKOM

lOUTBOX Mail kompl |
A3blKE

HazeaHue Ha

’ IOUTBOX Mail komp1 |
AHIMWHWMCKOM A3bIKE

Kog ExtDtiOutDoclnc-kompl |

MpogonKUTENEHOCTE |1 |

(B pab. gH.)

Cnocob eBoga cpoka |,£I,.r|meanﬂ::Tb :I
HypHan | OUTBOX Mail komp1 (mail-{for_mail}) ~|
DopMa JoKyMeHTa | *ExtDtiOutDoclnc. 1.0 :l

[ TpeBosate ykazanue gena

[ TpeBoeate BBOAA KOMMEHTApUA NPU PErMCTPALIUK

[ Hanuume MOOMACKH
YCcnoewe perucTpaMu [ Hanuuue YTEEDH OEHMA

[ Hanuuue pe30nHL MK

.
e 7 [Bce -]

CﬂxpaHHTb| | DTMEHa|

Figure 5.3: PucyHsoxk 3

IIpuMmeuanue:

Tumn goKyMeHTa JOMXKeH OBITh UOAEeHTUYHBIM B « SynergyAdmin» - « [J0KyMeHT0000pOT» - « TUIHI
IOKyMeHTOB» - mojie Kog u server:5000 — mosne DocTypeCode.

5.2.2.2.3 Hactpouka dti.xml
INepexomuM B KOHCOIIL cepBepa. Heob6xomumo HacTpouTh dti.xml B 4eTKOM COOTBETCTBUYU C HACTPOUKaMU
TIOYTHI:

nano /opt/synergy/jboss/standalone/configuration/arta/dfex/dti.xml

INone <organization-id> 3amonHsieTcsa udeHmugpukamop opzaHulauuu. IIpu HacTpoiike dtint-con
trol maHHBIE 3TOTO IOJIA Hafo OyaeT BBeCcTHu B mojie ID.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<configuration xmlns="http://www.arta.kz/xml/ns/as/ext/dti"
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xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://www.arta.kz/xml/ns/as/ext/dti dti.xsd">
<organization-id>upeHTudukatop opraHumsauum</organization-id>

<mail>
<!-- napamMeTpbl YTEHMUA NOYTH -->
<inbox>
<protocol>imap</protocol>
<host>imap.arta.kz</host>
<port>143</port>
<use-ssl>false</use-ssl>
<connection-timeout>300000</connection-timeout>
<timeout>300000</timeout>
<user>no4yrta</user>
<password>naponb</password>
</inbox>
<!-- napameTpbl [A8 OTNpPaBKW MNOYTH -->
<outbox>
<protocol>smtp</protocol>
<host>smtp.arta.kz</host>
<port>25</port>
<use-ssl>false</use-ssl>
<connection-timeout>300000</connection-timeout>
<timeout>300000</timeout>
<user>noyrta</user>
<password>naponb</password>
</outbox>
<!l-- MHTepBan NpoBepkKWM HOBbIX coobweHuUn -->
<fetch-interval>10000</fetch-interval>
<!-- ocTaBnaTb coobueHns Ha cepBepe (noka He paboTaer)-->
<remove-from-server>false</remove-from-server>
<!-- IMAP nanka-->
<imap- folder>INBOX</imap-folder>
<!-- MaKCMManbHbIM pa3Mep [aHHbIX, OTnpaBnsembix 6e3 cxatTusa-->
<max-unpacked-size>10485760</max-unpacked-size>
<!-- pa3mep TOMa (NpuM apxuMBMpPOBaHUM) -->
<part-size>10485760</part-size>
</mail>
</configuration>

5.2.2.2.4 Hactpouka dt-int.json

s HaCTpOI;'IKPI IIOJIB30BaTEJIdA, OT UMEHH KOTOPOI' O 6y'JIy'T BHITIOJIHATBECA PA3JIMYHEBIE 3aIlIPOCHI, HAIIPDUMEDP:

¢ Ha IIOJIy4€eHHe TUuIla JOKYMEHTa,;
¢ Ha IIOJIY4YE€HHE II€4YaTHOI'O IIPEeACTaBJIEHU;
¢ Ha 3alluCh JIOT'a B X0 BEIIIOJIHEHUW A ;

®* U T.II.

OTpeJakTupyuTe ¢pai:

nano /opt/synergy/jboss/standalone/configuration/arta/dfex/dt-int.json

ITo ymomuauuio, ¢paiiia COmepKUT:

{
"url": "http://127.0.0.1:8080/Synergy",
"username": "1",
"password": "1"

}
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HeOGXO,E[I/IMO BBECTH JIOTHUH U I1aPOJIb IIOJIE30BATEJIA.

5.2.2.2.5 HacTpomnka oTnpaBKMU NO4TbI

II7151 HaCTPOMKM MOYUTHI OTPEOaKTUPYyHTe daiin:

nano /opt/dt-int/app/app/__init .py

app.config[ 'MAIL SERVER'] = '192.168.1.223' //no4ToBb CepBep
app.config['MAIL PORT'] = '25' //mopT pns oTnpaBku smtp
app.config[ '"MAIL USERNAME'] = 's int7' //uma nonb3oBaTtensd

app.config[ '"MAIL PASSWORD'] '1234"' //naponb (MOXHO 3aKOMMEHTMPOBATb, €CJ/IM He HYXHO)
app.config[ 'MAIL USE TLS'] False //HacTpoWku MNOOKIOYEHUS

app.config[ 'MAIL USE SSL'] = False //HaCcTpOWKM NOOKIOYEHUS
app.config[ '"MAIL DEFAULT SENDER'] = 'admin@arta.pro' //0T 4bero uMeHu OTNpaBffiTb NMUCbMa

B manHOM (haiisie MOXKHO PeOaKTUPOBATh 3HAYEHUS TOJIBKO BHIINIEYKa3aHHBIX ITapaMeTPOB, OCTAJIbHBIE
ITapaMeTphl U3MEHSITh He HyKHO.

[719 TpuMeHEeHUS HaCTPOEK IIociie u3MeHeHusd ¢avna  init  .py:

supervisorctl restart app

[Tepe3arpy3ure cepeep.

5.2.2.2.6 HacTtpoi#ka dt-int-control

dtint-control - momonHUTENBHBIN UHTEPGENC OIS [IeHTPaIn30BaHHOM PaCCHIIKYA CIIPABOYHUKOB Y4aCTHUKE
ob6MeHa.

st ycranoBku dtint-control moryt moHamoOUTHCS HOIOIHUTENBHEIE ITAKETH

aptitude install supervisor
aptitude install python-pip
aptitude install python-virtualenv

Insa ycranoBku dtint-control BBeguTe KoMaHOy

aptitude install arta-synergy-dtint-control

Ilepexomum B Opay3ep, Habupaem ampec http://<ip server>:5000 u HacTpaumBaeM OpraHU3allUU
oOMeHa JOKYMEeHTaMMu:

1. ymanseMm Bce UMeIOITUECS 3aIllCH.

2. moGaBisieM HOBYIO 3amnuch (Opranusaiuu — J[100aBUTh).

3. mone Id - udeHmugukamop opzaHu3auuu, OONMXKHO OBITH UIEHTUYHO IOJII0 <0rganization-id>
u3 ¢atina dti.xml.

4. mmone DocTypeCode - umeHTUYHHIM B «SynergyAdmin» - «[JoKyMeHTO000POT» - « TUIIHI IOKYMEHTOB»
- mone Kog === ExtDtiInDocInc- udeHmupukamop opaaHusayuu.

mosst Name ... - 3aIlONHSIOTCS Ha3BaHMEM OPTaHU3AIHH.
nosie Email - momKHO COOTBETCTBOBATh JaHHLIM U3 ¢atina dti.xml.

HaxXuMaeM «J106aBUTh».

©® N o v

€C/IU y HaC HECKOJIbKO OpraHu3alyii, TO HOBTOPSEeM IIYHKTEL C 2 IO 7, IPW 3TOM y4uThBas 1D
3aBelleHHbIe Ha OPYTUX cepBepax.
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IIpuMmeuyanue

[ mpoCcTOTH MOHMMaHUA Bcex ID npenmaraeM UCIIOMb30BaTh eNUHLIN UIEHTU(PHUKATOP OpraHu3al
IOJIs KOoJa TUIla JoOKyMeHTa u3 /SynergyAdmin, mnsg <organization-id> u3s ¢aiina dti.

xml u myst monst Id U3 HacTpoek opranu3anuu B http://<ip server>:5000.

9. mocne OKOHYAHUS BBOJA BCeX OpraHU3aIui HaXkKuMaeM KHOIIKY «Sync» u ecjiu Bce OBIIIO COeTaHo
IPaBUIIbHO, TO B «CopaBouyHuKax» (Configurator — [Iporeccrkl — CITpaBOYHUKH) OJIKHO JOOABUTCS
TPU CIIPaBOYHMKA C KOJaMM HadMHAIOIMUMUCS Ha ExtDti.

3axomuM B IIOJIB30BATENIbCKYIO YacTh Synergy [lepexonum B Xpaununuiie — [JOKyMeHTH — 2KypHabl
U B CITUCKE [IOJIZKHBI OBITh JKypHaIH «Bxonsaiei mouTel» 1 «MCXOOsIen mo4YThI».

ITpoBepsiem paboTy.

5.2.2.3 [ononHuTesibHbie HACTPOUKU. JlorupoBaHue

[719 HaCTPOUKHU JIOTUPOBAHUS OEUCTBUM II0 OTIIPaBKe U MOJIYYEHUIO OTKPOUTe (paiim:

nano /opt/synergy/jboss/standalone/configuration/standalone-onesynergy.xml

B anmemenT subsystem xmlns="urn:jboss:domain:logging:1.1" moGaBbTe cremyroiiee:

<periodic-rotating-file-handler name="integration-handler">
<formatter>
<pattern-formatter pattern="%d{HH:mm:ss,SSS} %-5p [%c] (%t) %S%E%n"/>
</formatter>
<file relative-to="jboss.server.log.dir" path="integration.log"/>
<suffix value=".yyyy-MM-dd"/>
<append value="true"/>
</periodic-rotating-file-handler>
<logger category="kz.arta.synergy.ext.dfex">
<level name="TRACE"/>
<handlers>
<handler name="integration-handler"/>
</handlers>
</logger>

BRITOTHUTE CIEeQYIOMUN 3aIpOcC:

use synergy;

update sc_application log provider set alp jndi='java:app/df-ex-ejb/ «+
DTIApplicationLogProviderEJB!kz.arta.synergy.ejb.log.ApplicationLogProvider' WHERE <«
alp_id='EXT DFEX';

YT0OBI HIOCMOTPETH JIOTH

tail -f -n 100 /var/log/supervisor/app-stderr---supervisor-...log

5.3 HacTtpouka pennukauum xpaHunuwa ARTA SYNERGY npmu
MCNOJIb30BaHUMU cepBepa npusoxeHum JBoss AS7

5.3.1 BBepeHue

OO11ast peanu3alus MeXaHM3Ma PeIInKallui, onucanHas B okymeHTe AIREP, ocTaéTcs mpexHei; B
OaHHOM OTOKyMeHTe OymeT OIHuCaHbl 0COOEHHOCTHY HACTPOUKHY PEITUKAIINY TPUMEHUTEILHO K TPAHCIIOPTY
(MOM) HornetQ, BcTpoennomMmy B JBoss AS7.
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CxeMa HaCTPOUKU: UMEETCS OOUH IIeHTpaabHbIM 9K3eMILIIp ARTA SYNERGY (manee Center) m HECKOIBKO
peruoHanbHBIX (MogUMHEHHEIX). C IIeHTPalbHOIO 9K3eMIIIgIpa Ha MOOYUHEHHBIE PENJINIUPYETCSA TPU
KaTaJiora XpaHUJINIIA B peKUMe «TOYKa-MHOTOTOYKa» 1 «master — slave». PennunupyeMble KaTaloTU:

e /company root/MapKeTUHTOBEIE MaTepHabl
e /company root/Ba3sa 3uHanui
e /company root/IIpoeKTs

B mpuMepe moka3aHa HAaCTPOMKa LEHTPAJIbHOTO 9K3EeMIUIsIpa M OJHOTO PEruOHabHOrO (manee As-
tana) — mpu HeOGXOOUMOCTH, II0 TAaKOM XKe CXeMe MOXKHO HAaCTPOUTH eIlé HEeCKOIbKO PETUOHAaIbHBIX
9K3EMILISIPOB.

5.3.2 HacTpoukKa cepBepoOB NMPUJIOKEHUN

Kaxk yke OBIJIO YIOMSHYTO BBIIIE, [JIS epemaydu COOOIIeHUM pemimKaluu Mbl OyoeM HCIIOIb30BaTh
BCTpoeHHEIN B JBoss AS7 TtpaucnopT HornetQ, a uMeHHO, Takue ero BO3MOXKHOCTH, KakK:

* Core Bridges (BMecTo MocTOB JMS, TaK KaK OHU MMEIOT BCTPOEHHYIO BO3MOXKHOCTE IIEPENOCTaBKU
IIPY HOTEPAX MOOKITIOYEHUS ¥ IPOYHe MOJIe3HEIE BEIlly; KpOMe 3TOT0, OHU T'0Pa3[Io IIPOIle HaCTPAauBaIOTC)

e Core Queues — mins ucronb30BaHUSA cOBMecTHO ¢ Core Bridges

e JMS Queues — mnsa ucnonb3oBaHusa ¢ ARTA SYNERGY, Tak Kak peanmu3alus MexaHU3Ma peIInKalun,
Kak 3asBieHo B [AIREP], moxeT paboTaTh c mt060i JMS-coBMecTuMoit MOM

e Netty Connectors — mist UCIIOJIb30BaHUS B COEMHEHUM ouepeneit moctaMu yepe3 TCP/IP-ceTh
5.3.3 TlpepBapuTesibHbie HACTPOUKHU

711 Hayaya HaM HeoOXOOWMO AaTh BO3MOXKHOCTHL cepBepaM Center v Astana COemUHSATHCS OPYT C
OPYroM, IOJis 3TOTO HYKHO [00aBUTH COOTBETCTByIOmUM outbound-socket-binding B cekiuu server
- socket-binding-group:

* Ha cepsepe Center:

<outbound-socket-binding name="messaging-outbound-astana-binding">
<remote-destination host="192.168.1.144" port="5445"/>
</outbound-socket-binding>

* Ha cepsepe Astana:

<outbound-socket-binding name="messaging-outbound-center-binding">
<remote-destination host="192.168.1.160" port="5445"/>
</outbound-socket-binding>

KpoMme aToro, Hajmo OTKIIOYUThH ayTeHTUdHKaluio B KinacTtepe HornetQ (cumTaeM, 4TO Hallla CETh
OOoBepeHHas)

* Ha o6oux cepBepax B cekuuu server - profile - subsystem xmlns="urn:jboss:domain:messa
ging:1.2" - hornetqg-server goGaBnseM:

<security-enabled>false</security-enabled>
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IToGaBnsseM KOHHEKTOPHI, UCIOJIb3Yys CBexKeco3naHHble socket-binding-u, B cekuuu server — profile
- subsystem xmlns="urn:jboss:domain:messaging:1.2” — hornetq-server — connectors

* Ha cepsepe Center:

<netty-connector name="netty-astana" socket-binding="messaging-outbound-astana-binding"/>

* Ha cepsepe Astana:

<netty-connector name="netty-center" socket-binding="messaging-outbound-center-binding"/>

5.3.4 Ouepenm

Tak kak Core Bridges He mopmmepxkuBaioT JMS Topics, Ojs peanu3aluu IIepegadyyd TUIIA «TOYKa-
MHOTOTOYKa» HaM IPUIOETCS UCIIOIb30BaTh, MATKO rOBOPS, HECTAHOAPTHBIN IIOOXO /151 PEIIeHUs 9TOU
3aJlayy, a MMeHHO, Ha cepBepe Center:

e Co3pmaércsa non-durable JMS-ouepepns (B HameM citydae, 3 IITYKH, [T KaXKA0N PEILIUIIUPYyEeMOM

obnacTu), KoTopas OyoeT HelIOCPEeACTBEHHBIM IPUEMHUKOM coobienuit or ARTA SYNERGY (B cekiuu
server — profile - subsystem xmlns="urn:jboss:domain:messaging:1.2” = hornetq-server —jms-destinations

<jms-queue name="CenterBzRep">
<entry name="queue/CenterBzRep"/>
<entry name="java:global/queue/CenterBzRep"/>
<entry name="java:jboss/exported/jms/queue/CenterBzRep" />
<durable>false</durable>

</jms-queue>

<jms-queue name="CenterMmRep">
<entry name="queue/CenterMmRep"/>
<entry name="java:global/queue/CenterMmRep"/>
<entry name="java:jboss/exported/jms/queue/CenterMmRep" />
<durable>false</durable>

</jms-queue>

<jms-queue name="CenterProjectsRep">
<entry name="queue/CenterProjectsRep"/>
<entry name="java:global/queue/CenterProjectsRep"/>
<entry name="java:jboss/exported/jms/queue/CenterProjectsRep"/>
<durable>false</durable>

</jms-queue>

OOpaTuTe BHUMaHUe, YTO Y 3TOM ouepenu nobasnsercs emé omHa JNDI Name Entry, ¢ npedukcom
java:global. MmenHO 3TO uMsi MHI OyeM HMCIOJIb30BaTh Hajee Impu HacTpoirike ARTA SYNERGY

* Co3paioTcst CooTBeTCTByIomINe UM Core-odepenu — Ha CaMOM [eJie, 9TH 3allUCHU ONMCHIBAIOT Te JKe
caMble OUepeqy, UTO U B IpedbIayIeM IIYHKTe (B CEKITUU server — profile - subsystem xmlns="urn:jboss:d
— hornetq-server — jms-destinations):

<queue name="jms.queue.CenterBzRep">
<address>jms.queue.CenterBzRep</address>
<durable>false</durable>

</queue>

<queue name="jms.queue.CenterMmRep">
<address>jms.queue.CenterMmRep</address>
<durable>false</durable>
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</queue>

<queue name="jms.queue.CenterProjectsRep">
<address>jms.queue.CenterProjectsRep</address>
<durable>false</durable>

</queue>

3aTeM [ Kaxmou pennuuupyemoin obmactu (M, B HameMm cioydae M=3) ¥ KaXKOoro MOgYMHEHHOTO
cepsepa (N, B HamieM cinydae N=1) co3gaém cooTBeTCTBYIOIYIO COre-ouepens (BCETO OOIKHO ITOJIYYUTHCS
MxN, B Ha1eM ciiydae 3 odepenu), UCTI0JIh3Y s TaKOM TPIOK: 3afla€M AJisA KaXKIO0M ouepenu, COOTBETCTBYIOIIEHN
pemnnuipyeMori 0o6J1acTi, He YHHKa/IbHBIH aJpec, a aipec COOTBeTcTBYyoIne# JMS-ouyepenu (oH
dopMmupyeTcs kKak jms.queue.Name, roe Name — aTpubyT name JMS-ouepenu) — B CEKIIUU Server —
profile = subsystem xmlns="urn:jboss:domain:messaging:1.2”— hornetq-server — core-queues:

<queue name="jms.queue.CenterBzRepAstana">
<address>jms.queue.CenterBzRep</address>
<filter string="airClientId IN ('Astana', 'ALL')"/>
<durable>true</durable>

</queue>

<queue name="jms.queue.CenterMmRepAstana">
<address>jms.queue.CenterMmRep</address>
<filter string="airClientId IN ('Astana', 'ALL')"/>
<durable>true</durable>

</queue>

<queue name="jms.queue.CenterProjectsRepAstana">
<address>jms.queue.CenterProjectsRep</address>
<filter string="airClientId IN ('Astana', 'ALL')"/>
<durable>true</durable>

</queue>

Takum o6pa3oM, coobIIIeH s, OTIPaBIeHHEBIE IT0 YKa3aHHOM agpecy, momnanyT B MxN+M Core-ouepenu —
ouepenu, COOTBeTCTBYyoIue JMS-ouepensim, OyOoyT HCIIONb30BaHLI KaK PETPAHCISITOPH COOOIIIEHUH B
Per-Replica-Per-Client-ouepenu. 3Tu nocnegHue ouepenu OyOyT UCIIOIb30BaHbI HEIOCPEACTBEHHO

B MOCTaX, [OCTaBJISIONINX COOOIIEHUS OO TaKWUX JKe yHaJlE€HHBIX odepeneil, mostomy oHu durable.
OOpaTuTe BHUMaHUeE, YTO /I KaXXI0M TaKoi ouepenyu ykazaH punsTp o ClientId — aTo upeHTHGUKaATOPD
MMOOYUHEHHOTO CepBepa. B uTore npakTu4ecKu BCE TOTOBO, OMHAKO OCTAJICS BOIPOC O TOM, Kya 6ynyT
meBaThCsI COOOIIEHUS U3 CaMHUX OUepenel-peTpatHCcasiTOPOB. /I 9TOr0 MBI CO3TaéM CIIELUaIbHYIO «/
dev/null» Core u JMS-ouepenp; Core-odepens Ojsi TOTO, YTOOBI, UCIIOIB3ysi COre-MocCT, mepeMelaThb

B HE€ CcOOOIleHNsT U3 PETPAHCHSILMOHHEIX odyepene, a JMS-006pTKy K Hell — 4TOOBI 3aieliCTBOBATh
umertomuiici B ARTA SYNERGY cnemuaneubiii NullListener JMS-ouepenu (KOTOpPEBIE IPOCTO Gepet
cooO0IeHns U3 ouepenu 1 BeIOpaceiBaeT ux). MTak, B cekiuu server — profile = subsystem xmIns="urn:jboss.
- hornetqg-server — core-queues:

<queue name="jms.queue.Null">
<address>jms.queue.Null</address>
<durable>false</durable>

</queue>

U B cekuu server — profile = subsystem xmlns="urn:jboss:domain:messaging:1.2” — hornetq-server
— jms-destinations:

<jms-queue name="Null">
<entry name="queue/Null"/>
<entry name="java:jboss/exported/jms/queue/Null"/>
<durable>false</durable>

</jms-queue>

Kpome atoro, npoBepsieMm Hanuune JMS-ouepenu c mumeHeMm REQ, KkoTopas HaMm ImoToM noTpebyeTcs Os
oOpaTHoO#M cBsi3u Astana - Center.

II71s1 cBSI3U «TOYKA-TOYKA» TAKWX U3BpalleHul He TpebyeTcsi: ogHa durable u JMS/Core ouepens Ois
OOHOM peIIMKalluM + COOTBeTCTBYylomas |JMS-ouepens Ha yoalEHHOM cepBepe.
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Ilanee, Ha cepBepe Astana Bcé uyTh mpoile: Heobxonumo nobaButh M JMS-ouepeneli u ofHY odepenb
Iy cBsi3u ¢ ouepenbio REQ Ha Center (B cekiuu server — profile — subsystem xmlns=“urn:jboss:domain:mes
— hornetqg-server — jms-destinations):

<jms-queue name="CenterBzRepAstana">
<entry name="queue/CenterBzRepAstana"/>
<entry name="java:global/queue/CenterBzRepAstana"/>
<entry name="java:jboss/exported/jms/queue/CenterBzRepAstana"/>
<durable>true</durable>

</jms-queue>

<jms-queue name="CenterMmRepAstana">
<entry name="queue/CenterMmRepAstana"/>
<entry name="java:global/queue/CenterMmRepAstana"/>
<entry name="java:jboss/exported/jms/queue/CenterMmRepAstana"/>
<durable>true</durable>

</jms-queue>

<jms-queue name="CenterProjectsRepAstana">
<entry name="queue/CenterProjectsRepAstana"/>
<entry name="java:global/queue/CenterProjectsRepAstana"/>
<entry name="java:jboss/exported/jms/queue/CenterProjectsRepAstana"/>
<durable>true</durable>

</jms-queue>

<jms-queue name="REQCenter">
<entry name="queue/REQCenter"/>
<entry name="java:global/queue/REQCenter"/>
<entry name="java:jboss/exported/jms/queue/REQCenter" />
<durable>true</durable>

</jms-queue>

Kpowme sToro, nmocnengHow odepenb HeoOX0AUMO TaKKe ollucaTh 1 Kak Core-ouepens A1 UCIIOIb30BaHUSA
B Core-mocTe (B ceknuu server — profile — subsystem xmlns="“urn:jboss:domain:messaging:1.2” -
hornetg-server — core-queues):

<queue name="jms.queue.REQCenter">
<address>jms.queue.REQCenter</address>
<durable>true</durable>

</queue>

5.3.5 MocThl

Temneps HEOOXOOUMO COEIUHUTH BCE COOTBETCTBYIOIINE APYT OPYTy o4depenu MocTaMu. MOCTHI HaCTPauBaIOT(
B CEKIINU server — profile —» subsystem xmiIns="urn:jboss:domain:messaging:1.2” - hornetq-server =
bridges.

Onst cepBepa Center: * MoCTHI, COeOIUHSIONINE ouepenu-peTpaHcasaTopsl ¢ Null-ouepenbro:

<bridge name="CenterBzRepBridge">
<queue-name>jms.queue.CenterBzRep</queue-name>
<forwarding-address>jms.queue.Null</forwarding-address>
<reconnect-attempts>-1</reconnect-attempts>
<static-connectors>
<connector-ref>netty</connector-ref>
</static-connectors>
</bridge>
<bridge name="CenterMmRepBridge">
<queue-name>jms.queue.CenterMmRep</queue-name>
<forwarding-address>jms.queue.Null</forwarding-address>
<reconnect-attempts>-1</reconnect-attempts>
<static-connectors>
<connector-ref>netty</connector-ref>
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</static-connectors>
</bridge>
<bridge name="CenterProjectsRepBridge">
<queue-name>jms.queue.CenterProjectsRep</queue-name>
<forwarding-address>jms.queue.Null</forwarding-address>
<reconnect-attempts>-1</reconnect-attempts>
<static-connectors>
<connector-ref>netty</connector-ref>
</static-connectors>
</bridge>
<bridge name="CenterBzRepAstanaBridge">
<queue-name>jms.queue.CenterBzRepAstana</queue-name>
<forwarding-address>jms.queue.CenterBzRepAstana</forwarding-address>
<reconnect-attempts>-1</reconnect-attempts>
<static-connectors>
<connector-ref>netty-astana</connector-ref>
</static-connectors>
</bridge>

* W, HakoOHell, MOCTHI, COeOuHSIONINe JToKanbHble Per-Replica-Per-User-odepenu ¢ yoal€HHBIMMU.
Yro6Kl He BO3HUKAJIO IyTAaHUIILI, Ha3BaHUS yHAaJTEHHBIX ouepenel y Hac TaKue Ke, KakK U Ha3BaHUSA
JIOKaIbHEIX (CM. BhIIe «O4depenu», MyHKT npo JMS-ouepenu Ha Astana). Ob6paTute BHMMaHUE Ha
connector-ref:

<bridge name="CenterBzRepAstanaBridge">
<queue-name>jms.queue.CenterBzRepAstana</queue-name>
<forwarding-address>jms.queue.CenterBzRepAstana</forwarding-address>
<reconnect-attempts>-1</reconnect-attempts>
<static-connectors>
<connector-ref>netty-astana</connector-ref>
</static-connectors>
</bridge>
<bridge name="CenterMmRepAstanaBridge">
<queue-name>jms.queue.CenterMmRepAstana</queue-name>
<forwarding-address>jms.queue.CenterMmRepAstana</forwarding-address>
<reconnect-attempts>-1</reconnect-attempts>
<static-connectors>
<connector-ref>netty-astana</connector-ref>
</static-connectors>
</bridge>
<bridge name="CenterProjectsRepAstanaBridge">
<queue-name>jms.queue.CenterProjectsRepAstana</queue-name>
<forwarding-address>jms.queue.CenterProjectsRepAstana</forwarding-address>
<reconnect-attempts>-1</reconnect-attempts>
<static-connectors>
<connector-ref>netty-astana</connector-ref>
</static-connectors>
</bridge>

I cepBepa Astana TpebyeTcs BCero oguH MOCT, coequHstIonuii ouepenb REQCenter c ouepennio REQ
Ha Center:

<bridge name="REQCenterBridge">
<queue-name>jms.queue.REQCenter</queue-name>
<forwarding-address>jms.queue.REQ</forwarding-address>
<reconnect-attempts>-1</reconnect-attempts>
<static-connectors>

<connector-ref>netty-center</connector-ref>

</static-connectors>

</bridge>
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5.3.6 HacTpouku appecos

[s1 Bcex ouepenedi, yHacTBYIOIINX B MEXaHU3ME PETTUKAIINY, HE0OOX0AMMO YKa3aTh HACTPOMKY, 00eCTIeYNBE
OOCTaBKY IIOCTOSIHHYO 1 0e3 3afiepkeK. B cekmuu server — profile — subsystem xmlns="“urn:jboss:domain:m
— hornetq-server — address-settings:

<address-setting match="jms.queue.Center#">
<redelivery-delay>0</redelivery-delay>
<max-delivery-attempts>-1</max-delivery-attempts>
</address-setting>

(PaHee MBI IPENYCMOTPHUTEIBHO H0OABHUINM KO BCEM UMEHaM o4Yepefieli, KOTOPhIE Y4aCTBYIOT B PEIIJIUKAIINH,
npedurc Center, mo3TOMy MBI MOKEM BOCIIO/Ib30BaThCA OKOHEYHHIM Wild-card-om «#»).

5.3.7 Hactpouka ARTA SYNERGY

Cnoco6 Hactporiku ARTA SYNERGY s penuKanuy HU4eM He OTJINYaeTCs OT KOT'0, KOTOPHIM MPUMEHSIJICS
opu ucnonab3oBanuu JBoss AS5.

Ha cepsepe Center, daiin ${jboss.server.config.dir}ai/rrc.xml:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<configuration xmlns="http://www.arta.kz/xml/ns/ai"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://www.arta.kz/xml/ns/ai http://www.arta.kz/xml/ns/ <
ai/rrc.xsd">
<broadcast-interval>60000</broadcast-interval>
<!-- Multicast master-to-slave replications -->
<replication>
<name>CENTERBZREP</name>
<path>/company root/ba3a 3HaHuu</path>

<!-- MoMHuTe npo java:global B onucaHuu ouvepepen? -->
<jms-destination>java:global/queue/CenterBzRep</jms-destination>
</replication>
<replication>

<name>CENTERMMREP</name>
<path>/company root/MapkeTuHrosble MaTepuaneli</path>
<jms-destination>java:global/queue/CenterMmRep</jms-destination>
</replication>
<replication>
<name>CENTERPROJECTSREP</name>
<path>/company root/lNpoekTbi</path>
<jms-destination>java:global/queue/CenterProjectsRep</jms-destination>
</replication>
<!-- END Multicast master-to-slave replications -->
</configuration>

Ha cepBepe Astana, daiin ${jboss.server.base.dir}/deployments/Synergy.ear/rr.jar/META-INF/ejb-jar.xml

<?xml version="1.0" encoding="UTF-8"7>
<ejb-jar xmlns="http://java.sun.com/xml/ns/javaee" xmlns:xsi="http://www.w3.0rg/2001/ +
XMLSchema-instance"
version="3.0"
xsi:schemaLocation="http://java.sun.com/xml/ns/javaee http://java.sun.com/xml/ns/ <«
javaee/ejb-jar 3 0.xsd">
<enterprise-beans>
<message-driven>
<ejb-name>RepositoryExporterSubscriberCenterProjectsRep</ejb-name>
<ejb-class>arta.information.replication.subscriber.RepositoryExporterSubscriber</ejb- «
class>
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<activation-config>
<activation-config-property>
<activation-config-property-name>destination</activation-config-property-name>
<activation-config-property-value>queue/CenterProjectsRepAstana</activation- <«
config-property-value>
</activation-config-property>
<activation-config-property>
<activation-config-property-name>destinationType</activation-config-property-name <«
>
<activation-config-property-value>javax.jms.Queue</activation-config-property- «
value>
</activation-config-property>
<activation-config-property>
<activation-config-property-name>maxSession</activation-config-property-name>
<activation-config-property-value>l</activation-config-property-value>
</activation-config-property>
<activation-config-property>
<activation-config-property-name>useDLQ</activation-config-property-name>
<activation-config-property-value>false</activation-config-property-value>
</activation-config-property>
</activation-config>
<env-entry>
<env-entry-name>param/dest</env-entry-name>
<env-entry-type>java.lang.String</env-entry-type>
<env-entry-value>/company root</env-entry-value>
</env-entry>
<env-entry>
<env-entry-name>param/clientId</env-entry-name>
<env-entry-type>java.lang.String</env-entry-type>
<env-entry-value>Astana</env-entry-value>
</env-entry>
<env-entry>
<env-entry-name>param/needImport</env-entry-name>
<env-entry-type>java.lang.String</env-entry-type>
<!-- false — He ucnonb3oBaTb MHUUMANM3aALMO -->
<env-entry-value>true</env-entry-value>
</env-entry>
<message-destination-ref>
<message-destination-ref-name>jms/Outbox</message-destination-ref-name>
<message-destination-type>javax.jms.Queue</message-destination-type>
<mapped-name>java:global/queue/REQCenter</mapped-name>
</message-destination-ref>
</message-driven>
<message-driven>
<ejb-name>RepositoryExporterSubscriberCenterBzRep</ejb-name>
<ejb-class>arta.information.replication.subscriber.RepositoryExporterSubscriber</ejb- «
class>
<activation-config>
<activation-config-property>
<activation-config-property-name>destination</activation-config-property-name>
<activation-config-property-value>queue/CenterBzRepAstana</activation-config- <«
property-value>
</activation-config-property>
<activation-config-property>
<activation-config-property-name>destinationType</activation-config-property-name «
>
<activation-config-property-value>javax.jms.Queue</activation-config-property- «
value>
</activation-config-property>
<activation-config-property>
<activation-config-property-name>maxSession</activation-config-property-name>
<activation-config-property-value>l</activation-config-property-value>
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</activation-config-property>
<activation-config-property>
<activation-config-property-name>useDLQ</activation-config-property-name>
<activation-config-property-value>false</activation-config-property-value>
</activation-config-property>
</activation-config>
<env-entry>
<env-entry-name>param/dest</env-entry-name>
<env-entry-type>java.lang.String</env-entry-type>
<env-entry-value>/company root</env-entry-value>
</env-entry>
<env-entry>
<env-entry-name>param/clientId</env-entry-name>
<env-entry-type>java.lang.String</env-entry-type>
<env-entry-value>Astana</env-entry-value>
</env-entry>
<env-entry>
<env-entry-name>param/needImport</env-entry-name>
<env-entry-type>java.lang.String</env-entry-type>
<!-- false — He ucnonb3oBaTb MHUUMANM3aALMWWO - ->
<env-entry-value>true</env-entry-value>
</env-entry>
<message-destination-ref>
<message-destination-ref-name>jms/Outbox</message-destination-ref-name>
<message-destination-type>javax.jms.Queue</message-destination-type>
<mapped-name>java:global/queue/REQCenter</mapped-name>
</message-destination-ref>
</message-driven>
<message-driven>
<ejb-name>RepositoryExporterSubscriberCenterMmRep</ejb-name>
<ejb-class>arta.information.replication.subscriber.RepositoryExporterSubscriber</ejb- «
class>
<activation-config>
<activation-config-property>
<activation-config-property-name>destination</activation-config-property-name>
<activation-config-property-value>queue/CenterMmRepAstana</activation-config- <«
property-value>
</activation-config-property>
<activation-config-property>
<activation-config-property-name>destinationType</activation-config-property-name <«
>
<activation-config-property-value>javax.jms.Queue</activation-config-property- «
value>
</activation-config-property>
<activation-config-property>
<activation-config-property-name>maxSession</activation-config-property-name>
<activation-config-property-value>l</activation-config-property-value>
</activation-config-property>
<activation-config-property>
<activation-config-property-name>useDLQ</activation-config-property-name>
<activation-config-property-value>false</activation-config-property-value>
</activation-config-property>
</activation-config>
<env-entry>
<env-entry-name>param/dest</env-entry-name>
<env-entry-type>java.lang.String</env-entry-type>
<env-entry-value>/company root</env-entry-value>
</env-entry>
<env-entry>
<env-entry-name>param/clientId</env-entry-name>
<env-entry-type>java.lang.String</env-entry-type>
<env-entry-value>Astana</env-entry-value>
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</env-entry>
<env-entry>
<env-entry-name>param/needImport</env-entry-name>
<env-entry-type>java.lang.String</env-entry-type>
<!l-- false — He ucnonb3oBaTb MHULMaNU3auuo -->
<env-entry-value>true</env-entry-value>
</env-entry>
<message-destination-ref>
<message-destination-ref-name>jms/Outbox</message-destination-ref-name>
<message-destination-type>javax.jms.Queue</message-destination-type>
<mapped-name>java:global/queue/REQCenter</mapped-name>
</message-destination-ref>
</message-driven>
</enterprise-beans>
</ejb-jar>

He 3a0ynobTe moGaBuUTH apXxuB rrijar B application.xml Synergy.ear-a.

Hactpoiika multi-master «Touyka-To4YKa» PEIIMKAIIUY OCTABJISIETCS B KAYECTBE yIIPaKHEeHUS YUTATEITIO.

5.3.8 [ OKyMEeHTbI

AIREP: HUrops 2KykoB , “Al Pennmukanus”

5.4 HacTtpouka konudectsa persiuk B Elasticsearch

Pennukanuio ¢popm B Elasticsearch mozxHO HacTpauBaTh C MIOMOIILI0 CEeKITUM <shards-count> u <rep
licas-count> B daiine koudpurypauuu elasticConfiguration.xml:

e <shards-count> peryiaupyeTt KOJIN4eCTBO IIapaO0B. ITo YMOJI9aHUIO YCTAHOBJIEHO 3HAYEHHue 1, U3MEHATH
€TI0 He PEeKOMEHOYEeTCs;

* <replicas-count>perynupyer KOTU4eCTBO PEIlIUK. PEKOMeH/IyeTCs UCITOTh30BaTh 3HaYEHNEe PaBHOe
KOJIMYEeCTBY n-1, Tme n - KOIUYEeCTBO HOM B KinacTepe. Eciu Hom Gosbie 4 - To n/2+1.

IMTpumep daiina koupurypanum elasticConfiguration.xml:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<configuration xmlns="http://www.arta.kz/xml/ns/ai"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://www.arta.kz/xml/ns/ai http://www.arta.kz/xml/ns/ <«
ai/index.xsd">

<l-- ... -->
<forms>
<l-- ... -->
<!-- Konunyectso wapnos. PekomMeHoyeTcCsa WCMNONb30BaTb 3HAYeHUE MO-YMONYaHUWO - ->
<shards-count>1</shards-count>
<!-- Konnyectso Pennnk. pekoMeHOQyeTCsd MCNOoJSIb30BaTb 3HayeHUe paBHOe KoAuyecTtBy n-1 <«

roe n- KoOAM4ecTBO HOQ B KiacTepe. ecnu Hop 6onbwe 4 - 70 n/2+1 -->
<replicas-count>1</replicas-count>
<l-- ... -->
</forms>
</configuration>

Bonee moppobuyoo nHpopManuio o knactepe Elasticsearch MoxXHO MOTy4YuTh 30€CH:
https://www.elastic.co/guide/en/elasticsearch/guide/current/replica-shards.html

https://www.elastic.co/guide/en/elasticsearch/guide/current/distributed-cluster.html



http://doc.dev.lan.arta.kz:8080/bin/view/Dev+AI/AI+Репликация
https://www.elastic.co/guide/en/elasticsearch/guide/current/replica-shards.html
https://www.elastic.co/guide/en/elasticsearch/guide/current/distributed-cluster.html
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5.5 HacTtpouka cuHxpoHu3auum c Active Directory

5.5.1 BBepeHue

IlaHHas rmaBa PyYKOBOMACTBA agMUHUCTPATOPA PAaCCKa3bkiBAeT 0 BO3MOXKHOCTH UMITIOPTa 00BbeKTOB ARTA
Synergy 3 CTOPOHHUX KaTanoroB nocpenctBoMm Active Directory. B Heil meTanbHO ONMMCaHO Kak
HaCTPOUTH U 3KcIryaTupoBaTh LDAP a pamkax ARTA Synergy.

5.5.1.1 Y4710 Takoe LDAP

LDAP - aTo ab6peBuatypa oT Lightweight Directory Access Protocol. Kak crnegyeTr u3 Ha3BaHUs,
9T0 00Ier4YEHHBIN IIPOTOKOJI HOCTYIIA K ciTy2K6aM KaTajioroB, IpegHa3HauYeHHBIN 15 JOCTYIa K CIyK6am
KaTanoroB Ha ocHoBe X.500. LDAP pa6oTaet moBepx TCP/IP unmu Apyrux OpueHTUPOBAHHBIX Ha COETUHEHUE
CeTeBBIX IPOTOKOIOB. LDAP cTanmapTu3upoBaH B KadecTBe ImpoTtokona IETF.

HNudopmanuonHas momensd LDAP ocHoBaHa Ha 3amucsax (entry). 3amuch - 9TO KOJIIEKIIUS aTPuOyTOB
(attribute), o6mapmaromias yaukaabHbeIM uMeHeM (Distinguished Name, DN). DN rmoGanbHO-YHUKATBHO
IOJIST BCETO KaTaJjiora W CIIYXKUT [AJIsT OQHO3HAYHOI'0 YKa3aHMWs Ha 3amuchb. KaXKaplii aTpulbyT 3amucu
“MeeT CBOi Tunl (type) ¥ omHO UK HECKOJILKO 3HaYeHu (value). OGBIYHO TUIIHL - 3TO MHEMOHUYECKUE
CTPOKH, B KOTOPHIX OTpaXkeHO HalHaueHWe aTpulbyTa, HaIPUMEP CN - O OOIIENPUHSTOrO0 MMEHU
(common name), unu mail - OISt agpeca 3JIeKTPOHHOM mouThl. CMHTAKCHUC 3HAUYEeHUN 3aBUCUT OT THUIIA
aTpubyTa.

3anucu KaTtanora LDAP BeICTpanBalmTCA B BUIE HEPAPXUYECKOU OIPEBOBUOHOM CTPYKTYPHL. TpaguliioHHO,
9Ta CTPYKTypa oTpakaeT reorpadudecKoe /Ui OpraHnu3aloHHOE YCTPOUCTBO XPaHUMEIX TaHHBIX. B
BEPIIUHE lepeBa PaciojiaralTCs 3aluCH, IpeAcTaBasoIme co6oi cTpanbl. [log HUMU pPacIoiaralTCs
3amnucH, TpefCcTaBIsAlone 06JIacTy CTPaH U opranu3anuu. Elle HUXKe pacliojaraloTcs 3allucH, OTPpaXKaloim
Mmogpa3feneHuss opraiu3alluii, TIogel, IPUHTEPD], JOKYMEHTHI, UIU IPOCTO BCE TO, YTO BhI 3axoTHTE
BKJIIOYUTH B KaTasor.

Kpowme Toro, LDAP, mocpencTBoM crieriuanbHOro atpudyra objectClass, mo3BosisieT KOHTPOINPOBATE,
Kakve aTpuOyTh 00s3aTeNIbHE M KaKue OOIYCTHUMEL B TOM WJIM MHOM 3amucU. JHadYeHus arpudyra
objectClass onpemensitoTcs IIpaBUIaMu cxeMbl (Schema), KOTOPBHIM MOJNKHEI MOAUYUHSITHCS 3aMUCH.

B LDAP ompemesnieHH omepanuy s OIpoca M 0OHOBJIEHUS KaTajora. K 4HMCy MOCIeTHUX OTHOCSTCS
ornepanuy foOaBIeHNus U yoaJleHU 3alliCH U3 KaTajlora, U3MeHeHH S CYIIeCTBYIOIMeH 3aliuCy U U3MEHEHUS
Ha3BaHuA 3anucu. OmHako, 60nbIIyI0 YacTh BpeMeHu LDAP ucmonb3yeTcs Oiist moucka uHdopManuu B
KaTasnore. Omnepanuu moucka LDAP mo3BomsiioT IPOM3BOAUTL MOKUCK 3aMUCEN B ONIPEOEIEHHON YacTu
KaTajiora I10 pa3/JINYHLEIM KPUTEPUAM, 3aJJlaHHLIM IIOUCKOBEIMY (GUIbTPaMU. Y KaxkaoM 3allMCHU, HalileHHON
B COOTBETCTBUHU C KPUTEPHUSIMH, MOXKET OBITh 3alIpollieHa nHGpOopMallus, comepKaliasics B e€ aTpudyTax.

5.5.1.2 LDAP u Arta Synergy

ITpu cuuxpouusanuu LDAP u Arta Synergy MO>KHO BBHII€IUTh HEKOTOPHIE 0COOEHHOCTH:

» CuuxpoHu3zauus LDAP u Arta Synergy ocymiectBuMa u3 LDAP kaTanora B ARTA Synergy, mpudeM 3a
TOT IIepuof, KOTOPHIH yKa3aH B KOHPUrypalnunoHHoM dartine.

° CI/IHXpOHI/I3aI_II/ISI BO3MOZXHa Cpa3y C HECKOJILKUMMU KaTaJIOTaMMH.

e CIUCKM CHUHXPOHU3UPYEMBIX II0JIb30BaTEJIeN U IPYIIl ONpemensdioTcsa GuiIbTpaMM, YKa3aHHBIMU B
KoHuryparuoHsaom dartisne.

¢ Kmiou cooTBeTCTBUSA (IT0MI€, IO KOTOPOMY OymeT onpenensiThCa cBsidka “O0bekT KaTanora LDAP <->
[Tonb3oBaTendb Synergy”) HacTpauBaeMbIl, HalpuMep, MOXKHO MCHOIb30BaTh Ois 3Toro MMH.

e TTaponu monb30BaTeled He CUHXPOHU3UPYIOTCS, aBTOPHU3alus IIPOUCXOOUT HEMOCPENCTBEHHO Ha
LDAP xaTarsnore nocpenctsoM Simple Bind.

e [TomMmuMoO cTaHOApPTHHIX IIOJIeHW KapTOdku mnoab3oBartensd (OHUO, mocTym B CUCTEMY U T.I.) MOIKHO
CUHXPOHM3UPOBATh IPOU3BOJIbHEIE IIOJIF - C HOOaBIeHUEM B KapTOUYKY II0JIb30BaTeld Ha popmMax.
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5.5.1.3 YcTtaHoBKa v HacTpouka Active Directory

Active Directory — LDAP-coBMecTuMas peanu3alus ciayKO0bl KaTaaoroB Koprnopanuu Microsoft gns
omepanuoHHEIX cucTteM ceMerctBa Windows Server. I[lo3BossieT agMHUHHCTPATOpPaM MCIIOJIL30BATh
TPYIIIOBLIE IOJIUTHUKY [J1s1 00eCcIledeHus eIUH000pa3usi HaCTPOMKY I10JIb30BaTeNIbCKOM paboueli cpensl,
pa3BopayYmBaTh IPOrpaMMHOEe 0OecriedeHe Ha MHOXKECTBE KOMITLIOTEPOB YePe3 IPYIIIOBLIE TOTUTUKH
unu mocpenctBoM System Center Configuration Manager, ycTaHaBIuBaTh OOHOBIIEHUS OIIE€PAIlMOHHON
CUCTEMEI, IIPUKJIaJHOTO ¥ CEPBEPHOrO IIPOrpaMMHOr0 obecliedeHUsI Ha BCeX KOMIIbIOTEpPax B CETH,
ucnonb3lys Cinyxk0y ob6HOoBneHuss Windows Server.

IMTogpo6GHO pacCMOTPUM YCTAaHOBKY U HAacTPOUKY Active Directory 8 OC Windows Server 2012 R2.

1. Tlepelimute B Server Manager u HaxXMuTe Ha Add roles and features.

= Server Manager -|a

Server Manager > Dashboard c @V vemage oo

WELCOME TO SERVER MANAGER

i Local Server

s As ) )

A e ° Configure this local server

4§ file and Storage Services b 9

o 1S QUICK START

=l Remota Access 2 |Add roles and features

WHAT'S NEW

rver group

5 Connect th r to cloud services

Hide

LEARN MORE

ROLES AND SERVER GROUPS
Roles:3 | Servergroups: 1 | Semverstotal: 1

i File and Storage ]

All Servers 1
Services

IIs 1 H1 Remote Access 1 § Local Server 1

o9

@ Manageability Manageability @ Manageability @ Manageability Manageability
Events Events. Events. Events. Events.
Performance Services Services Services Services
BPA results Performance Performance Performance Performance

BPA results BPA results BPA results BPA results

H‘E _.:TJ A [EBG we gt

Figure 5.4: YcranoBka Active Directory

2. OTKpOeTCsT MacTep YCTAaHOBKH POJIEH ¥ KOMIIOHEHTOB.
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s Add Roles and Features Wizard -0 %
- - DESTIMATICON SERVER
Before you begin e
Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or
= features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Sslection

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] skip this page by default

Figure 5.5: YcraHoBKka Active Directory

3. B mare Installation Type BriOepuTe yHKT Role-based of feature-based installation.
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DESTIMATION SERVER

Select installation type B

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin . A .
machine, or on an offline virtual hard disk (WVHD).

Installation T

|@ Role-based or feature-based installation |
Configure a single server by adding roles, role services, and features.

Server Sslection

J) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

<Previous | |_Net> | | Install || Cancel

Figure 5.6: YcranoBka Active Directory

4. B miare Server Selection BEIGepUTE IYHKT CEPBEP, OJIST KOTOPOTo OyOeT yCTaHOBJIeHA POJIb.
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DESTIMATION SERVER

Select destination server e

Before You Begin Select a server or a virtual hard disk on which to install roles and features,

Installation Typs ® Selact a server from the server pool
alection () Selact a virtual hard disk
Server Rolas Server Pool

Features

Filter: |

Name IP Address Operating System

cp-domain 168.3.6 Microsoft Windows Server 2012 R2 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

<Previous | | Net> | | install || Cancel

Figure 5.7: YcranoBka Active Directory

5. B mare Server Roles Bribepute nyHKT Active Directory Domain Services.
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DESTIMATION SERVER

Select server roles e

Before You Begin Select one or more roles to install on the selected server,

Installation Typs Roles Description

Server Selection R . . Active Directory Domain Services
[ Active Directory Certificate Senvices (AD DS) stores information about

ctive Directory Domain Services objects on the network and makes
Features [] Active Directory Federation Services this information available to users

[] Active Directory Lightweight Directory Services and n _rk administrators. fﬂD bs
uses domain controllers to give

[] Active Directory Rights Management Services network users access to permitted
[] Application Server resources anywhere on the network
[] DHCP Server through a single logon process.
[] DNS Server
[] Fax Server

b [®] File and Storage Services (1 of 12 installed)
[ Hyper-v
[] Wetwork Policy and Access Services

[] Print and Document Services
b [m] Remote Access (1 of 3 installed)
[[] Remote Desktop Services

< Previous | | Install | | Cancel

Figure 5.8: YcranoBka Active Directory

6. ITogTBepmuTe moOaBlIeHNe KOMIIOHEHTOB POIHM, HaXkKaB Ha KHONKY Add Features.




ARTA SYNERGY Administrator Manual

103 /229

Add features that are required for Active Directory
Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Teols
Active Directory module for Windows PowerShell
4 AD DS Tools
[Tools] Active Directory Admimistrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

Add Features

Figure 5.9: YcraHoBka Active Directory

7. Ilponiyctute mar Features u mogTBepAuTe yCTaHOBKY ponu Active Directory.
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DESTIMATION SERVER

Confirm installation selections e

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Typs [l Restart the destination server automatically if required

Server Selection Optional features (such as administration tocls) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features

AD DS Active Directory Domain Services

ERaTion Remote Server Administration Tools
Rele Administration Tocls
AD D5 and AD LDS Tocls
Active Directory module for Windows PowerShell
AD D5 Tools

Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

Figure 5.10: YcranoBka Active Directory

8. Tlocne ycmemniHoM YyCTaHOBKY POJIM MaCTep YCTAaHOBKK OTOOPA3UT OKHO MOOTBEPKOCHHUS.
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DESTIMATION SERVER

Installation progress B

View installation progress

o Feature installation
|

Configuration required. Installation succeeded on sp-domain.

Active Directory Domain Services
Additional steps are reguired to make this machine a domain controller,
Promote this server to a domain controller

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD D5 Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Mext = | | Close | | Cancel

Figure 5.11: YcraroBka Active Directory

9. ITocne ycmemHo¥ yCTaHOBKY He0oO0XoOouMo HacTpouTh Active Directory. OTkpoiite Server Man-
ager M HaXXMUTe Ha NUKTOrpaMMy ¢inara. B OTKpEIBIIEMCS BHIIIAAAlONIeM CINCKe HaXMUTE Ha
Promote this server to a domain controller.
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B Server Manager -lo

Dashboard

Server Manager *

§, Post-deployment Configura... |
—
Gonfiguration required for Active Directory Domain
Services at SP-DOMAIN

Promote this senver to 2 domain controller

WELCOME TO SERVER MANAGER

n Configure this local server
‘QUICK START

o s 2 Add roles and features

i Dashboard

i Local Server
s Al Servers

il ADDS

& File and Storage Services b

i Remote Access K
= 3 Add Roles and Features

Add other servers to manage

WHAT'S NEW. Task Details

4

5

Hide

LEARN MORE

ROLES AND SERVER GROUPS

Roles:4 | Servergroups: 1 | Servers total: 1
e = File and Storage = = A =
i§i ApDs 1 g e 9 ® s 1 G| Remote Access i Local Server B Al servers 1
ervices

@ Manageability (® Manageability @® Manageability @® Manageability ®  Manageability ®  Manageability
Events Events. Events Events Events Events
Services Performance Services Services Services Services
Performance BPA results Performance Performance Performance Performance
BPA results BPA results BPA results BPA results BPA results

CHE R

= [HEG e gt

Figure 5.12: Hactpoiika Active Directory

10. B oTkpHIBIIEMCST MacTepe HacTpouku Active Directory mo6aBeTe HOBEIM nec. [ 3TOTro B IIare
Deployment Configuration Bribepute yHKT Add a new forest u yKaXute Ha3BaHUE KOPHEBOTO

OOMEHa.




ARTA SYNERGY Administrator Manual 107 / 229

- - TARGET SERVER
Deployment Configuration sp-domain

ayment Configuration ]
: = Select the deployment operation
Domain Controller Cptions

) Add a domain controller to an existing domain
Additional Options

) Add a new domain to an existing forest
Paths [® Add a new forest |

Review Options . o ) i i
Specify the domain information for this operation
Freraguisitas Chack

Reot domain name: synergy.tm

Meore about deployment configurations

|{F‘rerl.rious|| Mext = |

Figure 5.13: Hactpoiika Active Directory

11. Bmare Domain Controller Service 3apaiiTe maposb [Ajid pe3k1Ma BOCCTAaHOBIEHUS CJIyK0 KaTaJIOTOB.
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. - TARGET SERVER
Domain Controller Options sp-domain

Deployment Configuration ) ,
Select functional level of the new forest and root domain

Domain Controller Cptions
Forest functional level: | Windows Server 2012 R2 | x |

DNS Options
Additional Options
Faths

Domain functional level: | Windows Server 2012 R2 | - |

Specify domain contreller capabilities

Review Options Domain Mame System (DNS) server

Freraguisitas Chack Global Catalog (GC)
[] Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Pazsword: ssssssee

Confirm password: LI L

Meore about domain controller options

|cPrE\riuus|| Mext = |

Figure 5.14: Hactpoiika Active Directory

12. B mare Additional Options u3amenute ums gomeHa NetBIOS.
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TARGET SERVER

Additional Options sp-domain

| A, The default value for the NetBIOS domain name is already being used, one altemative has been suggested.  Show more b4

Deployment Configuration ] i _ o
Werify the NetBIOS name assigned to the domain and change it if necessary

Domain Controller Cptions

DNS Options The NetBIOS domain name: SYNERGYD

Additional Options
Paths
Review Opticns

Freraguisitas Chack

Meore about additional options

|cPrE\riuus|| Mext = |

Figure 5.15: Hactpoiika Active Directory

13. B mare Paths ykaxuTe nanku 6a3bl JaHHBIX, (aitnoB xkypHana u SVSVOL.
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TARGET SERVER
PathS sp-domain

Deployment Configuration . .
Specify the location of the AD DS database, log files, and S¥YSVOL

Domain Controller Cptions
DNS Options
Additional Options

Database folder: CAWindows\NTDS
Log files folder: CAWindows\NTDS
SYSVOL folder: CAWindows\SYSVOL

Review Options

Freraguisitas Chack

Meore about Active Directory paths

|cPrE\riuus|| Mext = |

Figure 5.16: Hactpoiika Active Directory

14. B mare Review Options oToGpa3uTCs CIIMCOK BCEX HaCTPaUBaEMBbIX OIITUH.
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- . TARGET SERVER
Review Options sp-domain
Deployment Configuration |  Review your selections:
Domain Controller Options Configure this server as the first Active Directory domain controller in a new forest.
DNS Options
Additional Options
Paths

The new domain name is "synergy.tm". This is also the name of the new forest.
The MNetBIOS name of the domain: SYNERGYD
Forest Functional Level: Windows Server 2012 R2
Freraguisitas Chack Domain Functional Level: Windows Server 2012 R2
Additional Options:
Global catalog: Yes
DMS Server: Yes

Create DNS Delegation: Mo

These sethings can be exported to a Windows PowerShell script to automate
additional installations

Meore about installation options

|cPrE\riuus|| Mext = |

Figure 5.17: Hactpoiika Active Directory

15. B mare Prerequisites Check mogTBepanTe HaCTPOUKY BEIOPAHHBIX OIILIMM.
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= Active Directory Domain Services Configuration Wizard I;li-
- . TARGET SERVER
Prerequisites Check sp-domain
| @ Al prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more x

Deployment Configuration . , R : o ,
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Cptions computer

DONS Options Rerun prerequisites check
Additional Opticns
aths A View results
Beview Ootions ! Windows Server 2012 R2 domain controllers have a default for the security setting ~

named "Allow cryptography algorithms compatible with Windows NT 4.0" that prevents
weaker cryptography algorithms when establishing secunty channel sessions.

Prerequisites Check

For more information about this setting, see Knowledge Base article 942564 (http.//
go.microsoft.com/fwlink/?Linkld=104751).

1. A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DMS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DS server in the parent zone to ensure reliable name reselution from outside the
domain “synergy.tm", Otherwise, no action is required, W

L If you click Install, the server automatically reboots at the end of the prometion operation.

More about prerequisites

< Previous Mext > Install | | Cancel

Figure 5.18: Hactpoiika Active Directory
16. Tlocne ycremnrHol HaCTPOUKHN KOMITLIOTEDP OyIeT nmepe3arpy:KeH aBTOMaTU4YEeCKH.

5.5.1.4 Co3paHue nonb3oBaTenen B Active Directory

ITocne ycmeumHbIXx YCTaHOBKM U HacTpoiiku Active Directory mo6aBuM Immonb3oBaTeel Ojig OOCTyIa K
ARTA Synergy.

1. Otkpotite Active Directory Users and Computers.
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Active Directory Administrat._. NEW

Active Directory Domains a__.

Active Directory Module for... NEW

Active Directory Sites and 5...

Active Directory Users and_.. NEW

Figure 5.19: Co3ganue nons3oBaTtenel B Active Directory

2. Brimenute HOny Batiero moMeHa (B mpumepe synergy.tm) u HaXXMUTe KHOIIKY mo0aBieHU S ToApa3aeieH:
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File Action View Help
e« HE e EBck HE taErae

] Active Directory Users and Com|| Name Type Description
B[] Saved Queries [~ Builtin builtinDomain
- = Computers Container Default container for up..
[ Builtin |Z] Domain Con... Organizational... Default container for do...
[l Computers =l FaoreignSecu.. Container Default container for sec..,
=] Domain Controllers = Ma naged 5e.. Container Default container for ma...

= ForeignSecur@Principal: [l Users Container Default container for up...
7] Managed Service Accour

] Users

Figure 5.20: Co3panue nonbs3oBaTenel B Active Directory

3. BBenuTe Ha3BaHUEe 6YJIYH.[81"0 IIogpa3neJieHusa.
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Createin:  synergyim/
=)

Mame:
SharePoint Users|

[w] Protect container from accidental deletion

Figure 5.21: Co3panue nonb3oBaTenel B Active Directory

4. BriOpaB HOBOE CO3TaHHOE IIOfapa3aesieHne, HaKMHUTE Ha KHOMKY CO3MaHUs ITI0Ib30BaTeIeH.
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File Action View Help
I S EIEEE Y R -

] Active Directory Users and Com|| Name Type Description
B[] Saved Queries
A 'iﬂ synergy.tm

[ | Builtin

[ Computers

2] Domain Centrollers

[ "] ForeignSecurityPrincipal:

7] Managed Service Accour

] Users
|iﬁ SharePoint Useml

Figure 5.22: Co3panue nonbs3oBaTenel B Active Directory

5. Vkaxure ums, (baMI/IJ'II/IIO U JIOTUH 6yny1.uero II0JIE30BATEJIA.




ARTA SYNERGY Administrator Manual

117 /229

& Createin:  synergy tm./SharePoint Users

First name:

Meormuna

Last name:

Bacuneesa

Full name:

Mwoaruna Bacuneesa

User logon name:

vasileval

@synergy tm

User logon name (pre-Windows 2000):

SYNERGYDM

vasileva

Figure 5.23: Co3panue nonb3oBaTenel B Active Directory

6. 3amaiiTe maposib ¥ BKIIOYHNTE (Jiar, OTBeUaloul 3a ycTapeBaHUe ITapoiis (eCiiy BKII0OYEH - 1apoJIb

HUKOT'[a He yCTapeBaer).
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& Createin:  synergy tm./SharePoint Users

Passwond:

Confirm password:

[ ] User must change password at next logon

[ ] User cannot change password

[w] Password never expires
[ ] Account is disabled

Figure 5.24: Co3panue nonb3oBaTenel B Active Directory

7. IlogTBepouTe co3maHUEe HOBOTO ITOIb30BaTENA.
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& Createin:  synergy tm./SharePoint Users

When you click Finish, the following object will be created:

Full name: Miograuna Bacuneesa

User logon name: vasileva@synergy tm

The password never expires.

Figure 5.25: Co3panue nonb3oBaTenel B Active Directory

8. TToBTOpuB M. 4-7 co3gaiTe TPeOyEeMEBIX TOJTh30BaTEJIEH.




ARTA SYNERGY Administrator Manual 120/ 229

File Action View Help
e’ 2E 0Bz HE e TE%

] Active Directory Users and Com|| Name Type Description
B[] Saved Queries & AD Administrator Uzer
4 4 synergy.tm 2 EpBon Kanues User

[ Builtin & Epranu Magnes User

(2] Computers & Moarnna Bacnneesa User
2] Domain Centrollers

[ "] ForeignSecurityPrincipal:
7] Managed Service Accour

] Users
2| SharePoint Users

Figure 5.26: Co3panue nonbs3oBaTenel B Active Directory

9. Temeps HEOOXOOUMO BEIIATH 9TUM ITOIB30BATENSIM AOCTYyI B cucteMy ARTA Synergy. s aToro
HaXXMHUTe Ha KHONKY CO30aHUs HOBHIX I'DYIIIL.
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File Action View Help
LI ETEREE R YR =

] Active Directory Users and Com|| Name Type Description
B[] Saved Queries & AD Administrator Uzer
4 4 synergy.tm 2 EpBon Kanues User

[ Builtin & Epranu Magnes User

(2] Computers & Moarnna Bacnneesa User
2] Domain Centrollers

[ "] ForeignSecurityPrincipal:
7] Managed Service Accour

] Users
2| SharePoint Users

Figure 5.27: Co3panue nonbs3oBaTenel B Active Directory

10. Ykaxkute Ha3BaHue Oynylel rpynnsl. B manHyio rpynny 6ymeT BXOOUTh AgMUHHUCTpaTop Active
Directory.




ARTA SYNERGY Administrator Manual

122 /229

a Create in:  synergy.tm/SharePoint Users

Group name:

SynergyAdmin]|

Group name (pre-Windows 2000):

SynergyAdmin

Group scope Group type

) Domain local (®) Security
(® Global () Distribution
() Universal

Figure 5.28: Co3pmanue nonb3oBaTenel B Active Directory

11. HaxxMmuTe Ha KHOIIKY Add.
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Managed By

Active Directory Domain Services Folder

Remove

Figure 5.29: Co3panue nonbs3oBaTenel B Active Directory

12. BBeguTe uM4 MOJIb30BaTENIA U HaXKMUTe Ha KHONIKY Check Names.
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Select this object type:

Users, Service Accounts, Groups, or Cther objects

From this location:
synergy tm

Erter the object names to select (examples):
Administrator]

Figure 5.30: Co3panue nonb3oBaTenel B Active Directory

13. MaCTep ABTOMAaTHU4Y€CKH OOIIOJIHUT 3HAYEHUEe y‘-IGTHOfI 3allMCH COOTBETCTBYIOIIIETO II0JIb30BaTEJIA.

Select this object type:
Users, Service Accounts, Groups, or Other objects

From this location:
synergy tm

Enter the object names to select (examples):
|Fndminist|atnr {Admin @synergy tm))

Figure 5.31: Co3pmanue nonb3oBaTenel B Active Directory

14. Co3pgaiiTe ellle OOHY I'PYIILy OIS OOCTyIIa BCeX IoJb3oBaTesiel K cucteme ARTA Synergy.
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a Create in:  synergy.tm/SharePoint Users

Group name:

S?nerg?.ﬁ.::cesd

Group name (pre-Windows 2000):

SynergyAccess

Group scope Group type

) Domain local (®) Security
(® Global () Distribution
() Universal

Figure 5.32: Co3panue nonb3oBaTenel B Active Directory

15. TloBTopwB . 11-13 moGaBbTe BCEX ITOIb30BATENEH B IPYIIIY OOCTYyIA.
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SynergyAccess Properties j

General | Members | Member Of | Managed By

Members:

Mame Active Directory Domain Services Folder
i;. Administrator symnergy tm/Users

13. EpGon Kanwee synergy tm/SharePoint Users

?_3 Eprann Mapw... synengy tm/SharePoint Users

q“_; Mogrwna Ba... synergy tm/SharePoint Users

i

=
]
[41]
]
2l
[41]

oK Cancel Apphy

Figure 5.33: Co3panue nonb3oBaTenel B Active Directory

5.5.2 Pa6boTta c LDAP-kaTanoramm

s pabotsi ¢ LDAP-kaTamoraMu BO3MOXKHO MCIIOIE30BaTh TI000H KIIUEHT C moamepkkoi LDAP-ipoTokoa.
OpHUM UX TaKUX KIIMEHTOB siBisieTcst JXplorer.

JXplorer - kpoccunatdopmenHsiii LDAP G6pay3ep u pefakTop C HOOOEPKKONW 6e30IacHOCTH (B TOM
yucne SSL, SASL u GSSAPI), mepeBoma Ha MHOTHE SI3BIKY, OHJIaHH-IIOMOIIbI0, KOMMEPYeCKOH ITOOIePKKOHI,
[10JIb30BaTEJILCKUMHU (opMaMU U MHOTUMHU OPYTUMH BO3MOXKHOCTSIMU.

CoOoTBeTCTBYyeT O0IIMM CTaHmapTaM KiireHTOB LDAP, KoTopbie MOZKHO MCITOIb30BaTh [IJIsI ITIOMCKA, YTeHUS
U peJaKTUPOBaHUS M000T0 cTaHOapTHOTo KaTamora LDAP umu nro6oi cnyxk6b1 KaTanoroB ¢ LDAP unu
uHTepdeiicom DSML.

PaCCMOTpI/IM ero (bYHKI_II/IOHaHBHOCTb Ha IIpuMepe IIOKCKa II0JIb30BaTeJid B OOMHOM K3 KaTaJIOTOB.
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1. TTogkIIOYMMCS K CepBepy C JaHHBIMU AIMUHHCTPATOPA:

@ @ Open LDAP/DSML Connection

Host: 192.168.7.105 Port: 389
Protocol: LDAP v3 o

Optional Values

Base DN: dc=test-ad,dc=kz

Read Only:
Security
Level: User + Password o

User DN: CM=adm aaa,CN=Users,DC=test-ad,DI(

Password: ssssssss

Use a Template

Save e Delete Default

OK Cancel Help

Figure 5.34: Pucynoxk 1

1. B oTkprIBIIEHiCS 3aKianke Explore oTo6pa3uiock IepeBo Co BceMu 00beKTaMU KaTaiora, JOCTYITHEIE
aBTOpU30BaHHOMY AOMUHUCTpaTOpPy. I[Ipu BrIOOpe 00bEKTa U3 HaBUTATOPa B OCHOBHOU pabouel
oGnacTu 0ToOpa3uIuch BCce aTPuOYTH MaHHOTO 00BbEKTa, a TaKXKe UX 3HaAYEeHUS:
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ad_user2

distinguishedName
dSCorePropagationData

[ ] [ ] JXplorer -
Q" ﬁ @ ‘X: Eh @l JE | X D -,"I\?- cn :' “ E Quick Search
@ World attribute type value
v ® kz €n Users
_ instanceType 4
ve St - nTSecurityDescriptor
v objectCategory CN=Container,CN=5chema,CN=Configuration,...
» 81111122222 objectClass top
AAAAAA SS5555 objectClass container
ad_userl lastname description Default container for upgraded user accounts

CN=Users,DC=test-ad,DC=kz
16010101000000.0Z

¥ ¥ ¥ ¥ Y Y Y Y Y Y Y Y Y Y Y Y Y Y YIYIYIYTIYY

ad_user3 lastname
ad_user4 lastname4
adm aaa

adminsn

aiadmin

aiusers

Alex Felner

ar

arta

DnsAdmins
DnsUpdateProxy
krbtgt

MMMMMM MMMMMM
NNNNNN NNNNNN
&5 proverka prov
smagulov t. m
Synergy

t. beisekina
test-003

test-004 testov
Testl Tester

B - —~

isCriticalSystemObject TRUE

name Users

objectGUID (non string data)
showlnAdvancedViewOnly FALSE

systemFlags -1946157056
uSNChanged 5685

uSNCreated 5685

whenChanged 20140626042639.02

whenCreated
adminDescription
adminDisplayName
allowedAttributes
allowedAttributesEffective
allowedChildClasses
allowedChildClassesEffective
bridgeheadServerListBL
canonicalMame
createTimeStamp
defaultClassStore
directReports
displayName
displayNamePrintable
dSASianarure

20140626042639.0Z

Submit Reset Change Class

Properties

CN=Users,dc=test-ad,dc=kz: (45)

IIpuMmeuanue

Figure 5.35: PucyHnoxk 2

ITonHBIM CIIMCOK BO3MOZXKHBIX aTPUOYTOB ITPENCTaBJIeH 3[IeCh

1. BrI3oBeM OKHO IIOMCKa IO KaTajory - Search -> Search Dialog. B oTkpniBHIEMCS Ouasore

yKaxkeM 0a30BBIM y3eJl IIOKMCKAa, OT KOTOPOI'0 OH OYOeT OCYIIeCTBIATECS, U caM (PUIIbTD:



https://msdn.microsoft.com/en-us/library/ms675090(v=vs.85).aspx
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® @ Search
Filter Name: Untitled
Start Searching From: CN=adm aaa,CN=Users,dc=test-ad,dc=kz
Alias Options Search Level
| Resolve aliases while searching. Select Search Level:
| Resolve aliases when finding base object. Search Full Subtree B
Information to retrieve: None B
== Build Filter  £3 Join Filters BERE= 81
More
CN=adm aag| Less
Save
Load
View
Search Cancel Help

Figure 5.36: Pucynoxk 3

1. KnneHT aBTOMAaTHYECKH IIepellesI Ha BKIaaKy Results ¢ HalqeHHLIMM Pe3yabTaTaMu 3almpoca:




By adm aaa

objectClass
objectClass
objectClass
objectClass
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[ ] [ ] J¥plorer -
ﬁ ﬁ & & By X O P cn - “ d Quick Search
off Explore [l Gy Schema &) HTML View Table Edito
@World attribute type value
v & kz cn adm aaa
instanceType 4
e st—ad nTSecurityDescriptor
v &g Users objectCategory CN=Person,CN=5chema,CN=Configuration,DC...

top

person
organizationalPerson
user

accountExpires 9223372036854775807
adminCount 1

badPasswordTime 130886669910395498
badPwdCount 0

codePage 0

countryCode 0

displayName adm aaa

distinguishedName
dSCorePropagationData

CN=adm aaa,CN=Users,DC=test-ad,DC=kz
16010101000000.0Z

givenName adm
lastLogoff 0
lastLogon 1308B6670526911450
logonCount 0
memberQOf CN=arta,CN=Users,DC=test-ad,DC=kz
memberQf CN=ApmuuucTpaTopsl goMeda,CN=Users,DC=t...
memberQOf CN=ApmuuucTpatopsl,CN=Builtin,DC=test-ad,...
name adm aaa
objectCUID (non string data)
objectSid (non string data)
primaryGrouplD 513
pwdlLastSet 130724192222906990
sAMAccountName adm
sAMAccountType 805306368
sn EEE]
Submit Reset Change Class Properties

CN=adm aaa,CN=Users,dc=test-ad,dc=kz: (0)

Figure 5.37: Pucynoxk 4

5.5.3 OnucaHue KoHcpurypauumoHHoro cpauna

711 KOHQUTYPUPOBAaHUS CUHXPOHMU3AIIUU UCIIONb3yeTcs ¢aiin /opt/synergy/jboss/standalone/con
figuration/arta/ldap-sync.xml.

ARTA Synergy nopgmepzKWBaeT OODHOBPEMEHHYIO CUHXPOHM3alUI0 C HeCKOonbkuMU LDAP katanoramu.
Bcst KoHdurypanusa xpaHUTCSA B ogHOM (aiisie 1 pa3feneHa Ha cekinuu (item). Cekiuu ke OONKHBI
UMeThb YHUKaNbHBIM HoMep (ID). ITo ymondanuio aiti cogepkuUT aBe ceKuu — nepsasd Ay 0penLDAP,
BTOpas O Active Directory. [laHHBIE CEKIIMU YKa3aHBI OJIsS IPUMepa U OTKIIIOUEHHI.

O003HaYEeHUS TEroB:

Ter 3HaYeHHE M CodepKaHHue
<item> </item> CeKuusi IapaMeTPOB CHHXPOHHU3AITHH
ID cekumu (yHUKaIbHBIN)

<id> </id>

<domain> </domain> IHomMeHHOE UMS CepBepa

<sync> </sync>

<host> </host>
<user-dn> </user-dn>
<password> </password>

Ceknusi mapaMeTPOB CHHXPOHHU3anuu c host
IP-agmpec host OpenLDAP

IlaHHBIE YYETHOM 3alUCH OIS ITOOK/II0YeHus K host
ITaponb OT y4eTHOM 3alliCH, YyKa3aHHOU B TeTe <user-dn>
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Ter 3HayeHHe H codepKaHHe
ITapameTp BK/IIOUeHUA / OTK/II0UeHuA paboTel ceknuu (true
<active> </active> /false)

. . HWHTepBajyl CHHXPOHUI3AIINU (B MUJIUCEKYHIAX
<interval> </interval> p p O ( yH[Iax)

ITapamMeTp nmepexoma II0 CCHIIKAM (II0 YMOJIYaHUIO ighore
<referral> </referral> p b 1iep A (mo'y 9 )

<access> </access> IIapamMeTpsI gocTyIla

O611as rpymna OOCTYIa - MOIb30BaTeNISsIM JaHHON T'PYIIITE
OyzmeT pas3pellleH HOCTYII B cucTeMy (00513aTeIbHO
objectClass=group)

<allow> </allow>

[TapaMeTpH yYeTHHIX 3alKCcel, KOTOphle Oyoy UMeTh IIpaBa
<admin> </admin> ApvmunauctpaTtopa B ARTA Synergy (imobas rpymnmna)

<account> </account> ITapameTpsI MO/Ib30BaTe/IeH

ATpubyt o6bekTa LDAP, KOTOpEIHM OyIOeT UCIIOIb30BaH B
kKadecTBe ID monb3oBaTenss ARTA Synergy (ecnu mycTo -
ucnonb3lyercss md5 ot DN)

3HaueHUS OAaHHOTO aTpudyTa MOJIKHEI ObITh YHUKAJIBHEL
OTHOCUTENBHO I0JIb30BaTesiel

<id> </id>

ATpubyt 06bekTa LDAP, KOTOpHIHM OyIOEeT UCII0Ib30BaH B
KadecTBe JoTuHa nonb3oBaTens ARTA Synergy (mo

<login> </login> YMOJIYaHHIO CN)

. . HwmMs rmonb3oBaTenns
<firstname> </firstname>

. . OTuecTBO II0JIL30BATEISA
<middlename> </middlename>

daMuIng 1IoJIb30BaTels
<lastname> </lastname>

. . [TouyTa monb30oBaTeNs (IIPY HaTUYUU)
<email> </email>

Ba30BrIH y3es IoucKa
<base> </base> y

QuUIbTP A1 CUHXPOHU3AIUHU (1o ymMoadaHuio objectClass=
<filter> </filter> inetOrgPerson)

<group> </group> IIapamMeTpsl rpynn
ID rpynmnet (ecnu mmycTo - ucanonb3yeTcsa hashCode ot DN)

<id> </id>

HMs rpynnel
<name> </name> py

YneHBI IPYIIIBI
<member> </member> Py

Ba30BuIl y3€e HoucKa
<base> </base> y

ITone LDAP, u3 kotoporo OymeT 3anucaH KO I'PYIIIH (CM.
<code></code> IIpUMeEp CEKIIMU <group> Huxe)*

Koudurypanuonubi# ¢aiin ldap-sync.xml ¢ momxem <code>

?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<configuration xmlns="http://www.arta.kz/xml/ns/as/ldap-sync"
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<l-- ... -->
<!-- cuHxpoHusauus c OpenLDAP -->
<item>
<l-- ... -->
<group>
<l-- ... -->
<!-- none ldap, u3 koToporo 6ymeTt 3anucaH Kopg rpynnsl -->
<code>group_ code</code>
</group>
</item>
<l-- ... -->
<configuration>

IIpuMmeuyanue
* - eCcnu napaMeTp NycT WIM OTCYTCTBYeT, B KOp rpynnbl 3anuceiBaetcs ~Lldap $shal($DN) ",

T. e. npedukc ldap u shal-xam or Distiguished Name o6bekTa. MoxXKHO 3anucaTh B <code> Ha3BaHUEe
atpubyTta LDAP, u3 KOTOporo GyAeT B3sT KOI I'PYIIIL. [Ipu UMIIOPTE AJI KOAA MIPOBOAUTCS BaTUAALIUS
Ha YHHKAJIbHOCTb ¥ COOTBETCTBHUE IIpaBUjIaM Koma. Eciu Banupanus He IPOIIA, HeBaJIUgHAS IPyIIna
IIPOIyCKAaeTCs, B JIOT 3alHCHIBAETCS OIMMOKa, a UMIIOPT IIPOI0JIZKAETCs.

daiinn KoOHpUTypalluy IPEACTABIEH B OOHOMN UX CIEOYIONINX BEPCU:

1. ConocTaBieHue nojab3oBaTesi LDAP mons30BaTeio ARTA Synergy TO/JIBKO IO €ero uaeHTH(HKa

B ARTA Synergy:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<configuration
xmlns="http://www.arta.kz/xml/ns/as/ldap-sync"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://www.arta.kz/xml/ns/as/ldap-sync ldap-sync.xsd">
<!-- cuHxpoHusauus ¢ OpenLDAP -->
<item>
<!-- id CcMHXpOHM3auuu -->
<id>1</id>
<!-- OOMeH -->
<domain>test.ldap.com</domain>
<!-- CUHXpOHM3auKuA -->
<sync>
<!-- LDAP xocT -->
<host>10.20.30.1</host>
<!-- yyeTHas 3anucb ONa nopgknwyeHns K kartanory LDAP -->
<user-dn>cn=syncuser,dc=test,dc=1ldap,dc=com</user-dn>
<!-- paponb -->
<password>password</password>
<!-- aKTUBHO, HEAKTUBHO -->
<active>false</active>
<!-- WMHTEepBan CMHXPOHM3ALMM B MC -->
<interval>1800000</interval>
<!l-- cnepoBaTb CCbiKaM - ->
<referral>ignore</referral>
</sync>
<access>
<!-- rpynna poctyna -->
<allow>cn=aiusers,ou=Groups,ou=People,dc=test,dc=1dap,dc=com</allow>
<!-- rpynna agMWMHOB -->
<admin>cn=aiadmin, ou=Groups,ou=People,dc=test,dc=1dap,dc=com</admin>
</access>
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<!-- nonb3oBatenu -->
<account>
<!-- none id nonb3oBaTensa, ecnu nycTto - bypetr ucnonb3oBaTbca md5 oT DN (kKak <«
paHbwe 6b10), wnHavye md5 ot mona -->
<id></id>
<!-- none nNoruH -->
<login>cn</login>
<!-- none wmma -->
<firstname>firstName</firstname>
<!-- none otr4yecTtBo -->
<middlename>middleName</middlename>
<!-- none damunua -->
<lastname>sn</lastname>
<!-- none no4yrta -->
<email>mail</email>
<!-- ba3o0BbLK y3en -->
<base>dc=test,dc=1ldap,dc=com</base>
<l-- ¢unbTp -->
<filter>(objectClass=inetOrgPerson)</filter>
</account>
<!-- rpynnsl -->
<group>
<!-- pone id rpynnel, ecnu nycTto - b6ypet ucnonb3oBaTbca hashCode o1 DN (Kak paHbwe <
6b10) , MHaye hashCode ot nona -->
<id></id>
<!-- none wmma -->
<name>cn</name>
<!-- none 4neHvl -->
<member>member</member>
<!-- 6a3o0Bbin y3en -->
<base>dc=test,dc=1dap,dc=com</base>
<l-- ¢unbTp -->
<filter>(objectClass=groupOfNames)</filter>
</group>
</item>

<!-- cuHXxpoHusaums c Active Directory -->
<item>

<id>2</id>

<domain>msad.com</domain>

<sync>
<host>10.20.30.2</host>
<user-dn>Administrator@msad.com</user-dn>
<password>secret</password>
<active>false</active>
<interval>1800000</interval>
<referral>follow</referral>

</sync>

<access>

<!-- userAccountControl yka3biBaeT Ha none "AkTuBeH" B AD, BMECTO HEro MOXHO <
Mcnosib3oBaTb MPOCTO rpynny -->
<allow>userAccountControl</allow>
<admin>CN=aiadmin, CN=Users,dc=msad,dc=com</admin>

</access>

<account>
<id>objectGUID</id>
<login>sAMAccountName</login>
<firstname>givenName</firstname>
<middlename>initials</middlename>
<lastname>sn</lastname>
<email>mail</email>
<base>dc=msad,dc=com</base>
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<filter>(objectClass=person)</filter>
</account>
<group>
<id>objectGUID</id>
<name>cn</name>
<member>member</member>
<base>dc=msad,dc=com</base>
<filter>(objectClass=group)</filter>
</group>
</item>
</configuration>

1. ComocTaBieHue nojib30Bare’isi LDAP mosis30BaTenio ARTA Synergy mo 11:000My ImoJIio o0beKTa,
IIOJIy4eHHOr o u3 LDAP:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<configuration
xmlns="http://www.arta.kz/xml/ns/as/ldap-sync"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
version= "2"
xsi:schemalLocation="http://www.arta.kz/xml/ns/as/ldap-sync ldap-sync_ 2.xsd">

<!-- Habopbl CMHXPOHM3aLMK, TaKUX MOXET ObiTb HECKOMbKO -->
<item>

<!-- id cuMHXpOHM3auum -->

<id>1</id>

<!-- poMeH -->

<domain>test. ldap.com</domain>

<!-- CuMHXpOHM3auua -->

<sync>
<!-- LDAP xoct -->
<host>10.20.30.1</host>
<!-- yyeTHaa 3anucb ONa NOAK/K4YeHUs K KaTanory LDAP -->
<user-dn>cn=syncuser,dc=test,dc=1ldap,dc=com</user-dn>
<!-- naponb -->
<password>password</password>
<!-- aKTUBHO, HEAKTUBHO -->
<active>false</active>
<!-- WHTepBan CUHXPOHM3ALUU B MC -->
<interval>1800000</interval>
<!-- cnepoBaTb CCbIKaM -->
<referral>ignore</referral>

</sync>

<!-- pocTtyn -->

<access>
<!-- rpynna poctyna -->
<!-- 3HayeHue userAccountControl B 3TOM nmone yka3biBaeT Ha none "AkTuBeH" B AD, <«

BMECTO HEero MOXHO
MCnosib30BaTb MPOCTO Tpynny

-->
<allow>cn=aiusers,ou=Groups,ou=People,dc=test,dc=1dap,dc=com</allow>
<!-- rpynna agMWHOB -->
<admin>cn=aiadmin, ou=Groups,ou=People,dc=test,dc=1dap,dc=com</admin>

</access>

<!-- nonb3oBartenu -->
<user>
<!-- 6a30Bb1 y3en noucka B LDAP -->
<base>dc=test,dc=1ldap,dc=com</base>
<!l-- ¢unbTp -->

<filter>(objectClass=inetOrgPerson)</filter>
<!-- Mo KakoMy nonw cCpaBHUBaTb Nofb3oBaTeneu -->
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<identity>
<!-- OTKypa 3 Synergy 6paTb nose Ons CpaBHEHUA, W3 YYETHOW 3anucum -->
<source type="account"/>
<!-- nnbo M3 NPOM3BOSILHON KApPTOYKU
<source type="personalrecord" id="id nu4yHoOW KapTo4yku"/>
-->
<!-- Mona pna cpaBHeHus. bnok id mMoxeT ObITb TONbLKO OAMH B 3ToM 6Gnoke. -->
<id>
<!-- NpeHTudpukatop nona Synergy. [nd Tuna MCTOYHMKA account BO3MOXHble <—

3HaveHusa: id, login, email.

Ona Tuna ucto4yHmka personalrecord — mpeHTUPMKaATOp nons GOpMbl KApTOUYKKM <

nonb3oBaTens.
-->
<synergy>id</synergy>
<!-- Mone id nonb3oBatens u3 LDAP, ecnu nycto - bypetr <
ncnonb3osatbcs md5 ot DN obbvekTa. EcnuM ykasaHHOoe none <

OTCYTCTBYET B MMMNOPTUMPYEeMOM 00bekTe, NMBO OHO SIBMSETCS MYCThM, <
TO MMNOPT 3TOro o6bekTa He NPOU3BOAMTCS, O YEM OenaeTcs 3anucb <

B nor -->
<ldap></ldap>
</id>

</identity>
<!-- ConocTaBneHue nonexd y4€THOM 3anucu -->
<account>

<!-- none nNoruH -->
<login>cn</login>

<!-- none wmMma -->
<firstname>firstName</firstname>
<!-- none oT4yecTBO -->
<middlename>middleName</middlename>
<!-- none ¢amunua -->
<lastname>sn</lastname>

<!-- none no4rta -->
<email>mail</email>

</account>

<!l--

-->

ConocTaBneHue noneu KapTo4yku nonb3oBatensa. bnokos personalrecord

MOXeT ObITb HECKOSIbKO

<personalrecord>

<!-- lpeHTudukaTop KapTo4yku nonb3oBatens. 0643aTenbHO AoNKeH ObITb
HenycTbiM - ->

<id>kakon-To id</id>

<!-- bnok field yka3biBaeT Ha cBA3b nonsa u3 LDAP c nonemM KapTou4ku
nonb3oBatens. Takux 610KoB MoXeT OblTb HECKONbKO -->

<field>
<ldap>IIN</ldap>
<synergy>form-iin</synergy>

</field>

</personalrecord>

</user>
<!l--

rpynnsl - ->

<group=>

<!-- 6a30Bbii y3en -->
<base>dc=test,dc=1ldap,dc=com</base>

<!-- ¢unbTp -->
<filter>(objectClass=groupOfNames)</filter>

<

<!-- none id rpynnsl, ecnu nycto - 6ypet ucnonb3oBatbcA hashCode ot DN ( <«

KakK paHbwe 6bi10), uHave hashCode ot nons -->
<id></id>
<!-- none uMmsa -->
<name>cn</name>
<!-- none 4neHnl -->
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<member>member</member>
</group>
</item>
</configuration>

5.5.4 HacTpoWKa CMHXpPOHM3aLUUMU

IlaHHas rTaBa COMEPRKUT MHCTPYKIIHMIO IT0 HaCTPOUKE CHHXPOHU3ALMHY 1 Pa3fiesieHa Ha [IBa ITogpa3ena:

* CO3JaHMe TPy II0JIb30BaTeen OJid IoClIenyollell CuHXxpoHu3auuu ¢ LDAP KaTanoramy;
* HACTPOUMKa KOH(MUTypaluoOHHOTO (aiina.

711 HacTPOMKM CHHXPOHMU3ALUMU HEeOoOXOOUMO MMETh IpaBa AnmuHucTpaTtopa AD. Ilepen Hauaom
HaCTPOUKK HACTOSTEeIbHO PEKOMEHOyeTCs cIejlaTh pe3epBHYI0 Konuio 6a3rl mySQL, 4ToOH B ciiyuae
BO3HUKHOBEHUS OMIMOOK UMETH BO3MOXKHOCTb BOCCTAHOBJIEHUS 0a3kl 10 TEKYIIETO0 COCTOSTHUS.

5.5.4.1 Cos3panue rpynn B JXplorer

1. TTomkIIOYMMCS K CepBepy C JaHHHIMU AIMUHHCTPATOPA:

@ @ Open LDAP/DSML Connection

Host: 192.168.7.105 Port: 389
Protocol: LDAP v3 >

Optional Values

Base DN: dc=test-ad,dc=kz

Read Only:
Security
Level: User + Password o

User DN: CM=adm aaa,CN=Users,DC=test-ad,DI(

Password: sssssses

Use a Template

Save - Delete Default

OK Cancel Help

Figure 5.38: Pucynoxk 1
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1. BrI30BeM MEHIO CO3TAHUS I'PYIIIEL:

3
> Computers

» & Domain Controllers

> ForeignSecurityPrincipals
» E5 Infrastructure

» B3 LostAndFound

> NTDS Quotas

> Program Data

> System

> tesrtima

» B Users

v

> Gy Add to Bookmarks “~B

» By 44 Search ~F
" B New “N
> *oM8  m Copy DN Y
Create a new entry.

# Cut Branch i
Copy Branch ~0
& Paste Branch AP

B Paste Alias
X Delete ~D
Rename M
< Refresh ~R

objectClass

ou

distinguishedName
dSCorePropagationData
name

objectCUID
uSNChanged
uSNCreated
whenChanged
whenCreated
adminDescription
adminDisplayName
allowedAttributes
allowedAttributesEffective
allowedChildClasses
allowedChildClassesEffective
bridgeheadServerListBL
businessCategory

€

canonicalName

en

€o

countryCode
createTimeStamp
defaultGroup
description
desktopProfile

destinationlndicatar

J¥plorer -
[ X [ 4\'} ® cn :' - B Quick Search
m @4 Results @} Schema & Table Editor HTML View
@ World attribute type value
v ® kz instanceType 4
v ® test-ad nTSecurityDescriptor
T objectCategory CN=0rganizational-Unit,CN=Schema,CN=Con...
Builtin objectClass top

organizationalUnit

Fpynnsl
OU=rpynnel,DC=test-ad,DC=kz
16010101000000.0Z

Mpynnsl

(non string data)

98417

98416

20141108080300.0Z
20141108080300.0Z

Submit Reset

Change Class Properties

OU=lpynnel,dc=test-ad,dc=kz: (3}

Figure 5.39: PucyHok 2

1. Yka3eiBaeM yHUKajIbHOE uMs DN:
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ﬁ ﬁ & & B [ x 0 LA cn A . o Quick Search
o - .- #hResults T4Schema HTML View Fable Edito
& World attribute type value
v ® kz instanceType 4
vl e testoad nTSecurityDescriptor
T objectCategory CN=0rganizational-Unit,CN=5chema,CN=Con...

> Builtin objectClass top

> Computers objectClass organizationalUnit

» & Domain Controllers ou rovnn

> ForeignSecurityPrincipals e e Set Entry Object Classes wynnel,DC=test-ad,DC=kz

[ Infrastructure Suggest Classes? :01000000'02

.

e RostAncbound Parent DN: OU=lpynnsl,dc=test-ad,dc=kz ring data)

» B3 NTDS Quotas

> Program Data Enter RDN: CN:S\merg\A

L 5""5“3"" Available Classes: Selected Classes: lggggggggg;

> tesmma account top ’

> Users aCSPolicy group

v aCSResourcelimits
groupl aCSSubnet
group2 addressBookContainer
Synergy

test Add Remove
> Wean Meanos
0K Cancel Help
countryCode
createTimeStamp
defaultGroup
description
desktopProfile
destinatinnindirator
Submit Reset Change Class Properties

CN=Synergy,OU=Ipynnsl,dc=test-ad,dc=kz: (0)

Figure 5.40: Pucynoxk 3

1. 3anomHuM Bce 00s13aTeIbHbIE IIapaMeTpPHI (BBITEIIEHEI ZKUPHBIM Ha‘-IepTaHI/IeM):

* groupType;

* instanceType;

* nTSecurityDescriptor;
* objectCategory;

* objectClass;



https://msdn.microsoft.com/en-us/library/ms675935(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/ms676204(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/ms679006(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/ms679011(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/ms679012(v=vs.85).aspx
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e _® J¥plorer -
gFE [ bale m X (0= & @ cn -1 - B
& World attribute type value
v @ k2 groupType
instanceType
Y e t_est—E}d. nTSecurityDescriptor
» B Builtin objectCategory
» & Computers objectClass group
» & Domain Controllers objectClass top
» 85 ForeignSecurityPrincipals CN . Synergyl
» By Infrastructure o i
adminDescription
L LostAndFound adminDisplayName
» € NTDS Quotas allowedAttributes
> Program Data allowedAttributesEffective
> System allowedChildClasses
» tesrtima allowedChildClassesEffective
~ Users bridgeheadServerListBL
Ll canonicalName
¥ controlAccessRights
groupl createTimeStamp
group2 description
Synergy desktopProfile
test directReports
_ displayName
> &g Uean Usanoe displayNamePrintable
distinguishedName
dSASignature
dSCorePropagationData
extensionName
flags
fromEntry
frs ComputerReferenceBL
fRSMemberReferenceBL
fSMORaleOwner
Submit Reset Change Class Properties

CN=Synergy,OU=Ipynnsl,dc=test-ad,dc=kz: (0)

Figure 5.41: PucyHok 4
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"

J¥plorer -
& &&E Y B B | X 0O LA cn :v .. B Quick Search
m @4 Results ¥4 Schema B4 Table Editor
& World attribute type value
v ® kz groupType -2147483646
instanceType 4
VO St_?d_ nTSecurityDescriptor

Builtin objectCategory CN=Group,CN=5chema,CN=Configuration,DC...
Computers objectClass top
& Domain Controllers objectClass group
ForeignSecurityPrincipals CN Synergy

I
»

[

I

» By Infrastructure
> LostAndFound
» E5NTDS Quotas

> Program Data
b B System

> B testtima

» B Users

v

groupl
group2
Synergy
test

> Wean Meanos

adminCount
adminDescription
adminDisplayName
allowedAttributes
allowedAttributesEffective
allowedChildClasses
allowedChildClassesEffective
bridgeheadServerListBL
canonicalName
controlAccessRights
createTimeStamp
description
desktopProfile
directReports
displayName
displayNamePrintable
distinguishedName
dSASignature
dSCorePropagationData
extensionName

flags

fromEntry

frs ComputerReferenceBL
fRSMemberReferenceBL
fSMORaleOwner

Submit

Reset

Change Class Properties

CN=Synergy,OU=Ipynnsl,dc=test-ad,dc=kz: (0)

Figure 5.42: PucyHoOK 5

1. [To6aBuM MOJIL30BATENEHN B IPYIIY:
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B X | D= s @

J¥plorer -

e 7 - B

Quick Search

m @4 Results ¥4 Schema

HTML View REDEL S LG

& World
v & kz
v @ test-ad
» By Builtin

> Computers
» & Domain Controllers
> ForeignSecurityPrincipals
» 85 Infrastructure
> LostAndFound
» E5NTDS Quotas
> Program Data
> B System
> B testtima
» B Users
v & Mpynnbl

groupl

group2

test
> Wean UeaHos

attribute type value
controlAccessRights
createTimeStamp
description
desktopProfile
directReports
displayName
displayNamePrintable
dSASignature
extensionName

flags

fromEntry
frsComputerReferenceBL
fRSMemberReferenceBL
fSMORoleOwner
groupAttributes
groupMembershipSAM
isCriticalSystemObject
isDeleted
isPrivilegeHolder
lastKnownParent

mail

managedBy
managedObjects
masteredBy

member CN=Alex Felner,CN=Users,DC=test—ad,DC=kz{

memberOf

modifyTimeStamp
msCOM-PartitionSetLink
msCOM-UserLink
msDFSR-ComputerReferenceBL
msDFSR-MemberReferenceBL

Submit Reset Change Class

CN=Synergy,OU=Ipynnsl,dc=test-ad,dc=kz: (0)

1. I'pynna ycneuiHo co3maHa:

Figure 5.43: PucyHoK 6
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[ ] [ ] J¥plorer -
gIFE e & | ¥ [0 AU ) ~ .8 Quick Search
m @& Results % Schema HTML View ESELTe 004
& World attribute type value
v ® kz groupType -2147483646
instanceType 4
VO St_?d_ nTSecurityDescriptor
> Bu"“" objectCategory CN=Group,CN=5chema,CN=Configuration,DC...
» 85 Computers objectClass top
» & Domain Controllers objectClass group
» 85 ForeignSecurityPrincipals o Synergy
> Infrastructure distinguishedName CN=Synergy,OU=pynnsl,DC=test-ad,DC=kz
dSCorePropagationData 16010101000000.0Z
L _ LostAndFound member CN=Alex Felner,CN=Users,DC=test-ad,DC=kz
> NTDS Quotas name Synergy
> Program Data objectGUID (non string data)
> System objectSid (non string data)
» testrima sAMAccountName $M31000-9RVCL46B471R
~ U sAMAccountType 268435456
FUHIE uSNChanged 135267
¥ & Tpynnsl uSNCreated 135264
groupl whenChanged 20151030052238.0Z
EH group2 whenCreate .
B group. henC d 20151030052143.0Z

test
> Wean Meanos

adminCount
adminDescription
adminDisplayName
allowedAttributes

allowedAttributesEffective

allowedChildClasses

allowedChildClassesEffective

bridgeheadServerListBL
canonicalName
controlAccessRights
createTimeStamp
description
desktonPrafile

Submit Reset Change Class Properties

CN=Synergy,OU=Ipynnsl,dc=test-ad,dc=kz: (0)

Figure 5.44: Pucynoxk 7

5.5.4.2 Co3paHue rpynn B Active Directory

1. Bri30BEM MEHIO CO30aHUS I'PYIIIIHL:
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B Active Directory - Nnonb30BaTENy ¥ KOMNbIOTEPbI ! £

KoHcone  dedctewe Bua  Cnpaexa

'Y IR IEREE N I R ek sk

Active Directory - NONE30BATENH K KO | MmMA | Trin | ONHCaHWE |
L] COXpaHEHHBIe 3aNPock l) 11111 22222 Monb3oBaTens
i test-ad k2 L AsAAAA 555555 Monssosarens
# [ Builtin 2 adm aaa Monk3oEaTens
B [ Computers 2, adminsn MNonesoeatens
B = Snm‘?n;nntrtu":rls pal 52 aiadmin Mpynna besona. ..
& | Foreigoecuryrrincipals :i{aiusers Mpynna Gezona...
[# || LostandFound 2
& ] Program Data o flex Felner MonesoEaTEND
@ [ System 52 ar Mpynna Gezona, ..
| w 52 arta rpynna besona...
21 r  Aenervposare ynpaenenna. .. rins Mpynna fezona,..  Tpynna aaMMHMCTRaToOpD. ..
# 1M Hadra.. dateProxy Mpynna Gesona,..  DNS-KMMEHTEI, KOTOPBIM ...
Do nez o 2T YueTHaA 3anMce cnyubel ...
CozaaTe KomnetoTep o
Bce 3aaaqm b KoHTakT .
_ W&
Bra 3 pyrna et
InetOrgPerson -
OBHOBMTL MceBAoHHM DYepean MSMQ ane
SKCNOPTHRPOBATE CAMCOK. .. MpuHTED -
MNonesoEaTENs
ent
CeoncTEa T o
Crpaeka ]ester MonesoBaTent
!, WA WYY TlonbsosaTens
_1) AAMHHHCTRATOR MNombsosaTens BCTpoeHHan yHeTHan 3an...
82 AapMHACTpaTOPE! ADMEHS Mpynna besona... HasHAYeHHbIE AAMMHHCTR. ..
B2 AaneMcTpaTopel Npeanp...  [pynna fesona,..  HasHaueHHSIE SAMMHHCTE. .,
.L' | ﬁ 52 AarMHHCTpaTODEI Cxemel Mpynna tesona... HasHAYEHHbIE AAMHHCTD. ..
OF Alccccm i cemaamam - [ p— [ Sp— (I T S ——

Figure 5.45: Pucynoxk 1

1. B okHe cO3maHUs TPYINL YKAa3bIBA€M UMS ¥ TapaMeTPHI TPYIIITHL:
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CeorcTBa: Synergy H[‘H
O6vexr | BesonacHocTe I FeaaxkTop arpubyros ]
O6wme YneHe! rpynne I Ynen rpynn I Ynpaenaerca I

Y neHel rpynnet:

Mra | MNanka gomMeHHb cnyxG Active Directory |
‘1, Alex Felner test-ad.kz/Users
?_; smagulov t. m test-ad kz/Users

i, t. beisekina test-ad.kz/Users
i; Cepuk Mdpaee test-ad kz/Users

HNoSaeuTe... I Unanure

oK OTrmeHa MNpuMeHUTE Crpaska

Figure 5.46: Pucynoxk 2

1. Hob6aBinsieM MOIb30BaTENIM B JaHHYIO TPYIIY, KOTOphle OYOYT UMeTh JOCTyH K maTtdopme ARTA
Synergy:
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CeorcTBa: Synergy Hm

O6wue I Y neHel rpynnit | Ynen rpynn ] Unpasnaerca I
Oénexr | EesonacHocTe PeaaxTop aTpubyTos
ATpUGYTEIL
ATpuUoyT JHaveHue o
accountMN ameHistory {HEe 2a0aHO>
adminCount {He 3anaHo> L
adminDescription <{He 3a0aHo>
adminDisplayM ame {He 3anaHo>
altS ecurityldentities <HEe 3anaHo>
ch Synergy
controldccessRights <{HEe 3anaHo>
description <{HE 3a0aHOo>
desktopProfile <HE 3anaHo>
dizplayN ame {HEe 3a0aH0>
displayMN amePrintable <HE 3anaHo>
distinguishedM ame CN=Synergy. CN=Users DC=test-ad DC=kz
dSASignature <{HE 3a0aHo>
dSCorePropagationD... 0xz0=[ ) =
o I Ll_l
MNpocmorp Punetp I
0K I Ormena I [l pumveHuTE I Cnpaexa

Figure 5.47: PucyHoxk 3

1. IIns uMnosnb3oBaHUuA GUIbTPAIUU MOJIb30BaTesiel O o6beKTa MOHagoOUTCs YHUKAIbHOE UM
DN. [Inst aTOTO IepeiimeM Bo BKIanOKy “PemakTop aTpuOyTOB”:




ARTA SYNERGY Administrator Manual 146/ 229

Hoebii 06bekT - Npynna [ X|

Q) Cosaatb B:  test-ad kzfUsers
L

MMa rpynnet:

| Synergy]

MMa rpynnel (npea-Windows 2000):

I Synergy

~OfnacTe ASHCTEHA rPynnbl ~Tvn rpynnel
" NokanbHas B AoMEHE (* pynna BesonacHoCTH
{* TnobanbHan (" Ipynna pacnpocTpaHeHns
" YuueepcansHas

| OK I OTMEHA

Figure 5.48: Pucysnoxk 4

5.5.4.3 HacTtpomnka KoHcpurypaumoHHoro ¢ganna

1. TlepexoauM B KOHCOJIbL CEpPBEpA.

2. OTkpeiBaeM ¢aina oy KOHQUTyPUPOBaHUS CUHXPOHU3AITUN:
nano /opt/synergy/jboss/standalone/configuration/arta/ldap-sync.xml

3. ViaMeHuM pmaHHBIN (aiil B COOTBETCTBHUHU ITOCTABIEHHON 3amayy (oOaBieH KOMMEHTAapPUl U3MeH
€HO):

a. Be3 dbmabTpanuu - ecnu HeoOXoguMa IIOJIHAS CUHXPOHM3AlUs CO BCEMU IIOIL30BATENISIMU U
TpyIIaMu:

<!-- cuHxpoHu3auma c Active Directory -->
<item>
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<id>2</id>

<!-- N3MeHeHo -->

<domain>test-ad.kz</domain>

<sync>
<!-- N3MeHeHo -->
<host>192.168.7.105</host>
<!-- N3MeHeHo -->
<user-dn>adm@test-ad.kz</user-dn>
<!-- W3MEeHEeHOo -->
<password>123456Qw</password>
<!-- W3MEeHeHOo -->
<active>true</active>
<!-- N3MeHeHo -->
<interval>900000</interval>
<referral>follow</referral>

</sync>

<access>
<!-- userAccountControl yka3bBaeT Ha none "AkTtueH" B AD, BMecCcTO Hero
MOXHO WCMOMb30BaTb MPOCTO rpynny
-->
<allow>userAccountControl</allow>
<!-- N3MeHeHo -->
<admin>CN=Users,dc=test-ad,dc=kz</admin>

</access>

<account>
<id>objectGUID</id>
<login>sAMAccountName</login>
<firstname>givenName</firstname>
<middlename>info</middlename>
<lastname>sn</lastname>
<email>mail</email>
<!-- W3MEeHeHOo -->
<base>dc=test-ad,dc=kz</base>
<!-- N3MeHeHo -->
<filter>(objectClass=person)</filter>

</account>

<group>
<id>objectGUID</id>
<name>cn</name>
<member>member</member>
<!-- W3MEeHEeHOo -->
<base>dc=test-ad,dc=kz</base>
<filter>(objectClass=group)</filter>

</group>

</item>

b. C dbunbTpamnue - eciny HeoOX0IMMa CUHXPOHMU3AIINS TOJILKO C TIOIL30BATEISIMHU, KOTOPEIe GyOyT
UMeTh JOoCTyII K mnaTtdopme ARTA Synergy (peKoMeHOyeTCs):

<!-- cuHxpoHu3auma c Active Directory -->
<item>
<id>2</id>
<!-- W3MeHeHo -->
<domain>test-ad.kz</domain>
<sync>
<!-- W3MEeHEeHOo -->
<host>192.168.7.105</host>
<!-- W3MEeHEeHOo -->
<user-dn>adm@test-ad.kz</user-dn>
<!-- N3MeHeHo -->
<password>123456Qw</password>
<!-- n3MeHeHo -->
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<active>true</active>
<!-- N3MeHeHo -->
<interval>900000</interval>
<referral>follow</referral>

</sync>

<access>
<!-- userAccountControl yka3biBaeT Ha none "AkTuBeH" B AD, BMeCTO Hero
MOXHO WCMONb30BaTb MPOCTO rpynny
-->
<allow>userAccountControl</allow>
<!-- W3MEeHeHOo -->
<admin>CN=Users,dc=test-ad,dc=kz</admin>

</access>

<account>
<id>objectGUID</id>
<login>sAMAccountName</login>
<firstname>givenName</firstname>
<middlename>info</middlename>
<lastname>sn</lastname>
<email>mail</email>
<!-- W3MEeHEeHOo -->
<base>dc=test-ad,dc=kz</base>
<!-- W3MEeHeHOo -->
<filter>(member0f=CN=Synergy,CN=Users,DC=test-ad,DC=kz)</filter>

</account>

<group>
<id>objectGUID</id>
<name>cn</name>
<member>member</member>
<!-- W3MEeHEeHOo -->
<base>dc=test-ad,dc=kz</base>
<filter>(objectClass=group)</filter>

</group>

</item>

IIpuMmeuyanue
Iauuble O GunbTpa 6epyTcs u3 aTpuOyTOB I'PYIIIIHL.

c. be3 Ha3BaHHUA IPyNNbl - €CJIM HET HEOOXOOUMOCTH B OoTOoOpakKeHUU Ha3BaHuu rpynm B ARTA
Synergy:

<!-- cuHxpoHusauyma c Active Directory -->
<item>
<id>2</id>

<!-- N3MEeHEeHOo -->

<domain>test-ad.kz</domain>

<sync>
<!-- W3MEeHEeHOo -->
<host>192.168.7.105</host>
<!-- N3MeHeHo -->
<user-dn>adm@test-ad.kz</user-dn>
<!-- N3MeHeHo -->
<password>123456Qw</password>
<!-- W3MEeHEeHOo -->
<active>true</active>
<!-- N3MeHeHo -->
<interval>900000</interval>
<referral>follow</referral>

</sync>

<access>
<!-- userAccountControl yka3biBaeT Ha none "AkTuBeH" B AD, BMeCTO Hero
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MOXHO WCMOMb30BaTb MPOCTO rpynny
-->
<allow>userAccountControl</allow>
<!-- N3MeHeHo -->
<admin>CN=Users,dc=test-ad,dc=kz</admin>
</access>
<account>
<id>objectGUID</id>
<login>sAMAccountName</login>
<firstname>givenName</firstname>
<middlename>info</middlename>
<lastname>sn</lastname>
<email>mail</email>
<!-- W3MEeHeHOo -->
<base>dc=test-ad,dc=kz</base>
<!-- N3MeHeHo -->
<filter>(member0f=CN=Synergy, CN=Users,DC=test-ad,DC=kz)</filter>
</account>
<group>
<id>objectGUID</id>
<name>cn</name>
<member>member</member>
<!-- W3MEeHeHOo -->
<base>dc=test-ad,dc=kz</base>
<!-- N3MeHeHo -->
<filter>(objectClass=NONEXISTENTANDWILLNOTEXISTFOREVER)</filter>
</group>
</item>

1. Ilepe3amyckaeM jboss.

B npunoxennu agMuHHCTpaTopa Synergy “Kaproreka -> YmpaBieHHe HOJIb30BaTENIMU” OSABUTCS
CIIKCOK ITOJIb30BaTenel. CHHXPOHMU3AIMS OCYIIIECTBIISIETCS B OTHOCTOPOHHEM ITOPSAOKE: IPU T00aBJIeHUHN
monb3oBaTeisa B AD, on oTroOpaxkaeTtcs B ARTA Synergy, HO He HA0OOPOT.

5.5.5 WMCTOYHMKM M ponosiHuTeNbHas uHdopmMauua

[TpoekT Pro-LDAP
CraTtpg Ha Bukunenuu
HUcnons3oBanue LDAP-punsTpos
ATpubyTr Active Directory

5.6 [lpoBepka XXenes3a

ITpu mepBOHAYaIbHOU yCTAHOBKE U GYHKIIMOHUPOBAHUN Synergy HeoOXOoOMMO CIIeOUTh 3a Ka4eCTBOM
HCII0JIb3YEeMOTI'0 aliapaTHOro 06eceYyeHusI.

5.6.1 TlpoBepka pucka

[I71 IPOBEPKY [UCKa ClIefyeT UCIoNb30BaTh yTunuty «dd» (dd — nmpocrtas yTunuTa, KOTopas BXOOUT
B cocTaB GosnbinuHCTBa Unix-momoOHEIX ollepaliuoHHbIX cucteM — Linux, FreeBSD, Solaris u 1.n. Ee
IIpefHa3HaueHUe — YTeHUe NaHHBIX U3 OJHOTO YCTPOMCTBa Uilu ¢daiina U 3aluch B OPYIOH).

C moMomIbI0 KOMaHIbI df -h moxHO IIPOCMOTPETE BCE€ TOYKU MOHTHUPOBAHUA.



http://pro-ldap.ru/
https://ru.wikipedia.org/wiki/LDAP
http://social.technet.microsoft.com/wiki/contents/articles/8077.active-directory-ldap-ru-ru.aspx
https://msdn.microsoft.com/en-us/library/ms675090(v=vs.85).aspx
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®aitjI.cucreMa Pasmep I/ICIIOJIL3OBE;HOCT PICnonbaoBaHOgBZ)MOHTHPOBaHO
[0)
udev 7,8G 0 7,8G 0% /dev
0,
tmpfs 1,6G 9,5M 1,6G 1% /run
/dev/mapper/ubuntu- - 901G 820G 36G 96% /
vg-root
[0)
/dev/sdb2 237M 126 99M 56% /boot
[0)
/dev/sdbl S1IM 3.4M S08M | 1% /boot/efi

INeperimeM Ha TOYKY MOHTHPOBAHUS AHUCKa, KOTOPBIM HEOOXOAMMO MPOTECTUPOBATS.
# nna npuMepa npoTtecTtupyeM guck /dev/sdb2, KoTopbii cMOHTMpoBaH B /boot

cd /boot

Haxopgsice B IIPUMOHTHUPOBAHHOM JUCKeE CliIegyeT CO3O4aTh TECTOBBIU (baﬁn (KOTOprI;I II0CJie IIPOBEOEHU A
TeCTa H606XOJZ[I/IMO y;[aJ'II/ITL), IIPHX CO30aHUHU KOTOPOT'O BEIBOOUTCHA H606XO,E[I/IMa${ HaM CTaTHCTHKA.

II71s1 9TO Hy2KHO BEIIIOJIHUTH KOMaHOY:
dd bs=100M count=256 if=/dev/zero of=test

B pe3ynbTaTe co3paThes ¢aiin test pasmepom 100*256 MB
or
dd bs=1G count=10 if=/dev/zero of=test

B pe3yibTaTe BHIIOIHEHUS 3TOM KOMaHObl co3maeTcs dain pa3mepom 10GB.

IIpumeuyanue
HNneanbHBIN BapuaHT pa3Mep datina 80% eMKOCTH ITPOBEPSIEMOT0 M¥CKa, MUHUMAaIbHO PEKOMEHIOBAaHH
pa3Mep 5% OT eMKOCTH OuCKa.

ITpu BEIOJTHEHUY KOMAaHIB Ha 9KpaH OyOyT BEIBEIEHH! CIIeOyIOIINe HaHHbIe:

10+0 samnucey cayuTaHO

10+0 3anucey HamuCaHO

ckommpoBaHo 10737418240 6aut (11 GB), 334,522 ¢, 32,1 MB/c

Oco000 BaxxHOe 3HaUYEeHHE NMeeT ociegHee 4YUCJIO B HUXKHEU CTPOKE — OHO YKa3bIBa€T CpegHee
3Ha4YeHHne CKOPOCTHu 4YTEeHUs/3alliCU C JUcCKa.

CrnenyeT MIpUOEPAKUBATHCS CIEOYIOMNX 3HAYEHNI:

e <100 MBc — muCcK He0oO0XOOHUMO 3aMEeHUTh

* 100-150 MBc — BO3MOKHO UCIIOJIb30BaHMe 6e3 Harpy3Ku. TeCcToBEIE CTEHAHI UJIU A0 5 OMHOBPEMEHHBIX
rmosib3oBaTeJielt cucteMul (mpumMepHo 20-30 monb3oBaTenei Synergy), npu ckopoctu 100-120 Heo6xoamumo
HauyMHAaTh IIJIaHWPOBATh 3aMeHy OuCKa T.K. pecypc OHCKa IIOOXOOUT K 3aBEePIIeHHIO.

¢ <350 MBC — B Synergy cmozxkeT KoMmpopTHO paboTaTh B patioHe 20-30 KOHKYPEHTHHIX IT0JIb30BaTEJIEH.
100-200 mmonb30BaTENE B CUCTEME.

ITpu ycranoBke production ready cucTeMBl ¢ HU3KUM BpeMeHeM OOCTYIIHOCTH ClenyeT IIPOBOOUTH
TECTHI Ha MPOTAXKEHUH 2X CyTOK. /I TECTUPOBAaHUS MOXKET OBITh PeaIn30BaH CKPUIT, 3alIMCHIBAIOIITN I
jioTu B ¢aiin. 3HaYeHUs He OOJIKHEI OT/IMdaThCcs 6onee yem Ha 5%.

CrocoObI perireHusi npodjaeM: 3aMeHa qUCKa Ha UCIIPaBHBIN, 3aMeHa [A1CcKa Ha 00Jiee IpOU3BOANTEIILHEIN
(pekoMmeHnpmoBaHHBle nucK WD Black nipu goctaTouHo BEICOKOM OromxkeTte WD Raptor).
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5.6.2 [lpoBepka namMaTH

[I7st TpOBEPKM MaMATH HET HUYETO JIydIlle porpaMMbl Memtest.

Memtest 3anvceiBaeT B KaXIOHM 00K MaMsaTH WHGOPMAIUIO, a 3aTEM CUUTHIBAET €€ U IIPOBepseT
Ha ommOKHU. B mporecce TeCTMPOBAHUS YTUJIMTA COBEPIIAET HECKOJIPKO IIPOXOMOOB, YTO IIO3BOJISET
BBISIBUTH U COCTABUTh CIIMCOK IIJIOXUX OJI0KOB maMsTu B popmaTe BadRAM.

Pentenue l'IpOﬁJ'IeM: 3aMeHa IIaMATH, YUCTKAd KOHTAKTOB THUI3JIEKTPUKOM.

5.6.3 [lpoBepkKa BbIYUCAUTEJILHOIO annaparTa

s mpoBepku CPU M0OXKHO UCIIOIb30BaTh YTUIUTY cpubern ¢ moMoIbi0 KOTOPOM MOKHO 3amaTh 100%
HarpysKy.

IIpumeuyanue
O6s13aTeTbPHO 03HAKOMBTECH C IOKyMEHTAIIUeH [ Hee.

3anyck Harpy3kKu Ha 8 sgepHOU MalllMHEe IPOUCXOOAT IPUMEPHO TakK:
burnP6 & burnP6 & burnP6 & burnP6 & burnP6 & burnP6 & burnP6 & burnP6

[t TeCTUPOBaHUS TPOIIeCCOPOB Intel HeoGxoMMMO UCTIOMBb30BaTh U APYyTHe cpeacTBa cpu bern. TecT
OOJKeH MPOU3BOOUTHCS HE MeHee 6 YacoB.

PelrteHue nmpo0/1eM: B ClIydae BO3HUKHOBEHHE OIIMOOK HEOOXOOUMO MEeHSATh(YMHUTL) CePBED.

5.6.4 OO6wasa npoBepka namatu + CPU

II711 TECTUPOBAHUS BEIUHCIUTEIILHON IPOU3BOOUTEIILHOCTHY Oy IeM UCII0Ib30BaTh CIeAYyIONIIyI0 KOMaHOy:
7z b

B pesynbTaTe KOMaHIH IOIYyYUM.

Hanpuwmep:

1 TecT

RAM size: 48379 MB, # CPU hardware threads: 12

RAM usage: 2551 MB, # Benchmark threads: 12

Dict Compressing [ Decompressing
Speed Usage R/U Rating | Speed Usage R/U Rating
KB/s % MIPS MIPS | KB/s % MIPS MIPS

22: 17000 825 2003 16537 | 216204 1177 1656 19497
23: 16751 842 2026 17068 | 217714 1193 1668 19915
24: 17273 905 2051 18572 | 215650 1194 1674 20004
25: 17954 986 2079 20499 | 212323 1189 1678 19963
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Dict Compressing [ Decompressing
Speed Usage R/U Rating | Speed Usage R/U Rating
KB/s % MIPS MIPS | KB/s % MIPS MIPS

22: 18670 908 2000 18162 | 220062 1194 1661 19845
23: 17026 848 2046 17348 | 218180 1196 1669 19958
24: 17539 923 2044 18858 | 215647 1195 1673 20004
25: 17469 961 2074 19945 | 212711 1191 1679 20000

Avr 910 2041 18578 1194 1671 19951

Tot 1052 1856 19265

3 Tect

RAM size: 48379 MB, # CPU hardware threads: 12

RAM usage: 2551 MB, # Benchmark threads: 12

Dict Compressing | Decompressing
Speed Usage R/U Rating | Speed Usage R/U Rating
KB/s % MIPS MIPS | KB/s % MIPS MIPS

22: 16913 929 1771 16453 | 218529 1195 1649 19706
23: 17365 866 2043 17693 | 217496 1192 1668 19895
24: 17701 930 2046 19032 | 215352 1192 1675 19976
25: 17852 984 2071 20382 | 213452 1195 1680 20069

Inst 6oyiee TOYHOTO pe3yibTaTa He0O6XOOUMO MTPOU3BECTH 0KOJI0 20 TECTOB.

IIpumeuyanue

Mexkoy TeCTaMu PEKOMEHOYETCS 3aIllyCTUTh YTUIINTY cpubern, paboTy KOTOPOH HEOOXOOAUMO
IpepBaTh Iepen OYepemHbIM TECTOM, a MeXKAy HEeKOTOPLIMU nogoxkmaTh 10-15 MunyT.

[I/15s1 Hac 0COOBIN HHTEPeC MPeACTaBJIsieT MOCIeHsIsI CTPOKA. M3MepeHus TPOUCXOIST B ITOMyTrasX.
O61111e mpaBUia TAKOBHI, YEM BHIIIIE TPEOOBAHUS K CUCTEME (IOCTYITHOCTHU M CTaOUILHOCTH), TEM HUXKE
OOJIZKEeH OBITh MPOIEeHTHBIM pa30poc o 00IITUM IToKa3aTessIM. IIpumenbHeIM pa3bpocom sBisieTcs 0.6%

HatigeM mpoleHTHBIM pa3bpoc Mo HallluM noka3aTensiM. Hac mHTepecyeT ITocieqHee YNCII0 B HUXKHEH
CTPOKe. 3a 3TaJIOHHHIN TeCT 6epeTCcs TECT y KOTOPOTro HYKHBIM HaM IoKa3aTeslb Hanbosee mMpubIuKeH
K cpegHeapudmMmeTndeckomMy. B HameMm cioydae 3TO 3 TecCT.

Pacuet cienyeT IMPOU3BOOUTE TOJIBKO HOJIA MAaKCHMAJIBHOTO U MUHHWMAJIBHOTO 3HAYE€HHUA IIOIIYyI'a€B B
TecTe.

B HameMm npumepe:

IMpubnuxkeHHOE K cpemHeapudmeTnyeckomy — 19151 (3 Tect)

MaxkcuManbHOe 3HaueHue 19265 (2 tecT)

MunumanbHOe 3HaueHue 19007 (1Tect)

Haxopum genbra o TecTy (0T MAaKCHMaIbHOI'0 3HAYEHUSI OTHUMAaeM IPUOJINKeHHOe K CpelHeapudpMeTrniecs
1) 19265 — 19151 =114

HaxopmuMm mpoLIEHT ¥ CPaBHUBAEM C IPUAEIBHBIM pa3dpocoM:

2) 114*100 /19151 = 0.595% <0.6% (nIpumeILHBLIH Pa30poc)

HaxoguMm genbTa OT MUHUMAJIBHOTO 3HAaUYEHUS O:
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1) 19151 — 19007 = 144
HaxoguM ITPOIIEHT ¥ CPaBHUBAEM C ITPUIOEILHEIM Pa3dpocoM:
2) 144*100 /19151 = 0.751% >0.6% (upumeIsLHbIA Pa30poc)

U B mepBOM, U BO BTOPOM CiTy4dae pe3yJsbTaT A0JIXKeH ObITh MEHbIIe TPUAeIbHOro pa3bpoca, B IPOTHBHOM
ciydae He0OXOIMMO IPUMEHSATh MEPHL.

Croco0n1 pellleHusA npoﬁneM: OﬁCJ’[y}KI/IBaHI/IH allllapaTHOTI' O obecrieyeHus (YMCTKA, IIpoMa3Ka cepBepa),
3aMeHa IMIaMsATH, 3aMeHa MaTepI/IHCKOI‘;I IIJIaTHI, 3aM€Ha IIpo1eccopa.

5.7 CraHpapTHbIX KOH(UrypaumoHHbin pann nginx

# IT0 CTaHBAPTHbIN KOHOUTypaumnoHHbiM dann ARTA Synergy
server {

# MpocnywunBaHne 80-ro mopTa Ha BCeX WMHTepdencax
# CM. Huxe KakK BKM4YUTb HTTPS
listen 80;

# Wms cepsepa. MoxanyncTta, obpaTuTe BHUMaHWe, 4TO

# HeobxoguMo ucnonb3oBaTb pa3peweHHoe uMma DNS, B

# NpOTUBHOM cnyyae ucnonb3lynte IP-agpec (He pekomeHpyeTcd)

server name $hostname; #HE W3MEHATb. Wcnonb3ynte dpkg-reconfigure arta-synergy-synergy

# Bknio4veHne HTTPS

# YbeonTtecb, 4TO K04 U cepTuPuKaT

# pacnosioXeHbl MO yKa3aHHOMY MyTu

listen 443 ss1;

keepalive timeout 70;

ssl certificate /etc/nginx/ssl/artasynergy com apache.crt;
ssl certificate key /etc/nginx/ssl/artasynergy com_apache.key;

# lNepeHnanpasnenne Bcex 3anpocoB HTTP Ha HTTPS
if ($scheme = http) {

return 301 https://$server name$request uri;
}

# MakcuManbHO [OMYCTWMbI pa3Mep KIMEHTCKOro 3anpoca
client max_body size 100m;

# HacTpauBaeMble cTpaHuubl ownbok. Wcnonb3lyeTtcs, Korpa
# QOHOBLIA npouecc He oTBevaeT
error_page 502 504 = @service;

location @service {
rewrite ~/(.*)$ /index.html break;
root /opt/synergy/utils/errorpage/;

}

# HacTpovku obpaTHOro nmpokcu-cepsepa

proxy set header Host $host;

proxy set header X-Real-IP $remote addr;

proxy set header X-Forwarded-For $proxy add x forwarded for;
proxy set header X-Forwarded-Proto $scheme;

proxy redirect http:// $scheme://;

# MNepeHanpaBneHne Ha /Synergy/, €Cnu MPOUCXOAUT nepexog Ha /
location = / {
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return 301 $scheme://$server name/Synergy;

}

# naBHoe npunoxeHne ARTA Synergy
location /Synergy {
proxy_pass http://127.0.0.1:8080/Synergy;

# 3anncb BCeX KIIMEHTCKUX 3anpocCcoB (QONnsd aHanmM3a M oTnapku)
access_log /var/log/nginx/synergy-requests.gz synergy gzip;
# Takxe Heob6xoOoMMO 3anucbiBaTb 3anpocbl U B FaBHbIA lOr
access log /var/log/nginx/synergy.access.log;

}

# AOMUHUCTpPATUBHOE NpuNnoxeHue Synergy
location /SynergyAdmin {

proxy_pass http://127.0.0.1:8080/SynergyAdmin;
}

# KoH¢urypatop Synergy
location /Configurator {

proxy_pass http://127.0.0.1:8080/Configurator;
}

# Synergy static files, serving directly
location /synergy-static {

alias /opt/synergy/jboss/standalone/deployments/Synergy.ear/synergy-static.war;
}

# Touyka pocTyna npoTokona WebDAV
location /webdav {

proxy _pass http://127.0.0.1:8080/webdav;
}

# Touyka poctyna npotokona CalDAV
location /CalDAV {

proxy _pass http://127.0.0.1:8080/CalDAV;
}

# llcnonb3oBaHWe BHewWwHeW aBTopu3auuu Ona moboro nNpuioxeHus,
# He nMoaoepxuBawWEro aBTopu3auuio BOBCe, HanpuMmep aisuite
location = /user-auth {

proxy _pass http://127.0.0.1:8080/Synergy/rest/api/person/auth;
proxy pass_request body off;

proxy_set header Content-Length "";

proxy set header X-0riginal-URI $request uri;

}

# TecTupoBaHWe W MCMpaBJ/IeHUE MNPUNOXEHUS aisuite
#location /aisuite {

# proxy_pass http://127.0.0.1:8080/aisuite;
#

# # This will require ARTA Synergy login and password

# # to access

# auth request /user-auth;

#}

# ARTA Information
location /Information {

proxy_pass http://127.0.0.1:8080/Information;
}

location /Wizard {
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proxy_pass http://127.0.0.1:8080/Wizard;
}

# 3anucb rfaBHOro focTyna
access log /var/log/nginx/synergy.access.log;

5.8 WHCTpYKUMA NO BKJIIOYEHUIO 3arnywkKu XpaHuwnuuwa

5.8.1 OnucaHue

IlaHHas MHCTPYKIUS ONMCHIBAET AeHUCTBUS, TpeOyeMble B CIIydasx KOr'a He00X0OUMO OTKPHITh, IIPOCMOTPETE
KapTouKy fokyMeHTa (2KypHansl, PeecTpsl ¥ T. A.), HO IIPX 9TOM HEJOCTYITHO XPaHUJIHIIE 10 TOU UJIU
WHOU IIPUYMHE U OPYTUX BAPUaHTOB yXKe HeT.

BHHUMAHME!

38.1"J'IYHIKY OJIsd XpPaHWJIMIIa MOZKHO IIPHMMEHATH TOJIBKO Ha TECTOBOU MaIllMHE, UCIIONIBb3Y A
OaMII 60€B0ﬁ, TaK KaK HCIIOJIb30OBaHKME MO2KET IIPUMBECTU K HEIIOIIPABUMMBIM U3MEHEHUAM.

5.8.2 BkJiloueHue 3arayLKm

1. Ilepesitu B mysql: mysql -uroot -proot synergy

2. Bumonuutek SQL 3anpoc: INSERT IGNORE INTO options(id, value, type) VALUES ('auto ¢
reate document if absent', 'true', 2);

3. Bemitu u3 mysql

4. Tlepe3amnyctutsh Jboss: etc/init.d/arta-synegy-jboss restart
3auTHu B CHUCTEeMY II0[ II0JIb30BaTeJIEM U IIPOCMOTPETHh KaPTOYKY HY2KHOI'O IOKYMEHTaA.

IIpumeuanue:

KoHTelHep mOisi JOKyMeHTa CO3[acTCs IIyCcTou, T.e. ¢aiinos, moamucel, ¢aitnoB mo ¢popme
¥ JOOMN. KapTOYKM BHl HE YBUOHWTE, T.K. (PU3WUECKH HUX BCE ke HeT. [Ipu ImoBpexKIeHHOM
XPaHUIUIIE B PeOKOM CiIydae BO3MOXKHO 0ToOpazkeHUe (OPMBI JOKYMEHTA.

5.8.3 OTK04YEeHMUe 3arnyLwKm

[aHHLIA MYHKT IPAKTHYECKHA He MCIOIb3YeTCs B CBSI3H C TEM YTO, 3aTJIYIIKy IPUMEHSIOT B KpalHeM
cnydae, 4TOOB pa3odpaThCs C TPOOIEMOH.

1. Ilepenitu B mysql: mysql -uroot -proot synergy
2. Bumonuutek SQL 3anpoc: delete from options where id="auto create document if absent”;
3. Bemit; u3 mysql

4. TlepezanyctuTth Jboss: /etc/init.d/arta-synegy-jboss restart

ITocne oTkMI0OUYEeHU S KapTO4YKY HOKYMEHTa, KOTOprﬁ OTKPEIBAJICSA BO BpeMsd OelCTBUSI 3ariylKu, MOXKHO
ITIOCMOTPETH, HO IIPU OTKPBITUU OCTAJIBHBIX HOKYMEHTOB GYJIGT BEIXOOUTH omrnbKa UCIOTHEeHHU.

IIpumeuanue:
ITpu paGoueM XpaHUIUIIE BKIIOUYEHNE 3aTJIyIIKU HUUYeTro He U3MEHUT.
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5.9 MHCTPYKLMUA NO HACTPOMUKe uHTerpaumm c SharePoint

— YT0 g XOTen cKa3aTh, — HaKOHeIl BKIIMHUBAIOCH sI, — TakK
9TO TO, UTO Y MEHS OMa eCTb HHCTPYKIIUS, KOTOPasi OTKPHIBAET
60J'IBI_LII/I€ BO3MOZKHOCTHY B TEXHUYECKOM M3JIOZKEHUU MEBICJICH.
OHa HayMHaeTCcs Tak:

“COopKa IIMOHCKOTI0 Beyiocunena TpedyeT 60IbIIIOT0 CIIOKOMCTBUS

nya"
PoGepT M. [Mupcur. [I3eH U UCCKYCTBO yXOOa 3a MOTOLIUKIIOM

5.9.1 BBepeHue

Microsoft SharePoint Foundation — 6ecnnatHoe npunoxenue K Windows Server. Microsoft Share-
Point Foundation nmpemocTtaBnsieT 6a30By0 HHPPACTPYKTYPY [AJISI COBMECTHOM pabOTH — pefakKTuPOBaHUE,
XpaHeHHWe JOKYMEHTOB, KOHTPOJIb BEPCUH U T. 1.

Microsoft SharePoint Foundation, HacTpoennslit gist nnatgopmel ARTA Synergy, T03Bo/IS€T IPOBOIUTH
COBMECTHOE pefakTupoBaHue ¢ainos MS Office Bepcun 2013 u BrIIlle OIS CIEeOYIOIINX PACIINPEHNN:

¢ .docx — Microsoft Word;
¢ .xlsx — Microsoft Excel;
e .pptx — Microsoft PowerPoint.

HacTpoeHHO€e COBMECTHOE peflaKTUpoBaHue (alIoB JOCTYIIHO B crnenyiomux mectax ARTA Synergy:

» nanka ITpusodiceHun qOKyMeHTa ¥ paboTh;
e manka IIpouue moKyMeHTa U paboThI;
* MOnynb XpaHuauuwie — Patinwl.

Iyt Takux HaityioB KOHTEKCTHOE MEHIO OyOeT OHOMOTHUTEJIbHO COolepKaTh MYHKT “HavaTh cOBMeCcTHOE
penakTtupoBaHue”. Ilo HaXaTUIO Ha 9TOT IYHKT (aiin 3arpyxkaetca B SharePoint, a knueHTCKOMY
Opay3epy mepemaeTcs: CChIIKa Ha Hero, KoTopas OTKpHIBaeT maHHHIN ¢aiin B Microsoft Office. ITocne
HaXkaTusd coxpaHeHUsd uaMeHeHuu B Microsoft Office pokymenT nonagaet B SharePoint u 3atem B ARTA
Synergy.

s paimoB MS Office co cnegyromuMu pacIInpeHUsIME OyOeT HOCTYITHO PEaKTUPOBAHNE B PENAaKTOPE:

¢ .doc — Microsoft Word;
¢ xls — Microsoft Excel;
e .ppt — Microsoft PowerPoint.

7151 Takux QaiioB KOHTEKCTHOE MEHIO OyIeT IOIOTHUTEIFHO COOepKaTh TyHKT “OTKPHIThE B pegakTope”,
KOTOPLIN ITI03BOJISET TOJIBKO OJHOMY IIOJIb30BATENII0 pefaKTUpPOBaTh ¢aiijl B OOUH MOMEHT BpPEeMEHM.
ITpu OTKPHEITUYM BTOPHIM I10JIF30BATEJIEM HAaHHOIO (aiiyia oTo6pakaeTcs yBeIOMJIEHHUE O TOM, YTO (haii
y2Ke UCIOIb3yeTCs, TO eCTh OH HeJOCTYIIeH Ha pefakKTUpoBaHUe.

5.9.2 TpeboBaHus

YcraHoBKa 1 HacTporika SharePoint mocTaTouHO TpynoeMKa U IpeflojiaraeT OOIOJIHUTEIbHEIE IIPeqHACTPOL
CTOPOHHUX NpuiIoxkeHul. [105TOMY Ype3BEHYaWHO BaXKHO BHUMATEIBHO U TOYHO CJI€H0BaTh KaXKaoMy
IIary JaHHOM MHCTPYKOuU. Takol nogxond rapaHTUPYeT YCIEeIlIHYI0 YyCTaHOBKY, HacTpoiiky SharePoint

u ero ucnosnb3oBanue B ARTA Synergy Ojsi COBMECTHOTO pefaKTUpPOBaHUs ¢Galios.

Hacrosias WHCTPYKIUS UIITIOCTPUPYET YCTAaHOBKY M HAcTpouKy Microsoft SharePoint Foundation
2013 na 6a3e OC Windows Server 2012 R2. KpoMme TOro, KOMIILIOTEDP AOJXKEH OBITh MOOKITIOYEH K
cetu UHTepHET.



http://www.e-reading.club/bookreader.php/111306/Pirsig_-_Dzen_i_isskustvo_uhoda_za_motociklom_%28Bashkov%29.html
https://ru.wikipedia.org/wiki/SharePoint
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5.9.3 TlpepHacTpouKa cucteMbl ansa yctaHoBku Microsoft SharePoint Foun-
dation

Ipexne, yeM Ha4YaTh yCcTaHOBKY Microsoft SharePoint Foundation, Heo6xoouMo COBEPIIIUTE CIIEMYIONIINE
OEeUCTBUS:

e IpomnucaTh cTaTUdyecKu IP-agpec u U3MeHUTL UMSI KOMIIbIOTEPa (cepBepa);
e ycTtaHoBUTH Microsoft SQL Server 2008 u BriIlIE;
* YCTAQHOBUTH U HACTpPOuUTh poib Active Directory Domain Services.

5.9.3.1 HacTpomuka ctaTuuyeckoro IP-agpeca n nepemMmeHoBaHue cepBepa

Tak kKak cepsep Oymet ¢ ponbio Active Directory u, cooTBeTCTBEHHO, C cOOCTBeHHEIM DNS-cepBepoMm,
HY2KHO:

* Ha3HAYUTh eMy CTaTUYeCKHUH ip-agpec;

* niepBEIM DNS-cepBepoM ycTaHoBUThE eMy 127.0.0.1, yTo6HI BIOCIEACTBUU He OBII0 ITPO6JIEM C pa3pelleHne
WMEH.

Hacrpoiika cratuueckoro IP-agpeca

1. Otkpotite Control Panel u nepetinute B nonupa3sznen Network and sharing center.

E= All Control Panel ltems == -
+ ‘@ » Control Panel » All Control Panel ltems » [ v | | Search Control Panel »p |
Adjust your computer’s settings View by: Smallicons ~
¥ Action Center Administrative Tools [g AutoPlay Kl Color Management
Credential Manager 1 Date and Time [ Default Programs = Device Manager
=3 Devices and Printers & Display '@ Ease of Access Center Folder Options
A Fonts Internet Options &, i5CS! Initiator ZE Keyboard
ﬁ{$‘ Language ¥ Mouse :‘t Network and Sharing Center ‘ =3 Notification Area lcons
& Phone and Modem % Power Options |‘3 Programs and Features g Region
™3 RemoteApp and Desktop Connections & Sound 18 System ﬁl Taskbar and Mavigation
1| Text to Speech ] Troubleshooting .:SE, User Accounts 9 Windows Firewall

&9 Windows Update

Figure 5.49: Hactpolika ctatudeckoro IP-agpeca
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2. HaxMmure Ha Ethernet.

- 1 i?_ v Control Panel » All Control Panel ltems » Metwork and Sharing Center ] G| | Search Control Panel

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Network Access type: Mo Internet access

settings Private network Connections: @ Ethernet

Change your networking settings

Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.

See also
Internet Options

Windows Firewall

Figure 5.50: HacTpoiika ctatu4ueckoro IP-agpeca

3. HaxwmuTte Ha KHOIKY Properties.
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General

Connection

IPva Connectivity:
Media State:

Curation:

Speed:

Details. ..

IPv4 Connectivity:

Mo Internet access
Mo Internet access
Enabled

2days 19:42:15
100.0 Mbps

Received

2,837,648

Figure 5.51: Hactpoiika ctatuueckoro [P-agpeca

4. BruibepuTte nyHKT Internet Protocol Version 4 (TCP/IPv4) u HaXXMuUTe Ha KHOIIKY Properties.
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MNetwarking

Connect using:
E Realtel RTL8135C+ Fast Ethemet NIC

This connection uses the following tems:

& Client for Microsoft Networks

g File and Printer Sharing for Microsoft Networks
181 005 Packet Scheduler

[] & Microsoft Metwork Adapter Muttiplexor Protocol
<& | inlc-Layer Topology Discovery Mapper /0 Driver
- |inl-Layer Topology Discovery Responder

-4 lntemet Protocol Version & (TCP/IPvE)

Uninstall Properties

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area networlc protocol that provides communication
across diverse interconnected networks.

Figure 5.52: Hactpoiika ctatudeckoro [P-agpeca

5. Beibepute nyHKT Use the following IP address v BBeOUTe 3HAYEHUS B IOJISA:

* [P agpec TeKyIlero cepeepa

* [P agpec Macku IOOceTH

* IP agpec uuo3a

» IP agpec npepnoutuTtensHOro DNS-cepsepa
* IP agpec ansrepHaTtuBHOro DNS-cepBepa
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General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

(® Use the following IF address:

[P address: 192 .

Subnet mask: 255 .

Default gateway: 192 .

() Obtain DNS server address automatically

(@) Use the following DMS server addresses:

Preferred DMS server: 192,188 . 3 . 63

Alternate DNS server: 192,168 . 1 . 1

[ ] validate settings upon exit

Figure 5.53: Hactpoiika ctatudeckoro [P-anpeca

6. CoxpaHHUTE BCe U3MEHEHUS.
IlepenMmeHoBaHHE cepBepa

1. Otkpoiite Control Panel u nepeligute B nogpa3nen System.
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v Control Panel » All Control Panel ltems »

v & | | Search Control Panel

Adjust your computer's settings

P Action Center
Credential Manager
@ Devices and Printers
,_R Fonts
§$ Language
Phone and Modem
@ RemotefApp and Desktop Connections
@ Text to Speech
&3 Windows Update

Administrative Tools
Date and Time
B Display
Internet Options
F Mouse
a Power Options
ﬂ Sound
Troubleshooting

[ AutoPlay

Default Programs

@ Ease of Access Center

€, iSCSl Initiator

;‘é Network and Sharing Center
ﬂ Programs and Features

* User Accounts

View by:  Smallicons ~

B Color Management
& Device Manager

Folder Options

&2 Keyboard

O3 Motification Area lcons
@ Region

Taskbar and Mavigation
o Windows Firewall

Figure 5.54: [lepeuMeHOBaHuE CepBEpPa

2. Haxwmute Ha Change Settings.
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- 1 ‘n&l v Control Panel » All Control Panel ltems » System W G| | Search Control Panel P |

Control Panel Home . .. .
View basic information about your computer

@ Device Manager
@ Remote settings

Windows edition

Windows Server 2012 R2 Standard

@ Advanced system settings © 2013 Microsoft Corporation. All rights reserved, ==WW| nd ows Server°201 2 RZ

System
Processon QEMU Virtual CPU version 1.1.2 2.00 GHz (4 processors)
Installed memory (RAM): 8,00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, demain, and workgroup settings

Computer name: WIN-PHBE2155G6EP I@Change settings

Full computer name: WIN-PHB2155G6EP
Computer description:

‘Workgroup: WORKGROUP
Windows activation
Windows is not activated. FRead the Microsoft Software License Terms

Product |0 (RISl S - a——— Activate Windows

See also
Action Center
Windows Update

Figure 5.55: [lepeuMmeHOBaHuEe CepBepa

3. TlepetipuTe Bo BKiagky Computer Name u HaxXMHUTe Ha KHONKy Change.
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Computer Name | Hardware | Advanced | Remote

Computer description:

Full computer name:

Workgroup:

To rename this computer or change ts domain or
workcgroup, click Change.

@' Windows uses the following information to identify your computer
on the networl.

For esxample: "115 Production Server” or
"Accounting Server”.

WIN-PHB2155G6EF
WORKGROUP

Figure 5.56: [lepeuMmeHOBaHuEe cepBepa

4. Ykaxute uMs Bariero ceppepa.
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You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:
sp-domain|

Full computer name:
sharepoint

Member of
() Domain:

(®) Worlkgroup:
WORKGROUP

Figure 5.57: IlepeumeHrOBaHue cepsepa

5. CoxpaHuTe BCe U3MEHEHUS.

5.9.3.2 YcrtaHoBKa SQL Server

1. 3anyctuTe MacTep yctaHoBKU SQL Server.
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Planning Mew SOL Server stand-alone installation or add features to
an existing installation

Installation
Launch a wizard to install SOL Server 201210 a

Maintenance non-clustered environment or to add features to an existing

SOL Server 2012 instance.
Tools

R Upgrade from SOL Server 2003, SCL Server 2008 or SCL
e Server 2008 R2

Options Launch a wizard to upgrade 50L Server 20035, SOL Server
2008 or SQL Server 2008 R2 to SQL Server 2072,

F SOL Server 2012

Figure 5.58: Ycranoska SQL Server

2. B mare Installation Beibepute myHKT New SQL Server stand-alone installation or add features to
an existing installation
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Planning Mew SCL Server stand-alone installation or add features to

an existing installation

Launch a wizard to install SCOL Server 2012 in a
Maintenance non-clustered environment or to add features to an existing

S0L Server 2012 instance.

Tools

R Upgrade from SOL Server 2003, SCL Server 2008 or SCL
e Server 2008 R2

Options Launch a wizard to upgrade 50L Server 20035, SOL Server
2008 or SQL Server 2008 R2 to SQL Server 2072,

F ﬁﬁﬂf Server2012

Figure 5.59: Ycranoska SQL Server

3. IMpumute YCII0OBUA JTULIEH3XMOHHOI'O COT'JIallIeHNnd.
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Sl SQL Server 2012 Setup == -

License Terms

To install SQL Server 2012, you must accept the Microsoft Software License Terms.

License Terms

MICROSOFT SOFTWARE LICENSE TERMS :
Product Updates =
Install Setup Files MICROSOFT SQL SERVER 2012 EXPRESS
These license terms are an agreement between Microsoft Corporation (or based on where you
live, one of its affiliates) and you. Flease read them. They apply to the software named above,
which includes the media on which you received it, if any. The terms also apply to any Microsoft
» updates,
» supplements,
+ Internet-based services, and
- cunnnit servires w
==
Copy  Print

| | accept the license terms.

0 Send feature usage data to Microsoft. Feature usage data includes information about your hardware
cenfiguration and how you use SQL Server and its components.

See the Microsoft SOL Server 2012 Privacy Statement for more information.

< Back Mext = | ‘ Cancel

Figure 5.60: Ycranoska SQL Server

4. Bribepute oOHOBIeHUEe SQL Server (OMIIMOHAILHO).
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Product Updates

Always install the latest updates to enhance your SQL Server security and performance.

License Terms
Product Updates
Install Setup Files Name

[ Include SOL Server product updates

Size (MB) More Information

50L Server 2012 5P1 GDR Setup ... |26 KB 2793634

1 updates (26 MB) found online.
The Setup updates (26 MB) will be installed when you click Next.

Read cur privacy statement cnline

Learn more about SOL Server product updates

Figure 5.61: Ycranoska SQL Server

5. B mare Feature Selection y6enutech, 4TO BKJIIOUEHH TpeOyeMrie ¢iaru.




ARTA SYNERGY Administrator Manual 170/ 229

= SQL Server 2012 Setup == -

Feature Selection

Select the Express features to install.

Setup Support Rules Features: Feature description:
Feature Selection The configuration and operation of each ~
Installation Rules Database Engine Services instance feature of a SQL Server instance is
G R SQL Server Replication isolated from other SOL Server |nst.ances.
SOL Server instances can operate side-by-
- - Shared Features .
Disk Space Requirements ) o side on the same computer.
) ) S0L Client Connectivity SDK
EpE i A Redistributable Features

Database Engine Configuration

b
Error Reporting Prerequisites for selected features:
Installat?un Configuration Rules Already installed:
Installation Progress Microsoft MET Framework 4.0
Complete i Windows PowerShell 2.0
To be installed from media:
L. Microsoft Visual Studic 2010 Shell
| Select All | | Unselect All|
Shared feature directony: |C:\Program Files\Microsoft SOL Server', | III
Shared feature directory (x36): |C:\Program Files (x86)\Microsoft SOL Serverl, | III

| < Back ‘ ‘ MNext > | | Cancel ‘ ‘ Help |

Figure 5.62: Ycranoska SQL Server

6. B mare Instance Configuration yKaxuTe uMs 1 UOeHTUDUKATOP IJI 3K3eMIyisipa Oyaymrero SQL
cepBepa. O0s13aTeIHLHO COXPaHUTE 3HaUeHMe 1o Instance ID, oHO noHamoOuTcs BaM B ganbHeNIen
HacTpoiike Microsoft SharePoint Foundation.
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Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

Setup Support Rules

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Error Reporting

Installation Configuration Rules
Installation Progress

Complete

(0 Default instance

® Named instance: |SQLExpress

Instance ID: | SOLEXPRESS

Instance root directory: |C:\Program Files\Microsoft SOL Servert,

SOL Server directory: C\Program Files\Microsoft SOL Server\MS5QL11.50LEXPRESS

Installed instances:

Instance Mame Instance [0

7. Bmare Server Configuration BeIOepuTe y4eTHEIE 3anucu ciyk0 oynyiero SQL cepBepa (OMIIMOHAIIBEHO)

Figure 5.63: Ycranoska SQL Server
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Server Configuration

Specify the service accounts and collation configuration.

Setup Support Rules Service Accounts | Collation

Feature Selection
Installation Rules

Microsoft recommends that you use a separate account for each SQL Server service.

Instance Configuration Service Account Name Password Startup Type

Disk Space Requirements NT Service\MS50QLS50L... Automatic
Server Configuration SOL Server Browser NT AUTHORITYALOCAL ... Disabled

Database Engine Configuration
Error Reporting

Installation Configuration Rules
Installation Progress

Complete

Figure 5.64: Ycranoska SQL Server

8. B mare Database Engine Configuration 3apmaiiTe peXuM IIPOBEPKU MOAJIMHHOCTHU U BHIOEPUTE
agMuHUCTpPaTOopPoB O6ymyiiero SQL cepBepa (OmLMOHATBHO).
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Database Engine Configuration

Specify Database Engine authentication security moede, administrators and data directories.

Setup Support Rules Server Configuration | Data Directories | User Instances | FILESTREAM
Feature Selection
Installation Rules Specify the authentication mode and administrators for the Database Engine.

Instance Configuration Authentication Mode
s ®) Windows authentication mode
Server Configuration

Error Reporting Specify the password for the SOL Server system administrator (sa) account.

() Mixed Mode (SOL Server authentication and Windows authentication)

Installation Configuration Rules Enter password: |

Installation Progress

Complete Confirm password: |

Specify SQL Server administrators

SP-DOMAINYAdministrator (Administrator) S0L Server administrators

have unrestricted access
to the Database Engine.

Add Current User H Add... H Remove |

Figure 5.65: Ycranoska SQL Server

9. B mare Error Reporting ykaxkuTe, )XejaeTe Jii Bbl oTIIpaBnsaTh oT4YeTH 00 omubkax SQL cepBepa
Ha KOPIIOPaTHUBHBINA CEPBEP OTYETOB (OIMIIMOHATBHO).
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Sl SQL Server 2012 Setup == -

Error Reporting

Help Microsoft improve SQL Server features and services.

Setup Support Rules Specify the information that you would like to automatically send to Microsoft to improve future releases
of SQL Server. These settings are optional. Microsoft treats this information as confidential. Microsoft
may provide updates through Microsoft Update to modify feature usage data. These updates might be
downloaded and installed on your machine automatically, depending on your Automatic Update
Instance Configuration settings.

Feature Selection

Installation Rules

Disk Space Requirements
Server Configuration
See the Microsoft SOL Server 2012 Privacy Statement for more information.

Database Engine Configuration

Error Reporting Read mere about Microsoft Update and Automatic Update.

Installation Configuration Rules

Installation Progress Send Windows and SQL Server Error Reports to Microsoft or your corporate report server. This setting

Complete only applies to services that run without user interacticn.

| < Back ‘ ‘ MNext > | | Cancel ‘ ‘ Help

Figure 5.66: Ycranoska SQL Server

10. Tlocrne ycremHoM yCTaHOBKM MacTep yCcTaHOBKU SQL cepBepa 0TOOPa3uT OKHO MOATBEPKIEHUS.
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Complete

Your SQL Server 2012 installation completed successfully with product updates.

S Ll Information about the Setup operation or possible next steps:

Feature Selection
Feature Status

) ) & Database Engine Services Succeeded
oL LT () SOL Server Replication Succeeded
Disk Space Requirements (9 50L Browser Succeeded
Server Configuration () SOL Wiriter Succeeded
(& SOL Client Connectivity Succeeded

SOL Client Connectivity SDK Succeeded

Installation Rules

Database Engine Configuration

Error Reporting
Installation Configuration Rules

Installation Progress Details:

Complete Viewing Product Documentation for SQL Server

Only the components that you use to view and manage the documentation for SQL Server have
been installed. By default, the Help Viewer component uses the online library. After installing
SQL Server, you can use the Help Library Manager component to download documentation to
your local computer. For more information, see Use Microsoft Books Online for SQL Senver
<http://go_microsoft. com/fwlink/?LinklD=224683=.

Summary log file has been saved to the following location:

CAProgram Files\Microsoft SOL Server' 110%Setup Bootstrap\loghZ0160808 123305\Summary sp-
domain 20160808 123305t

Figure 5.67: Ycranoska SQL Server

11. Ilepe3arpy3uTe KOMIILIOTED.

12. Tlocne mepe3arpy3ku KoMmbioTepa yoeaurech, 4To SQL cepBep 3amyiieH. [ 3TOTO OTKPOMTE
SQL Server Configuration Manager.
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Import and Export Data (64... NEW

5QL Server Configuration Mana_.

SQL Server Error and Usage... NEW

SQL Server Installation Cent.. NEW

Figure 5.68: Ycrarnoska SQL Server

13. Bribepute Homy SQL Server Services u ybemutech, 4To SQL cepBep HaXOOUTCSI B aKTMBHOM
COCTOSTHUH.
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[ .. 50L Mative Client 11.0 Configuration (321
[ _E_ S0L Server Metwork Configuration
[ .. 50L Native Client 11.0 Configuration

ﬁSQL Server Browser

Stopped

Other (Boot, Syste...

= Sql Server Configuration Manager o || B &
File Action View Help
= # = H
48 s0L Server Configuration Manager (Local) Name State Start Mode Log On As Process ID Servi
H SOL Server Services | R S0L Server (SQLEXPR... Running Automatic MNT Service\MSS0L.. 1068 saL
4. SQL Server Network Configuration (32bit|| B SQL Server Agent (5..  Stopped Other (Boot, Syste.. ~ NT AUTHORITY\NE... 0 soL

NT AUTHORITWLO.. 0

Figure 5.69: YcranoBka SQL Server

5.9.4 YctaHoBKa M HacTtpouka Microsoft SharePoint Foundation

5.9.4.1 YcTtaHoBKa npepekBusutoB Microsoft SharePoint Foundation

ITepen HayaioM HEMTOCPENCTBEHHOM ycTaHOBKM Microsoft SharePoint Foundation Heo6xogumMo yCTaHOBUTH

BCe Tpeﬁym]lH/IeCH IIPEPEKBU3UTEIL. B xome ux YCTAaHOBKHW MOI'YT BOSHHKATh HEKOTOPEIE ommOku. B

cJly4dae, eCjid yCTaHOBKA IIPEPEeKBU3UTOB 3aBePIIUJIaCh HEYCIeIIHO, IToXKayicTa, HalauTe Barny omubKy
U IPOBEUTE PSII MEP 10 €€ YCTPAHEHUIO, OMTUCAHHLIN B COOTBETCTBYIOIIEM Pa3/elie HAaCTOSIIeH HHCTPYKIINH

PaccMoTpuM anropuTM YCTaHOBKY IIpepekBU3UTOB Microsoft SharePoint Foundation.

1. 3anyctute MacTepa yctranoBku Microsoft SharePoint Foundation u Haxxmute Install software pre-

requisites.
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SharePoint Foundation 2013

Prepare
Review hardware and software reguirements
Read the installation guide

Read the upgrade guide

Install
Install software prerequisites

Install SharePoint Foundation

Other Information
Visit Windows Update
Visit product website

Figure 5.70: YcranoBka npepekBu3uToB Microsoft SharePoint Foundation

2. MacTep yCTaHOBKM OTOOPa3UT CIIMCOK MPEPEKBU3UTOB, HEOOXOUMEIX [JIST IIOCTIEAYIOMIEH YCTaHOBKHU
Microsoft SharePoint Foundation.
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Microsoft® SharePoint® 2013 Products Preparation Tool -

Welcome to the Microsoft® SharePoint® 2013
Products Preparation Tool

The Microsoft® SharePoint® 2013 Products Preparation Tool checks your computer for
required products and updates. it may connect to the intemet to download products from the
Microsoft Download Certer. The tool installs and configures the following products:

|+ Microzoft WET Framework 4.5 ~
* Windows Management Framework 3.0

* Application Server Role, Web Server ([15) Role

* Microsoft SGL Server 2008 R2 SP1 Mative Cliert

* Windows |dentity Foundation (KBS74405)

* Microsoft Sync Framework Rurtime v1.0 SP1 &c64)
+ Windows Server AppFabric

+ Microsoft [dentity Extensions

* Microsoft Information Protection and Cantrol Client
* Microsoft WCF Data Services 5.0

* Microsoft WCF Data Services 5.6

* Cumulative Update Package 1 for Microsoft AppFabric 1.1 for Windows Server A

Leam more about these prereguisites

< Back Mead = | | Cancel

Figure 5.71: YcranoBka npepekBu3uToB Microsoft SharePoint Foundation

3. IlpumMuTe yCIOBUS IUIIEH3MOHHOTO COTJIAIIEHUS.
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Microsoft® SharePoint® 2013 Products Preparation Tool -

License Terms for software products.

This solution requires that you install each of the following software modules and agree to their license terms. Please
review the license terms.

MICRCSCEFT SCFIWARE LICENSE TEEMS [

Below are two sets of License Terms that cover ten different Microsoft
products. The products covered by these license terms are:

LICENSE 1
Microsoft Windows Identity Foundation 1.0
Microsoft Windows Management Framework 3.0

LICENSE 2
Microsoft Sync Framework Runtime 1.0 SP1

S e = L1 mmT M= OAAD T AT L S Facl RECRNPEN T

Be sure to carefully read and understand all of the rights and restrictions described in the EULA. You must accept the terms of
the EULA before the products can be downloaded and installed on your computer.

e

| have read, understood, and agreed to the terms of the End User License Agreement(z) and so signify by clicking "l accept the
temms of the License Agreement(s)” and using these products.

| | accept the terms of the License Agreement{s}|

<Back | MNed> | | Cancel

Figure 5.72: YcranoBka npepekBu3uToB Microsoft SharePoint Foundation

4. Tlocre yCIeuHoM yCTAaHOBKU ITPEPEKBU3UTOB HEOOXOIUMO ITepe3arpy3uTh KOMIIBIOTED.
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Microsoft® SharePoint® 2013 Products Preparation Tool -

Your system needs to restart to continue. Press
Finish to restart your system.

|+ Microsoft WET Framework 4.5: equivalent products already installed fno action -
taken)

* Windows Management Framework 3.0: equivalert products already installed {no
action taken)

+ Application Server Role, Web Server ([15) Role: requires restart of the computer to
complete installing

* Microsoft SQL Server 2008 R2 5P1 Mative Client: requires restart of the computerto
complete installing

* Windows |dentity Foundation (KBS74405): requires restar of the computerto
complete installing

* Microsoft Sync Frameworke Runtime v1.0 5P1 &64): installed successfully

* Windows Server AppFabric: installation emor

* Microsoft |dentity Extensions: Installation skipped

* Microsoft Information Protection and Control Client: Installation skipped
¢ Mirrnonft WITE Neta Sanvicrae R - Inetsll=tine elrinmnad

Review the log file

< Back Firizh | | Cancel

Figure 5.73: YcranoBka nnpepekBu3uToB Microsoft SharePoint Foundation

IIpepeKBU3MUTHI OJIsI CAaMOCTOSTE/IbHOT0 CKaYHBaHUS
Microsoft .NET Framework version 4.5

Windows Management Framework 3.0

Microsoft SQL Server 2008 R2 SP1 Native Client

Microsoft Sync Framework Runtime v1.0 SP1 (x64)
Microsoft AppFabric 1.1 for Windows Server

Windows Identity Foundation (KB974405)

Windows Identity Extensions

Microsoft Information Protection and Control Client (MSIPC)
Microsoft WCF Data Services 5.0

Cumulative Update Package 1 for Microsoft AppFabric 1.1 for Windows Server (KB 2671763)

5.9.4.2 YcTtaHoBKa Microsoft SharePoint Foundation

[Nocne ycnemnHo# yCTaHOBKY IIPEPEKBU3UTOB BEI MOXKeTe IPUCTyIIaTh K HEIIOCPEICTBEHHOMN YCTAaHOBKE
Microsoft SharePoint Foundation. ITpu aTom y6eguTtecsh, uTo SQL Server 3amyliieH.



http://go.microsoft.com/fwlink/p/?LinkId=250950
http://go.microsoft.com/fwlink/p/?LinkId=273961
http://go.microsoft.com/fwlink/p/?LinkId=254815
http://go.microsoft.com/fwlink/p/?LinkID=224449
http://www.microsoft.com/en-us/download/details.aspx?id=27115
http://go.microsoft.com/fwlink/p/?LinkID=226830
http://go.microsoft.com/fwlink/p/?linkid=252368
http://go.microsoft.com/fwlink/p/?LinkID=219568
http://www.microsoft.com/en-us/download/details.aspx?id=29306
http://support.microsoft.com/kb/2671763
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1. TloBTOPHO 3amycTUTe MacTepa ycraHoBKu Microsoft SharePoint Foundation u mHaxkmurte Install
SharePoint Foundation.

SharePoint Foundation 2013

Prepare
Review hardware and software requirements
Read the installation guide

Read the upgrade guide

Install

Install software prerequisites
Install SharePoint Foundation
Other Information
Visit Windows Update

Visit product website

Figure 5.74: YcranoBka Microsoft SharePoint Foundation

2. IlpuMuTE YCIOBUS JIMIIEH3UOHHOTO COTIAIIEeHUS.
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5 Microsoft SharePoint Foundation 2013 .

o

Read the Microsoft Software License Terms

To continue you must accept the terms of this agreement. If you do not want to accept
the Microsoft Software License Terms, close this window to cancel the installation.

MICROSOFT SOFTWARE LICEMSE TERMS .
MICROSOFT SHAREPOIMNT FOUMNDATION 2013

MICROSOFT 5QL SERVER 2008 R2 EXPRESS

These license terms are an agreement between Microsoft Corporation (or
based on where you live, one of its affiliates) and you. Please read them.
They apply to the software named above, which includes the media on
which you received it, if any. The terms also apply to any Microsoft

* updates,

= supplements,

« Internet-based services, and

= support services

for this software, unless other terms accompany those items. If so, those
terms apply.

By using the software, you accept these terms. If you do not accept them,
do not use the software.

As described below. usina some features also operates as vour consent to ™

| | accept the terms of this agreement|

Continue

Figure 5.75: YcrarnoBka Microsoft SharePoint Foundation

3. BeiGepurte manky s XpaHeHus (aiIoB HHAEKCa IOKXCKa (110 YMOJTYaHUI0 OHU OyIyT COXPaHSAThCS
B KopHeBoM nanke OC).
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Data Location

Data Location

If you intend to use this computer as a search server, the search index files will be
stored on the local hard drive. These files can be very large, so ensure that there is
sufficient free space on the selected drive. To change where Microsoft SharePoint
Foundation 2013 will store its search index files, click Browse, and then select the
lacation,

Browse...

Figure 5.76: YcranoBka Microsoft SharePoint Foundation

4. MacTep yCcTaHOBKH 0TOOpa3UT OKHO MacTepa KoHpurypanuu. YOemutecwh, uto ¢dnar Run the
SharePoint Products Configuration Wizard BKIIO4eH, U HaXXMHUTe Ha KHONKY Close.
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Run Configuration Wizard

To complete configuration of your server, you must run the SharePoint Products
Configuration Wizard.

||E Bun the SharePoint Products Configuration Wizard now. |

Figure 5.77: YcranoBka Microsoft SharePoint Foundation

5. Tlocne 3akphITUA OKHa aBTOMaTHUYeCKM OTKpoeTcsa MacTtep KoHpurypanuu SharePoint.
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Figure 5.78: YcranoBka Microsoft SharePoint Foundation

6. [To HaxkaTwio Ha KHONKY Next oTo6pa3uTCcs OKHO AJIsI HOATBEPIKOEHUS 0 BO3MOXKHO HE0OXOOAUMOCTHU
nepe3anycka unu copoca ciyxko0:

e cryxO0ur I1IS;

* cnyx0a agMuHECTpUPOBaHus SharePoint;
* ciyx0a TaiMepa SharePoint.

IMopTBEepOuUTE MEHCTBHUE.
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The following services may have to be started or reset during
configuration:

Internet Information Services
SharePoint Administration Service
SharePoint Timer Service

Choose yes to restart the services if required and continue with the
configuration wizard or no to exit the configuration wizard.

Figure 5.79: Ycranoska Microsoft SharePoint Foundation

7. Co3paiiTe HOBYIO epMy cepBepoB. st aToro BhibepuTe nyHKT Create a new server farm.
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Figure 5.80: YcranoBka Microsoft SharePoint Foundation

8. YkaxuTe cepBep 0a3 HaHHBIX, @ TAK¥XKe JIOTUH U IAaPOJIb YUTATEIS OTYETOB.
CepBep 6a3 maHHBIX IOJIXKeH OLITH BBEMIEH B (popmaTe:

%UMA_KOMMbIOTEPas %MneHTM(bVI KaTop_aKseMnnﬂpa_SQL_cepBepa%
roe:

* %UMA_KOMNblTEpa% - Server Manager — Local Server - Computer name;

* SuaeHTudukatop >sk3emnnapa SQL cepsepa% - Instance ID, coxpaHeHHEBIH IIpK ycTaHOBKe SQL
cepsepa (1. 6).
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SharePoint Products Configuration Wizard

Specify Configuration Database Settings

pleaseseehelp,

Allserversinaserver farmmust share a configuration database. Typethe database server and database
name. If the database does not exist, itwill be created. To reuse an existing database, the database must be
empty. For additional information regarding database server s ecurity configuration and network aocess

Database server |sp-domain\SQLEXPRESS|

Databasename: |SharEPDint_Cnnﬁg

Specify Database Access Account

Select an existing Windows account that this machine will always useto connecdt to the configuration
database. If yourconfiguration databaseis hosted on anotherserver, youmust specify a domain account.

Typetheusernamein the form DOMAIN\User_MName and passwardforthe account.

Username: |.-5.|:|ministrat|:|r

Password: |...............

< Back

Mext =

Cancel

Figure 5.81: YcranoBka Microsoft SharePoint Foundation
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B Server Manager o [TxT]

Server Manager * Local Server -®@ 1 P Manage  Toos

PROPERTIES
Dashboard For sp-domain TASKS
Local Server
[Computer name sp-domai Never
W& All Servers Domain synergytm Not configured
ADDS Never
1 App Server
& DNS Windows Firewall Domain: On ws Error Reporting off
5 File and Storage Services b Remote management Enabled erience Improvement Program Nt participating
o s Remote Deskiop Enabled ecurity Configuration on .
L NIC Teaming Disabled (UTC-08:00) Pacific Time (US & Canad)
&l Remote Access Ethemet 92168363, IPv6 enabled Not activated
Operating system version  Microsoft Windows Server 2012 R2 Standard Processors QEMU Virtual CPU version 112, QEMU Virtual CPU version 1.1.2, QEMU Virtual CPU version 1 Virtual CPU version 1.12
Hardware information Bochs Bochs sce
39.66 GB
EVENTS
Al events | 608 tota TASKS
Flter » @
Server Name 1D Source Log Date and Time
SP-DOMAIN 5586 Eror  Microsoft-SharePoint Products-SharePoint Foundation Application 8/10/2016 10:35:36 AM =
SP-DOMAIN 5586 Eror M Application 8/10/2016 10:35:36 AM
SP-DOMAIN 5586 Eror  Microsoft-SharePoint Products-SharePoint Foundation Application 8/10/2016 10:35:20 AM
SP-DOMAIN 5586 Eror M i Application 8/10/2016 10:3203 AM
SP-DOMAIN 5586 Eror  Microsoft-SharePoint Products-SharePoint Foundation Application £/10/2016 10:3203 AM
SP-DOMAIN 5566 Error Application 8/10/2016 10:31:47 AM
SP-DOMAIN 5586 Error M tion _Aoolication 8/10/2016 1000:48 AM 2
SERVICES
Al services | 169 total
fiter o ®~
Server Name | Display Name Service Name Status | Start Type
SP-DOMAIN ~ Application Layer Gateway Service AL Stopped Manual =l
SP-DOMAIN  Application Host Helper Service AppHostve Running  Automatic
0 nouan e Binning Manul Coincere) ~

~EYl

[e] Tk

Figure 5.82: M5 KkoMObioTEpa
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Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

Setup Support Rules

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Error Reporting

Installation Configuration Rules
Installation Progress

Complete

(0 Default instance

® Named instance: |SQLExpress

Instance ID: | SOLEXPRESS

Instance root directory: |C:\Program Files\Microsoft SOL Servert,

SOL Server directory: C\Program Files\Microsoft SOL Server\MS5QL11.50LEXPRESS

Installed instances:

Instance Mame Instance [0

Figure 5.83: Upgentudukarop sk3emnisapa SQL cepBepa

9. 3apmaiiTe maponbHYIO Qpasy.
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Figure 5.84: YcranoBka Microsoft SharePoint Foundation

10. 3apmaiiTe HOMep nopTa. MOXKHO KCIIOIbB30BATh CIIYUYaMHEIM HOMEpP IIOPTa, HO B KaYeCTBe IIOpTa
IS caliTa amfMUHUCTPUPOBaHUS NponykKToB SharePoint cepsep Team Foundation Server Bcerma
ucnomns3osan 17012.
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SharePoint Products Configuration Wizard

you dao not specify a port number, a random one will be chosen.

Specify port number: | 17012

Configure Security Settings

Configure SharePoint Central Administration Web Application

A SharePoint Central Administration Web Application allows youta manage configuration settings for a server
farm. Thefirst server added to a serverfarm must host this web application. To specify a port numberforthe
web application hosted on this maching, chedk the box below and type a number between 1 and 65535, If

Kerberos isthe recommended security confiquration to use with Integrated Windows authentication. Kerberos
requires special configuration by the domain administrator. NTLM authentication will work with amy
application pool account and the default domain configuration. Showmemore information.

Choose an authentication provider far this Web Ap pliction.

() NTLM

() Negotiate (Kerberos)

< Back

Mext =

Cancel

Figure 5.85: YcranoBka Microsoft SharePoint Foundation

11. ITonTBepauTe KoHpurypamuo SharePoint.
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Figure 5.86: YcranoBka Microsoft SharePoint Foundation

12. Tlocne ycmemrHOTo 3aBepPUIEHUST MacTep OTOOPA3UT OKHO IMOATBEPXKIEHUS.
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SharePoint Products Configuration Wizard e -

Configuration Successful

The follawing configuration settings were successfulty applied:

m Configuration Database Server |s|:|-|:||:|main'|5QLE3{PRESS |
m Configuration Database Name |5harePnint_Cnnﬁg |
m Hostthe Central Administration Web Appliction |‘IE5 |
m Central Administration LRL |htu::ffspdnmain: 17012/ |
m Authentication provider |N'|'LM |

Click Finish to dosethis wizard and launch the SharePoint Central Administration website to continue
configuring your SharePaointinstallation. The users may be prompted by theirweb browserforthe username
inthe form DOMAIN\User_Name and password to access the site. At that prompt, enterthe credentials that
youusad to logonto this computer. Add this siteto thelist of trusted sites when prampted.

Finish

Figure 5.87: YcrarmoBka Microsoft SharePoint Foundation

5.9.4.2.1 Mpo6nembl npu yctaHoBke Microsoft SharePoint Foundation n nytu ux peweHus
5.9.4.2.1.1 .NET Framework 4.6

ITpu nonbITKe ycTaHOBUTHL Microsoft SharePoint Foundation Ha KoMIIbI0TED, UMEIOLINY IPeNyCTaHOBJIEHHBI!
.NET Framework Bepcuu 4.6 unu 4.6.1, ycTaHOBKa 3aBEPIIUTCS HEYCHEITHO. AITMUHUCTPATOPY 0TOOPa3UTCS
omubKa C TEKCTOM:

Setup is unable to proceed due to the following error(s):
This product requires Microsoft .Net Framework 4.5.

Takas nmpo6Giema Bo3HUKaeT noToMy, 4yTo Microsoft SharePoint Setup ne nmonpepxkusaetr .NET Frame-

work 4.6 unu 4.6.1.

Insa ycmemmHo# yctaHoBku SharePoint Heo6xommmo mouHu3uTh Bepcuio .NET Framework ogHuM u3
CIIEeIYIOUINX CIIOCO00B:
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1 cnoco® (pexoMeHayeTCs1)

1. Ypanute .NET Framework coryacHo ero Bepcuu u yctanopineHHou OC.

e NET Framework 4.6:

- Windows Vista SP2, Windows 7 SP1, Windows Server 2008 SP2, Windows Server 2008 R2
SP1 - ygpanute Microsoft. NET Framework 4.6 u3 Control Panel - Programs and Features.

- Windows 8, Windows Server 2012 - ymanute Update for Microsoft Windows (KB3045562) u3
Control Panel — Installed Updates.

- Windows 8.1, Windows Server 2012 R2 - ymanute Update for Microsoft Windows (KB3045563)
u3 Control Panel - Installed Updates.

e NET Framework 4.6.1.

- Windows 7 SP1, Windows Server 2008 R2 SP1 - ynanute Microsoft. NET Framework 4.6.1 u3
Control Panel — Programs and Features.

- Windows 8, Windows Server 2012 - yonanute Update for Microsoft Windows (KB3102439) u3
Control Panel — Installed Updates.

- Windows 8.1, Windows Server 2012 R2 - ymanute Update for Microsoft Windows (KB3102467)
u3 Control Panel - Installed Updates.

- Windows 10 - ymanute Update for Microsoft Windows (KB3102495) u3 Control Panel — In-
stalled Updates.

2. IlepesarpysuTte KOMIILIOTED.
3. Ckauaiite u ycranosute .NET Framework 4.5.2.

4. 3anycrtute ycranoBky Microsoft SharePoint Foundation.

ITocne ycmemtHo# yctaHoBKu SharePoint Bel MoxkeTe 06HOBUTH .NET Framework mo Bepcun 4.6 unu
4.6.1.

HcTtouHUK
2 cImocoo

[aHHEBI MeTOI He0OXOIMMO UCTI0JIF30BaTh JIUIIG B CTydae, KOTfia IePBHIY C1I0C00 He PEeITiI BHIIIEOTTUCaHHY
npobnemy.
1. 3anycTute pefakTop peectpa regedit.exe oT UMeHU AOIMUHUCTpPATOpAa.

2. V3amenute npaBa Aopmunuctparopa gnsa .NET Framework. [Onsa storo nepetipute B y3en HKEY L
OCAL_MACHINE\SOFTWARE\Microsoft\NET Framework Setup\NDP\v4.

3. HaxXMuTe mpaBOi KHOITKOM MBIIIX MO Y371y V4 U BEIOEPUTE IIYHKT MeHIo Export. O0si3aTeIbHO
COXpaHUTE SKCIIOPTUPOBAHHYIO KOH(MUTYPAIHMIO, OHA MOHamobuTcss BaMm mmo3gHee.

OmnsaTh HaXXKMHUTE IIPABOM KHOIIKOW MBIIIHY 110 Y371y V4 u BeIOepuTe IMyHKT Permissions.

Haxkmute Ha KHONKY Advanced.

B cTtpoke Owner HaxMuTe Ha KHOIKY Change.

BriGepute AmMUHHCTPATOPa U BKIIouuTe (praxkok Replace owner on subcontainers and objects.

COXpaHI/ITe BCE USMEHEHH.

© ©® N o v s

HOBTOpI/ITe clieoyromuye maru Ojsi BCexX JO4YepPHUX Y3JI0OB HOOEBI v4:

¢ HaxMwuTe mpaBo¥ KHOIIKOHM MEIIIH TI0 Y3IIy U BEIOEPUTE IYHKT Permissions.

* HasuaubTe ApmunuctpaTtopy mpasa Full Control (ctonbeln Access B Tabmuile) U COXpaHUTE
U3MEHEHU .



https://www.microsoft.com/en-us/download/details.aspx?id=42643
https://support.microsoft.com/en-us/kb/3087184
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* B ocHOBHOM 061acTu PejakTopa peecTpa HaXXMHUTE ITPaBOM KHOIIKOM MBI Ha CTPOKY Versions
1 BeIOepuTe MyHKT Modify.

e V3meHuTe 3HaueHue nons Value data Ha 4.5.x (Hanipumep, 4.5.51209) u coxpaHUTE U3MEHEHUS.

10. 3anyctute yctaHoBKy Microsoft SharePoint Foundation.

11. ITocne ycueurHo oTKpHITHUSA MacTepa ycTaHoBKM SharePoint o6HoBuTe .NET Framework mo Bepcun
4.6 unu 4.6.1. 17151 9TOTO ITepelauTe B ITaIlKy C COXpaHEeHHOU KOHUrypanuel us . 3 U OTKPOUTe
ee.

12. ITogTBEepOUTE UMIOPT KOHDUTYpAIIUH.

13. Tlepe3arpy3uTe KOMITLIOTED U IPOHOOJIXKUTE YCTaHOBKY Microsoft SharePoint Foundation.

HcTtouHuK

5.9.4.2.1.2 Error: The tool was unable to install Application Server Role, Web Server (lIS)
Role (Error Code: -2146498298)

[MaHHas ommOKa BO3SHUKAET B CIydYyae HEKOPPEKTHOM KOHGUTYPAIlUM U YCTAaHOBKHU poiei Application
Server u Web Server (IIS).

B TakoM criydae B JIOT X0Ola YCTaHOBKY IpepeKBu3uToB Microsoft SharePoint Foundation 6yoyT mo6aBneHs
crepyrore coo0IIeHUs:

2016-07-27 00:10:00 -Error:The tool was unable to install Application Server
Role, Web Server (IIS) Role.

2016-07-27 00:10:00 -Last return code (0X3E8=1000)

2016-07-27 00:10:00 -Options for further diagnostics:1l.Look up the return
code value 2.Download the prerequisite manually and verify size downloaded by
the prerequisite installer.3.Install the prerequisite manually from the given
location without any command line options.

Ins ycnemHo# yctaHOBKY SharePoint He06X0aUMO BOCIIOIB30BATHCS OGHUM U3 CJIETYIOIINX CIIOCOGO0B:

1 cmoco®

1. 3anyctute KoHcosb Microsoft PowerShell or umeHu ADMUHUCTPATOPAa.

2. BreImosIHUTE B HEM ciaenyrouue KOMaHObI:

Import-Module ServerManager

Add-WindowsFeature NET-WCF-HTTP-Activation45,NET-WCF-TCP-Activation45,NET-

WCF-Pipe-Activation45 -Source E:\Sources\sxs

Add-WindowsFeature Net-Framework-Features,Web-Server,Web-WebServer,Web-Com

mon-Http,Web-Static-Content,Web-Default-Doc,Web-Dir-Browsing,Web-Http-Erro
rs,Web-App-Dev,Web-Asp-Net,Web-Net-Ext,Web-ISAPI-Ext,Web-ISAPI-Filter,Web-

Health,Web-Http-Logging,Web-Log-Libraries,Web-Request-Monitor,Web-Http-Tra
cing,Web-Security,Web-Basic-Auth,Web-Windows-Auth,Web-Filtering,Web-Digest-
Auth,Web-Performance,Web-Stat-Compression,Web-Dyn-Compression,Web-Mgmt-Too
1s,Web-Mgmt-Console,Web-Mgmt-Compat,Web-Metabase,Application-Server,AS-Web-
Support,AS-TCP-Port-Sharing, AS-WAS-Support, AS-HTTP-Activation,AS-TCP-Act

ivation,AS-Named-Pipes,AS-Net-Framework,WAS,WAS-Process-Model,WAS-NET-Envi
ronment,WAS-Config-APIs,Web-Lgcy-Scripting,Windows-Identity-Foundation,Ser
ver-Media-Foundation,Xps-Viewer -Source E:\Sources\sxs

3. Ilepe3arpy3uTe KOMIILIOTEP U MPOAOJIKUTE YCTaHOBKY Microsoft SharePoint Foundation.



http://sharepoint.stackexchange.com/questions/61239/this-product-requires-microsoft-net-framework-4-5/168051#168051
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HcTouHUK
2 crmocoo

[JaHHBIM MEeTO[ IIOBTOPSET IIEPBHU 3a UCKII0UEHNEM TOT'0, UTO BEIIIOJIHSAETCSA He B KOHCOIU Microsoft
PowerShell, a HemocpencTBeHHO U3 uHTEpdelica B Server Manager.

OTtkpotiTe Server Manager u nepeunuTe B nogpas3nei Add Roles and Features.

B mare Installation Type yoenuTecs, 4To BeIOpaH IyHKT Role-based or Feature-based Installation.
B mare Server Selection BribepuTe TpeOyeMBIH cepBED.

B nyukTe Server Roles BribepuTte ponu Application Server u Web Server (IIS).

INMogTBepKpmas cBOU OeUCTBUS, fouauTe Ao mara Confirmation.

o ok Wb oe

Ykaxure nanky, u3 KoTopoi OynyT yCTaHOBIIEHH aHHEIE POJM, HaxKkaB Ha Specify an alternate
source path.

7. YKaxuTte CIeOylouiui Iy Th:
E:\Sources\sxs

8. IlogTBepOuTeE YyCTAaHOBKY poseit Application Server u Web Server (IIS).

9. Tlocne ycremrHo yCTaHOBKY OaHHEIX POJIel IPoOoIXKuTe yCTaHOBKY Microsoft SharePoint Foun-
dation.

HcTouHUK

5.9.4.2.1.3 Error: AppFabric installation failed (Error Code: 1603)

[aunas omubKa MOXKET BO3HUKHYThH IIPU YCTaHOBKe IIpepekBu3uta Microsoft AppFabric 1.1 for Win-
dows Server.

B TakoM ciy4ae B JIOT X0Ola YCTaHOBKY IpepeKBu3uToB Microsoft SharePoint Foundation 6yoyT mo6aBneHs
crepyrole coo0IIeHUs:

2016-07-27 18:20:46 -Process.Start:C:\Windows\system32\msiexec.exe /quiet /nor
estart /i "c:\a0ddcd54d09cab70ef\Packages\AppFabric-1.1-for-Windows-Server-32.
msi" ADDDEFAULT=Worker,WorkerAdmin,CacheClient,Setup /1*vx "C:\Users\COMPUTER-
Name\AppData\Local\Temp\AppServerSetupl 1(2012-06-26 18-20-46).l0og" LOGFILE=
"C:\Users\COMPUTER-Name\AppData\Local\Temp\AppServerSetupl 1 CustomActions(2012-
06-26 18-20-46).1log" INSTALLDIR="C:\Program Files\AppFabric 1.1 for Windows
Server" LANGID=en-US

2016-07-27 18:21:46 -Process.ExitCode:0x00000643

2016-07-27 18:21:46 -AppFabric installation failed because installer MSI retu
rned with error code :1603

[5s1 ee ycTpaHEHUs COeJlaiiTe CIeayolee:

1. Otkpotite Control Panel u nepeiiute B mogpasmen System.
2. Haxwmute Advanced System Settings.

3. HaxwMmuTte Ha KHONIKY Environment Variables.

4

. B Tabnume System variables Bribepute PSModulePath u HaxxMuTe Ha KHOIIKY Edit.



https://tprashanth.wordpress.com/2014/02/26/install-sharepoint-2013-on-windows-server-2012-r2/
https://tprashanth.wordpress.com/2013/06/05/error-when-installing-sql-server-2012-on-windows-server-2012-error-while-enabling-windows-feature-netfx3-error-code-2146498298/
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5. Y6emgurecs, uto nosne Variable value uMmeeT crnenyolllee 3HaUueHUe:

C:\Windows\system32\WindowsPowerShell\v1l.0\Modules\;c:\Program Files\AppF
abric 1.1 for Windows Server\PowershellModules

6. CoxpaHuTe BCe U3MEHEHUS U IPOAOJIKNTE YyCTaHOBKY Microsoft SharePoint Foundation.

HcTtouHUuK

5.9.4.2.1.4 Sharepoint 2013 Products Configuration Wizard Error: Failed to create sample
data

INanHas ommOKa MOKET BO3HMKHYTh IIPU HEOCPEeACTBEHHOM ycTaHOBKe Microsoft SharePoint Foun-
dation.

Ee MOXKHO yCTPaHUTH CJIEQYIOUINM CIIOCOO0M:

ITepeninute B manky C:\Program Files\Windows SharePoint Services\15.0\Data\.
HaxkxMuTe npaBoil KHOIIKOM MBIIM Ha nanky Analytics GUID u BribepuTe yHKT Properties.
Bo Bknmagke Sharing HaxXxMute Ha KHOUKY Advanced Sharing.

Bxmrwouute ¢nar Share this folder u HaxXxMUTe Ha KHOIIKY Permissions.

Haxxmute Ha kKHONKY Add u BBemute WSS ADMIN WPG.

Bxmwouute ¢naxok Full Control onst gaHHOU TPYIIIHL.

N vk w e

CoxpaHuUTe U3MEeHEeHUs U IPOJoIXKuTe ycTaHOBKY Microsoft SharePoint Foundation.

HcTtouHUK

5.9.4.3 HacTtpouka Microsoft SharePoint Foundation

1. Tlocrne 3aKpEITHS OKHA MacTepa aBToMaTU4YeCKU OTKPoeTcs Opay3ep CO CTpaHUIlel aBTOpU3aluu
B aIMUHUCTPATUBHOM NpuioxkeHun Microsoft SharePoint. BBexmuTe jm0TMH U apojib YUEeTHOU
3aIucu.



https://blogs.technet.microsoft.com/praveenh/2013/02/21/sharepoint-2013-prerequisites-fails-with-msi-installer-error-code-1603-while-installing-appfabric-1-1/
http://www.adventuresinsharepoint.co.uk/2013/03/25/configuration-failed-failed-to-create-sample-data/
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Figure 5.88: Hactpoiika Microsoft SharePoint Foundation

2. Tlocne Bxoma 0TOOpPa3uTCs TJIaBHAS CTPAHUIIA aMUHHUCTPAaTUBHOTO ITpUiIoKeHusT Microsoft Share-
Point.
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s g

Central Administration

Application
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System Settings
Monitoring

Backup and Restore
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Upgrade and Migration

General Application
Settings

Apps.
Office 365

Configuration Wizards

2D 0) B nttp:/sp-domain:1 7012/ default.aspx

/N The sharePoint Health Analyzer has detected some critical issues that require your attention. View these issues.

Application Management
Manage web applications
Create site collections
Manage service applications

Manage content databases

Monitoring
Review problems and solutions
Check job status

Security
Manage the farm administrators group
Configure service accounts

"= 1 General Application Settings
Configure send to connections

Office 365
Configure Yammer
Configure OneDrive and Sites links

System Settings

Manage servers in this farm

Manage services on server

Manage farm features

Configure alternate access mappings

% Backup and Restore
t Perform a backup
Restore from a backup
Perform a site collection backup

Upgrade and Migration

Convert farm license type

Check product and patch installation status
Check upgrade status

Apps
Manage App Catalog
Manage App Licenses

4+, Configuration Wizards
AN

System Account~ £ 2

O sare I

Resources
There are currently no favorite links to display. To add a new link, click "Add new link".

4 Add new link

Figure 5.89: Hactpoiika Microsoft SharePoint Foundation

3. s Havana, mobaBuM O6ubmuoTeky Oy padotsl ¢ ARTA Synergy. I 5TOTo Ha’kKMUTE Ha BKJIAAKY

Apps.
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2D 0) B nttp:/sp-domain:1 7012/ default.aspx 0 = || B Home - Central Administra... X
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Figure 5.90: Hactpoiika Microsoft SharePoint Foundation

4. Haxwmute Manage App Catalog.

« |0 T

BROWSE  PAGE

> Apps

Central Administration .
. SharePoint and Office Store

Application Purchase Apps | Manage App Licenses | Configure Store Settings
Management
System Settings & App Management

) Manage App Catalog| Configure App URLS | App Permissions
Monitoring
Backup and Restore
security

Upgrade and Migration

General Application
Settings

Apps.
Office 365

Configuration Wizards

system Accountv £ 2

< sHare

Figure 5.91: Hactpoiika Microsoft SharePoint Foundation
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5. Beibepute nyHKT Create a new app catalog site.

A

L3P D) B nitp://sp-domaini17012/ _sdmin/ManageCorporateCatalog.aspx £ - & || B> Manage App Catalog x @
System Account v &% 2

Manage App Catalog o

Central Administration

Web Application:  https//sp-domain/ -

Application
Management App Catalog Site
The selected web application does not have an app catalog site assodiated to it
System Settings The app catalog site contains catalogs for apps for SharePoint and Office, Use this site to ® Create a new app catalog site
i make apps available to end users
Monitoring PP O Enter a URL for an existing app catalog site
Leam about the app catalog site. e

Backup and Restore
Security

Upgrade and Migration

General Application
settings

Apps
Office 365

Configuration Wizards

(S B

Figure 5.92: Hactpoiika Microsoft SharePoint Foundation

6. YkaxuTe Ha3BaHMeE U ONTUCaAHUEe IIPUJIOZKEHN A, a TaKXKe moOaBbTe AOIMUHHUCTPATOPA U TIOIb30BaTENIEN.
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L2 E) B nitp://sp-domain:17012/_admin/CreateCorporateCatalog.aspx 0 v C|| B Select People and Groups X | &

System Account~ £ 2

O sare I

A~
Central Administration
Application
Management
System settings Web Application o Aomication: o endomat
Select a web application. \Web Application: - hitpy//sp-domain/ =
Moritoring
To creste 3 new web application go to New Web Appliation page.
Backup and Restore prlictens Application pag
Security Title and Description
" Titler
Upgrade and Migration Type a title and description for your new site. The title will be displayed on each page in the
General Application st ynergy
Sattings Description:
Apps SharePoint ys ARTA Synergy integration
Office 265
Configuration Wizards
Web Site Address
Specity the URL name and URL path to create 3 new site,or choosto create a site st
Specific path.
To add 5 new URL Path 9o to the Define Mansged Paths page.
Primary Site Callection Administrator
. User name:
‘Speciy the administrator for this site collection. Only one user login can be provided;
‘security groups are not supported. ‘ SYNERGYO\administrator ‘ &
End Users
. Users/Groups:
Speciy the users or groups that should be sble to see apps from the spp catalog.
Everyone:
Quota Template
Select a predefined quota template to limit resources used for this site collection, Select a quota template:
To add a new quota template, 9o to the Manage Quota Templates page.
Number of invited users:
v

Figure 5.93: Hactpoiika Microsoft SharePoint Foundation

7. Bepuurecsh B Central Administration u Haxxmute Manage web applications.

LD (E0) B hitp:/sp-domain: 7012/ default.aspx £ - &|| B Home - Central Administrat.. X | &

system Accountv £ 2

BROWSE  PAGE O sare I

>

<
o /N The SharePoint Health Analyzer has detected some critical issues that require your attention. View these issues.
Central Administration

Application
Resources

Management Application Management
System Sattings [Manage web applications

Create site collections

Mornitoring Manage service applications
Backup and Restore Manage content databases
security
[ — Monitoring
parce snd Migratien Review problems and solutions
General Application Check job status
Settings
Apps Security
Office 365 Manage the farm administrators group

Canfigure service accounts
General Application Settings
Configure send to connections

Office 365
Configure Yammer
Configure OneDrive and Sites links

Configuration Wizards

System Settings
] Manage servers i this farm
= Manage services on server

Manage farm features
Configure alternate access mappings

4 Backup and Restore
Perform a backup
Restore from a backup
Perform a site collection backup

Upgrade and Migration
Convert farm license type

Check product and patch installation status

Check upgrade status

Apps
Manage App Catalog

Manage App Licenses

4 Configuration Wizards
4}\

There are currently no favorite links to display. To add a new link, click "Add new link".

4 Add new link

Figure 5.94: Hactpoiika Microsoft SharePoint Foundation
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8. Hanipute URL anpec maHHOTO IIPUJIOKEHUS.

3B (E) B nitp:/sp-domain:17012/ _admin/WebApplicationList.aspx O = & || B Web Applications Manage... X |

System Account~  £F 2

O sare I

BROWSE  WEB APPLICATIONS

siomm Manage Festures Blocke File Types

L Managed Potns s remissons

New Extend Delete General Authentication Sef.Senvice Site User  Anomymous Permission

Settings - |1 Senvice Connections | Provide Crestion Web Part Securlty | Policy  Poliy  Poiiey.
Contribute Manage Securty Poiicy
Central Administration Name URL Port

Application SharePoint - 80 httpy/sp-domairy | 80
Management SharePoint Central Administration v4 httpy//sp-domain:17012/ 17012

System Settings
Monitoring

Backup and Restore
security

Upgrade and Migration

General Application
Settings

Apps
Office 365

Configuration Wizards

[

Figure 5.95: Hactpoiika Microsoft SharePoint Foundation

9. Ilepetigute o URL azmpecy U3 npenbayniero myHKTa.
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& 2

System Account

Qe ;o1

Home
synergy
Recent Getting started with your app catalog site
Apps for SharePoint
Apps for Office
App Requests
Site Contents

App Requests

@ rnewitem

v AssetlD Title Edit ContentMarket Giling Markst Sests  RequestedBy  Status  Approved By

There are no items to show in this view of the *App Requests fist

i3 B

Figure 5.96: Hactpoiika Microsoft SharePoint Foundation

10. HaxXMuTE TUKTOTPAaMMY IIeCTEPEHKH U BHIOEPUTE TYHKT Add an app B BHIIAJAIOIIEM CIIUCKE.

System Accountv £ 2

BROWSE  PAGE Shared with... =

Home Edit page
0> =

Site contents

Recent Getting started with your app catalog site Change the laok
Apps for SharePoint Site settings
Apps for Office
App Requests

Site Contents

App Requests

@ rnewitem

v AssetlD Ttle Edit ConentMarket BilingMarket Seats  RequestedBy  Status  Approved By

There are no items to show in this view of the *App Requests” list

e EI

Figure 5.97: Hactpotika Microsoft SharePoint Foundation
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11. Haxwmute Document Library.

< O [y e

system Account» & 2

< sHare

Site Contents - Your Apps

Your Apps Find an app )

Apps You Can Add

From Your Organization Noteworthy
Manage Licenses
Your Requests o
E vl

SharePoint Store
Document Library Custom List Tasks
Popular built-in app Popular built-in app Popular built-in app
App Details App Details App Details

Apps you canadd  newest Name

] = B
Document Library Form Library wiki Page Library Picture Library
App Details App Details App Details App Details

Links Announcements Contacts Calendar
App Details App Details App Details App Details

(S B

Figure 5.98: HacTpoiika Microsoft SharePoint Foundation

12. Ykaxute Ha3BaHue Oymyiien 6MOIMOTEKN.
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System Account~  £* 2

O sHaRe O

~
Home

Site Contents » Your Apps
our s

Apps You Can Add

From Your Organization Noteworthy
Manage Licenses
Your Requests
SharePoint Store:
Document Library Custom List Tasks
Popular built-in app Popular built-in app P
Details Details i .
o e o Adding Document Library *
Apps you can add  Newest Name Pice a name [Nvame: |
You can ac tis ape multiple imes to your ste Give it a
e |[symergy trary |
Advanced Options
s —
Document Library Form Library Wiki Page Library Picture Library
App Details App Details App Details App Details
Q .
Links. /Announcements Conta Calendar
App Details App Details App Details App Details

i3 B

Figure 5.99: Hactpoiika Microsoft SharePoint Foundation

13. HaxwMmuTte Ha BKnIagkKy Apps for SharePoint.

LB EO) B nitp:/sp-domain/_layouts/15/start.asp@_layouts/15/viewlsts.aspx £ - & || B Web Applications Management .

system Accountv £ 2

< sHare

- Site Contents

Recent Lists, Libraries, and other Apps © SITE WORKFLOWS £ SETTINGS [ RECYCLE BIN (0)
Synergy Library
[Apps for sharepaint] App Requests Apps for Office Apps for SharePoint Site Assets
ﬁ Oitems 0 items Oitems 0items
Apps for Office add an app V Modified 27 minutes ago Modified 32 minutes ago Modified 15 minutes ago Modified 32 minutes ago
App Requests ‘ .‘

Site Contents

site Pages Style Library Synergy Library

2items. Oitems [ e
ﬁ Modified 32 minutes ago ‘ Modified 33 minutes ago i O

Modified 1 minute ago

Subsites

@ new subsite

This site does not have any subsites

Figure 5.100: HacTpoiika Microsoft SharePoint Foundation
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14. Haxwmute Ha BKiagky LIBRARY.

O v i s e~ |

B pps for SharePoint - AllA... %
system Accountv £ 2
BROWSE | FILES Qs )

Apps for SharePoint o

Recent @ new app or drag files here
Synergy Library Al Apps  Featured Apps ~ Unavailable Apps ~ +++
Apps for SharePaint
v [ Ttle Name  AppVersion Edit ProductlD  Metadatalanguage  Defoult Metadata Language  Modified  Enabled  Valid App Package
Apps for Office
pp Reaestc There are no files in the view *All Apps
Site Contants

[ oE

Figure 5.101: Hactpotika Microsoft SharePoint Foundation

15. Haxwmurte Library Settings.
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L2 ) B nitp:s/sp-domain/_layouts/15/start aspe/ AppCatalog/Forms/Allitems.aspx EREA )

B Apps for SharePoint - All A... X
System Account~  £¥ 2
BROWSE | FILES | LIBRARY QsHare O

5 Modity View . Curent View: @l ewort o scel o
<) o 73 X IERTAT e
1] Create Column | Al Agps - 2% Open ith Explorer 4

View Quick  Creste Emala RSS  Comnectio FormWen Eoit New Quick | Uibray | Shared  Workfiow

Edt View  NavigeteUp Current Page: L Feed  Outiook Pas.  Ubrary  Step  [settings| With Seftings-
View Format Manage Views Share & Track Connect & Bxport Customize Library Setiings
Recent @ new app or drag files here

Synergy Library

All Apps  Featured Apps  Unavailable Apps
Apps for SharePoint

v [ mte Name AppVesion Edt ProductiD  Metadatalanguage  DefoultMetadatalanguage  Modified  Enabled  Valid Agp Package
Apps for Office

PR There are o files in the view “All Apps

Site Contents

Figure 5.102: Hactpotika Microsoft SharePoint Foundation

16. Haxwmute Versioning settings.

L3P ) B nitp://sp-domain/_layouts/15/start.aspe_layouts/15/listedit.asp?List= %7B1661F206% £ ~ & || BB Document Library Settings

system Accountv £ 2

< sHare

> Apps for SharePoint - Settings

Recent Lt nformation
Synergy Library Name: Apps for SharePoint
Apps for Sharepaint Web Address: Ppfsp-doma
Description: A catalog to store apps for SharePoint
Apps for Offica
App Requests General Settings Permissions and Management Communications
Site Contents.
& List name, description and navigation & Permissions for this document library & RSS settings
& Manage files which have no checked in version
= Advanced settings = Workfion Setings
= Valdation setings
Columns
A column stores ach document in the The following col rrently available in this document library:
Column ik o edt) e Required
Created Date and Time
Modified Date and Time
Title Single line of text
AssetID Single line of text
publisher Name Single line of text
Icon URL Hyperlink or Picture
Description Multiple lines of text
Short Description Single line of text
App Version single line of text
Support URL Hyperlink or Picture
Video URL Hyperlink or Picture
Enabled YesiNo
Category Choice
Featured Yes/No-
Metadata Language Choice
Default Metadata Language Yes/No
Image URL 1 Hyperlink or Picture
Image URL 2 Hyperlink or Picture

Figure 5.103: Hactpotika Microsoft SharePoint Foundation
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17. YcraHoBuTEe 3HaUYEHUS, KaK yKa3aHO Ha PUCYHKE.

L3 ) B nitp://sp-domain/_layouts/15/start.aspe_layouts/15/LstSetng.aspxilist= %781661F206° £ ~ & || B B Document Library Versionin...

system Accountv £ 2

< sHare

- Settings - Versioning Settings

Recent Content Approval
o ‘Speciy whether new tems or changes to existing tems should remain n a draft i i .
Synergy Library Require content approval for submitted items?

Apps for sharePaint O Yes ® No
Apps for Office 5

PP Document Version History _
App Requests ‘Speciy whether @ version is reated each time you edit  fl in this document lbrary. Lear about versions. Create 3 version each time you edit a file in this document library?

O No versioning

Site Contents

® Create major versions
Bample:1,2,3,4

© create major and miner (draft) versions
Bample: 1.0, 11,12, 2.0

Optionally limit the number of versions to retain:
L] Keep the following number of major versions:

71 Keep drafts for the following number of major versions:

Draft tem Security

versions ved. Spec oy, Leam
Who should see draft items in this document library?
@ Any user who can read items
Only users who can edit items
Only users who can approve items (and the author of the item)
Require Check Out
ity whetner Leam.
ey qui out y can be edited?
O Yes. ® No

Figure 5.104: Hactpotika Microsoft SharePoint Foundation

18. BepHuurech Ha3an u HaxxMute Permissions for this document library.
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L3 ) B nitp:/sp-domain/_layouts/15/start asp/_layouts/15/listedit.asp?List=%781661F206% 0 + & || B B Document Library Settings %

System Account~ £ 2

O sare I

- Apps for SharePoint - Settings

Recent List Information
Synergy Library Name: Apps for SharePoint
Web Address: pi/fsp i
Apps for SharePoint e
Description: A catalog to store apps for SharePoint
Apps for Office
App Requests General Settings Permissions and Management Communications
site Contents
8 List name, description and navigation & [Permissions for this document ibran) & RSS settings
@ Versioning settings = Manage files which have no checked in version
8 Advanced settings 8 Workfiow Settings

@ Validation settings

Columns

A column stores document in The following col rrently available in this document library:
Column (clickto edit) Type Required
Created Date and Time
Modified Date and Time

Title single line of text
AssetID single line of text
Publisher Name Single line of text
Icon URL Hyperiink or Picture
Description Multiple lines of text
Short Description Single line of text
App Version single line of text
support URL Hyperiink or Picture
Video URL Hyperiink or Picture
Enabled Ves/No

Category Choice

Featured Yes/No

Metadata Language Choice

Default Metadata Language Ves/No

Image URL 1 Hyperiink or Picture
Image URL 2 Hyperiink or Picture

Figure 5.105: Hactpotika Microsoft SharePoint Foundation

19. Y6emuTecsh, 4TO MOIb30BaTE b MMeeT ITpaBa ypoBHS Full Control. Ods13aTeIbHO COXPAaHUTE UMSI
agMUHUCTPATOPa, OHO MMoHafmobuTcs Bam mo3gHee.
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L3 E) B nitp:/sp-domain/_layouts/15/start asp/_layouts/15/user.aspxlobj=%7816617206%201 O ~ & || B

Permissions: Apps for Share... X
System Account~ £ 2
BROWSE | PERMISSIONS QsHare O

B - Q

Manage Stop Inheriting _ Check
Parent Permissions  Permissions.

Inheritance Check.

Recent /i This library inherits permissions from its parent. (synergy)
Synergy Library

Apps for SharePoint Name Type Permission Levels

Apps for Office Everyone Domain Group Read

User Full Control

App Requests L
Site Contents

Figure 5.106: Hactpotika Microsoft SharePoint Foundation

20. BepHurech Hazan u HaxxMmurte Create column.

LD B 1itp:/sp-domain/_layouts/15/start.aspe_layouts/15/listedit.aspi?List={16617206-8B2E 0 ~ & || BB

Document Library Settings

system Accountv £ 2

< sHare

Icon URL Hyperlink or Picture ~
Description Multiple lines of text
short Description single line of text
App Version single line of text
support URL Hyperiink or Picture
Video URL Hyperiink or Picture
Enabled Yes/No

Category Choice

Featured Ves/No.

Metadata Language Choice

Default Metadata Language Yes/No

Image URL 1 Hyperlink or Picture
Image URL 2 Hyperiink or Picture
Image URL 3 Hyperiink or Picture
Image URL 4 Hyperlink or Picture
Image URL 5 Hyperiink or Picture
Valid App Package Yes/No

Created By Person or Group
Modified By Person or Group
Checked Out To Person or Group

-

8 Add from existing site columns
8 Column ordering
® Indexed columns

Views

Aview of a document library allows you to see a particular selection of items or to see the items sorted in a particular order. Views currently configured for this document ibrary:

View (dick to edit) Default View Mobile View Default Mobile View
All Apps v v v

Featured Apps v

Unavailable Apps v

@ Create view

Figure 5.107: Hactpotika Microsoft SharePoint Foundation
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21. Co3pmariTe KOJIOHKY C Ha3BaHueM synergyld (Single line of text).

L3 D) B nitp://sp-domain/_layouts/15/start.aspe_layouts/15/fldNew.aspiiList=56781661F206% £ ~ & || B B Create Column x

system Accountv £ 2

< sHare

Settings - Create Column o

Recent Name and Type [Column name:

Synergy Library Type s e for s column, andselect || synergyld

the type of information you want to store
Apps for sharePoint inthe column. . .
The type of information in this columnis:

Apps for Office
App Requests O Multiple lines of text
Sita Contants O Choice (menu to choose from)
O Number (1, 1.0, 100)
O Currency (5, % €)
O Date and Time
O Lookup (information already on this site)
O Yes/No (check boxy
O person or Group
O Hyperiink or Picture
O Caleulated (caleulation based on other columns)
O Task Outcome
O External Data

Additional Column Settings Description:

‘Speciy detalled options for the type of
information you selected.

Require that this column contains information:
Oves ®No
Enforce unique values:

Oves @ No
Maximum number of characters:

255

Default value:
@ Text O Calculated Value

4 Addto default view

@ Column Validation

(S B

Figure 5.108: Hactpotika Microsoft SharePoint Foundation

22. TToTopuB nm. 20 co3naiiTe ellle OOHY KOJIOHKY C Ha3BaHueM synergyVersion (Number).
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L2 ) B rieto/sp-domain/_layouts/15/startaspx/_layouts15/fldNew.aspxList=57B16617206% O = G |{[B>Web Applications Management | B> Create Column x .

System Account~  £¥ 2

O sare I

Settings - Create Column o

Recent Mame and Type: [Column name:

Synergy Library Type a name for this column, and select || synergyVersion

the type of information you want to store

Apps for SharePoint in the column.
The type of information in this column is:
#pps for Office O single line of text
App Requests. O Multiple lines of text
Site Contents O choice (menu to choose from)

O Currency (8, %, €

O pate and Time

O Lookup (information already on this site)

O Yes/No (check box)

O Person or Group

O Hyperiink or Pictura

O calculated (calculation based on other columns)
O Task Outcome

O Esternal Data

Additional Column Settings Description:

‘Speciy detailed options for the type of

Require that this column contains information:

Oves @nNe

Enforce unique values:

OvYes ®No

You can specify a minimum and maximum allowed value:
Min: Max:

Number of decimal places:

Default value:
@ Number O Calculated Value

[ Show as percentage (for example, 50%)

i3 B

Figure 5.109: Hactpotika Microsoft SharePoint Foundation

23. Tlepenigute B nogpa3nen Permissions for this document library u yoocTOBEPhTECH, UTO AJIS I0JIb30BATE]T
yKa3aHbl e-mail agpeca. B IpOTUBHOM CiTydae U3MEHEHUs MOKyMEeHTa, COBEPIIIEHHEIE IT0JIb30BaTeIeM
06e3 e-mail, He 6yOyT CUHXpOHU3UpPOBaHbl Mexkay SharePoint u ARTA Synergy.
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- a -
ermissions: Synergy Library ‘QARTA — ‘E}Pa:ana\ Settings ‘ ‘ ok
tem Account - $F 2
Hom
People and Groups + User Information
it iterr | X Delete User from sit
Account
Name
ontent:
E-Mail
Mobile Number
About Me
Department
Job Title
SIP Address
by | System Account Clos
=] . 2 — 1022 AM
E 7 = é HH ‘ < BB g

Figure 5.110: Hacrtpotika Microsoft SharePoint Foundation

5.9.4.4 WuTterpauma Microsoft SharePoint Foundation u ARTA Synergy

s Hadvama HeoOX0OuMO IIPOIINCATh XOCT U NOMEH CepBepPa, Ha KOTOPOM YCTAaHOBJIEH SharePoint, B

datine etc/hosts cepepa ¢ ARTA Synergy. 9Tu maHHBIE MOXKHO IIOCMOTPETD B Server Manager — All
Servers

localhost

localhost ip6-localhost ip6-loopback

ip6-allnodes
ffez::2 ip6-allrouters
192.168.3.63 sp-domain

Figure 5.111: ®aiin hosts (ARTA Synergy)
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B Server Manager o [TxT]

erver Manager * All Serve |V vanage

i_ SERVERS

W A servers |1 total TASKS ~

ashboard

Local Server

Update
I App Server
& DNs

Online - Performance counters not started 8/10/2016 33305 PM _ Not activated

W§ File and Storage Services b
e 1S

= Remote Access

EVENTS
Al events | 56 total TASKS +
Filier » 2
Server Name 1D ty Source Log Date and Time
SP-DOMAIN 2138 Warming Microsoft-SharePoint Products-SharePoint Foundation  Application  8/10/2016 3:00.01 PM ~
SP-DOMAIN 8198 Eror  Microsoft-Windows-Security-5PP Application 8/10/2016 2:30:56 PM
SP-DOMAIN 36 Warming Microssft-Windows-Time-Service System 8/10/2016 20811 PM
SP-DOMAIN 2138 Warming Microsoft-SharePoint Products-SharcPoint Foundation Application  8/10/2016 200:00 PM
SP-DOMAIN 36887 Eror  Schannel System 8/10/2016 1:50:28 PM
SP-DOMAIN 6338 Critical  Microsoft-SharePoint Products-SharePoint Foundstion  Application  8/10/2016 1:12:39 PM
SP-DOMAIN 2138 Warmina M i Aoslicstion 8/10/2015 100:01 PM v
SERVICES
Al senices | 169 total TASKS ¥
o ® - v
Server Name  Display Name Service Name Status  Start Type
SP-DOMAIN  SQL Server Browser SQlBrowser Stopped Dissbled ~
SP-DOMAIN ~ SherePaint Search Host Contraller SPSearchHostController Running  Automatic
SP-DOMAIN  Disgnostic Service Host WelServicebost Stopped Manusl
SP-DOMAIN ~ Sharefoint Timer Senvice SPTimerv4 Running  Automatic
SP-DOMAIN  Telephony Tapisry Stopped Manusl
SP-DOMAIN  Link-Layer Topology Discovery Mapper ltdse Stopped Manusl
SP-DOMAIN _Remote D UserMode Port Redirector L Running _Manual M
= | A % 339PM
a e B e ST

Figure 5.112: Xoct u gomeH (SharePoint)

HacTpo¥Kka HHTerpanuu B aIMHHUCTPATHBHOM npuiaoxkenuu ARTA Synergy

1. ABTOPH3YUTECH C IOTUHOM U IIapojieM AIMUHUCTPATOpa B afMUHNUCTPATUBHOM ITpuiioxkeHnuu ARTA
Synergy u nepelpuTe B nogpasnen HHmeepauusa ¢ SharePoint.
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@ ARTA Synergy x

@ "l L TR /SynergyAdmin/Admin.htmi?locale=ru % 0

i Kaproteka L’EJ HacTpoiiku cucreMbl L’EJ MoHUTOpUHF L’EJ 06cnyxuBaHWe CUCTEMBI

Ynpasnenwe nonbaoeaTenaMK OBuirie HaCTpORKN Cobrmn Ynpasnenme B
CrpyxTypa [ocTyn K 06beKTam anMUHUCTPUPOBaHHA YNIpABneHme MHOEKCOM OKYMEHTOB
Yaanesmsie komnanua Hagrpodiku yeeaomnesi Npouiecce!
HaGTpOMKM GryMGb! MOAAEpHKM Gocrostue npunokexmn
BesonacooTs Yrpanese pea. KonMposaKHem
VcbopMaLs 0 nHueHI
Hacrpoiku nosTe!
Xpasunmue
XMPP HacTpoitka

=] Xpamanue

Toymnb
MonvTopwHr
@opusl

Figure 5.113: HacTpolika nHTerpanuu B agMUHUCTPpaTUBHOM npunoxernuu ARTA Synergy

2. BxmiounTte dar Hcnob308ambs coeMecmHoe pedakmuposaHue 00KYyMeHMOos U 3aTI0JIHUTE 00s13aTeIbH
moJisi. 3HAYeHUsS OAaHHBIX nosied Bul MokeTe HaliTH B clieayruiux MmeCTax CUCTEMBEI:

e XOCT - XOCT, yKa3aHHBIU B datine etc/hosts.

* [loMeH - mMsI mOMeHa, YKa3aHHOe IpU HacTpolike Active Directory (umss momeHa NetBIOS).
ITOTIOTHUTEJIFHO €TI0 MOKHO ITOCMOTPeTh B Apps for SharePoint - LIBRARY - Library Settings
— Permissions for this document library.

* NMopT - Server Manager — All Servers — Server Name.

* WpeHTudukatop - %cozdaHHas b6ubaruomeka% — LIBRARY — Library Settings. CxomupyiTte
comepkuUMoe Opay3epHOM CTPOKHU Bce, uTOo HaxoguTcs Mexpay List=%7B u %7D, a Takke B
MIOJIy4YUBIIEUCS CTPOKe 3aMeHUTe %2D Ha -.

* B Ka4YeCTBe JIOTHWHA U MapOJIs UCIIOIb3yIOTCS COOTBETCTBEHHO JIOTHH U IIaPOJIb I0JIb30BATEIIS B
SharePoint.
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@ ARTA Synergy x
¢ Clowiim

45/SynergyAdmin/Admin.htmizlocale=ru *| O :

WUnuTerpauusn ¢ SharePoint

n ?
ocr
Howen

e
Mapns e —

WnenTipukaTop 17FFB260-71E9-4968-A

Coxparirs | NpoBeDHTS CoenmenMe C cepaepom

Figure 5.114: HacTpolika nHTerpaluu B agMUHUCTPpaTUBHOM npuinoxernuu ARTA Synergy

R3] () B it /sp-domain/_layouts/15/start.aspie layouts/15/user.aspobj=%781651F206%201 © ~ & || B

B Permissions: Apps for Share..

system Accountv £ 2

BROWSE | PERMISSIONS

Se o>

[ “Q Q
Manage Stop Inneriting __ Check
Parent Pemmissions Permissions:

QsHaRe O

Inheritance Credc
Recent A\ This library inherits permissions from its parent. (synergy)

Synergy Library
Apps for sharePoint Name. Type Permission Levels
Apps for Office Everyone Domain Group Read
App Requests [sYnERGYO|administrator User Full Control
Site Contants

Figure 5.115: [Tomen
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BROWSE  WEB APPLICATIONS

Manage Features

Managed Paths
New Bdend Delete  Genersl Authentication Self.Service Site
Setings - |1 Service Connections  Providers  Creation
Contribute Manage Security
Central Administration Name

Application

nt Central va
System Settings

Monitaring

Backup and Restore

Security

Upgrade and Migration

General Application
Settings

Apps.
Office 365

Configuration Wizards

L2 ) B nitp:/sp-domain: 7012/ _admin/WebApplicationList.aspx 0 + & || B Web Applications Manage... %

Blocked File Types
User Permissions.

User  Anonymous Permission
Web Part Secury  Policy  Polcy  Pelicy

Policy

URL
http://sp-domain/
httpy//sp-domain:17012/

2

System Account v %%

O sare I

17012

Windov
Go to System in Co

dows

Figure 5.116: ITopT

L3 (S0 B s/15tistedit.aspxlist= %780 TFFB260%2D71E9%2D4968%2DASB6%2D4F8T25D4cCERpeTl 2 - ¢ || B

Document Library Settings

system Accountv £ 2

O sare H

Home ol
> Synergy Library » Settings
Recent List Information
Name: Synergy Library
Apps for Sharepaint Web Address: g L
Description:
Apps for Office
App Requests General Settings Permissions and Management ‘Communications
Site Contents
® List name, description and navigation © Delete this document library ® RSS settings
& Versioning settings = Save document library as template
= Advanced settings = Permissions for this document library
8 Validation settings B Manage files which have no checked in version
= Workflow Settings.
Columns.
A column stores document in The following <ol srently available in this document library:
Column (dlick to edit) Type Required
Title single line of text
synergyld Single line of text
synergyVersion Number
Created Date and Time
Modified Date and Time
Created By Person or Group
Modified By Person or Group
Checked Out To Person or Group
@ Create column
@ Add from existing site columns
® Column ordering
@ Indexed columns
Views
Aview of a document i toseeap: of items or items sorted i order. Views currently config is document library:
View (dick to edit) Default View Mobile View Default Mobile View
All Documents v v v ®

Figure 5.117: UpeatudukaTtop
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3. IIpoBepbTe COeMUHEHNE C CEPBEPOM, Ha KOTOPOM ycTaHoBnIeH SharePoint, HaxkaB Ha OTHOUMEHHYIO
KHOIIKY.

@ ARTA Synergy x

© "L LR /SynergyAdmin/Admin.htmi?locale=ru *| O

WuTerpauwms ¢ SharePoint

JICTION53082TH COBMECTHOR PEAAKTHPOBaHME AOKYMEHTOB | 2
Xoc spdoman |
Loven [syNErGYO |
Mopr G
Tlorum

Napons

J

J

J

J

— ]

WpenTrdukatop [1661F206-BB2E-412D-¢

Coxparirrs. | NiposepTs coenuuenne c cepaepom | CoenvHeHNe yCTaHOBNEHO

Figure 5.118: HacTpoiika nHTerpalid B agMUHUCTPaTUBHOM IIpuinoxeHuu ARTA Synergy

IIpoBepka MHTErpanuu B OCHOBHOM npuiaoxkeHuu ARTA Synergy

1. ABTOPU3YHTECH C IOTUHOM U ITApOJIeM IIOIb30BATENISI B OCHOBHOM npunoxeHuu ARTA Synergy u

OTKpoMTe paboTy, KoTopas comepxut ¢daun MS Office 2013 uau 2016. Bri30BUTE KOHTEKCTHOE
MEeHIO JaHHOro ¢artina.

IIpuMmeuyanue
Baxno! [In1g maHHOTO IT0Ib30BaTeN OOMXKeH ObITh yKa3aH e-mail.

Bce usmeHeHus B OOKYMEHTE SharePoint oT umenu IIOJIB30BaTeJidAd, KOTOpI:IfI YKa3aH B

aOIMUHHUCTPATUBHOM MPUIOXKEHUU Synergy, OyoyT UTHOPUPOBATHCS, TaK KaK CUUTAETCS,
YTO TAKOU MHOJIb30BATEJb - CHCTEMHLIH.
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SO © ARTA Synergy X | @ ARTA Synergy x4

& C | @ "ElIE LR /Synergy/Synergy.htm|?locale=ru8nocache=97 154191 #submodule=common&action=open_document&document_identifier=bac57780-53dd-11e6-b244-525400bb7fc6 * O i

TlpoToKon - 27 ans 2016r. 15:37 - 15 - 1. 06 wrorax paBorsi 38 nepaoe nonyrowe-2016. BuicTynnenwe renepansHoro AupexTopa EoBposa C.E. 2. O paspaloTie pecomeH7aLyil Ha peaniaativio nnaka Ha STopos nanyroe-2016. BEGTYrneHie pYOBOIHTENs aIMAHACTRETHBHO or7iena Cre...

i © <=l
B paGory
Mporoxon - 27 Wona 2016r. 15:37 - 15- 1. 06 IIPOTOKOJ
uTorax paoTel 38 nepaoe nonyroave-2016 npoToken
BLICTYNNEH¥E reHEpaNEHOT AMpeKTOpa
Bobposa C.E. 2. O paspaGoTke
PeKOMEeHOAUMIt Ha PeanM3aLMIo Nnana Ha
s10poe nonyrogwe-2016. Beictynnenme
DYKOBOLIATENA AAMUHWUCTPETUBHOND OTAENA Ne 15
Crenarosa U.A. & Actama 27 Mrors
20161, 15:37
Pesoniouus
3anepumte.
OTnpasHTs MpencenatenscTeoBan: 506pos CTenaw Eroposu
MNpueyTeraosanu: ‘AtinpeweH Neonup Cepreesuy, Axapees Hukonai Hukonaesuy, BanTues Pycnax Taxupoauy, 5o6pos Ctenaw Eroposuy, Backeuos Wrops Wropeauy, Baccepman-Tl i AHaTonui TeHsagm
Tpuropwi Hikonaesy, Kypymbaes Meger Cepurkosiy, Mykaroea Kamuna Maranoena, Ocnaxos Epnax CynaHoewy, Camatos Epbon AGapaxmaHoeny, Cemetos Cepre#t Cepreesny, CepreeHko EnanMMMD MBENDBH CnenaKwE Mear Mnomy,
Kaproska CyManramia Aiivyp CepkoBHa, TypChiOaesa Po2a PHCOEK0RKa
+ Mpowse (1)
MOBECTKA OHA:
@) Mopens yrpos.dacx 1,106 uTorax paBoTy 3a Nepaoe nenyroaue-2016. BuiCTyNNexue rexepans+oro AupekTopa 5o6poea C.
Cravams PaapatoTKe PEKOMEHAALA Ha PERNU3ALIO NNaHa Ha BTOpoe Nanyronue-2016. BucTynneHve wmaoqwem BAMAHMCTRETUEHOMO OTAeNa Cenakosa V.V
Crauars PDF sepcuio
Hosan sepcna
NOPY4YEHO:
Ne Mopy-enns OreeTcrae L vCnonHMTens Cpox wcronwenna
yaante YTBEPAHTS HOBYIO (POPMY OTHETHOCTH Angpees Hukonait 2016-08-04
Cravats ce TIposHe" 33 NONYFOAUA COMNACHO BNOKEHUIO. Hurkonaesid
Vien. MGapewen Neonu Cepreesmu
Ten: 12-34-56
TNoanucars, MpeaplaywHi n Cneayiownit ObcyxaeHne Ceoicrea Knaccugmkarop Bepcnn Ceblakn Konmn
e NpoTokon - 27 Wions 2. ®FO

Figure 5.119: IIpoBepka uHTerpanuu B OCHOBHOM npuioxkeHuu ARTA Synergy

5.9.4.5 Owun6KM, BO3HUKAIOLLME NPU COBMECTHOM peaakTupoBaHuu bansioB, M NyTU UX peLueHus

5.9.4.5.1 He obHoBAAIOTCA AOKYMeHTbl U3 Sharepoint B Synergy (owuunbka 500 B norax)

B cnyuae, ecnu cepBep SharePoint npuckinaeT B morax omubky 500 Buma:

00:00:51,971 ERROR [arta.synergy.ejb.sharepoint.SharePointService] (EJB defau
1t -7) http://sp-domain:80/ api/Web/Lists(guid'4F8312C5-A25A-41F0-BCB3-D33158
CCO727')/GetListItemChangesSinceToken :HTTP/1.1 500 Internal Server Error

HeoOX0IUMO IPOBEPUTH HaJIMUMe II0JIed, KOTOpPhIe CO30al0TcA B yHKTax 20-22 TeKylllei MHCTPYKIIUH.

5.9.4.5.2 Owubka MS Word 2016 npu cOBMEeCTHOM pefaKTupoBaHum panna, KOTOPbIN XPaHUTCA
B SharePoint 2013

Ecnu HeCKOJBKO IT0Tb30BaTesnied 0yoyT pegaktupoBaTh B MS Word 2016 ¢aiin, KOTOPEIM XpaHUTCS B
SharePoint 2013, To uM oToO6pa3UTCS Clemyolas omnbKa:

Upload Failed:Locked by another user

Your changes were saved but could not be uploaded because this file is locked
for editing by <user>.You will be notified when this file becomes available.
Click resolve for options.

PelieHure maHHOM IPOo6IeMEI TOApPa3yMeBaeT U3MeHEeHU peecTpa. [Ipyu HeBepHOM U3MeHEeHU! peecTpa
MOTYT BO3HUKHYTh CEPbe3HbIe TTPO6IeMbl. [109TOMY HACTOSITETEHO PEKOMEH/IYEeTCs CAeaTh PE3EPBHYIO
KOITUIO PEECTpa [0 BHECEHUS U3MEHEHUH.
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1. 3anycTute pefakTop peectpa regedit.exe oT UMeHU AOMUHUCTPATOpPA.
2. ITepetigute B y3em HKEY CURRENT USER\Software\Microsoft\0ffice\16.0\Common\FileIO.

3. Co3paiite nmapameTp “EnableRealtimeChannel”=dword:00000000. [I1st 3TOT0 B BEpPXHEH ITaHenu
HaXXMHUTe Ha KHONKY Edit u BeiOepuTe nyHKT New — DWORD (32-bit) Value.

B cnyuae, ecnu aiinel mo-npexHeMy 3a67I0KMPOBaHb, BBl MOXKeTe BOCIOIb30BATHCS OPYTUM PEIIEHUEM.
Ho mpu aTOM Bce NoOKanbHBEIE U3MEHEeHUs OyOyT YyTepsHB. I109TOMY [0 OCYIIeCTBIEHUS CIIeOVIOIIUX
IIIaTOB HACTOSTENBHO PEKOMEHAYETCS COXPAHUTh JIOKAIbHEIE KOIIMYM BCEX OTIIPaBIIIEMEBIX (haiiIoB.

1. TIpoBephTe, OTIPABISAIOTCS 1Y Ha JaHHBIM MOMEHT daumnel. 119 9TOro HaXMUTe Ha MUKTOrpaMMy
Office Upload Center B naHenu yBeOOMJIEHUH.

@ B e
- & I A
@ & P
i

Customize...

Br~ai )

Figure 5.120: Omm6ka MS Word 2016 mipx COBMECTHOM pefaKTHUPOBaHUHU (aiiia, KOTOPHINH XPaHUTCS
B SharePoint 2013

2. YpanuTte Bech ka1 daiinos Office:

¢ 3akpotiite Bce nporpammul Office.

* B manesnu yBeOMJIeHHH BEI30BUTE KOHTEKCTHOE MEHIO U3 MUKTOrpaMMbl OneDrive u BEIOEpUTe
nyHKT Exit.

* BrI30BUTE OuCIETYED 3a7ady.

» Bo BKIazike Processes BHIOEPHUTE BCe 3alyIeHHbIe IIPOIIeCCH, coepKaliue I00e 13 CIeIyIoIuX
MMeH, U HaXXMuUTe KHONKy End process:

- MsoSync
CsiSyncClient
MsoUC
Groove

- Lync

- OneDrive

3. OTkpoiiTe 6Gpay3ep u mepeiauTe B mamnky %SystemDrive%\Users\%UserName%\AppData\Local\
Microsoft\Office\16.0\0fficeFileCache.
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4. Tlepeumenyiite nanky OfficeCacheFolder (manpumep, OfficeCacheFolder old). OpHako, ecnu
pa3Mep IanKu O4YeHb OONbIIOoN, BBl TO OJII COXPAaHHOCTH MeCTa KECTKOTO [HCKa BH MOXKETe ee
YIOAIUTh.

5. 3anyctute OneDrive u Office.

5.9.5 3aknouyeHue

TakuM 006pa3oM, YCTAaHOBKY M HacTpo¥Ky SharePoint mns ero mcmonb3oBanusi B ARTA Synergy mmst
COBMECTHOI'O peaKTUPOBaHUA (bafIHOB MO2KHO CUHHTATh YCIIE€IIITHO 3aBEePIIEeHHbBIMH.

5.10 Xpanunuwe Cassandra

5.10.1 ApxutekTypa xpaHunuuwa Cassandra

Xpauunuiue Cassandra npegHa3Ha4deHO Ay 00pab0TKY HArpy3KM OAHHBIX OOJIBIITUX 00 bEMOB MEKIY
MHOXKEeCTBOM y3/10B 6€3 0TKa3a CUCTeMHEI. ETo apxUTeKTypa OCHOBaHa Ha TOM, 4TO cOOU B CUCTEME U
almapaTHBIX CPEICTBaX BO3MOXKHEI, 1 OHU IIPOUCXOOSAT. JlaHHOe XpaHUIUIIe pellaeT IpodieMy cO6oes,
HCIIONIb3Yys OOHOPAHTOBYIO (JelleHTpain30BaHHYI0) pacupeneleHHYI0 CUCTEMY MEeXIOY OOHOPOOHBEIMU
y371aMu, Toe DaHHBIe pacpeaesieHb MeX Oy BCEMH y3JIaMH KjlacTepa. Bce y3bl 00MeHuBaloTCs HH(pOpMaIne
[0 KJacTepy KaxXnyioo cekyHnOy. [lociemoBaTesbHO 3alMCaHHEBIE JIOTHM U3MEHEHUU B KaxXKOOM y3Jie
(pUKCUPYIOT aKTUBHOCTH 3alMCH 17151 0OecliedeHM s OITOBEeYHOCTU NaHHBIX. [lasiee TaHHbBIE MHOEKCUPYIOTCS
U 3aIIMCHLIBAIOTCS B 39JIEMEHT ITaMsTH, KOTOPHIN Ha3kiBaeTcst Memtable, oueHb MOX0Xul Ha K311 00paTHOM
3amnucu. Korga sToT 371eMeHT NaMsTH II0JIOH, JaHHEIEe 3allMChIBAlOTCS Ha MUCK B datin gaHHBIX SSTable.

Bce 3ammcu aBTOMaTH4YeCKM pa3feisioTcs ¥ KOMUPYIOTCS II0 BCceMy KiacTtepy. Bo BpeMs Iporiiecca,
KOTOPHIN Ha3BaeTCs yniomHeHue (compaction), XpaHUJIMIIE IepuoguYeckKy obrequHsaeT daiiel SSTa

ble, oT6pacriBas ycTapesIyo HHGOpMaLN0 1 UHOUKATOPH! 00 yoaJleHUM JTaHHBIX.

Cassandra - 3TO CTPOUYHO-OpUEeHTHPOBaHHas 0a3a JaHHLIX. Ee apXuTeKTypa II03BOJIAET KaKA0MY aBTOPU30BE
II0JIb30BATEJII0 IOOKITI0YaThCS K IIPOU3BOJIBHOMY Y3JIy JII000T0 JaTa-IleHTPa ¥ I0JIy49aTh JOCTYII K JaHHBIM,
ncnonb3lysa A3elK CQL. s IpoCTOTH UCIONb30BaHUSA s3BIK CQL mMMeeT CHMHTAKCUC aHaJIOTHUYHBIN
sa3bIKy SQL. C Touku 3penus si3bika CQL 6a3a maHHBIX COCTOUT U3 Tabnuil. OOBIYHO KJIacTep UMeeT
OOHO npocmpaHcmaeo Katouell (keyspace) oist Kaxkaoro IpuiokeHus. Pa3paboTYUKU MOTYT IIOTyYUTh
moctyn K CQL geped cqlsh, a TakXke ¢ IOMOIILI0 IpaliBEePOB OJI S3LIKOB IIPUIIOKEHUH.

3ampocsl KIWeHTa Ha 4YTeHHWe W 3aluch MOTYT OBITH OTIIPABIIEHH I000MY y3iy B Kiactepe. Korpa
KJIMEeHT IIOOKJII0YaeTcs K Y3IIy C 3allpOCOM, 9TOT y3eJl CIYKUT B KaueCTBe KOOpPAMHATOpa [Jjisd 3TOHU
KOHKPETHOM omnepauuu KiaueHTa. KoopauHaTOp BHICTYIIAeT B POJIM IIPOKCU MEXKOY MPUIOXKEHUEM
KJIMEeHTa U y3JlaMH, B KOTOPHIX HAaXOOSATCS JaHHbIe 3amnmpoca. KoopauHaTop onpenenseT, Kakue y3JIH B
LIeN¥ OOJIXKHBI TIOJTYYUTh 3aIlPOC, B 3aBUCUMOCTH OT HACTPOEK KJIacTepa.

5.10.1.1 OCHOBHbI€ KOMMNOHEHTHI

e V3ea (Node) - MeCcTO XpaHeHHUs JaHHEIX. DTO OCHOBHOM 371eMeHT xpaHununia Cassandra.

e Ilama-ueHmp (Data center) - HaGoOp CBsI3aHHBIX MeXKOy co00# y310B. OH MOXKeT OBITh PU3IUIECKUM
00 BUPTYaJIbHEIM ITeHTPOM. Pa3Hble paboyne Harpy3KHU [OJI2KHEI MCIIOIL30BaTh OTAEIbLHEIE laTa-
LeHTPHI (hQu3ndeckue mubO0O BUPTyaJIbHBIE BHE 3aBUCUMOCTH OT THUIIA). PelmuKanus yCTaHaBIUBaETCs
maTa-lieHTpoM. M CIIoNnb30BaHUE OTHEeIbHEIX IIeHTPOB IPEemoTBpalllaeT BIHSHHUE OPYTHUX HArpy30K
Ha TPaAH3aKIWK XPAaHUIUINA ¥ HO3BOJIET XPAaHUTDH 3alPOCH PAOOM [JIsi YMEHBIIEHUS 3adepPKKU
BpeMeHH. B 3aBUCUMOCTH OT KO3 DHUIMeHTa PEIIUKAIIUN TaHHbIe MOTYT GBEITh CHHXPOHU3UPOBAHEI
B MHOXKECTBe [aTa-lleHTpax. B mo0oM ciydyae, maTa-IIeHTPH HUKOTa He 3aHUMAIOT (U3UUeCcKoe
MECTOIIOI0KEHHUE,
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e Knacmep (Cluster). KnacTep COCTOUT U3 OOHOI'O MM HECKOJILKHUX MaTa-IIeHTpoB. OH MOXKET UMEeTh
HeKoe (Gu3nYecKoe MeCTOIIOJIOKEeHHe.

e Jloeu usmeHenuti (Commit log). Bce gaHHbIe BHa4aje 3alIUCHIBAIOTCS B JIOTH U3MEHEHUH 711 00eCIIeYeHusI
UX OoiroBedHOCTH. [locjie TOro, Kak Bce maHHBIE OynoyT mepemaHbl B SSTables, oHM MoryT OBITH
3aapXWBUPOBAHEI, yOalleHbl THU0O0 mepepadoTaHk.

e Tabauua (Table) - HaboPp yIOPSAOOYEHHBIX CTOIOIOB, MCIIOIb3YIOMIMNXCS 110 CTPOKaM. CTPOKa COOepKUT
CTOJNOILI U IEPBUYHLIN KJ1to4d. [lepBas yacTh KJIlo4a 9TO Ha3BaHUe CTOJOIIA.

* OmcopmuposaHHas cmpokosas mabauua SSTable (SSTable - sorted string table) - Heu3MeHs eMbIi
daiinm maHHBIX, K KOTOPOMY XpaHUJIHIIE ITepuoguydecku mobapnseT uHdopmanuio us tabmuil Memta
ble. B Tabmuiy SSTable Bo3M0OKHO TOJIEKO A00aBIATE maHHbIe. OHU XPAHSITCS B IIOCIIeN0BaTEIbHOM
MIOPSIOKe Ha OUCKe W MOOmepKUBAIOTCS OIS KaXXOou TaGmuIlkl xpauunumnia Cassandra.

5.10.1.2 OCHOBHbI€ KOMMNOHEHTblI HACTPOUKMU XPaHUAULLA

e T'occun (Gossip) - OMHOPAHTOBEIM IIPOTOKOJI CBA3M, KOTOPBIM MCIOIb3yeTCs OJI OOHaApPyXKEHUS U
nepemayu nHGOPMAIIXMKU 0 MECTOIIOIOXKEHUY U COCTOSIHUY APYTUX Y3JI0B B KTacTepe xpauunuina Cas-
sandra. [lanHas nmHDOpPMAaIUd TaKKe COXpPaHSIETCS JIOKAJILHO Ha KaXKIOM y3J/1e OJIS UCII0Ib30BaHUusd
Ccpasy mocie mepe3arpy3KHu y3ia.

e ITapmuuuoHep (Partitioner) - onipefensieT, KaKOM y3€eJI OJIyYUT IIEePBYI0 KO0 pparMeHTa JaHHBIX
U KakK pacupenenuTh Opyrue KONUuYU MeXXay OCTaJIbHEIMU y3/1aMu KjlacTepa. Kaxmas cCTpoKa fJaHHBIX
UMeeT YHUKaJIbHBIN NAeHTUDHUKATOD B BULE IIePBUYHOI0 KJII04a, KOTOPHIM MOXKET COOTBETCTBOBATh
ee KJII0Yy pa3fesia, HO TPU 3TOM MOXKET COAepzKaTh UHEIE KJlaCTepHBIe CTOJOIL. [lapTHllnoHe - 3TO
X91I-QYHKIINS, KOTOPas U3BIeKaeT 3HaYeHNe MapKepa U3 MIePBUYHOTO0 K/I04a CTPOKU. [lapTUIIOHED
HUCIIOJIb3yeT 3Ha4YeHWe MapKepa AJid OnpedeleHUs TOro, KaKWe y3Jbl KjacTepa IT0y49aioT KOIINH
9TOM cTpoKu. Ilapturnmonep Murmur3Partitioner - 3To cTaHgapTHAs CTPATETUs pa3deIeHUs OJIs
HOBBIX KJjIacTepoB xpaHunuiia Cassandra, a Tak>Ke BepHBIN BapUAHT [J151 HOBBIX KJTaCTEPOB IIPAKTUYECKU
BO BCEX CIIy4asx.

[t KaKOoro y3ja HeoOX0OUMO yCTaHOBUTH HAPTUIIMOHED U IPUCBOUTH 3HAUYEHUE [TapaMeTpy num
tokens. 3HaueHHMe 3TOro mapaMeTpa 3aBUCHUT OT alllapaTHBLIX BO3MOXKHOCTeM cucteMbl. Ecnu He
HUCIIOIb3YIOTCS BUPTyalbHBIE y3NIH (vnodes), BMecTo num_tokens Hy>XHO mpucBauBaTh 3Ha4YeHUE
napameTpy initial token.

¢ Koagppuuuenm penaukayuu (Replication factor) - obilee KOTUYECTBO KOOUM II0 BCEMY KJIaCTepy.
Koapdunuenrt pennukaiiuy, paBHbM 1, 03Ha4YaeT, YTO Ha OOHOM y3JIe UMEeTCS TOJIbKO OflHa KOTusd
Kaxpou ctpoku. KoadduiineHT pennukanmy, paBHEM 2, 03HAa4YaeT, UYTO UMeeTCs OBe KOIIUU KaXkaou
CTPOKY, HO 3TU KOIINM HaXOOSATCS Ha Pa3HEBIX y3N1aX. Bce KOIUY ONMHAKOBO BaXXHEI, HET IePBUYHOU
6o rnaBHOM Komuu. HeoOxomumo ompenesnsaTh KOIDGUIMEHT PENIMKKAIIUU OJId KaXKaoTro maTa-
ueHTpa. Kak mpaBuiio, XKejaTeJIbHO YCTaHABIMBATh 3HaUeHUEe KoahduineHTa O0IbIle 4YeM OOUH,
HO He 6ojlee YeM KOJIMYEeCTBO y3JIOB B KJjlacTepe.

* Cmpameeusn pasmeuw,eHusa penauku (Replica placement strategy). Xpauunuire Cassandra XpaHUT
KOTIWY JaHHBIX HA MHOXKECTBE Y3JI0B [IjIs 00ecliedeHN s Hale2KHOCTU ¥ 0TKa30yCTOMYUBOCTU. CTpaTerus
peIUIMKaluy OIIpeesieT, Ha KaKUX y3JiaXx Heo0X0auMo pa3MeaTs Konuu. [lepBasi pennuka JaHHBIX
9TO IIPOCTO IIepBasi KOIUS JAHHEIX, OHA He yHHKanbHa. i 60JBIIMHCTBA CIIydaeB HACTOSITEILHO
pekoMeHpayeTcs ucnonb3oBaTh NetworkTopologyStrategy, moToMy 4TO faHHas CTpaTETUsI IO3BOJISIET
JIETKO YBEIUYUBATh KOJTUYECTBO AAaTa-IEHTPOB NPU He0OXOOAMMOCTH AaTbHENINEr0 paclIuipeHus.

ITpu co3maHKUM IIPOCTPAHCTBA KITI0UeH He0OXOOUMO OIPedeIuTh CTPATeruio Pa3MellleHus PeITUKH
U HeoOXOoOMMOe KOJIMNYEeCTBO KOIIUH.

e CHumu (Snitch) - onpepenseT IPynnbl MallliH B faTa-lIeHTPaxX U Ha CTOMKAaX (TOIIOJIOTHUAX), KOTOPLIE
HUCIIOJIb3YIOTCS CTPaATETUEN PENIUKAIIUY /IS pa3MeIlleHnusa KOIIUH.

HacTpauBaTh CHUTY HEOOXOOUMO IIPU CO3MAHUU KjlacTepa. Bce CHUTYM UCIIOIB3YIOT AUHAMUYECKUH
CJIOM, KOTOPBIM KOHTPOIUPYET IIPOU3BOAUTEIBHOCTh U BEIOMPAET JIYUIITYI0 KOOUIo Ojist 4yTeHus. OH
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BKJIIOYEH II0 YMOJTYHaHHUIO 1 PEKOMEHOOBAH [OJIsA UCIIOJIb3OBAHUS B OOJILIIINHCTBE C60pOK. FpaHI/I‘{HI:.Ie
3Ha4YeHUs AIMHaMUYeCKUX CHUTYEHN HacTpauBaloTCs OJI KaKIOoro y3ja B KOHPUTrypallmoHHOM daiie
cassandra.yaml.

Hcnonb3ylomuiics o ymordauuio SimpleSnitch He pacro3HaeT qaTa-1leHTPH ¥ CTOMKY UHGOPMAIIUH.
Ero pekomMeHQyeTCsI UCIIOJIL30BATh [JI1 Pa3BePTLIBAHUM C OOHUM JaTa-IeHTPOM UJIH IS OOUHOYHOMN

30HEHI B 00111 IOCTYIIHBIX 0Onakax. GossipingPropertyFileSnitch pekoMenmoBaH A5t IPOMBIIIIIEHHOM
srcmTyatanuu. OH oIpefensaeT y3el gaTa-lleHTpa ¥ CTOUKY, ¥ UCIIONIb3YeT I'OCCUIIE /I PACIPOCTPaHeHH
OaHHOU MHOPMaLUUM OPYTUM y3JiaM.

e @aiia koHpuaypayuu cassandra.yaml - OCHOBHOM KOHGUTYPALIMOHHBIN (haiiI OJIs yCTAaHOBKHU CBOMCTB
WHULINAJIN3alIUU KJIaCTEPa, KN POBAHUA ITIapaMeTPOB TaGJ‘II/ILI, CBOICTB HaCTpOﬂKH U1 UCIIOJIb30BaHUA
pPecypcCoB, HACTPOEK TaﬁM-aYTa, KIIMEeHTCKUX HOJIKJIIO‘IGHI/IIZ, PEe3epPBHOT'0 KOITMPOBAHUA 1 0e30IIaCHOCTH.
ITo YMOJIYaHHUIO Y3€JI HaCTPOEeH OJid XPaHEHHs OaHHBIX, KOTOPBEIMH OH YIIPpaBJIA€T B JUPEKTOPHUH,
yCTaHOBJIEHHOU B ¢aiinie cassandra.yaml (/var/lib/cassandra npu ycTaHOBKe U3 IIaKeTa).

B pasBepThIBaHUAX TPOMHIIIIEHHOTO KJlacTepa MOXKHO M3MeHUTh qupekTopuio commitlog-direct
ory Ha apyroi ouck u3 data file directories.

e Ceolicmsa mabaul,bl CUCMEMHO20 K/Aueao20 npocmpaHcmesa (System keyspace table properties).
I71s1 ycTaHOBKY aTPUOYTOB KOHGUTYPALIUY XPaHUIIHUIIA Ha TaOMTMYHOM YPOBHeE 00 Ha YPOBHE KIII0YEBOT 0
ITPOCTPAHCTBA ITPOrPaMMHO HJIH C MCIIOJIb30BAaHUM KIIMEHTCKOTO IIPHUJIOKEHUsI, TakKoro kKak CQL.

5.10.2 HacTpoMkKa M 3anycK KJjlactepa C HeCKoJibKuMHu y3namm (oAuH paTta-
LEeHTp)

OmnucaHBl CBeIEeHUS [OJII pa3BepThIBAHUSA KilacTepa xpaHunuila Cassandra ¢ OGHUM OaTa-IeHTPOM.
Ecnu KnacTep He co3faH, peKoMeHAyeTcsa u3yduTh craThd ‘Cassandra and DataStax Enterprise Es-
sentials” unm “10 Minute Cassandra Walkthrough”.

s xpauunuina Cassandra TepMuH dama-ueHmp o3HavaeT IPYIILy y3JI0B. [lama-ueHmp, KaK u epynna
penjiukauuu, 03Ha4YaeT I'PYIIITY Y3/10B, HACTPOEHHBIX COBMECTHO [JIsI 00eCIIeYeH ST CBOMCTBA PEIJIUKAIIH.

5.10.2.1 Mepep HavanoMm paboThbl

Kaxpiii y3en omkeH ObITh TPaBUIIFHO HACTPOEH Mepef] 3amyCKoM KitacTepa. HeoOXogquMo onpenenuTh
WJTW BBHITIOJTHUTH CIIEOYIOIIHUE OeWCTBUSA Iepeq HayamoM PaboTh:

« Xopolilo MoHuMaTh, Kak paboTaeT Cassandra. PeKoMeHOyeTCcs U3YUYUTh KaK MUHHUMYM CJIeOYIOIIHe
CTaThH:

- ApxuTekTypa xpaHunuiia Cassandra;

- “Tlonumanue apxutekTyphl” (Understanding the architecture);

- “Pennukanus mauHbx” (Data replication);

- “OcobenHocTu ctoek xpanunuina Cassandra” (Cassandra’s rack feature).

* YcranoButh Cassandra Ha KaX[ObIl y3el.
* YKa3zaTh uM4 OJis KjacTepa.
e TTonyuuts IP-agpec g KaxXpmoro y3ia.

e OmpemenuTh Y3JIB, KOTOpPEIE OymyT pa3darujumu (seed nodes). He HyKHO melaTh BCE Yy3JIbI
pa3maromumMu. PeKOMeHOyeTCs U3YUYUTh IIPOTOKOJI B3auMoaeucTBus y310B (Internode communi-
cations (gossip)).

OnpegennTb CHUTY M CTpaTeruw pennukauuu. [Ons npoMbilfIeHHbIX Pa3BEPThIBAHUN <
pekoMeHoywTCca GossipingPropertyFileSnitch u NetworkTopologyStrategy.



https://docs.datastax.com/en/latest-essentials
https://docs.datastax.com/en/latest-essentials
http://planetcassandra.org/Try-Cassandra/
https://docs.datastax.com/en/cassandra/2.1/cassandra/architecture/architectureTOC.html
https://docs.datastax.com/en/cassandra/2.1/cassandra/architecture/architectureDataDistributeReplication_c.html
https://docs.datastax.com/en/landing_page/doc/landing_page/planning/planningAntiPatterns.html#AntiPatRack
https://docs.datastax.com/en/cassandra/2.1/cassandra/architecture/architectureGossipAbout_c.html
https://docs.datastax.com/en/cassandra/2.1/cassandra/architecture/architectureGossipAbout_c.html
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e [Ipu UCHOTH30BAHUM HECKONMbKHUX JaTa-LIEeHTPOB TpebyeTcs OImpenenuTh TpaBuiia UMEeHOBAHUS OIS
KaXK[oro maTa-lieHTpa 1 cTolku (rack), Hampumep:

DC1, DC2;
100, 200;
RAC1, RAC2;
R101, R102

Byane BHUMATEJIbHEI IIPDU YKAa3aHUU MMEHHU: II€ePEMMEHOBaHKME OJaTa-IIeHTPa HEBO3MOZXKHO.

e [Ipyrue Bo3MOXKHbIE HaCTPOUKM KOHGUTYPaAIlMU OIMCaHb B KOHPUTypallMOHHOM datine cassandra.
yaml u B ¢aiinie CBOUCTB cassandra-rackdc.properties

B npumMepe onncaHa ycTaHOBKa KJjlacTepa U3 6 y3JI0B, OXBAaTEIBAIOIIETO 2 CTOMKU B OOHOM HaTa-LIIeHTPeE.
Kazkaeiii y3es1 HaCTO€eH C ucrojab3oBaHueM GossipingPropertyFileSnitch u 256 supmyaavHbix Y3408
(vnodes).

5.10.2.2 TMpouenypa HaCTPOMUKMU

1. IIpepmnionaraeTcs, 4To Cassandra YCTaHaBJ/IMBAETCA Ha CIIEeOYIOIIue Yy3JIbI:

node® 110.82.155.0 (seedl)
nodel 110.82.155.
node2 110.82.155.
node3 110.82.156.
node4 110.82.156.
node5 110.82.156.

(seed2)

U WNR

Hpnmeqanne: PEKOMEeHOYEeTCA OejlaTh Oomnee OOHOTO seed Y3J1a Ojisd OOHOTI'O OaTa-LIIeHTPa

2. Ecnu Ha KnacTepe 3amylineH OpaHaMaysp, Heo0X0auMO OTKPHITL OIIPede/IeHHBIN HOPT 15T KOMMYHUKAIIL
Mexny y3namu. ITogpoGHee 06 aToMm B ctaThe Configuring firewall port access

3. Ecnu Cassanra 3anyiieHa, TpeOyeTcss OCTAaHOBUTDL CEPBEP U OUHUCTUTH HaHHLIE: BLITIOMHUTE yHaneHue
Io7ist Kitactepa no ymondanuio cluster name (Test Cluster) mns cuctemuo# Tabnuikl. Bee y3mbl
IOJI?KHEI MCIIOJIb30BaTh OHO UM KilacTepa.

* [lakeTHas yCTaHOBKA:
- octaHoBKa Cassandra:

$ sudo service cassandra stop

- O4YHCTKa OaHHBIX:

$ sudo rm -rf /var/lib/cassandra/data/system/*

* YcTaHOBKa tar-apxusa:
- ocraHoBka Cassandra:
$ ps auwx | grep cassandra
$ sudo kill pid
- OYHCTKAa JaHHBIX:

$ sudo rm -rf /var/lib/cassandra/data/system/*

4. YcTraHOBHUTE CBOUMCTBA B ¢aiine cassandra.yaml o KaxXmoro y3a:



https://docs.datastax.com/en/cassandra/2.1/cassandra/security/secureFireWall_r.html
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IIpumeuaHue: mociie BHeCEeHUs TI00bIX U3MeHeHuH B paiii cassandra. yaml Heo6XxoouMo
repe3alycKaThb y3el OJisd MPUMEHeHHUsT 3TUX U3MEeHEeHUH.

ITapamempbsl 0151 yCMaHOBKU:

num_tokens: pekoMeHoyemoe 3HayeHue: 256

seeds: BHyTpeHHUI IP-appec AN Kaxnoro paspalwero ysna.

Paspaloume y3nbl He MPOXOAAT MHULMANU3ALUIO, KOTOPAs BLIMOMHAETCA O KAXOOro <
HOBOTO Yy3/a, MPUCOEOMHAEMOro K CyWecTBylkueMy Knactepy. [N HOBbIX <
KNacTepoB MNpouecc MHUUManM3auuuM Ons pa3panlux y30B NponyckaeTtcs.

listen_address.

Ecnu napaMeTp He ycTaHoBneH, Cassandra 3anpoCcuMT B CUCTEMe NOKalbHbIM agpec, <+
CBfI3aHHbBIN C MMeHeM XoCTa. B HekoTopbix cny4vasx Cassandra He paeT <«
npaBunbHeIM agpec, U HeobxoguMo HacTpouTb nmapamMeTp listen address.

endpoint_snitch: uMmsa cHuTua.
ECnM CHWUTUM 6bIMM U3MEHEHbI, TO PEKOMEHOYEeTCS U3YYUTb CTaTbl 3aMeHa CHUTYen ( «
Switching snitches).

* auto_bootstrap: false [[06aBnsATh 9TOT mapaMeTp HEOOXOOMMO TOJIBKO IIPU 3aIlyCKe HOBOTO
KJjlacTepa, He coOepIKaIero JaHHBIX.

HpnMeanne: €C/Iu Yy3JIbl B KJlaCTeépe HMIOEHTHUYHBI B CMBICJIE OUMCKOBOI'O IIPOCTPAHCTBA,
pacupenesieHHBIX OUOIMOTEK U T. 1., MOXKHO HCIIOJIb30BaTh OOUHAKOBLEIE KOuU (aiina cass
andra.yaml mist BceX HUX.

IIpumep:

cluster name: 'MyCassandraCluster’
num_tokens: 256
seed provider:
- class name: org.apache.cassandra.locator.SimpleSeedProvider
parameters:
- seeds: "110.82.155.0,110.82.155.3"

listen_address:
rpc_address: 0.0.0.0
endpoint snitch: GossipingPropertyFileSnitch

1. B ¢atine cassandra-rackdc.properties gns gaTa-mieHTpa U CTOeK TpeOyeTcs Ha3HaYUTh UMEHa,
oInpepnesieHHEBIe Iepel HadyajaoM pabotel. Hanpumep:

# indicate the rack and dc for this node
dc=DC1
rack=RAC1

2. Tlocme YCTAHOBKH U HaCTPOﬁKH Cassandra Ha Bcex y3J1aX, CHa4adlla II10 OJHOMY 3aIlyCTUTe seed-
Y3J1BI, IIOTOM 3aIlyCTHUTE OCTAJIbHBIE Y3JIEL.

e TlakeTHas yCTaHOBKA:

$ sudo service cassandra start

* YcTaHOBKa tar-apxuba:

$ cd install location
$ bin/cassandra
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HpHMeanHe: €CIIN y3eJ1I1epPe3allyCTUJICA U3-3a aBTOMATUY€E€CKOTI' O ITepe3allyCKad, TO CHadalla
Tpe6yeTCH OCTAaHOBHUTH y3€JI U OYHUCTHUTE KAaTaJIOTU OJaHHBIX, KaK OIIMCAaHO BEIIIE.

1. Insa IIPOBEPKHU TOT'O, 9YTO LEeIlb 3allylleHa U pa60TaeT, BLHITIOJIHUTE:

® OJIst maKeTHOM YCTAaHOBKU:

$ nodetool status

¢ OJid YCTaHOBKH U3 tar-apxusa:

$ cd install location
$ bin/nodetool status

Kaxxpgwrit y3esn monzkeH OBITh YKa3aH B CIHCKe, B ero cratyc gonxkeH ObITe UN (Up Normal): (un.
“ITpoBepka paboTHI KacTepa”).

paul@ubuntu:~/cassandra-2.1.08% bin/nodetool status
Datacenter: datacenterl

|/ Sstate=Normal/Leaving/Joining/Moving
- Address Load Tokens Owns Host ID

UN 10.194.171.160 53.98 KB 256 0.8% a9fa31c7-f3cO-44d1-bBe7-a2628867840cC
UN 10.196.14.48 93.62 KB 256 9.9% fsbb146c-db51-475c-a44f-9facf2fladee
UN 10.196.14.239 83.98 KB 256 8.2% b8e6748f -ec11-410d-c94f-bB8e7dggazge7

Figure 5.121: TIpoBepka paboTH KIacTepa
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